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Foreword

Governance is nothing less than running a company well, and Oracle has proved
itself a well-run company for over 30 years. It has found the need to provide the
management team and directors many tools and facilities to plot course and help
guide this huge enterprise. Though we steer through many storms, the risks are
known, the course is plotted, the equipment is lashed to the decks, or properly
stowed. The crew is prepared to sheet or drop sail.

These are the same tools that we make available to our customers, and while I

have jokingly drawn the parallels to a sport with some connections to Oracle, the
governance of an enterprise is a very broad and serious topic. What Nigel and Adil
have shown in this book is just how broad it is and how many facets of Governance,
Risk, and Compliance are handled through those tools. We have great tools that
specialize in GRC and we have many other tools that intersect with it.

Just like the winds and the seas, the commercial, legal, and technological
environment and the tools that we provide to help you manage them are varied
and changing. This book gives you a great map on which you can chart your GRC
journey, both present and near future. It is a journey that we are honored to share
with you, as one of the many customers that has entrusted Oracle to provide the
vessel and seamanship.

Chris Leone
Senior Vice President, HCM and GRC Products,

Oracle Corporation
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Preface

This book covers the topic of Governance Risk and Compliance management. It seems
that every year since the Enron collapse, there has been a fresh debacle that refuses

to lower the spotlight from this area. Before Sarbanes-Oxley forced the management
of companies to become risk conscious, if you asked a Chief Executive whether he
thought he had adequate internal controls, I think the most likely the answer would
have been "What is an internal control?" This is clearly no longer the case. Every week
some story of lack of good governance, failure to plan for a foreseeable catastrophe,
or failure to comply with an important law or regulation, brings the GRC themes into
public view and scrutiny and this makes management and directors keen to show
they have put their best efforts forward to govern their companies well, manage risks
to the enterprise, and to comply with all applicable laws.

Perhaps only Oracle and SAP are in a position to really address all three aspects of
Governance, Risk, and Compliance. The mission of the GRC applications is to ensure
that the managers and directors of the enterprises that run our applications have a
strong defensible position. The mission is to provide:

e Controls that provide the highest degree of mitigation to the risks
to the enterprise

e Efficiency in testing and consistency in enforcement of Controls

e Highest degree of certainty in the risk assessment

e Lowering the costs of collating the Management Assertions of the
effectiveness of the controls for investors

What this book covers

Chapter 1, Introduction, introduces the GRC Concepts and shows you the breadth
of tools that Oracle has to address the GRC problems. We introduce the fictional
company with whom we will be taking the governance risk and compliance journey.
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We introduce the key roles that have a stake in the Governance Risk and Compliance
process and explain what that stake is. We show the overall risk management and
compliance process at a very high level to see how the information comes together
for the signing officers to certify to the investors in the enterprise that the risks are
managed and the controls effective.

Chapter 2, Corporate Governance, covers the governance problem from the perspective
of the board of directors and very senior management. We have taken a cursory
glance at the array of corporate governance problems and reviewed some candidate
applications from Oracle that address those problems.

Chapter 3, Information Technology Governance, covers governance of enterprise IT. We
develop an IT strategy and document that strategy in Oracle's Balanced Scorecard.
We review the alignment between the projects and that scorecard. We help the CIO
see the ranking of those projects with respect to financial and non-financial goals. We
sit with the IT Director to ensure that the configuration of the systems is baselined

at an agreed state and that configuration is under an effective change management.
Lastly, we work with the IT Director to ensure that Infission has good processes for
support of end users.

Chapter 4, Security Governance, constructs a Security Balanced Scorecard with
objectives for security management that are in concert with the overall corporate
objectives. We then demonstrate how principles of least privilege are implemented
through the role. We look at how the principle of accountability is implemented.
We explain how employee on-boarding, off-boarding, transfers, and promotions
are reflected in the security system. We show the CSO how the policies of what
duties must be segregated are articulated, enforced, and violations reported. We
explain how to harden the system to address security threats. Lastly, we take the
CSO through security incident tracking and response.

Chapter 5, Risk Assessment and Control Verification, examines the process of evaluating
the risks to the enterprise and its mission that is generally executed as part of a
Sarbanes-Oxley Program Management Office established by the Chief Financial
Officer. We review the Enterprise Risk Management (ERM) framework, established
by COSO for risk assessment and controls verification.

Chapter 6, Documenting Your Controls, provides details to help you create and maintain
control documentation such as process, procedures, risk controls, and business units.

Chapter 7, Managing Your Testing Phase: Management Testing and Certifying Controls,
describes the Management Testing process, approach, and automation to help
identify risks and provide reasonable assurance that an entity is able to meet its
business and financial reporting objectives under an Enterprise Risk Management
(ERM) framework.

[2]
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Chapter 8, Managing Your Audit Function, explains the management of Internal Audit
function to provide independent assessment of internal controls that provide the
independent assurance to the Board of Directors and stockholders that financial and
operational information is reliable, operations are performed efficiently, objectives
are achieved, assets are safeguarded, and actions and decisions of the organization
are in compliance with laws, regulations, and contracts.

Chapter 9, IT Audit, covers the IT Audit management function that mitigates
information technology risks. The scope of an IT Audit plan includes testing
general computer controls as well as application controls. The domains of IT Audit
include access controls to reduce the segregation of duties risk, transaction controls
to indentify if the user with access to the ERP system has created a transaction

that violates a business policy, and configuration controls to track configuration
changes in the ERP system.

Chapter 10, Cross Industry Cross Compliance, covers compliance issues that

will be faced by companies in almost any industry. We start off by looking at
Sarbanes-Oxley and then move on through ISO 27000 that defines the Security
Management System Requirements and on to COBIT that defines control
objectives for Information Technology. We look at the California Breach Law,
Health Information Portability, and Payment Card Industry regulations. These
have the common theme of privacy and we showed Oracle capabilities for hiding,
encrypting, and masking values. We also looked at federal sentencing guidelines
and showed how a learning management solution provides a defensible position
and demonstrates due diligence.

Chapter 11, Industry-focused Compliance, covers regulations that apply to particular
industries. We show the major compliance issues in high-tech manufacturing,
pharmaceutical and life sciences, and banking. These compliance issues will generally
still involve audit staff, but require specialized tools for each of the compliance issues.

Chapter 12, Regional-focused Compliance, covers Canada's Bill 198, the United
Kingdom's Corporate Governance Code, the European Union's 8th Directive, Japan's
Financial Instruments and Exchange Law, and Australia's Corporate Law Economic
Reform Program (CLERP).

We neither stay in the narrow definition of the GRC applications, nor limit ourselves
to the Business Applications but take you to the most appropriate places in the full
Oracle footprint. For example, some of the configuration management and change
control problems are addressed within the GRC Applications and some of them are
addressed within enterprise manager.

This means that the book is not organized by product, but is organized by the
governance and risk assurance processes. A given product may be represented
in multiple places within the book and a given process may contain multiple
product references.
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In the governance chapters we take you through Oracle Balanced Scorecard,
Oracle ilearning, Oracle Human Resources, Oracle Universal Content
Management - Records Management, Project Portfolio Analysis, Oracle
Enterprise Manager, and Oracle Service.

In the risk management chapters we take you through Oracle GRC Manager,
Oracle Fusion GRC Intelligence, Oracle Enterprise GRC Manager, Application
Access Controls Governor, Transaction Controls Governor, Oracle Preventive
Control Governor, and Oracle Configuration Controls Governor.

In the compliance chapters we take you through Enterprise Manager, Oracle
Payments, Oracle Database Vault, Oracle Data Masking Packs, Oracle E-records
Management, Agile's Product Governance and Compliance, Oracle Reveleus,
and Oracle Mantas.

We have baselined the book at the 11GR2 Database, 11GR2 Middleware, and
release 12.1 of E-Business Suite.

What you need for this book

You will need to download the following software for this book:
e Oracle GRC Manager 7.8

e Oracle Fusion GRC Intelligence 2.01

e Oracle Enterprise GRC Manager 8.6.4

e Oracle GRC Controls Suite (AACG and TCG) 8.6.3
e Oracle Preventive Control Governor 7.3.2

e Oracle Configuration Controls Governor 5.5

Who this book is for

The audience for this book are the people who advise the board, the Internal Audit
department, and CIO office on controls, security, and risk assurance. Consultants
that are implementing Financials or GRC Applications who wish to gain an
understanding of the Governance Risk and Compliance processes, and how they are
represented in Oracle, should find it a useful primer. Risk Assurance professionals
should find it a reliable companion and constant friend.
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Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "Use the configuration files httpd.conf
and httpd_pls.conf to limit web page access to a list of trusted hosts."

A block of code is set as follows:

<Location ~ "/(dmsO|DMS|Spy|AggreSpy)'>
</Location>

<Location ~ "/dev6Ohtml/run(form|rep).htm">
</Location>

Any command-line input or output is written as follows:

*_dispatchers="(PROTOCOL=TCP) (SERVICE=sidXDB)*

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "When
you are in the Hyperion® System 9 Workspace, from the Applications tab select
Performance Scorecard in order to access the scorecard."

%ii‘ Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com,
and mention the book title through the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www. packtpub.com/authors.
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded to our website, or added to any list
of existing errata, under the Errata section of that title.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.
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Introduction

This is a book about governance, risk management, and compliance management

of a large modern enterprise and how the IT infrastructure, in particular the Oracle

IT Infrastructure, can assist in that governance. The IT infrastructure both presents
arisk and also provides the infrastructure to mitigate and manage that risk. The IT
infrastructure must be shown to be in compliance with policies, laws, and regulations,
and assists in establishing and confirming that compliance. We have written this
book from the perspective of big GRC. There have been many solutions springing

up around fashionable pieces of the compliance problem. At the start of the Sarbanes
gold rush, it was document management. For a while that was the management of
the close process. Then for a very long time it was segregation of duties. These are all
important components. We have tried our best to take the perspective of those who
are responsible for the stewardship of the company, and see the GRC problem from
their perspective. We have written at length about governance To this end, our book
is aimed at risk assurance professionals, executives, directors, and those who advise
them. It is not an implementation manual for the GRC products, although we hope
you can get the best out of the GRC products after reading this book. In this book, we
have discussed many applications and technology products that are not in the GRC
product family. Again, we are not attempting to write an implementation guide for
those products. We can hopefully show you how those products participate and assist
in the governance process, how they introduce or mitigate risk, and how they can be
brought into compliance with best practice as well as applicable laws and regulations.
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How this book is organized

We have written this book with a section dedicated to each of the following
three blocks:

e Governance: Here we discuss the strategic management of the enterprise,
setting the plans for the managers, making disclosures to investors, and
ensuring that the board knows that the enterprise is meeting its goals and
staying within its policies.

¢ Risk management: Here we discuss the audit disciplines. This is where we
work out what can go wrong, document what we have to do to prevent it
from going wrong, and check that what we think prevents it from going
wrong actually works. We move through the various sub disciplines within
the audit profession and show what tools are best suited from within the
Oracle family to assist.

e Compliance management: Here we map the tools and facilities that we
have discovered in the first two sections for frameworks and legislations.
We will give this from an industry and geography agnostic viewpoint
and then drill in to some specific industries and countries.

We neither stay in the narrow definition of the GRC applications, nor limit ourselves
to the business applications but take you to the most appropriate places in the full
Oracle footprint. For example, some of the configuration management and change
control problems are addressed within the GRC applications and some of them are
addressed within Enterprise Manager.

This means that the book is not organized by product. It is organized by
the governance and risk assurance processes. A given product may be
represented in multiple places in the book and a given process may contain
multiple product references.

Definitions

Before we go much further, we should lay down some basic definitions of these
three key terms.

[8]
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Governance

The www._businessdictionary.com has a great definition of governance:

Traditionally defined as the ways in which a firm safeguards the interests of

its financiers (investors, lenders, and creditors). The modern definition calls it
the framework of rules and practices by which the board of directors ensure
accountability, fairness, and transparency in the firm's relationship with all the
stakeholders (financiers, customers, management, employees, government, and
the community). This framework consists of (1) explicit and implicit contracts
between the firm and the stakeholders for distribution of responsibilities, rights,
and rewards; (2) procedures for reconciling the sometimes conflicting interests
of stakeholders in accordance with their duties, privileges, and roles; and (3)
procedures for proper supervision, control, and information-flows to serve as a
system of checks-and-balances. It is also called corporation governance.

I really like this definition, partly because it lets you know where the real
accountability for Governance lies in the enterprise, but mostly because it is
pretty much undefined in most of the frameworks that have had influence
on the GRC market.

Risk

Probability of loss inherent in a firm's operations and environment (such as
competition and adverse economic conditions) that may impair its ability to
provide returns on investment. The leading framework in risk management
was published by the Committee of Sponsoring Organizations (COSO) of the
Treadway Commission. COSO ERM extends the definition from not meeting

a financial objective to not meeting any of the enterprise's objectives. It makes
it pretty clear that the body that is responsible for signing off on the corporate
strategy should also ensure that there is a process to identify the risks of not
meeting the goals.

Compliance

Certification or confirmation that the doer of an action such as the writer of an audit
report, or the manufacturer or supplier of a product, meets the requirements of
accepted practices, legislation, prescribed rules and regulations, specified standards,
or the terms of a contract.

[9]
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Oracle's Governance Risk and
Compliance Footprint

The following figure gives an overview of the major functional areas of the
governance, risk, and compliance problems and the Oracle Component that
best addresses that problem:

GRC

Balanced Scorecard Learning

| Strategy Development

| Policy Communication |

Financial Planning and Analysis

Execution Tracking

| Financial Forecasting

| Business Intelligence |

Consolidation & Financial

Close Process Manager

| Reporting | | Sub Certification |

Risk Management Applications

| Preventive Controls | | GRC Manager |

| Access Controls | | Configuration Controls | | Transaction Controls

Business Applications Identity and
| Application Controls | | P | Authorization
pp rocesses Management
Database Enterprise Manager Content Manager
| Audit Vault | | Configuration Controls | | Evidence Store |

When you consider who is involved in the governance, risk, and compliance
process, you start to appreciate the tools that you need to complete the footprint.

Balanced Scorecard

This tool is used to express and communicate the mission of the enterprise.

Business Intelligence

This tool is used to measure the degree to which the strategy that has been
communicated is actually executing.

[10]
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Financial Planning and Analysis

This tool is used to convert the mission of the enterprise into financial goals,
forecasts that can be discussed with investors through the management
)discussion, and analysis.

Consolidations and Financial Reporting

This set of tools is used to report to investors the progress toward the goals
expressed in the financial plan.

Learning

This tool is used to ensure delivery of ethics and policy education and confirm
their understanding.

Risk Management Applications

This tool is used to discover and document risks to the mission of the enterprise,
and to ensure that management has well-designed and effective operating controls
to mitigate those risks. Such tools cover the following;:

e Access Controls Governor: To ensure that appropriate access is granted
to systems.

e Transaction Controls Governor: To ensure that transaction policies are
followed and fraudulent transactions found.

e Configuration Controls Governor: To ensure that recommended settings
of the applications that themselves constitute great automated controls are
appropriately configured and that changes are authorized and recorded.

e Preventive Controls Governor: To extend the controls footprint of the
delivered application.

e Oracle Enterprise Manager: Enterprise Manager also has great capabilities
to extract configuration settings and measure them against baseline.
The settings that are tracked within EM by default tend to be deeper
technical settings.

¢ GRC Manager: To provide self assessment, testing operations, and to
aggregate the results of the documentation and testing phases of the
governance program for managers of the risk assurance activity.

¢ GRC Intelligence: To provide the most potent and important information
to the executive suite and directors on the residual risk to the enterprise.

[11]
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Sub Certification

Sub Certification applications are used to allow management to confirm the controls
within processes that they are responsible for. Such tools include Hyperion Close
Process Manager.

Process Management Applications

These applications are used to provide the pivot point for the risk analysis and
management accountability. Largely, these are the processes within the applications
themselves. The process may be orchestrated through Oracle Workflow as in the case
of purchase order approval or journal approval.

Content Management Applications

These applications are used to provide evidence store for unstructured information.
They also provide a store for standard working papers and completed working
papers that have been part of the testing activity.

Identity and Authorization Management
Applications

These applications are used to provide authentication of users, accountability for
their actions in the system, and authorization to information assets required to do
their jobs.

Our case study

In order to ensure that we keep ourselves grounded in real problems, we have
written the book as a journal of a fictional company establishing its governance
processes. We will introduce managers and directors responsible for various
aspects of the governance, risk, and compliance problem and where that problem
is exposed and how it is addressed in the technology and business applications.

[12]
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FRLERRLED { Board of Directors |
: [
| Audit Committee | | Compensation Committee
I I I |
Chief Operating Chief Financial Chief Information Chief Adult
Officer Officer Officer Executive
Compliance Financial and
PMO Operational Audit IT Adult

In the previous figure, we have seen the key roles that are directly engaged
in the governance, risk management, and compliance activities in a typical
organizational chart.

Their IT infrastructure is comprised of Sun Hardware and are running Oracle
database, middleware, and business applications. We do have one of the
subsidiaries of InFission running JD Edwards just to allow us to illustrate
GRC working in a heterogeneous applications environment.

Roles involved in GRC activities

It is worth examining what function is responsible for what activity and what
part of the Oracle footprint each is most interested in.

Audit Committee member

The audit committee of the board of directors must have at least three members.
One member must have accounting or financial management expertise and all
other members must be financially literate. All members must be independent.

The Audit Committee is charged with the oversight of the Financial Reporting
process, including review of quarterly and annual financial statements on behalf
of the investors and to discuss annual financial statement with management
and auditors.
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They need to review Management Discussion and Analysis (MD&A) with
management and auditors. This is where management gives guidance on where
the business is going. Such guidance is also given in Earnings Announcements,
press releases, and guidance provided to rating agencies.

They need to monitor the system of internal control and compliance with legal and
regulatory requirements. In order to do this, they need to monitor the system of risk
assessment and risk management. This may be synonymous with overseeing the
internal audit function, but in recent years many enterprises have set up a separate risk
management program office reporting it to the management. This oversight means
that the audit plan and the scope of the audits are signed off by the audit committee.

In order to ensure that the tone at the top is appropriate, received, and understood
the audit committee is generally responsible for an ethics program, and responsible
to manage whistle-blower complaints.

Signing Officers
The CEO and CFO of the company are responsible for signing the Sarbanes-Oxley
Section 302 Certifications.

These certifications, referred to by the Securities and Exchange Commission as

"Rule 13a-14(a)/15d-14a Certifications", must be signed separately by the CEO and
the CFO, and filed as an exhibit to quarterly reports on Form 10-Q or 10-Q(SB) and
to annual reports on Form 10-K or Form 10-KSB, as Exhibit 31, or, for foreign private
issuers, as an exhibit to Form 20-F. The SEC has specified the form and wording of
these certifications, which cannot be changed.

Briefly, the Signing Officer certifies that he has reviewed the report, that he believes
that it does not contain any misleading misstatement or omission, and that it fairly
presents the company's financial position and results of operations. The officer also
certifies his responsibility for the company's disclosure controls and procedures
and internal controls over financial reporting and as to their effectiveness.

Chief Audit Executive

The Chief Audit Executive is a part of the company but generally has reporting
relationships to the Audit Committee of the board of directors.

The duties of the Chief Audit Executive include:

e Status, strategy, and organization of the Internal Audit Department

e Management/supervision of the internal audit activity

[14]
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¢ Ensuring the timely completion of internal auditing engagements

¢ Ensuring that reports on internal auditing engagements are provided
to the audit committee with minimum delay

e Providing an annual holistic opinion on the effectiveness and adequacy
of risk management, control, and governance processes

Chief Financial Officer

As well as being one of the signing officers, the CFO obviously heads the
departments that are involved in processing of transactions that most directly
affect the subledgers and general ledger, the preparation of financial statements,
and financial planning and analysis.

Chief Information Officer

In addition to Sarbanes-Oxley (SOX), CIOs and CSOs must understand and achieve
compliance with the Health Insurance Portability and Accountability Act (HIPAA)
the Payment Card Industry Data Security Standard (PCI DSS) for organizations
processing credit card transactions, and the Federal Information Security
Management Act (FISMA) for federal agencies as well as many other global,
national, and industry-wide regulations and mandates.

IT governance includes writing IT policies that define who within an organization
is responsible for key decisions with regards to IT adoption and usage, who is
held accountable for such decisions, and how results are monitored and measured.
Implementing IT governance strategies includes assigning committees to steer
technology adoption, architectural reviews, and project analysis. Governance is
about processes, which should support consistent and transparent methods for
managing your information technology acquisitions and usage.

The CIO is also responsible for IT risk management. Risk management requires
adapting to constantly changing business requirements and monitoring what
technologies are deployed within the organization Risk management encompasses
surviving a constantly changing threat landscape by tightening and optimizing an
organization's information security, both perimeter and internal, while improving
business agility and efficiency.

The CIO is also responsible for IT compliance approaches, governance by designing,
assessing, and implementing controls. These controls must map back to the various
industry requirements and best practices that ultimately determine success or failure
during an IT audit.

[15]

www.it-ebooks.info


http://www.it-ebooks.info/

Introduction

Chief Operating Officer

Many of the controls in the business are part of the processes and procedures
operating in the Business Units themselves. For example, your revenue line
might be unreliable due to side contracts that are made by your salespeople.
Management in the business is responsible for the design of the controls and
certifying their effectiveness.

The Audit and Compliance process

The following figure explains the Audit and Compliance process starting with the
establishment of the program office and ending with certified financial statements:

T T T
| | |
Author I I I
. ! Document | ! I
Business | | Findings | |
Processes : : :
| |
| T | |
Establish Establish | | . Scope Test |, | Certify || Certify
Program — Enterprise ASSESSMents ] Audit —» Internal % Business [ Financial
Office Structure | | Engagements Controls | I |Processes| | |Statements
| | |
I |
| I |
Establish | | | |
Risk & | ! Ng Implement | |
Controls : : Changes :
Library |, | |
| | |
| I |
| I |
| I |
- | | | o
Bl;usmess I:t(zr_?al : Tricel : BPO & : Solffmng
rocess uditor | Auditor | Global | icer
Owner 0 -
| | Operations
| | Owner |

While there are many processes that support and feed into the audit processes
process, it is important to realize who the players are at the end of top level process.
The process has to make evident to investors and regulators that risks are managed.
Once an Audit and Compliance process is established, it goes through a risk
assessment, audit planning, documentation phase, a testing phase, and a reporting
phase, before the results are combined with the financial disclosures and signed by
the management.
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Risk Assessment phase

In the Risk Assessment phase, you will be cataloging the risks to the objectives

of the business and asking questions such as "What can go wrong?". There are

many methodologies, tools, and focuses for this. One methodology is to review the
financial statements by subsidiary and highlight the lines that are material and then
start to investigate the risks to which that line is exposed. For example, if a subsidiary
constitutes less than five percent of the revenue of the enterprise, its revenue line
may not be material. For one of the subsidiaries, the revenue line may be subject

to risks of mistatement. For example, if revenue is claimed when customers have
vouchers outstanding. Other methodologies include facilitated workshop methods
and survey methods.

Audit Planning phase

In the Audit Planning phase, you will create a set of audit engagements, each

with a defined scope and projected timeframe. Scope may be defined in terms of
process, business units, and subsidiaries. The scope sets a boundary around the set
of risks and controls that will be tested. An engagement itself is a project that has
an engagement manager and a set of auditors assigned. The audit and its scope is
generally authorized through an engagement letter addressed to the management
and authorized from the Chief Audit Executive or audit committee. It may well
include a records request for access to records that are within the scope of the audit.

Documentation phase

As you kick off the program, you will probably establish a program office. The
controls will need to be cataloged, but they are generally organized by processes,
and the processes and procedures themselves may be controls in and of themselves.
The testing phase will be performed within the legal entities and business units of
the enterprise, so the enterprise structure needs to be documented.

Testing phase

The testing phase will include a risk assessment to prompt the management to think
about the risks to the mission of the enterprise. When the risks have been cataloged,
the scope of the audit and the audit plan can be set. The scope may be set in terms

of the processes, business units, or individual controls. The audit plan is broken
down into individual engagement projects that have their own scope, where controls
are tested and the results reported back to the Chief Audit Executive. Management
may also be testing controls themselves and providing self assessments of the
effectiveness of those controls.

[17]

www.it-ebooks.info


http://www.it-ebooks.info/

Introduction

Reporting phase

The reporting phase brings together management testing and the results of audit
operations to be able to arm management and the directors with the information
they need to certify the financial statements.

The Chief Audit Executive will need to keep the audit committee apprised of the
findings in the audit engagements.

Relationships between entities, accounts,
process, risk controls, and tests

We should always remember that the end goal is that we can prove to the investors
that management and directors have worked with due diligence to govern the
company, assess risks to the enterprise and its mission, and comply with applicable
laws and regulations.

We should look at an example of a process, a risk, a control, and a test:

Organization

US Operations

Corporate Accounts Executes Subsidiary Accounts
Revenue Revenue UK
A
Process
Has a material impact on Receivables Management Has a material impact on
Exposed
to
A\ 4
Risk
Improper Revenue Recognition
Multiplied
by
v
Control
Every contract > $100K reviewed by RevRec
team
Tested)Verified
by

Audit/Testing Procedure
1. Generate a report for all contracts > 100K
2. Test evidence for RevRec team review
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In this example, a subsidiary of Infission runs the U.S. Operations. Part of the results
for the subsidiary is the revenue line. The receivables management process has a
material impact on what is reported as revenue. There is an inherent risk that we
may apply improper revenue recognition policies. For example, we may recognize
revenue, even though we have written into the contract that the customer has right
of return if the product does not perform as specified, within 90 days. The control
may be that every contract with revenue over 100,000 dollars is reviewed by the
Revenue Recognition Team. That control may be tested by generating a report of all
contracts over 100,000 and testing for revenue recognition approval.

GRC Capability Maturity Model

The governance process itself can start small in a fairly ad hoc manner and can
mature to where the governance processes are truly optimized. The IT Policy
Compliance Group, an industry and advisory consortium adapted the Capability
Maturity Model first published by The Carnegie Mellon Software Engineering
Institute to the GRC Domain. It has provided a way for companies to measure
where they are on the spectrum, and give themselves a sense of how far they have
to go and the costs and benefits in getting there.

The following figure shows the levels in the Capability Maturity Model and the
process characteristics at each of the levels:

Optimized f------------------------

Continuously
Improving [~~~ "~~~ """ TTTTTTT

Measured | ------cooooon

Documented
and Repeatable

AdHoc [-----

[0 Y [
6 1 I R e

[IRg R
N ---=-==-=-
Wh-=== === =

We will be revisiting the Capability Maturity Model to see how different pieces of
our GRC solution help move us along the spectrum towards optimizing our controls
footprint, minimizing the costs, maximizing the repeatability, and ensuring we have
measurable results that can be expressed in terms of business value. The IT Policy
Compliance Group provides standardized assessments to help companies measure
where they are.
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Summary

In this chapter, we have introduced the GRC Concepts and explained the breadth of
tools that Oracle has, to address the GRC problems. We have introduced the fictional
company with whom we will be taking the governance, risk, and compliance
journey. We have also introduced the key roles that have a stake in the governance,
risk, and compliance process and explained what that stake is. We have shown the
overall risk management and compliance process at a very high level to see how

the information comes together for the signing officers to certify to the investors in
the enterprise that the risks are managed and the controls are effective. We have
illustrated how a sample process, risk, and control are related to a financial statement
line for a subsidiary within the enterprise and explained how the process can move
from an ad hoc manual process to a repeatable, automated, and optimized solution
over time.

In the next chapter we will introduce the Governance theme with Corporate
Governance. We will take a look at key strategic issues that Infission faces as an
enterprise and also how to craft and communicate the strategic intent of Infission.
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The first domain of GRC that we will look at is Governance, and in particular,
Corporate Governance. It is the area of GRC that has had least attention from the
software vendors. In the Chapter 1, Introduction, we introduced the organizational
structure of Infission at the top of the enterprise and we introduced the members
of Infission that are most concerned with the governance problem.

We break the corporate governance chapter into the following areas:

Developing and Communicating Corporate Strategy with
Balanced Scorecard

Communicating and Confirming Corporate Strategy with iLearning
Managing Records

Financial Planning and Analysis

Monitoring Execution with Oracle Business Intelligence

Risk Management

Whistleblower Protections
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Developing and Communicating
Corporate Strategy with Balanced
Scorecard

The first thing that we do for the management team is we help them bring their
vision for the company to a set of measurable goals that they can justify to their
investors. We use Oracle's balanced scorecard tools to do this. We develop the
scorecard at the corporate level, and break it down for some senior executives to
align objectives at divisional level. We then move the objectives into the executive's
goals in the performance management applications that are part of Human Capital
Management (HCM). Here we will show the reports and metrics that are delivered
by Oracle Applications that allow these goals to be monitored and thereby the
executive's performance measured.

Balanced Scorecard Theory

The rise of Balanced Scorecard was a reaction to the narrow definitions of
performance that purely financial measures cause, measuring performance in terms
of historical results, not keeping an eye on the needs of the customer, not planning
for the future either in terms of people and processes. Balanced scorecard gathers
together metrics from a broader base and groups them into perspectives that show
the different dimensions of performance and stewardship. The balanced scorecard
theory was popularized by the writings of Kaplan and Norton in their 1993 book The
Balanced Scorecard.

The four perspectives

The touchstone of balanced scorecard is metrics gathered under four perspectives. The
four perspectives are customer, financial, processes and learning and growth. The four
perspectives are interrelated. In order to meet financial objectives you need to focus
on customer needs. In order to improve financial results you need to find better, less
costly, more efficient ways to work, and if you are going to have results, not just now
but into the future, you need to make some investment in learning and growth.
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The following screenshot shows the Perspective Definition Ul in Oracle's
Balanced Scorecard:
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+| ) Named Range List
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+| 0 Unit List
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9 vere L
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Add

¥ Display Strategic Theme

Strategic Theme

[order [Hame Description

, |
i s
[T [T [ S3iocalintranet ENR

Scorecard

Measures

It is useful to fit the metrics into the different perspectives. For example, a company
that manufactures high-tech equipment, probably needs to allow its customers to
return products, this is clearly in the customer perspective. It may have a secondary
channel for refurbished products. This is clearly in the financial perspective. In order
to enable the customer to return the products it may need to improve its reverse
logistics. This is clearly in the internal processes perspective. In order to improve the
longevity of its battery technology and power management it needs to develop energy
engineering disciplines. This is clearly in the learning and growth perspective.
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Strategy Maps

Key performance Indicators (KPIs) are all very useful, but plucking them out

of the air and pinning them down on a balanced scorecard does not measure
your execution unless thought through carefully. What you really need is to see
the metrics as a measurement for how well you are doing on implementing a
strategy. Balanced scorecard methodology has grown to include the development
of strategy maps. This involves working backwards from measures and Key
Performance Indicators (KPI's) that signify success in broad financial terms to the
customer centered, process centered and learning objectives that an enterprise
needs to meet to accomplish them. The following is a sample strategy map drawn
in Oracle's Balanced Scorecard tool.

The following is a sample strategy map from Balanced Scorecard:
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*| 2 Measure

+| [ Reports

+| [ Strategy Maps
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Infission's strategic initiative

In our case study, Infission is a home computer manufacturer. The market for
computer equipment in both the consumer and corporate markets has been fairly
stagnant in the past few years. The market has also changed significantly. The
environmental consciousness of both its customers and shareholders has changed
dramatically and as a consequence its strategy has had to radically change to
incorporate these consumer and investor preferences.

Oracle's Balanced Scorecard

Of course the next thing is to show how this is expressed in Oracle's balanced
scorecard product. The following diagram shows the strategic planning process:

Decide who is
Accountable

A

Start Strategic Set High Level Assemble Report and

Planning Objectives Scorecards Collect Measures Reward

A

Breakdown
Objectives into
Smaller Measures

Accessing Oracle Hyperion's Balanced Scorecard

Balanced Scorecard is part of the Hyperion set of products. Scorecard is accessed
solely through the Workspace. When you are in the Hyperion System 9 Workspace,
from the Applications tab select Performance Scorecard.
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The main components and how they are related

The following logical data model diagram shows the major components of the
balanced scorecard system, and how those components are related:

Is Accountable For Mapping of
ACCOUNTABILITY ACCOUNTABILITY | SCORECARD | STRATEGY MAP
HIERARCHY HIERARCHY
[ % MEMBER
Is Accountable to T I \4
v | ' 3 meets
|
- Is represented |
Responsibility of I ls met by ! on
|
' ! |
Enters Targets VAN :
PERSON  [o______! For ] OBJECTIVE STRATEGY HIERARCHY STRATEGY HIERARCHY
| - MEMBERSHIP ||
Enters Results For <

The key entities are explained as follows:

Scorecards: A collection of scores against a set of objectives typically
aggregated and weighted to a total possible score of 100.

Objectives: Objectives are grouped under a scorecard. Some strategic goal
against which the enterprise wishes to measure progress.

Strategy Hierarchy: A way of organizing objectives to express how the
results of one objective contribute to the results of another.

Strategy Hierarchy Membership: Breaks-down an objective into smaller
objectives and scorecards that contribute to the overall objective.

Strategy Map: Displays a scorecard using the cause and effect relationships
implicit in the hierarchy.
Accountability Hierarchy: A collection of accountability elements that are

typically departments, business units that have managers that will be held
accountable for results.

Accountability Hierarchy Member: The departments or business units that
are assembled into a hierarchy.

Person: Employees can have responsibility for an accountability hierarchy
member, and therefore responsibility for the objectives in its scorecard. The
manager of a department or business unit may be responsible for setting
targets for his managers. The finance staff may be responsible for collecting
results for the objectives.
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Setting up measures

From the scorecard page, click on the browse icon at the top of the left-hand
navigation panel and then click on Measure Templates List. The following Ul
is where you set up measures:

lemodrive:19000/workspace /index.jsp - Windows Internet Explorer _ =] ]
[ it demodrive 13000jorkepacfinder o0 =4 || x| [cusiy [o]-]
U8 @R @ hepa/demodrive: 19000 - - v b page v ) Tooks v

File Edt View Favortes Forum  Administration Tools  Help Welcome Aruna | Log Off ORACLE"

workspacefindex. jsp

B E Search I
Genera|  Caleulations % popoding > Ranges » Dimension O] <]
Object View OE T pomen [ any vl | status:| Any [ Report Date: 7723108 Report Target: | Target I
1 i categories - =
— Calculations: =
[ Custom Dimension Setup
| ) Employee List Better Performance: " High Resull ™ Low Resutt
A5 st
. g M'E"'ew"r o Unit Percent (%)
= a0s
+/ B Accountabilty aps Start Date: 103104
* ﬁ Strategy Maps Result Formula: sum(dimensionalChildren(resutt, "Scrap Rate”, this))

I ) strategy Trees
1 i Measure List
=1 ) Measure Template List
| Costof Rework Score Formula (imResultithis) - 20.0) / (mTarget(this} - 20.0)) Select
| Customer RejectiReturn Rate:

| Apply to Leaves:

Reszult Source Repository: |

Target Formula sum(dimensionalChildren("Target", "Scrap Rate™, thig)) Select
|j Employee Satisfaction - Corpi
|] Employes Satisfaction - Manu [+ I Apply to Leaves
|j Employee Satisfaction - Sales { Benchmark Formula: sum(dimensionalChildren("Benchmark”, "Scrap Rate”, this))

Ll Employee Turnover - Sales &
|j Internal Benchmarking Proj Cc |
L Internal Benchmarking Proj Cc

[T Apply to Leaves

|j Operating Exp - Sales&Fulfil Freguencies
Part-Time Hel;
S g CEDMR:UﬁmﬁM Collection Frequency: Quarterly on last day. Every 1 Period(s)
5] Returnd Units - SalesaFuffi Measure Reporting Frequency: Quarterly on last day
|j Sales Rep Service Satisfactic Collection Extension (days):

|| Sales Reps Making Monthly O

Target Collection Freguency: Quarterty on last day. Every 1 Period(s) Select.
B
[E) Scrap Rate .
) Target Reporting Frequency: Quarterty on last da Select
L Six Sigma Projects Completed E FUITAE E g ¥
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In this screen the user is setting up measures. You can set up whether you are trying
to get a high result, (such as the percentage of production materials from post
consumer content), or a low result, (such as energy per unit produced). You set up
the formula to calculate the result.
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Setting up an Accountability Hierarchy

From the scorecard page, click on the browse icon at the top of the left-hand
navigation panel and then click on Accountability Map. The following Ul is
where you set up Accountability Maps:

f" racle Enterprise Performance Management System Workspace, Fusion Edition - Windows Internet Explorer
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You can further refine responsibility for performance by constructing a chain
of commands that must achieve the results. You do this by adding nodes to the
accountability map. Such nodes might be:

e Subsidiary for compliance measures

e Business Unit for financial measures

e Department for functional measures

e Geographic region for sales measures

e Item Category for marketing measures

Assembling the Scorecard

From the scorecard page, click on the browse icon at the top of the left-hand
navigation panel and then click on Scorecard Template List. The following Ul
is where you assemble the scorecard:
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Measures are assembled into scorecards by assigning weights to the measures. This
allows a weighted average to be calculated for all the measures in the scorecard. It
gives you a measure of how well the strategy has been met.

Breaking down Measures and Scorecards into
lower-level objectives

From the scorecard page, click on the browse icon at the top of the left hand
navigation panel and then click on Strategy Trees.

Balanced scorecard allows you to break down the high-level strategic objectives

into smaller tactical objectives. For example, you might have a strategic objective of
minimizing environmental impact, but you will have to have tactical objectives for
providing for customer returns at the end of the product's life. This intermediary
objective may have its own scorecard for objectives such as understanding customer
use patterns and engagement with waste management companies for pick up.

Each objective on high-level scorecard can be broken down into smaller objectives
and scorecards. It is the relationships between objectives, which is implicit in the
hierarchy that is used to draw the strategy map.
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Authorizing Managers to Scorecards

From the scorecard page, click on the browse icon at the top of the left-hand
navigation panel and then click on Employee List. In the following Ul you
assign scorecards to managers:
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When you set up users within balanced scorecard, you also assign them to measures
by setting up their relationship to those measures. Are they the owner, or are

they responsible to collect the results, or are they responsible for commenting on

the results as an annotation creator. You also state the dimensions that they are
responsible for. For example, the geographies, plants, or business units.
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Loading data

From the scorecard page, click on the browse icon at the top of the left-hand
navigation panel and then click on Reports. In the following Ul you can load
scorecard data:
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There are many different ways to get data into the balanced scorecard system.
You can load the data in the following ways:
e Enter the data manually

e Transfer data from existing Essbase databases using Extract Transform
and Load (ETL) tool

e Transfer data from existing data warehouse
e Transfer data from existing legacy systems

e Upload data using spreadsheets
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Developing the Strategy Map for Infission and
reviewing it with the Board

Given what we have discovered about the changes in the investors and customer
sentiments regarding sustainability, the following strategy map can be used to
explain to the board the new objectives for the enterprise and how those objectives
contribute, ultimately to the survival of the enterprise:

Survival of the
Enterprise

Maintain and
Increase Profits

Lower cost of
Goods Sold

Minimize Carbon

Financial Maintain and Credit Needs Minimize
Increase Sales Ensure Markets i
Shareholder Remain Open Environmental
Impact
Recover Raw Get Customers
Materials to Return
Product
Ease Product Minimize Cost of
Return at end of Ownership/
Maintain life Disposal
Customer
Customer Intimacy Over
Life of Product Ease Product
Renewal/
Upgrade during
Product Life
Design for Comply with
Remanufacture Establish Environmental
Product Policy
Process Tracking
Capabilities

Understand
Current
Environmental
Footprint

Understand
Environmental
Legislation and
Guidelines

Understand
Customer Use
Patterns

Learning and
Growth
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As you can see we have created an objective to minimize the costs of ownership and
disposal and to minimize the carbon credits required for manufacturing. In order to
lower the carbon credits required for manufacture, one piece of the strategy is to get
customers to return product, which is required for market access in some markets,
helps minimize the environmental impact, and helps the enterprise recover raw
materials, thus lowering its cost of goods sold.

This strategy yields the following balanced scorecard very naturally:

Environmental Balanced Scorecard

Weighting Within Parent
Score
Weighted Score

Total

Financial / Shareholder
Maintain and Increase Profits 60.00% 4.5 2.7

Lower Costs of Remanufacture 50.00% 6.0 3.0
Lower Costs of Goods Sold 50.00% 3.0 1.5

Minimize Cleanup Costs and Contingencies 30.00% 4.5 1.4
40.00% 4.0 1.6

iz and Increzos Safs 190.00% 50 50
30.00% 5.0 1.5
Minimize Carbon Credit Needs 100.00% 1.5 1.5
Minimize Environmental Impact 100.00% 1.5 1.5
Ensure Company Survival 40.00% 1.5 0.6
Lz Minimize Cost of Ownership / Disposal 25.00%
Ease Product Return at end life 50.00% 6.0
Maintain Customer Intimacy Over Life of Product 25.00%
Ease Product Renewal/Upgrade during Product Life 50.00% 6.0

Process
Establish Product Tracking Capabilities

Establish Reverse Logistics Capabilities
Design for Remanufacture

Design for Disassembly

Design for Recovery

Design for Disposal

Design for Minimal Impact

Comply with Environmental Policy
Audit Environmental Compliance

Learning and Growth .
Understand Current Carbon Footprint

Understand Current Environmental Footprint
Understand Environmental Legislation and Guidelines
Develop Environmental Policy

Understand Customer Use Patterns
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When you set up the measure you also need to state how you will measure progress
towards it, in the form of a Key Performance Indicator. In this example, the objective
of minimizing our required carbon credits is measured through the carbon footprint of
our current manufacturing plan. Targets could be set in terms of total energy required.

Assigning objectives to Managers and creating
goals in HCM

In order to assign objectives to managers, from E-Business Suite Login choose
a manager responsibility and select Appraisals. In this Ul, you assign people
objectives for an appraisal period:

ORACLE" Hanager self-senvica

Diageostics Home Logoot Profereeces Hulp

E Oumrvinw #
Croate Standard Appratsal; Ovardow
Cance| Sunve s Drafl Shire wilh Appraises Back | Step 7 of 3 | Mext
= Karthieyan, larn 138
. ot Viskon Gperations
e Stock Pat b IDCLbuyer

Thie performance management program is designed to provide employees with ongaing feedback relating to individual strengths and areas requiring growth throughout the year, Use this
perfarmance management tool to establish goais, track performance and development progress and evaluate performance. Together, we will reach our individual and company goals.
Competencies

Please evaluate your level of competence in each of the following areas based on your performance.

fuld Job Competencies | | Add Competencies
Compatency Current Profickency Lovel Partormance Rating update Detalls Delote
Cha aton ) i F

~l
1 ity

onjerthes

Add Objective | Copy Objectives
Objective fama Start Date  Target Date  Achisuement Date Appraised Porformance Duplicats  Update Detalls  Doletn

22-Jurr 2010 # Exceeds expectatons oceaserally to go beyond 100 regqarements ) > g

Questmnnar:

What we are showing here is really closing the loop between the measurement
system in scorecard, and the incentive system in HCM. For good governance, the
measures that managers agree to and are accountable for in the overall corporate
strategy should also be reflected in Management by Objectives (MBOs) in the
Appraisal System. Performance ratings should include objectives that are consistent
with the scorecards and strategy.
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Communicating and confirming
Corporate Strategy with iLearning

The next thing we do for InFission is that we develop some training material to
be delivered and confirmed through iLearning. Some of the training is to confirm
understanding of corporate policies such as ethics standards and harassment
policies. Some of the training material is to confirm understanding of the strategy
that we helped develop in the previous section. An example might be a course
entitled "Infission's Social Responsibility and Ethical Purchasing Strategies". Here
we show the courses and reports from iLearning that help us confirm policy
compliance and strategy comprehension.

Developing Learning Assets Flow

The following diagram shows the learning process:

Develop . Develop :
. Confirm Employee
Compliance » Loe,:/(l‘,ialt_:?;?smg Compliance Test > Understan%inyg
Learning Content : Bank

The steps for the learning assets flow are as follows:

1. Place compliance course in catalog.
2. Upload load learning content.

3. Create a question bank.
4

Review employee learning.
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The major components of the Learning
System

The major components of the Learning System can be seen in the following diagram:

COURSE CATEGORY
CLASS ENROLLMENT
L e Start Date | A
/N | < e Open Seats <
COURSE |- !
,,,,,,,,,,,, ! \
I | I
: : 1 !
| ! A ‘
! ! OFFERINGS LEARNER
fffffffff ! 1 (777777777 7| e Delivery Mode
/:\ TTTTTTTTIATTTTTTTTTTR
LEARNING CONTENT : ‘
I I
LEARNING MATERIAL : 3
,,,,,,,,,,,,,,,,,,, !
‘
l
TEST BANK TEST BANK QUESTION A\
F1-1 TEST QUESTION TEST
e , -

The major components of the Learning System are as follows:

e Course Category: For example, Governance and Compliance Courses
e Course: For example, Data Privacy Awareness training
e Class: For example, California Breach Laws training July 15th 2010

¢ Enrollment: For example, John Doe enrolled in California Breach
Laws training on July 15th 2010

e Learner: For example, John Doe
e Offering: For example, California Breach Laws web-based training

¢ Learning Materials: For example, Data Privacy Awareness
Training Courseware

e Test Bank: For example, questions on California Breach Law
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Responsibilities

You use the Learning System with the following responsibilities:

¢ Learning Management Administrator: A Learning Management
Administrator is responsible for setting up the course catalog, loading
course materials, and constructing tests.

e Learner Manager: A Learner Manager is a manager that has subordinates
whose development plans include learning. A learner manager is responsible
for ensuring that the correct courses are included in the employee's
development plan, and monitoring the successful outcome of those courses.

o Learner Self Service: A learner is an employee whose development plans
include learning. A learner is responsible for enrolling in and attending
classes, and performing tests and evaluations.

Adding an Entry in the Course Catalog

Navigate to the Learning Management | Catalog, as shown in the
following screenshot:

J
ORACLE" Leamning Management
Home Logout Preferences Help Diagnostics
Catalog | Resources | Learner | Content | Finance | Setup
Search ‘Lear’mng Object VH | [ Go | Advanced Search
Content
To create a news object, select @ parent ebject, then select an cbject type from the Create poplist, and click Go. Click Publish to make a learning object or test available te the Catalog.
[ Hide Kev Notation
3 Indicates folder
2 Indicates learning object
Indicates test

Select Object: [ Publish | | | | Delete | [ @éy Create | Go

Vision Corporation Online Content >
Select Focus Name Details Published Offerings ‘Question Banks Reorder

o) =13 vision Content E 2 Question Banks

O & | E3Test content =l 0 Question Banks

O 2 OTA/iLearning Integration Setup =] Published 1 Offerings =

[o =3 5 Accounts Payable Clerk Desk Manual =] Published e

O 1099 Processing Published B

o) 2 Accounts Payable Period End Close Published o

O ‘fﬁﬁdd\ng Suppliers Published C;':b

O 2 Changing Supplier Data Published &

O 2 Computer-Generated Payment Batches =] Published =

O “2 Manitoring the Close and Avoiding Delays =] Published B =

o] 2 Processing Supplier Invoices for Projects B Fublished o)

O 2 Resolving Invoice Holds E Published =0

O 2 Resolving a Receiving Discrepancy Published =

O < Accounts Payable Desk Manual Test Published

Zo ron ioation Traink Dublichad (5] ]
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Use this screen to add entries to the course catalog. The course catalog entries could
be Course Categories, Courses, or offerings. Choose what to create from the drop
down and click on the Go button.

Uploading Course Content

Navigate to the Learning Management | Catalog, as shown in the
following screenshot:

ORACLE Learning Managemant

ogout Preferceces Hulp Diagnostics

Catakyg | Resources | Learner | Content | Mnance | Setup

Loarnieg Objact
Playar Frecequestes
M1 Objectves

Ac

Lepart lmport | | Upload | | Update | | Create Offering |

41027
Accownts Payabke Cherk Desk Manial
Pubdlshed
Automatic

English (United States)
Thiss desk manuasl will leach Accounts Payabde Personned all they need to know about their Job Role,

Accounts Payable persennel.
Hardvare Softvar

O Open in New Window

Aftachmants Mone

Use this screen to add content to the course catalog. Content could be learning
materials or test materials. Course material might be a recorded presentation or
slideware. Select what you want to upload from the drop down and click on the
Go button.

Note that the content must be published before it is
L available for learners.
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Developing a question bank to confirm
understanding

Navigate to Learning Management Administrator | Content Administration:

ORACLE' Learning Management

Home Logout Preferences Help Diagnostics

Catalog | Resources | Learner | Content

Coment%

Vision Content: Question Banks
Question Banks Manage question banks within a folder. A question bank is a collection of questions that you can use to create one or more tests.

Content Folder

B Hide Search Options
Search

Question Bank Name ‘

Description ‘

Published Status ‘

Start Date |

End Date — | El
ﬂ‘ Clear |

Select Question Banks: | Delete | | | Create Question Bank |

Select All | Select None
Select Question Bank Name |Puhﬁshed Status ‘Start Date |End Date Manage Questions Update Preview Create Quick Test
[0 HR Desk Manual Fublished 01-Jan-2004 o o | a

had
[0 |AP Desk Manual Published 01-Jan-2004 e 2 | a

Return to Content

Catalog Resources Leamer Content Finance Setup Home Logout Preferences Help Diagnostics

About this Page  Privacy Statement Copyright (c) 2006, Oracle. Al rights reserved.

In order to add questions you need to create a question bank to hold them. To review
or create question banks click on the Question Bank link in the Catalog folder.
Create a question bank, for example, you might create a compliance question bank.
You might add to the question bank questions on Data Privacy Obligations such as
"Which of the following constitute a breach under the California breach law?". You
can create a test for each offering. You may have a set of questions for self paced
learning, and a different set of questions for instructor-led training.
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Monitoring employee's understanding

Navigate to Learning Management Administrator | Enrollment and Subscriptions:

3 .L Bapasctis,
ORACLE

Cataleg | Resources | Leamer | Content | finance | Setip

Mome Logout Pre

sis Fot classes, of subscrigboes for [earming paths o cerlficatons.

Catalog Object Type | Class - Barson Type [Emgloyes 3,
Yarme Q Enroliment Humber
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Organizatien = Enrmiiment Statss | Fasmes %
Leamar =% Errolimant Justication | &
System Parsen Typs ol Enralmass Prioeity | -
Go| [(lear]
Salact Enrofment; [ Unenroll | | delete | | update tnrollments | | [ Add Enrolments | Fravious [1-10 of 10| et &
& | Sefect Hong
| ersed ID L: | EnrolinentEnralment Mandatory player Evaluation  |Completion
Conta: pe rgantzation  Class liame PMlaces; NumbenStatus Status Status Date hpdate Attachments
O Tull, Mr. Patrick Employee  Field Senvdce n Slils Workshep 3 1844 Passed He r
{duly 2003) #

[ Grant, Me. Remald Empleyes  ald Sandes sentabon Siiks workshep 2045 Prssad tia
[] Martn, M. Chrin Empleyes  Fsid Serdce n Skils Workshep g 2845 Fassad N
0 May-Parker, M. Empioyes  Feid Senvice tation Skiks Workshep 3943 Fassad ™

christine
0 Garrer, Ms. Paulne Employes  Feld Sendce Workshep 1y 3342 Fassed o

Alice i !
[ Vet Me bary Employor Faeld Serdce Presantation Skiks Workshep g 3041 Fassed ™

Dvans {duly 2003}
[ Fandall, Mr, Augtin Ernployee  VIEON Loty tietes Advanced Training 1 108 Passed %

Cerporation

Use this screen to see how your learners have done on a class, or set of classes. You
can orient your search by class to check for example, how employees are doing in
absorbing the data privacy laws and regulations as part of your security awareness
program. You can orient your search by learner to confirm that the business ethics
course has been taken and successfully completed by a new sales manager.

There are also a number of reports to help you track the understanding that your
learners have absorbed of compliance or strategic concepts. An example is the
Evaluation Master Report that will show evaluations for a Course and Class name,
with a summary of the questions.
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The Infission Strategic Objectives Classes

At Infission we noted that we needed a sustainability strategy in the first chapter. To
ensure that we have employees that have absorbed this strategy we have decided to
set up a Sustainability Course Category. In the Sustainability Course Category we
have created courses and question banks for waste and landfill reduction, design for
disassembly and re-use, energy engineering principles, and ethical purchasing. We
have created offerings for each course that are web-based training.

Managing Records Retention Policies
with Content Management Server

The next thing we do for Infission is to talk to Chief Counsel to define and
implement records categories of documents, and the periods for which the
documents must be retained, and after which they must be destroyed. This

is to aid discovery of documents during the period that they must be retained,
and to remove the liability inherent in discovery when documents are no longer
required to be retained. We define sensitivity levels and develop access control
lists to grant appropriate access to sensitive documents. We then show how the
records retention policies are implemented.

Note that as authors we debated whether to document Oracle Files or
Universal Content Manager (UCM) as our baseline for documentation
here in EBS 12.0. We decided that UCM is really the go forward content
management system for Oracle.

Many companies deploying E-Business Suite may not be aware that
%ii\ the attachments capability can be more natively integrated with a
’ document management system. Attachments can be simultaneously
added to the document management system and attached to the object
in EBS. For more information review this document at:

http://www.oracle.com/us/products/middleware/content-
management/059442 _pdf
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Records Governance Process

The following is the diagram showing the records management process:

Decide Document Determine _ L‘oad Documents
Categories » Records Retention » in Category and
Policies Security Group
A
Decide Sensitivity o Decide boundaries Create Security
. ; of access to
Classification Groups
documents
\ 4
Authorize Roles to
Security Groups
Run Document Notify Document o Destroy
Disposition Check Administrators " Documents
A
A
Check for
Document Holds

The steps in the records governance process are as follows:

N oGOk

Decide document categories.

Determine Records Retention Policy for each document category.
Decide document sensitivity classifications.

Decide boundaries of access to documents.

Create security groups.

Load documents into categories and security groups.

Assign roles to security groups.
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Process for destroying documents is as follows:

1. Run document disposition check.
Check document holds.

Notify document administrators.

Ll

Destroy documents.

Records Governance Components and how
they are related

The following diagram depicts the major components of the records and document
management system and the relationships between them:

RETENTION SCHEDULE DOCUMENT CATEGORY SECURITY GROUP

AN /N

DOCUMENT SECURITY GROUP
AUTHORIZED ROLE

DISPOSITION SCHEDULE
RULE

The following is a definition of the major components within the records
governance process:

e Retention Schedule: You may have different retention schedules for different
markets. For example, you may have a retention schedule for commercial
markets and a different retention schedule for government markets.

¢ Document Category: Within the retention schedule different document
categories are subject to different disposition rules.

e Disposition Schedule Rule: A disposition rule might be that a category of
documents must be stored for seven years and then destroyed.

e Document: An example of a document might be an employee's employment
records. A document is in a document category.
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e Security Group: A security group is a boundary around a set of documents
that are likely to be authorized together. For example, HR Records.

e Security Group Authorized Role: The authorization of a role to a set of
documents is identified by a security group. For example, a Vice President
of HR being authorized to HR Records.

Roles for accessing Universal Content
Manager (UCM)

You can log in to the Universal Content Manager as an Administrator. The
administrator designs the security for other users of the system. Other users
are assigned roles. These roles are assigned specific permissions to groups
of documents. Undefined users are assigned the guest role if they connect to
the server. The following screenshot shows the Universal Content Manager
Administration Applets:

ORACLE Content Server

Home  wSearch  ~hewCheckln  MyProfic  Help

1My Content Server

=l Browse Content
“gearch Administration Applets for idc
7| Cantent Management Adriréstration —> Admin Applets

nal Content

= Administration

Web Layout Editor
[ configuration For ide
i crma 3
[T System Audt Irécrmation ——_
=] Actions
[ Providers
T
[] Fiter Acrinistration S| reposttory Manager
[5] admin Server
Enwironment Packager g Archiver
—G -
[E Ganeral configuration S
] Oracle Query Optinizer 4P| workflow Admin

[H seap weds

[ 22ne Fieles Condiguratan

[E configure Recards Management
[E Fle e admivistration

[E] Managed Lnks Acmnistration

Configuration Manager

You can run this application by accessing it on the Administration page or in
standalone mode. In the security menu you will find:

e Permissions by Group

e Permissions by Role
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Note that we have chosen to not delve deep into the hardcore
M technical considerations of how to integrate with an LDAP server,
Q configure Secure Socket Layer, and so on. These are all worthy
topics, but they are well covered in the Universal Content Management
Managing Security and User Access guide.

Standard Sensitivity Classifications

Data classification is the act of placing data into categories that will dictate the level
of internal controls to protect that data against theft, compromise, and inappropriate
use. Information security is best managed when data is classified and the risks
associated with each category are uniform and understood.

The IT Governance Institute has included data classification in COBIT 4.0:

"Establish a classification scheme that applies throughout the enterprise, based on
the criticality and sensitivity (e.g., public, confidential, top secret) of enterprise
data. This scheme includes details about data ownership, definition of appropriate
security levels and protection controls, and a brief description of data retention
and destruction requirements, criticality and sensitivity. It is used as the basis for
applying controls such as access controls, archiving or encryption." - ITGI

The following screenshot is the definition of standard sensitivity classifications in
Oracle Universal Records Management:

ORACLE' Univelsal Records Management
~ Search

Bob Ericson | Logout | Help | RefreshPage O

Quick Search ~

wNewCheckdn  vRecords v Physical

= "[gc:’";:fz Server Configure : Security : Security Classification
gy saved Queries T
(e ——— $ Tosda e
i o eches o To raorder the cassfication, sele cl ' and clck the up or down arraw.
'y Workflow Assignments & When you are done ordering the classfication, click Submit Update.
'y Content Profile Links
'y Subsariptions = 3
hecked-Out Content i [
arch Result Templates | Move Security Classfication Actions |
izl [ 8 | ropsenst 7@
vy Scheduled Jobs I |
[ My Smple Profies ‘ @& Secret Z® |
3y Baskets | «*% Confidential 7®
My Folder Canfiguration | &% | nomarkings 7@ |
[E] My Reservations — - - -
My Records Assignments
[E ty Favorites Submit Update | [ Quick Help
My Reports
Browse Content
Search
Content
Administration
[45]

www.it-ebooks.info


http://www.it-ebooks.info/

Corporate Governance

The following are a set of sensitivity classifications that you may find useful in a
typical commercial enterprise:

Sensitivity
Classification

Definition

Typical Documents

Public information

Personal information

Private information

Information that is suitable for
public domain.

This is information belonging
to a private individual, but
the individual commonly may

share with others for personal or
business reasons. This generally
includes contact information such
as addresses, telephone numbers,
e-mail addresses, and so on. It may
be considered a breach of privacy

to disclose such information to
external parties.

Information is private if it is

associated with an individual and
its disclosure might not be in the
individual's best interests. This
would include a broad range of
information that could be exploited

to cause a personal damage.

Some types of private information,

including records of a person's
health care, education, and

employment, may be protected

by privacy laws in some cases.

Disclosing private information can
make the perpetrator liable for civil
remedies and may in some cases be

subject to criminal penalties.

Brochures, company's public
website.

Work address, work
telephone number.

A person's SSN, credit card
numbers, and other financial
information should be
considered private, since
their disclosure might lead to
crimes such as identity theft
or fraud.
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Sensitivity Definition Typical Documents
Classification

Confidential business ~ Confidential business information ~ Such information may
information refers to information whose include trade secrets as
disclosure may harm the business. described in the Economic

Espionage Act of 1996 (18
U.S.C. § 1831-1839). In
practice, it may include sales
and marketing plans, new
product plans, and notes
associated with patentable
inventions. In publicly held
companies, confidential
information may include
"insider" financial data,
whose disclosure is regulated
by the United States
Securities and Exchange
Commission.

Typical Security Groups that reflect Security
Boundaries and Sensitivity Classifications

You want to ensure that sensitive documents are not available to people without

a need to know. You will want to set up the boundaries for access to documents
even if they are available to people within the enterprise. For example, accounting
information may be company confidential and available to people working in the
accounting department, but not available to people working in the sales department
or research and development.

On the other hand, we do not want to overburden security administrators with too
many security groups to associate to roles. The system will also slow down if a user
is authorized to too many security groups. We want the coarsest grain of security
classification that is consistent with the need to know.

[47]

www.it-ebooks.info


http://www.it-ebooks.info/

Corporate Governance

The following are some illustrations that might help you think through your

own installation:

Security Group

Authorized Roles

HR Public

HR Personal Information

HR Confidential business information

FIN Routine business information

FIN Confidential business information

Sales Routine Business Information

Sales Confidential Business Information

Employee
HR Manager, HR Specialist, Vice President
HR

HR Manager, Vice President HR

Accountant, Accounting Manager, Controller,
Chief Financial Officer

Accounting Manager, Controller, Chief
Financial Officer

Salesperson, Sales Manager, Account
Manager, Vice President of Sales

Sales Manager, Account Manager, Vice
President of Sales

The following are some illustrative document categories that might fall into the
security groups. They should help you think through the security groups and
document categories in your implementation.

Security Group Document Categories
HR Public Job Postings
HR Personal Information Company Directory

HR Confidential business information
FIN Public

FIN Confidential business information
Sales Routine Business Information

Sales Confidential Business Information

Copies of Personnel Records

10Q and 10K Published Financial Reports
Profit Forecast

Brochures

Bid Review Packages

lllustrative Retention Policies

There are both operational and regulatory reasons to keep hold of records, but there
is also a corresponding risk in retaining records that are then subject to discovery
longer than needed or required. If records exist, tampering with those records to
avoid culpability has extreme consequences. For example, sections 802 and 803 of

Sarbanes-Oxley.
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Combining the sections of the ammended legislation with the sections from Sarbanes
makes this very hard to read.

"Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or
makes a false entry in any record, document, or tangible object with the intent to
impede, obstruct, or influence the investigation or proper administration of any
matter within the jurisdiction of any department or agency of the United States or
any case filed under title 11, or in relation to or contemplation of any such matter
or case, shall be fined under this title, imprisoned not more than 20 years, or both.

(@)(1) Any accountant who conducts an audit of an issuer of securities to which
section 10A(a) of the Securities Exchange Act of 1934 (15 U.S.C. 78j-1(a)) applies,
shall maintain all audit or review workpapers for a period of 5 years from the end
of the fiscal period in which the audit or review was concluded.

(2) The Securities and Exchange Commission shall promulgate, within 180 days,
after adequate notice and an opportunity for comment, such rules and regulations,
as are reasonably necessary, relating to the retention of relevant records such as
workpapers, documents that form the basis of an audit or review, memoranda,
correspondence, communications, other documents, and records (including
electronic records) which are created, sent, or received in connection with an audit
or review and contain conclusions, opinions, analyses, or financial data relating to
such an audit or review, which is conducted by any accountant who conducts an
audit of an issuer of securities to which section 10A(a) of the Securities Exchange
Act of 1934 (15 U.S.C. 78j-1(a)) applies.

(b) Whoever knowingly and willfully violates subsection (a)(1), or any rule or
regulation promulgated by the Securities and Exchange Commission under
subsection (a)(2), shall be fined under this title, imprisoned not more than 10
years, or both.

(c) Whoever corruptly--

(1) alters, destroys, mutilates, or conceals a record, document, or other object, or
attempts to do so, with the intent to impair the object's integrity or availability for
use in an official proceeding; or

(2) otherwise obstructs, influences, or impedes any official proceeding, or attempts to
do so, shall be fined under this title or imprisoned not more than 20 years, or both.
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It's important for employers to be familiar with all relevant federal and state record
retention laws. Under the Americans with Disabilities Act (ADA) and Title VII of the
Civil Rights Act of 1964, for example, covered employers must retain personnel or
employment records they made or keep them for one year from the date the record
was made or from when an action was taken (e.g., termination), whichever is later.

The Age Discrimination in Employment Act (ADEA), also has separate retention
standards for records containing specific employee information. To further
complicate things, separate rules also apply for different categories of employers.
Employment agencies for example, must keep records on placements, referrals, job
orders by employers, applications, test papers completed by applicants as part of the
selection process, and advertisements or notices relating to job openings.

The Fair Labor Standards Act (FLSA) and the Family and Medical Leave Act (FMLA)
also have separate, rigid requirements for retention of certain documents relating to
an individual's employment, such as payroll slips, timesheets or others documents
on which wage computations are based, any records relating to any leave time the
employee has taken, and documentation of employee benefits.

The Lilly Ledbetter Fair Pay Act, which changed the statute of limitations on when
an employee can file a pay discrimination claim, does retain some limits on employer
liability by restricting back-pay awards to two years, but employer questions and
concerns will still arise, particularly regarding record retention requirements since
claims can be filed based on decisions made years earlier.

The following are some of the federal employment laws that employers should look at
to make sure they are keeping documents long enough to meet the laws' requirements
or to cover the period of time in which an employee can file suit under the laws: Health
Insurance Portability and Accountability Act (HIPAA), COBRA, Uniformed Services
Employment and Reemployment Rights Act (USERRA), Occupational Health and
Safety Act (OSH Act), National Labor Relations Act (NLRA), Employee Retirement
Income Security Act (ERISA), Immigration Reform and Control Act (IRCA), Equal Pay
Act (EPA), and the Fair Credit Reporting Act (FCRA).

There are also record retention requirements for documents such as EEO-1 (Equal
Employment Opportunity) reports and tax records.
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The following table shows some illustrative Records Retention Policies:

Document Category Retention Policy
Copies of Personnel Records 72 months
General Matters Correspondence 1 month

Audit Committee Binders 84 months

Audit Planning 84 months

Bid Review Packages 60 months

Records retention management is handled through a component of Universal
content manager called Universal Records Management. It can manage the retention
and disposition of content within UCM and external content.

In order to navigate to the retention policy definition, expand the retention schedule,
and then the file plan. Choose a document category. The right-click menu will reveal
the retention policies and other category information such as the security group that
is authorized to this category.

The following screenshots show how the disposition rule is established. The first
screenshot shows selecting a category of documents:
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0O (1] rama ata Author Actiong

i [ vudger o AT Generd | D) ganersl Ladons
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Once you have selected a document category you can create its disposition rule.
In the following example captured in the screenshot, the disposition action is that
employee records should be destroyed after a period of three years:
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Running the Document Disposition Check

The following steps outline the basic workflow of retained content:

1. Items are filed into the retention schedule by users. The filed items assume
the disposition schedules of their assigned category.

2. Disposition rules are processed in accordance with the defined disposition
schedules, which usually have a retention period. The processing is activated
by either a system-derived trigger or custom trigger. The trigger could affect
one or more items simultaneously.

3. Content is often filed then destroyed after a certain number of years. The
system tracks when the affected content is due for action. Notification e-mail
is sent to reviewers with links to the pages where reviewers can review and
approve content, and folders that are due for dispositions.
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4. In contrast, time-event and event-based dispositions must be triggered with
a non- system-derived trigger (a trigger that was defined for a particular
scenario). For example, when a pending legal case starts litigation, the
Records Administrator must enable the custom trigger and set its activation
date, because the start date information is external. Custom triggers
can define event and time-event based disposition actions based, on the
occurrence of a particular event.

By taking advantage of these records management features, compliance and legal
teams can easily apply litigation and audit holds to both records and non-records,
thus preventing the accidental or intentional deletion of information needed for
litigation or audits. When you run the checks for document disposition, legal
holds will ensure that this content is not flagged for destruction.

The following screenshot shows the user interface in which you schedule the
document disposition check:
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Hesulls Per Payeds) St By Duso Dl e Astnnding

Whenever a disposition event is due for action (as activated by a trigger), an

e-mail notification is sent to the person responsible for processing the events. The
pending events and reviews are displayed in the pages accessed from the Retention
Assignments links within the user interface. The Records Administrator processes
the disposition actions in the pending events pages. This is a manual process.

[53]

www.it-ebooks.info


http://www.it-ebooks.info/

Corporate Governance

The following screenshot shows the disposition notifications being shown in
a dashboard:

ORACLE’ Universal Records Management

~Search  vNewChedk-In  wRecords  ~Physical

My Content Server

Browse Content [

Search

Content Management I%

Pending Dispositions @ User Profile

[ Approve Deletion - ACCT_LE TrislBalances User ”EmEJl‘”ia I
Full Hame Juliz Wison
T fier - ACCT_PA_Check o
ranster - ALLT_PA_thecks Email Address jula@ecmserver.cam
Approve Deletion - HR_PE_Apps

O
O
[0 aporove Archive (Destroy) - MKTG_TechDocumentation
O

Delete All Revisions (Destroy Metadata) - HR_PE_EmpRecords

Pending Content Review @ Batch Services @
[ Timeshest_samplez b fad
|:| Contract Language Services Agreement D Process Dispositian
[0 Trial_balance_2003_Dec [ Process Reviews
D Contract Language 5P Insurance D Send Notifications
D Trial_balance_2003_Sept |:| Process Storage Space Counts
D Contract Language Verfication [ Process Overdue Requests
[0 Trial_balance_2004_lune [ Undate Users with no Barcodes
el Loio- Aiin b [T Motify Users of Freeze Errors bt

My Workflow Assignments @ .)( My Reservations ){

| Alerts |

In the federal trade commission's recent $50,000 dollar settlement with an Illinios
mortgage firm for discarding personal information without first destroying it, the
regulatory agency cited the absence of the required written policies and procedures
as a basis for the penalty. Similarly, the failure to have the required written policies
and procedures was cited by the attorney general of Texas with two national firms
when it was discovered that they were violating the state's information destruction
requirement. According to the Texas Attorney General's office the fines amounted
to hundreds of thousands of dollars and required the retailers to develop written
information destruction programs (Source: National Association of Information
Destruction Press Release, June 10, 2008).

According to Robert Johnson, National Association of Information Destruction's
Executive Director, "For some organizations, the policy on information destruction amounts
to a single sentence, advising employees to destroy sensitive information properly before it

is discarded. In today's social and business climate, that simply does not provide sufficient
direction to employees who are dealing with many forms of media". Johnson adds "Because
of the consequences of improper disposal, regulators, auditors, courts of law, the media and
public sentiment are insisting on a more thorough approach to information destruction."
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Destruction can take many forms. Disk-wiping software can prevent unauthorized
recovery by overwriting entire drives/disks (or particular sections of them)
before these magnetic media are discarded or reused. Overwritten areas must be
unreadable to comply with the Department of Defense standard for permanent
erasure of digital information (U.S. DoD 5220.22).

To erase magnetic media, there are several types of degaussers, which remove all
recorded information in a single pass, allowing hard drives, diskettes, audio and
video tapes, and data cartridges to be reused many times with no interference
from previous use. Hand-held degaussing wands erase both floppy and hard
computer disks.

Financial planning and analysis with
Hyperion FR

The next thing we do for Infission Corporation is talk to the CFO and controller
about how to turn the strategic plan that we have developed into a financial plan.
This plan may form the guidance that we issue when we review the Management
Discussion and Analysis in the annual results, or guidance that we are issuing

on a quarterly basis. We show the various Oracle tools used in collating and
communicating the plan. We will also show how to test the assumptions on
which the plan is based.

Financial Planning and Analysis Flow

The following diagram shows the flow through the financial planning and
analysis process:

6 8
Analyze Results Publish Results
( 5 \
e Develop Financial
1 2 Model 8 7 N
Construct Account Construct Financial Publish Financial
Import Actual Results \ J
Balances Data Cube Plan Plan
| — ~— N J U J
4 \
Develop Planning
Assumptions
Actual Balances l Dll Account Balance Fact Pi
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Accessing the Financial Planning and
Analysis tools

With the acquisition of Hyperion, Oracle acquired the leading financial planning
tool in the market, Hyperion FP. This tool was integrated in the field to the leading
Financial Management Applications.

The following screenshot is the homepage of the Enterprise Performance
Management (EPM) product:

Coracle Enterprise Performance Management System Workspace, Fusion Edition - Windows Internet Explorer
ORACLE Enterprise Perfi System pace, Fusion Edition Logged In as Wiliam | Help | Logout €

Navigate File ‘View Favogtes Tools Help

A B U Explore
—
[fshared Workspace Pages/HomePage
ecently Opene ] uick Links
R tly O d . Quick Link:

L__| Revenue by Segment-Forecast Favorites

=] Income Statement Trend-Forecast Applications

lJ Emgployes Status Report-Forecast

] Capital Expenditure Detal-Forecast Planning

5] Compensation Report o PubSect

= apikal Expenditure Detal & TotPlan

] Account Detal Report
I, 1. Sales Analysis

1L, Strategic Analysis
4 TotPlan

5 Open...

“ r1‘ Workspace Pages

Constructing Account Balance Data Cube

The planning and analysis environment within Hyperion is a dimensional design
optimized for rapid calculation and presentation along a number of dimensions. The
transactional model is closer to a normalized model. For example, the transactional
model might have a reporting calendar. A transaction has a General Ledger Posting
Date that links it to an accounting period in a calendar, which is the period in which
to update a balance. Any entity may be linked to any entity. There is no center.
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In the dimensional model the account balance fact can be analyzed in a period
dimension, as well as the scenario, company, business unit, cost center, and account
dimensions. The information is pre-aggregated for analysis at multiple levels in
multiple dimensions. The fact is at the center, and dimensions radiate out.

If you take a flip forward to the section on the components of the financial planning
and analysis (Financial Planning and Analysis Components and how they are related
section) there is a diagrammatic comparison between these two representations.

Developing the Financial Model

Some of the lines in the financial model are going to be based on directly entered
new planning assumptions such as sales volume or number of people. Some lines

in the financial model will be derived based on those numbers. For example, the
marketing and promotion costs may be projected to be 15 percent of the revenue line.

In order to navigate to this Revenue Driver's page, log onto Hyperion Financial
Planning and choose the Planning Application:

{2 Oracle Enterprise Performance Management System Workspace, Fusion Edition - Windows Internet Explorer

ORACLE enterprise Performance Management System Workspace, Fusion Edition

Page | Q3 cvrcsT x| [ ma =1 #4| [oigtavides =] Go l
E Revenue Drivers
Mo Vear Frio -1
Assumption | Jan | Feb | Mar | Apr | Iy Jun 3l g Sep Oct | |
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= YOY Growth -16:61% -14,95% 8.29% -11.92% -1.99% -17.5%% -4,90% | “4.90% | -4,90% -4.90% |
[Sales Retun % |9, of Sales 5.00% 6.00% £.00% | 5.00% | 5.00% 5.00% | 5.39% | 5.39% | 5.39% 5.39% |
[Salls Ablowsence % L, of Sales 4.00% 4.00% 4.00% 4.00% | 3.00% 3,00% | 3.93% | 3.gzmi 3.93% | 3.93% |
A g ! ! ! | - il sl i |
d v 4] |
i" =l Gross Margin Adjust Data p x
Ll 7118y value x| © Increase by
FY10 ! v I 15
Total Year | T Decreass by
Units iBa* 870,953 | ]
Price |Base 60,58 57.99 -4.90
OperatingRevenue  [Finall  52,436,940| 69,473,546 £
Sales Retums i&rﬂ‘ﬂ 2,799,339 3,744,624 34 %
|| Sales Discounts Hnall -973,547| 2,730,310 38 |
|EReturns and Allowances (FFnall 4 777 ssel s a7a aaal =l
{ »
Previous Incomplete | Previous | Mext | Next Incomplete
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Users can also view planning data forms from within Microsoft Excel with the same
functionality as the web-based interface.

Using Smart View, you can view, import, manipulate, distribute and share data in
Microsoft Excel, Word, and PowerPoint interfaces.

= @ = Cell Comments & Lack ®, Drill-through 4 Manage Process
A =} supparting Details B Calculate = B submitDats || 25 Copy Version
valyze || Refresh | [y
: - £ Document Attachment 353 Adjust = = More ~
Ad Hoc Data Workfiow
POV D1 Rolling Quarterly Forecast - epmdemo_TotPlan__1 1
[T -] oot [+ audosymoms [+] ovboin |1 |[refen]
\ A20 = £
A B C D E E G H | J i Smiart Yiew
1 Mo Year FY10 Task List o -
2 Assumption Jan Feb Mar Apr May Jun dul Aug sef
Server: epmdemo
2] Fest Method Forecast % Forecast % Forecast% Forecast% Forecast% Forecast % Forecast % Forecast% For application; TotPlan
4 Units YOY Growth 2.98% 5.16% 3.70% 5.65% 2.02% 4.75% £.14% £.14% :Rma Forecast [1]
5 |Price YOY Growth -1.24% -0.90% -1.76% -1.43% -1.00% -0.78% -1.23% -1,23%
= @ 1.0 Review Revenue]
% Sales Return % % of Sales 5.00% 5.00% 5.00% 5.00% £.00% 6.00% 5.86% 5.86% o
7 sales Allowance % % of Sales 4.00% 4.00% 4.00% 84.00% 4.00% 4.00% 4.10% 8.10% # O 2.0 Compensation Pl
§ COSRate % of Sales 46.67% 43.97% 50.44% 52,20%  49.98% 51.79% 53.35% 53.35% - O 3.0 Capital Planning
Pl £ O 4.0 Operating Exper|
#- O 5.0 Review Reports
| O 6.0 Submit Forecast
11
12
13
14
15 LH]
16
17 <
18 Open Form
Mark Complete
19 Task Details
L) I
Task List
21 EED :
i 18 il Total
23 02 M Completel Overdue
4 4 » M| 01AForecast - Revenue Drivers .~ 016 Forecast - Gross Margin - Sheetd I
Ready | 70 EETT e —u—

We can open this form in Smart View simply by clicking a button. Click on the
Open in Smart View icon.

Developing planning assumptions

Some of the lines in the financial model are based on a set of planning
assumptions gathered in the planning process. For example, for a commercial

company the sales volume projections are likely to be at least confirmed back
with the sales organizations.
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In another example, growth in material costs may be estimated to be the current
standard costs extended by the projected volumes and adjusted for an inflationary
index of 2.5 percent. With the Hyperion product the collection and collation of the
planning assumptions is a highly collaborative process.

In order to enter planning assumptions click on the Supporting Detail icon on the
tool bar.

_(_7' Oracle Enterprise Performance Management System Workspace, Fusion Edition - Windows Internet Explorer

c /= Supporting Detail - Windows Internet Explorer =] E3 |t ¢
ha =
Wl | Supporting Detail
4]
® Account: Travel Expense @ Channels: No Channel @ Currency: Local @ Segments: Mo Segment 'j
\dvan
® Entity: MA
Add Chid | AddSbling | Delete | Delete all | Promote | Demote | Mavelp | Move Down | Duplicate Row
FY10 0 | R0 | iil
Q3_CYFCST Q3_CYFCST Q3_CYFCST .
Jul Aug Sep =
Base Base Base '\:
[Travel for sales presentatians + = 19500 15600 13000 o
# of trips + > 15 12 10| E
Cost per trip * > 1300 1300 1300] b
Airfare + S00 500 500/ =
Hotel o 600 600 500 b
Rental Car || zog) 200 200| !
Total; 19500 15600 13000 H
I . : : =
Help Refresh | Save = Cancel Zﬁ
L] J Bl q
R 7
1 A
- »
(] G

Constructing the Financial plan

When the previous year's data has been collected, the financial model established and
the planning assumptions have been gathered, you can construct the new financial
plan, as well as challenge the assumptions on which it is based.
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The following screenshot shows a rolling forecast in Enterprise Performance
Management:

[ Oracle Enterprise Performance Management System Workspace, Fusion Edition - Windows Internet Explorer

ORACLE Enterprise Performance M. Fusion Edition
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i Inkemnet 3,735 19,554 20,173 20,1?3:. 80,0% | 12,682‘? 13,488 20,173 20,173 5@515: 66,515
iETdemwiam 071 81,290 81,509 81509 325380 52,382 | 55,694 97,33 81,508 mml 271,095
| Equipment Lease and Rertal k636 47,514 56,117 125,956 | 274,424 45,482 | 48,194 55,%7 | 125,956 275,750 275,750
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The primary ways of testing assumptions are sensitivity analysis and variance
analysis. For example, for a clothing manufacturer, the financial plan may be based
on pricing that assumes manufacturer's recommended price can be held for six
weeks before the change of season forces the price point to drop to 50 percent of
Manufacturer's Suggested Retail Price (MSRP) within four weeks and that 80
percent of manufactured volume can be sold at MSRP. The sensitivity analysis may
show that if less that 60 percent of manufactured volume is sold at MSRP the season
fails to break even. Variance Analysis would demonstrate the change in margin that
is due to changes in the planning assumptions individually.

[60]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2

Publishing the Financial plan

The publication of the financial plan is needed to ensure that it is a tool to guide and
motivate managers. Some aspects of the plan may also be communicated to investors
as part of revised earnings guidance or in the management discussion and analysis
in the annual accounts.

You move the profit forecast through its approval process for publication by clicking
on the Submit Forecast link in the left-hand panel. You can also submit your forecast
or plan from within Excel. The following screenshot shows the promotion work:
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Analyzing the results

When a period closes and the result collated, it must then be explained through
variance analysis and partitioned out for responsible managers along various
dimensions. For example, cost center managers
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You can navigate to Variance Analysis from the left-hand task pane:

{ " oracle Enterprise Performance Management System Workspace, Fusion Edition - Windows Internet Explorer
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Publishing the results

Finally when the results can be explained the results can be published both
internally and externally. The following screenshot shows the reports available:
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Oracle Hyperion Planning offers highly formatted, production-quality reports in real
time and a user-friendly interface that doesn't require IT intervention. Reports can
be easily created and run by end users, providing flexibility and saving time for data
analysis instead of model maintenance. Reports can be run on demand or scheduled

for delivery.

In order to run a report click on the Explore icon at the top of the view and navigate
to a report. Launch a report in PDF format by right-clicking and selecting Open In |
PDF Preview.

Financial Planning and Analysis Components
and how they are related

The following is a diagram of the main components of the Hyperion Financial
Planning and Analysis system and shows how they are related. On the left, the
diagram shows a relational model and on the right it shows a dimensional model.

CHART OF ACCOUNTS CHART OF ACCOUNTS
SEGMENT

4

VALUE SET VALUE VALUE SET SCENARIO DIMENSION
> -
AA_AA A
CODE COMBINATION ACTUAL BALANCE PERIOD DIMENSION ACTUAL BALANCE FACT ACCOUNT DIMENSION
< - -
>
\4 4 :
CALENDER PERIOD COMPANY DIMENSION 3 COST CENTER
1 DIMENSION

e Actual Balance: This is the actual balance from the transactional system. In
our case E-Business Suite 12.1.

e Code Combination: The account balance is the balance for a combination of
segment values. The combination is held in the code combinations table that
is the actual chart of accounts.
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Calendar Period: The account balance is the balance for a particular period
in the accounting calendar.

Value Set Value: The code combination has a value for each segment in the
chart of accounts. The value must be a valid value in the value set for that
segment. The value set could be reused in other charts of accounts.

Account Balance Fact: Next we work with the dimensional side of the
components. The center point here is the Account balances fact. These may
be actual values imported from the transactional system, official budgets,
or forecasts that may be created under a different scenario.

Period Dimension: The account balance fact may be analyzed and
summarized by many dimensions. An important dimension is the period
dimension. Costs and revenues for the same period can be gathered to create
a projected Financial Statement for that period or collection of periods.

Scenario Dimension: The financial planning process will test many different
scenarios before one of those scenarios is selected to be the plan that will
drive the enterprise and may be communicated. However, being able to see
the development of the final plan through various scenarios is an important
capability in being able to defend the final plan.

Company Dimension: The company dimension is self explanatory. It is very
likely to be linked to the balancing segment in the transactional systems chart
of accounts.

Account Dimension: The account dimension is self explanatory. The levels of
the dimension should reflect the hierarchy in the segment values themselves.

Cost Center Dimension: The cost center dimension is self explanatory. The
cost center generally represents a department, although you may have cost
centers that exist purely for analysis purposes.

Business Unit Dimension: The management dimension of your cube
may be a business unit or a division dimension that is closely aligned to
the management responsibility and reporting relationships. This could be
a dimension in its own right or it may be implemented in the balancing
segment or in the cost center segment. It would be very good practice to
break it out in the transformation to the cube.

Ledger Dimension: The Ledger dimension is the boundary within which the
additivity of balances in the cube can be guaranteed. You have to think very
carefully if you want to add balances from different ledgers as to whether the
results will be meaningful or not.
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Monitoring Execution with Oracle
Business Intelligence

To close the loop on the corporate governance we will show how the strategy is
tracked in Business Intelligence. We show a few of the financial and non-financial
goals that we agreed at the start of the corporate governance process and how we
can measure progress towards those goals with various business intelligence tools.

With its new release of Business Intelligence, Oracle has created a common data
warehouse structure and extracts, transforms, and loads data from many of its
acquired applications product lines into this data warehouse. Oracle Business
Intelligence Applications includes dashboards that deliver performance metrics
directly to executives, managers, and analysts in the form of easy-to-read charts,
graphs, and tables. The complete environment contains over 500 dashboard pages.

The business intelligence content is decomposed into a number of business
intelligence applications.

e Oracle Financial Analytics

e Oracle Procurement and Spend Analytics

e Oracle Supply Chain and Order Management Analytics

e Oracle Project Analytics

e Oracle Human Resources Analytics

e Oracle Sales Analytics

e Oracle Price Analytics

e Oracle Marketing Analytics

e Oracle Loyalty Analytics

e Oracle Service Analytics

e Oracle Call Center Telephony Analytics

Oracle Financial Analytics

Log in to Bl analytics and choose the Financial Interactive Dashboard link at the top
of the browser:

WE 0 | 8 crnc b Interactres Denbboard [ i i P = 1 Touts -

ORACL Interactive My Ouatheast  Aumote  Commonicstons  Dontuves Gecthr  Contact Center Tapiany  Fiascal fnrvced  Tinancisls  uman lnsorces  Loyally  Martetng  Aseler (s Management - Custsmer s
5 Deshboards ot o s Frocorsnert nd fipend Propels PutkcSacior Sab Servie  Susply Cha 0d O SMSI—"YT——"
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You can choose a dashboard for:

e General Ledger
e Payables

e Receivables

o Profitability

Click on the General Ledger link. You will get to the following dashboard:
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In this dashboard you can see the following metrics:

e Cash Generated
e Cash to Cash Cycle Time
e Highest Spending Cost Centers
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e Highest Category of Expenses

e Expenses Trend

These are the kind of objectives that you should have in the Financial Section of
your balanced scorecard. These metrics are available to be analyzed along the
following dimensions:

e Ledger
e Profit Center

e Fiscal Year and Quarter

Other dashboards in Financial Analytics

The Profitability dashboard gives various measures of Return on Investment
including, return on equity and return on assets, flagging in red, yellow, or green
whether the return percentages are on target. It also uses measures of profitability
such as gross margin and operating margin. It provides a cost breakdown as a
percentage of sales as well as gross margin breakdown by customer category and
product hierarchy. These are the kind of objectives that you should have in the
Financial Section of your balanced scorecard.

The Payables dashboard gives you a snapshot of metrics in the payables function,
such as average days left to pay the suppliers, days late, amounts coming due

and amount outstanding as well as efficiency of the invoice registration and
disbursements process. Each of the metrics is expanded in its own tab.

The Receivables dashboard is symmetrical with the Payables dashboard. It gives
a snapshot of metrics in the receivables function, such as days of sale outstanding,
invoices created and payments received. Again, each of the metrics is expanded in
its own tab.

These are the kind of metrics you should have in the internal process perspective
in your balanced scorecard.

Oracle Sales Analytics

Log in to BI analytics and choose the Sales Interactive Dashboard link at in the
top of the browser:

ORACLE" Interactive Dashboards

Demand Generation Welcome, shyle!  D850E v Demand Generstion
Overvicw | Results | Lead Hanagement | Team | Lead Hanagement (pee 7.9.6) Foundaion rtengence Livery
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Ao R heturers Cenertey _ Evlayws Crganiauten Hame Sales Utectivenass
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You can choose a dashboard for:

e Competitors

e Customers

¢ Demand Generation
e Pipeline

e Sales Effectiveness

Click on the Demand Generation link. You will get to the following dashboard:
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In this dashboard you can see the following metrics:

¢ New opportunities
e Opportunity revenue (opportunity revenue is expanded in the Results tab)
e Opportunity closure rates

e GSales cycle time
These metrics are available to be analyzed along the following dimensions:

e Time: For example, period, quarter, and year.

e Region: Region is a grouping of countries. Examples of regions are
groupings such as Latin America or Europe, Middle East, and Africa.

e Country: For example, United States, Chile.

¢ Employee Organization: Employee organization is the organization
to which the employee is assigned to work. This is very likely to be
the sales department.

The Lead Management tab is not really an expansion of the metrics on the
main dashboard, but gives great metrics of the flow into the opportunity
management process.

Other dashboards in Sales Analytics

The Competitors dashboard focuses on win/loss analysis. It shows a win/loss
analyzed by customer, over time, both in terms of number of opportunities as well
as the value of the opportunity. It analyzes wins by reason and loss by reason as
well as listing recent competitive wins. It expands these metrics by competitor, by
team member, and by product, each in a dedicated tab. The last subtab provides

a heat map by product line and competitor to surface quickly whether you are
winning or losing in these two dimensions.

The Customers dashboard shows the account activity over time in terms of both
number of accounts and number of activities. It shows the top customer accounts as
measured by both opportunity revenue and realized revenue. It shows the number
of accounts with activities as well as an analysis of accounts by geography and
industry. The dashboard has an Account Summary tab that presents key metrics for
a customer account. It also has a Products tab that lets you know the products that
are most often quoted, where you already have penetration and where you have
whitespace in the market.
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The Pipeline dashboard shows an analysis of the pipeline by sales stage, current
forecast revenue versus quota as well as a breakdown of pipeline between
opportunity revenue and revenue forecast to close.

The Sales Effectiveness dashboard shows metrics such as days from quote to order,
average order size, top performing sales people based on their sales cycle time,

deal size and win rate. The Sales Effectiveness Dashboard has tabs dedicated to
measuring forecast accuracy, seeing the sales effectiveness of your team as well as
how well the products are doing in terms of win rates and excessive discounts.

These are the kind of objectives that you might have in the Customer or Internal
Processes perspective of your balanced scorecard.

Oracle Procurement Analytics

Log in to Bl analytics and choose the Procurement and Spend Interactive
Dashboard link at the top of the browser, as shown in the following screenshot:

ORACLE’ Interactive Dashboards MyDashboard  Aulomotive Communicafions Consumer Seclor  Contact Center Telephony  Financial Services  Financials  Human Resources  Loyally

Pariner Pharma Price Procurementand Spend Projects  Public Seclor  Sales Service  Supply Chain and Order Management  Usage Accelerator
Employes Expenses
Receivables | Foundstion Intelligence Likrary Welcome, afranks! D3
rt Performance

Overview | AR Balance | Payments Due | Effectiveness | Payment§
| Spend dnalyzsr

Lad;e'!r Supplier Performance B Canter Name s::\ N %

irt || Invoice Details | All AR Transactions |
i

You can choose a dashboard for:

¢ Employee Expenses
e Procurement Performance
e Spend Analyzer

e Supplier Performance
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Click on the Spend Analyzer link. You will get to the following dashboard:
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In this dashboard you can see following metrics:

Total Spend: The total amount spent overall.

Payables Leakage Rate: (Leakage Amount/Invoice Amount)*100. This is
the Invoice amount for invoices that did not match to a purchase order or
receipt, as a percentage of the total invoice amount. Use this KPI to identify
how much of your invoice amount has not gone through your procurement
organization. A lower rate is desirable.

Non-Contract Purchases Rate: (Non-Contract Purchases Amount/

PO Purchases Amount)*100. Percent of non-contract purchases to the
total purchase amount. Non-contract purchases occur when, for an item
purchased on a standard purchase order, there was no negotiated pricing
(no blanket purchase agreement in place. Use this KPI to measure the
percentage of purchases made without any contract being in place. A
lower rate is desirable.

Contract Leakage Rate: (Leakage Amount / PO Purchases Amount) * 100.
This is percentage of contract leakage to the total purchase amount. Contract
leakage occurs when, for an item purchased on a standard purchase order, a
blanket purchase agreement was in effect that could have been used instead.
Use this KPI to measure the percentage of purchases that are made off-
contract. A lower rate is desirable.

Spend by Category: The total amounts spent in each procurement category.
Spend by Supplier.

Savings Potential: The difference between the average amount paid for an
item and the lowest amount paid for an item.

These metrics are available to be analyzed along the following dimensions:

Time
°  Year
°  Quarter
°  Month

Business Unit

Cost Center

Top Level Item Category
Supplier
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Other dashboards in Procurement Analytics

The Employee Expenses dashboard is really targeted at running the expenses
reimbursement operation. It gives a cycle time breakdown of expense reports among
Filing cycle time, Approval cycle time, and Reimbursement cycle time. It has an
analysis of expenses over time, by cost center and by expense category. It has a page
dedicated to review of costs by person, useful for supervisors. It also has a page
dedicated to review of expenses by and for a cost center, as well as a page dedicated
to the flow and backlog of the expense reports.

The Supplier Performance dashboard is targeted at the procurement operation. It
gives an aggregate supplier scorecard, which covers On-time Delivery, Quality, Cost,
and Disbursements. It also gives the supplier scorecards for individual suppliers as
well as showing the number of suppliers for each product category.

The Procurement Performance dashboard is targeted at the person running the
procurement function. It shows a collection of procurement metrics including
Non-Agreement Purchase Rate, Contract Leakage Rate, and On-time Delivery.

It also shows the trend in the value being purchased as well as an analysis of
deliveries after the requested date on the requisition. It also shows the trends for
the percentage of purchase value made without a contract in place, and the trend
for purchases made where a contract exists, but was still purchased off-contract.

These are the kind of objectives that you should have in the Internal Processes
Perspective of your balanced scorecard.

Oracle Human Resources Analytics

Log in to BI analytics and choose the Human Resources Interactive Dashboard
link at the top of the browser:
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You can choose a dashboard for:

e Absence

e Compensation

e Human Resource Performance
¢ Learning Management

¢ Recruitment

e Retention

¢ Workforce Development

o  Workforce Profile

Click on the Human Resource Performance link. You will get to the
following dashboard:
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In this dashboard you can see following metrics:

e Employee Productivity as revenue per employee and cost per employee

¢ Return on Human Capital as measured by contribution per employee and
return on human capital

¢ Return on Human Capital is defined as contribution per employee divided
by cost per employee

¢ Organizational Growth Rate as a percentage and by organization

These metrics are available to be analyzed along the following dimensions:

o Time
°  Year
°  Quarter
°  Month

e Organization Hierarchy Name

e Organization Top Hierarchy

Other Dashboards in Human Resources Analytics

The Absence dashboard shows some Key Performance Indicators for absences,
as well as a breakdown of absences by organization, by reason, and over time.

The Compensation dashboard shows compensation by organization and over

time. It has a tab that shows compensation analysis, breaking down salary between
standard and overtime, fixed and variable. It has a tab dedicated to pay for
performance that shows correlation between salary and performance, and promotion
and performance.

The Learning dashboard shows enrollments in classes and successful completions.

The Recruitment dashboard shows key recruiting KPI's such as vacancy rate,
vacancy fill rate, applicant hire rate. It has many tabs dedicated to different aspects
of the recruiting process including Quality of Hire that measures both the retention
and performance of the new hires.

The Compliance dashboard allows you to measure conformance with mandates
such as Equal Opportunities and Affirmative Action.
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The Retention dashboard allows you to see where people are leaving the
organization and why.

The Workforce Development dashboard allows you to see how you are rating the
performance of the organization and where your best and worst performers are.

The Workforce Profile dashboard gives a description of the organizational make
up in such KPIs as headcount growth, turnover, average span of control, supervisor
ratio, and number of managers.

These are the kind of objectives that you should have in the Internal Processes and
Learning and Growth perspectives of your balanced scorecard.

Enterprise Risk Management

Next, we open our dialogue with the Chief Audit Executive for InFission Corporation.

We help him develop the Audit plan to confirm the risks to the enterprise mission
and ensure that the controls that mitigate for those risks are effective.

| D1 | Balanced Scorecard |

1 2 3 4
Conduct Risk Scope Controls to Develop Audit Plan Brief the Board
Assessment be Tested

Within Oracle this is really the realm of GRC Manager and GRC Intelligence. This
topic will be covered in detail when we get to the risk management section of the
book. The reason that we also touch on it in the governance section of the book is to
point out the overlap between the strategic direction setting for the enterprise and
the risk management activities of the enterprise. Part of direction setting needs to be
risk assessment.

[76]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 2

As the Institute of Risk Management in the UK puts it as "The Board has responsibility
for determining the strategic direction of the organization and for creating the
environment and the structures for risk management to operate effectively. This may
be through an executive group, a non-executive committee, an audit committee or
such other function that suits the organization's way of operating and is capable

of acting as a 'sponsor' for risk management". Or as put by the International
Organization for Standardization (ISO), "Risk Management is a key business

process within both the private and public sectors around the world. Effective risk
management and the resulting controlled environment are central to sound corporate
governance and for this reason, much of the law that has been created in response to
corporate collapses and scandals, now requires effective risk management."

And lastly as put by the committee of sponsoring organizations of the Treadway
commission, "Aligning risk appetite and strategy - Management considers the
entity's risk appetite in evaluating strategic alternatives, setting related objectives,
and developing mechanisms to manage related risks".

Verifying and quantifying risks and bringing them back to the board of directors
is the job of the Chief Audit Executive. The vehicle he uses to verify and quantify
the risks to which the enterprise is exposed in the Audit Plan. The Audit Plan is
the set of controls to be tested in the planning period. These are made visible in
the GRC Manager.

Conducting a Risk Assessment

The risks assessment at this level is really conducted through a workshop or
a guided interview process. The output of the risk assessment is the catalog of
risks. At the end of this process, the risks will be strategic risks such as:

¢ Competitor movement

e Technology changes

e Mergers and acquisition integrations

e Legal environment changes
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Scope Controls to be Tested

In order to bring controls into scope of the audit plan, navigate to Administrative
Tools option from the GRC Manager main menu. You can update the In Scope
attribute on process and controls. You can select the controls to scope in by:
Organization, Process, Financial Statement Line, or a specific control. The following
screenshot shows the user interface in which you can mark a set of controls to be
"In Scope":

ORACLE Govemnance, Risk and Compliance Manager

Home

My Inbox 4
} Business Processes
b Action Items

¥ Audit Testing

Mass Update - Controls Quick Help

Step 1: Searth for Controls
¥ Management Assessment T
¥ Test Plans
coping
esting/Monitoring

Document State Released

B a—

Type Control

organization [ i

cports.

ibrary

Executive Tasks
Issues
Administrative Tools

T

In Scope

© Copy Frocesses
# Maintain Processes

+ Configuration Admin

# Mass Update - Processes
=

Sort By | Control Title +|[ Ascending +

Step 2: Search Results

Mass Update - Controls

» User Search Clear Filter |

[ all Organization Path Process Title Control Title Doc ID In Scope

O Corporate/MOT/UserD1-B8  User01-BE Accrued Liabilities - Objective is to verify 000157 No
O Corporate/MOT/User01-B8  User01-BB Procurement-Objective is to determine if the Operation is adequately utilizing 000196 No
Step 3: Fields to be Updated
In Scope
Update
Modified Controls
Organization Path Process Title Control Title Doc ID In Scope

%, There are no items to display.

You can change the In Scope field to Yes for selected processes and/or controls
and click on the Update button. The process of initiating testing and assigning the
evaluation of controls to testers is expanded greatly in the risk management chapters.

Develop Audit Plan

In order to review all the processes or controls that are in scope for audit, click on
the Scoping option from the GRC Manager main menu. The following screenshot
shows controls that are scoped for IC Admin. You can filter the listing of controls

by organization or owner depending on who the assignment of testing work will

be done.
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Briefing the Board

The following is a heat map. It is a well-accepted style of graph that lets executives
very quickly see the risk inventory and the sense of the aggregate impact and
likelihood of the risks that the enterprise faces. To navigate to the heat map, click on
Executive Tasks in the menu and then click on Dashboard:

ORACLE Governance. Risk and Compitance Manager

Likelihood

4 Daghbosrd

e

Whistle-blower protections

We circle back with the Audit Committee of the board to ensure that they have a
system for concerned employees and other stakeholders to report their concerns
confidentially and without fear of prejudice.

Section 301 of the Sarbanes-Oxley states:
"(4) COMPLAINTS- Each audit committee shall establish procedures for--

(A) the receipt, retention, and treatment of complaints received by the issuer
regarding accounting, internal accounting controls, or auditing matters; and
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(B) the confidential, anonymous submission by employees of the issuer of concerns
regarding questionable accounting or auditing matters."

Section 806 states:

"No company with a class of securities registered under section 12 of the Securities
Exchange Act may discharge, demote, suspend, threaten, harass, or in any

other manner discriminate against an employee in the terms and conditions of
employment because of any lawful act done by the employee to provide information
regarding any conduct which the employee reasonably believes constitutes a
violation of the Securities and Exchange Commission."

There are a number of ways to support Whistle-blower reporting. Some companies
choose to outsource to a third party. Some have a hotline. You may configure Oracle
Survey to allow for anonymous submission of a survey to capture whistle-blower
issue. You can configure the issue logging in GRC Manager to serve as the log of
whistle-blower issues. However, we have chosen to explain a little more about the
set up of the iService product and how it might be configured to provide whistle-
blower incidents with anonymous creation, the ability to track progress for the
reporter and the board. It is in its nature, intended to be able to be used by people
who are not logged in, and it is intended to give them a number by which they can
track their problem.

The following diagram shows the process for processing whistle-blower complaints:

D e A D T A D e -

Enter Grievance }‘—) Isstll\leurTTr]zzl;mg }‘—) Investigate Grievance }0—> Alert Audit Commitee

- T/ T

5

Update Grievance

[ D1| whistieblower Grievance |

1

6

Review Grievance
Display
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Setting up iSupport for anonymous access

In order to set up anonymous access to the iSupport product you need to run
through the following steps. These are creating users and profiles in the System
Administrator responsibility of Oracle:

1. Create the user.

2. Set the guest username and password with the profile option
GUEST_USER_PWD in the format <user_name>/<password>.

3. Set the appropriate value in the profile option Oracle iSupport:
Authenticated Guest User Responsibility Name, (default value is
iSupport Guest Responsibility).

4. Set the appropriate value for the guest user in the profile option
JTF_DEFAULT_RESPONSIBILITY.

5. Add the responsibilities IBU_GUEST_USER_RESP and IBU_AUTH_
GUEST_USER_RESP to the guest user.

6. Assign the proper role to the guest user. The role IBU_GUEST_USER
is shipped out of the box.

7. iSupport uses the home page, ibuhpage. jsp. You need set this URL
in order to access the Whistle-blower incident reporting page.

Configuring for recording whistle-blower
complaints

Within iSupport you can create service requests. If you are using service request to

capture a whistleblower complaint it is advisable to create a template to help guide
the complainant. Service request templates provide a structured, formatted method
of gathering information during Service Request creation.

The information gathered from the templates assists in:

e Routing the complaint for appropriate investigation

¢ Determining the severity of the complaint
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Creating a template for whistle-blower
complaints

Use the following steps to begin creating a new service request template:

1. Login to the Applications login as Oracle iSupport Administrator.
2. Navigate to Administration | Support | Request Management | Template.

3. You might create a template called Whistle-blower Complaints. You can
create effective dates, as well as an urgency level with the template.

4. Next, you start defining questions to help gather the information about the
complaint. Each question will have an answer type: Choice or Free Text.

For example, the first question might be "Please state the nature of your complaint".
It might have an answer type of "Choice". This is a pick-list type answer and can be
used in scoring. Scoring is used for determining the severity of the Service Request.

Your next question might be "Please describe your complaint". It might have an
answer type of "Free Text". This answer cannot be used in scoring.

To set up answers for a choice question, in the Template Detail area, click the
underlined hyperlink of a question. The answers you set up here becomes a
pick-list for the end user, and the answer you select as a default appears as the
default answer on the user side. For example, the choice types for stating the
nature of your complaint might be:

e Fraud

¢ Accounting misrepresentation

¢ Discrimination

e Sexual harassment

¢ Management practice

e Informational
For each choice-type answer, set a severity value of 1-9. After the end user answers
the questions, the application will add up these values and the final score will

be used to determine the severity of the Service Request, based on the Severity
Thresholds you set.

You set up severity thresholds for the template. The system takes the average of
all of the questions for which you set a severity value and compares it to the
severity threshold.
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For example, if the question "Please provide the nature of your complaint" has an
answer "Bad Management" with a severity value of 3, it may break the threshold

of important, but not break the threshold of "seriousness". You may choose that all
serious complaints are investigated by internal audit, whereas important complaints
are investigated by human resources.

Summary

In this chapter, we have looked at issues surrounding corporate governance. We
have looked at the problem from the perspective of the Board of Directors and
very senior management. We have taken a cursory glance at the array of corporate
governance problems and given an insight into some candidate applications from
Oracle that address those problems. What we have covered here should be enough
to open a dialogue with senior management and to explore the value of these tools.

In the Developing and Communicating Corporate Strategy with Balanced Scorecard
section, the first domain of the Governance part of GRC, we have looked at
corporate governance. We have seen the job titles of those charged with governing
the corporation, from the board and through the executive level. We introduce the
members of Infission that are most concerned with the governance problem. We
used Oracle's Balanced Scorecard to help turn the mission of the enterprise into a
set of goals. We brought the senior management team into the discussion and
developed objectives for our divisional managers that are consistent with the
enterprise scorecard. We took the objectives for our most senior managers and
ensured that the objectives that we agree form the basis of performance appraisal.
We took the metrics from the Business Intelligence system that measured
performance against these objectives.

In the Communicating and confirming Corporate Strategy with iLearning section, we
discussed how the strategic objectives and compliance priorities can be suffused
throughout the enterprise using a learning tool such as iLearning. We showed

the overall flow of creating these learning assets. We ran through the major
components of the learning system and showed how those components are related.
We showed what a strategy class and a compliance class for Infission might
actually look like, and we showed how management and the board can review

the proportion of people who have taken the class and the number that have
demonstrated competence.
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In the Managing Records Retention Policies with Content Management Server section, we
demonstrated the best way to organize the storage of documents in the document
management system. We demonstrated the folder structures that best reflect the
sensitivity levels and the access control lists that protect them. We demonstrated
typical document categories and showed reasonable records retention policies

for those document categories given the legislative constraints and discovery
requirements. We showed how the records retention policies are implemented

for each document category for how documents are destroyed at the end of their
retention period. We reinforced the need to ensure that documents can truly not be
discovered at the end of their document retention period.

In the Financial planning and analysis with Hyperion FR section, we turned the strategic
plan into a financial plan. We showed how the assumptions on which the plan

is based are brought into the planning environment, where scenarios are built,
assumptions are tested, and the plan is routed for approval. We showed the analysis
of the actual results against the budget and then finally showed how the results
might be reported.

In the Monitoring Execution with Oracle Business Intelligence section, we examined
how we could trace execution of the strategy that we had laid out in out balanced
scorecard through Business Intelligence. We sat with the Board and showed how the
objectives in the balanced scorecard that we agreed with the investors can become a
Key Performance Indicator on the dashboards that monitor and drive management.
We took a look at just a few of the dashboards that make up the Oracle Business
Intelligence application and showed where the metrics, which they expose, should
be represented in the balanced scorecard.

In the Enterprise Risk Management section, we gave a brief introduction to the topic
of risk management. We explained the overlap between the strategic management
activities and risk management activities. We introduced the Chief Audit Executive
to the Board. We also introduced two of the vehicles that he uses to brief the Board
on the risks to the enterprise: the Risk Assessment and the Audit Plan. We gave a
glance at Oracle's Governance Risk and Compliance Manager as the application in
which this process is run.

In the Whistle-blower protections section, we worked with the Audit committee on their
whistle-blower system. We explained the important provisions of Sarbanes-Oxley
with respect to the need to provide employees with a way to report their concerns
confidentially and without fear of prejudice. We showed how to set up the guest
account in iSupport and showed how to configure a support request template to be
able to capture whistle-blower complaints.

In the next chapter, we examine the next domain of governance —IT Governance.
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The next domain of GRC that we look at is IT governance. The audit committee of
Infission has been asked by their auditors what their IT governance processes are.
They have asked us to work with the CIO to craft a response. First, we go through a
bit of education but then we break IT governance down into the following sections:

e IT governance balanced scorecard: Recording and communicating the
strategic objectives for Information Technology

e Portfolio planning: Ensuring work is authorized and valuable, and aligned
with objectives for IT

o Configuration management: Ensuring that changes made to code or the
settings for the applications are authorized and appropriate

e End user support: Ensuring requests from users are recorded and responded
to in a timely fashion

We can look at a few quotes on how the world views the IT governance problem.

"Governance processes are designed to help companies use limited resources wisely.
However, several Fortune 500 CIOs recently told me that business units in their
companies have used the recession as an excuse to circumvent virtually all [IT]
governance. Projects have bypassed the executive steering committee, skipped the
priority setting process, and headed toward implementation with flimsy business
cases and incomplete project plans. When IT protests, the business units claim that
they needed to fast track the projects in order to respond to competitive threats.

In fact, they have ceded ground to their competitors by avoiding virtually all
disciplines necessary for project success."

Bart Perkins, Dec 21, 2009, Computer World
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Lapses in IT governance and subsequent IT failures can lead to significant losses at
otherwise successful companies. The following are just random selection of recent
IT failures, which have hit the headlines:

e Cedar Sinai (a hospital): Decommissions 70 million dollar application after
mandating its use by all Cedar practitioners, because physicians revolt
against the unwieldy system (Source: CIO.com, http://www.cio.com/
article/29736/Health_Care_1T_A_Big_Rollout_Bust)

e Green Giant (a frozen food processor): Trucks 40 railroad car loads of fresh
produce to land fill every day for a month due to failing to adequately
implement the SAP system (Source: The CGEIT Exam IT Governance
Foundations. Tunita Group and Professional Assurance LLC.)

e Marin County: Sued its ERP Implementor for 30 million dollars for the
deployment, which is still not working four years after it initially went live
(Source: ZD Net, http://www.zdnet.com/blog/projectfailures/marin-
county-sues-deloitte-alleges-fraud-on-sap-project/9774)

e Lumber Liquidators: Attributes a weak third quarter to a complex
SAP implementation, saying the project imposed a significant drain on
worker productivity (Source: PC World, http://www.pcworld.com/
businesscenter/article/209886/erp_woes_blamed_for_lumber_
companys_bad_quarter.html)

ISACA, the Information Systems Audit and Control Association, (the professional
institute for IT governance), defines the governance of enterprise IT in the following
domains (Source Privacy Rights.org):

e Strategic Alignment

e Value Delivery

¢ Risk Management

¢ Resource Management

e Performance Management

ISACA has put together a new governance framework and supporting publications,
addressing the governance of IT-enabled business investments called Val IT that
addresses the strategic alighment and value delivery aspects.

The Val IT Framework is supported by publications and operational tools and
provides guidance to:

e Define the relationship between IT and the business and those functions
in the organization with governance responsibilities

e Manage an organization's portfolio of IT-enabled business investments
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e Maximize the quality of business cases for IT-enabled business investments
with particular emphasis on the definition of key financial indicators, the
quantification of "soft" benefits, and the comprehensive appraisal of the
downside risk

Val IT addresses assumptions, costs, risks, and outcomes related to a balanced
portfolio of IT-enabled business investments. It also provides a benchmarking
capability and allows enterprises to exchange experiences on best practices for
value management.

Information on Val IT is available from the ISACA website at:

http://www. isaca.org/Knowledge-Center/Val-1T-1T-Value-Delivery-/
Documents/Val-1T-Brochure.pdf.

Developing and communicating IT
strategy with balanced scorecards

The whole notion of aligning with corporate strategy means that the corporate
strategy must be known and documented. In the previous chapter, we introduced
balanced scorecard as the vehicle for developing and communicating corporate
strategy. The next step is to develop a balanced scorecard for the governance of
the enterprise IT.

The following figure is a map of an IT strategy:

Provide World
Class Customer
Support

Prioritize High
Value Projects

Maintain System
Availability

Prioritize Projects
that align with
Business Goals

Complete Projects
on Budget
Implement Best
Practices

Ensure High
Customer
Satisfaction

Customer
Perspective

Ensure Customers
Can Use System
Rationalize IT
Asset Portfolio
Maintain System
Integrity

Financial
Perspective

Complete Projects
on Time

Resources Projects
Appropriately

Internal
Processses

Protect
Confidential
Information

Maintain a Valid
System
Configuration

Keep up to date
with current
technology trends

Recruit and retain
trained, Qualified
Staff

Learning and
Growth

Keep up to date
with legislative
trends
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The following table shows an IT-balanced scorecard:

Information Technology Balanced Scorecard

Customer

Prioritize Projects that Align with Business Goals
Provide World Class Customer Support

Ensure Customers Can Use System

Ensure Customer Satisfaction

Financial Perspective
Complete Projects on Budget
Prioritize High Value Projects
Rationalize IT Asset Portfolio

Process
Implement Best Practice

Protect Confidential Information
Maintain System Availability

Maintain a Valid System Configuration
Maintain System Integrity

Complete Projects on Time

Resource Projects Appropriately

Learning and Growth
Keep up with Current Technology Trends
Keep up with Legislative Trends
Recruit and Retain Trained Qualified Staff

Next, we sit with the CIO and Chief Security Officer of Infission Corporation.
We establish a set of goals tuned for the IT operations that are in concert with
the objectives that we set for the enterprise as a whole.

We ensure that the objectives can be justified to the board in terms of either
ability to meet strategic goals, compliance with laws and regulations, or efficiency
of operations.

Prioritize projects that align with business objectives
Provide world class customer support

Ensure customers can use system

Ensure customer satisfaction

Complete projects on budget

Prioritize high value projects

Rationalize IT asset portfolio

Implement best practices
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In the managing information security management aspects of the CIO's responsibility,
we can leverage some standard references, for example, ISO 27000, the International
Standards Organization's standard on information security management systems and
Federal Information Security Management Act, which requires each federal agency to
develop, document, and implement an agency-wide program to provide information
security for the information and information systems that support the operations

and assets of the agency, including those provided or managed by another agency,
contractor, or other source (for more information, see http://csrc.nist.gov/
groups/SMA/fisma/overview.html). These standards will be looked at in more
detail when we look at security governance but are mentioned here to point out that
security governance is part of IT governance.

IT project portfolio planning

Next, we establish the alignment of the projects running within the IT Department
with the IT balanced scorecard that we have developed with the CIO and the Chief
Security Officer. We will use Oracle's Project Portfolio Analysis tool to gather the
project portfolios from the IT Directors, and then score, prioritize, and rank the
projects. We will show where the cut-off point for the ranked projects is the limit of
what is achievable with the available resources and funding. The following diagram
shows the process for prioritizing a project portfolio:

Create (~ createand ) ("~ ]Collect Projects ) Compare ( 6 | Recommend
1| Portfolio 2 | Initiate 4 | and Build 5 | scenarios ——
Planning Cycle Scenarios

L J & % (. J \ J \ J

3 | Submit h ( Submit
Projects Plan

L J | —

~
Approve
Plan

Close h

Planning
Cycle

-
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The following objects make up the Portfolio Planning System:

Portfolio: Portfolio is merely a collection of projects.
Project: It is a project in Oracle projects

Project Scenario: A Project Scenario is the project within Portfolio Analysis
for the planning cycle. There can be many occurrences of the project within
the planning cycle, one for each scenario.

Scenario: A scenario is one possible future that might be planned for.
The planning cycle will probably consider many scenarios.

Planning Cycle: A planning cycle is a process by which the Portfolio of
projects is ranked, prioritized, and a scenario is approved for implementation.

Project Scorecard Objective Score: Projects can be scored against
objectives that are consistent with the IT balanced scorecard and
the overall enterprise scorecard.

Project Scorecard Objective: A project scorecard may have a number
of objectives.

Project Scorecard: Each project can have its own scorecard within
each scenario.

Portfolio Plan: An approved scenario within an approved planning
cycle is the plan for that portfolio.

The objects and their relationships are illustrated in the following data model:

PORTFOLIO SCENARIO PLANNING CYCLE
>_ _____
A
PROJECT PROJECT SCENARIO PROJECT SCORECARD
N S OBJECTIVE SCORE
Y
PROJECT PROJECT SCORECARD
SCORECARD | < OBJECTIVE
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Roles for accessing portfolio analysis

Oracle provides the following roles to access portfolio analysis:

e Portfolio Approver: A portfolio approver can view portfolios and their
submitted scenarios and can approve or reject the submitted scenarios
and portfolio plans

e Portfolio Analyst: A portfolio analyst can create, view, and update
portfolios; create, initiate, and close planning cycles; collect projects,
build and recommend scenarios, and submit portfolio plans for approval

e Portfolio Owner: A portfolio owner has all of the above abilities and is
the default portfolio approver

Decide investment criteria

The first thing to do in evaluating a set of projects is to decide the investment criteria.
Each project will be scored against these criteria. Each criterion is weighted to ensure
that a weighted average score for a project can be calculated. Criteria are split into
financial criteria such as Return of Investment and / or Net Present Value, and
non-financial criteria such as degree of fit with strategic objectives or technical risks.

In order to set up investment criteria, click on the Setup tab within Portfolio
Analysis. The following screenshot shows the Setup Investment Criteria screen:

ORACLE" Frojects

Diagnostics Home Logout Preferences Help Personalize Page

Setup Investment Criteria
k
Personalize "Investment Criteria"
Expand All | Collapse Al
Focus Investment Criteria Objectives by Group Weight (%) Add Update Delete
=) Investment Index 100 & P
Financial Criteria l 40‘ 4 &
& =l Strategic Criteria | Gﬂ‘ 4 &
% = Risk Assessment/Impact | 0] 4 &
Schedule | 3“‘ B & i
Cost [ so || 2 | @
Resource | 22‘ + | 7 W
Time to Market | o || 2 W
'-$+ = Strategic Assessment/Impact | E‘ 4 ,/ ]
@ [H Business Assessment/Impact l 20‘ i 4
Performance Goals and Measures | U‘ 4 &
& [H organization Missions | 20 | 4 7
& [# strategic Fit | 30 | & i}
el [# RaD Plan [ N i}
S —— Revert Save

Diagnostics Home Logout Preferences Help Personalize Page

About this Page  Privacy Statement Cepyright {c) 2006, Oracle. Al rights reserved
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Create portfolio

A portfolio is a set of ongoing projects and project proposals that are evaluated

for funding together. In Oracle Project Portfolio Analysis, you can create what-if
scenarios for your portfolios in the planning cycles. For example, you may provide
funds for a project proposal by canceling an ongoing project.

There can be many portfolios in the enterprise. Marketing may have a portfolio for
marketing projects and IT may have a portfolio for IT Projects. Within IT there may
be portfolios at the regional or departmental level that roll-up to an overall enterprise
IT project portfolio.

If you are using the portfolio planning processes for the first time, you will need
to pull projects into a portfolio for planning. In order to create a portfolio, open
the Create Portfolio page and enter the portfolio name, a class code for the unique
portfolio selection class category, and the name of the portfolio owner.
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Partfolio for th management of captal spénding scross the enterprice for each fiscel year, Spund In Analyss o
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Portfalio: IT Governanee:
= View Chart.
Funding Variance Inviectment b
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X¥Z corporation takes place,
Business Objectve 1T Gowamance.
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Portfolio analyzer uses the class category and class code structures within Oracle
Projects to select projects into a portfolio, for example, a class code of "IT Projects".
Optionally, you can enter a start organization from the portfolio organization
hierarchy, for example, Corporate IT Department. You also define the portfolio
access by entering the names of additional users with the portfolio approver and
portfolio analyst roles.

Initiate planning cycle
A portfolio planning cycle is a series of activities that are dedicated to examine and

approve a set of projects. During a planning cycle, you can decide which projects to
fund, based on the strategic and financial goals of your company.

You can create a planning cycle whenever a business change occurs or a periodic
review process takes place. For example, you might re-evaluate your IT portfolio in
response to a change in privacy legislation. You might re-evaluate your IT Portfolio
as part of your capital budgeting cycle.

In order to create a planning cycle, open the Planning Cycle tab and enter the
planning cycle name and description:

cLE
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ning Cycle: 3 Year 1T Spending Flan i
= Indicates required feld L3

Excaptions | | Revert | | Save |
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Descrption | jofermation Technology Spending Plan for years 07, 08 2|
|

Chackist Critaria | Basic Financial =
Stap Descriptian Status 6o to Task
Raviavs Stratagic and Financinl Criteria Review and updnte the strategic and financial matrics that you vill uss to score and sslect projects for the portolio o 1
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Callect Projects Collect projects into the initial scenario v 3
Develop Scensrios Develop and analyze multiple portfoln stenarios i identfy the best fit vith the strategic and financial eriteria @ [
Submit fan for Appraval Submi the selected portfolia plan for appronal ? 2
Apprave Plan Agprove the portfalia plen projects for funding and extcution a 3
Clase Flanning Cycke Clase o completed planning cycle @ [+

Exceptions | | Revert | [ gave |

Planining Cycle Scenanos My Perlios Diagnostics. Home Logout Prefurenees Help. Pursonalizs Page

About this Page  Pracy Stateman ooy 4 7000, Crcin, Allighis menar

You can optionally enter the details for the planning cycle: investment class
category, discount rate, targets for internal rate of return and payback period,
and a distribution list for planning cycle communications.
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Submit new projects for inclusion in portfolio

After the Portfolio Analyst initiates a planning cycle, Oracle Workflow sends
notifications to the Oracle Projects users, defined on the distribution list, asking
them to submit projects to the planning cycle.

Oracle Project Portfolio Analysis collects the cost and benefits information from the
approved baseline versions of cost and revenue financial plans of portfolio projects.

Oracle Project Portfolio Analysis uses the financial plan information to calculate the
net present value, return on investment, internal rate of return, and payback period.

Score projects

Portfolio Analysis also allows the managers to evaluate and score projects based
on the company's strategic criteria. You can access the project scorecard from the
Project Setup page in Oracle Project Management:
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The entered scores are weighted based on the weighting in the investment criteria.
You can view and change the scores on the Project Details page in a planning cycle,
but such changes are part of a planning scenario and do not affect the scores in the
project system.
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Create and compare the scenarios

A scenario is a possible future that is being planned for. Good governance and good
risk management means that many possible futures are being planned for and each
possible future may have a different set of projects that will help meet the enterprise
objectives in that scenario. For example, in one scenario the company may unify
subsidiaries IT processes under a corporate IT function to maximize processing
efficiencies. In another scenario, the company may devolve management of IT to the
subsidiaries to maximize local accountability and prepare for spin offs. Projects that
are eligible to be included in the portfolio are collected in the initial scenario of the
planning cycle.

In order to create a scenario, click on Scenarios to open the list of scenarios for the
planning cycle and open the Create Scenarios page. Enter a scenario name and
a description:
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You can create a scenario by copying an existing scenario and then changing its
information as per the needs (such as discount rate and funds available). When you
copy a scenario, all the projects, including their project scores and funding approval
statuses are copied into the new scenario. You can also add the proposed projects
by selecting the scenario that should contain the new project, clicking on the Add
Projects button and entering the project search criteria.

When you add a project to a scenario, the project is also added to the initial scenario.

You can compare scenarios to determine, which scenario best fits the financial
metrics and strategic objectives of the planning cycle. In developing the scenario
you may find that you can make a scenario achievable, you may increase funding,
exclude or delay projects.

In order to compare scenarios, access the Scenarios page and select and open a
scenario. Click on the Compare Scenarios button to access the View Comparisons
page where you can select up to three scenarios for comparison.
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The View Comparisons page contains graphical measures of the strategic objectives
and financial metrics of the selected scenarios. The scenarios that you selected for
comparison are displayed together in the graphs to help you select the scenario that
best meets your organization's objectives.

Recommend and approve the scenario

A portfolio approver can perform the following actions:

e Review the recommended scenarios.
e Approve a scenario.

e Approve or reject both the portfolio plan and the scenario.
This marks the end of the planning cycle.

When the portfolio analyst recommends a portfolio plan for approval, Oracle
Workflow changes the planning cycle status to Submitted and sends a notification
to the portfolio approvers and portfolio analysts. The notification contains the name
of the planning cycle that is ready for review and approval.

After careful examination of the recommended scenarios, the portfolio approver can
approve a scenario and portfolio plan separately or together.

In order to approve a scenario or a scenario and portfolio plan together, open the
Scenarios page of the current planning cycle, and select the scenario that you want
to approve.

In order to approve a portfolio plan after you approve the scenario, open the
Planning Cycle page, and click on the Checklist. Select the Approve Plan task in
the checklist.

After you approve the portfolio plan, Oracle Workflow changes the planning cycle
status to Approved and sends a notification to the project managers and project
owners that a planning cycle has been approved or rejected.

Close planning cycle and implement scenario
recommendations

The approval of a portfolio plan automatically changes the project funding approval
status of projects that are included in the approved scenario to Approved.

Oracle Project Portfolio Analysis also creates a project set in Oracle Projects.
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The project set is named after the portfolio and the planning cycle. For example, for
a portfolio plan named "IT Governance" containing a planning cycle that is named
"2010 Strategic IT Plan", the project set name would be "IT Governance - 2010
Strategic IT Plan".

Project sets enable project managers to review and monitor projects that belong to
a portfolio. Two project sets are created during the lifecycle of a portfolio plan:

e Submitted Project Set
e Approved Project Set

Oracle Project Portfolio Analysis automatically creates a second project set after
the portfolio plan is approved.

The following screenshot shows the Funding Approval Status of the projects
within a scenario:

oject Portfolio Analysis
Plon)
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LR SR 1 cood Outsourcing| §
Revert | [ G Scanario | Scenaria | [ Create Scenario | [ Save | [ Printuble Page |
Description Scenarle to analyze Increased outsourcing for cost Fundng Period  JAN-07 DEC-09
reductions
Efunding Summary
Start Organization Funds Regqured 1,545
Busness Objectve  IT Governance Funds Avnilabie 3,500
Diseeort Rats 3.5% Fundng Varianes - 1,955
Receremendad He
Summary | Urvestment Ranking | Strategic Aligament | financial Justification | Project Status | Basic Information
1= ndvanced fter
Views
Wiew | Default view for Projecs seows s | Go | | Persoankze
Select Projects: Recommend % | | Go | | | Add Projects
Funding Approval  Projact e Cycle  Owerall Parformance s Funds  Recommended Funding Current FAnanctl
|orqanization Statis Sttus stahs Financial Schadula finalth  Rank] ASocabad  Approval Statis Remeve Data
Servicns- ek . £ | .
it Propased Active e e ) a | ) A
ServieesDast  Propossd Aty ® %) - v | - Appraved = i
:  SenatesEsst Propossd Approved = =] =) =] = 513
SerdcesEast  Froposed Aot ) A o ] o Approved & iy
! Serdces-East Froposad Arquested o ] =) ') w Approved & i
~ Funds Allocated
Iy sufficent Funds
S Not Availebie
x| Critieal
A Very Sevire
i Somevhat Severe
il At Rask
) a0 Track
Revert | | Compare Scenuriu | | Recommend Scenari | | Create Scenario | | Save | | Printabie Page |

Planning Cycl Scmaoas My Portfulios Diagnastics Homn Logeet Prrderncos Help. Pmanaline Pagn

il v} 2800, Cncder A1 i
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Maintaining a valid configuration

Next, we will work with the IT Director to show how the configuration of the
business systems is documented within Oracle Applications Manager. We will
show how authorized changes to that configuration are reflected in the patch
tracking system. We will also show how we can ensure that a developer or any
other unauthorized person cannot directly update the approved configuration
of the production systems. An Oracle Applications customer can manage the
configuration from either Applications Manager within the E-Business Suite or
use the Management Pack for E-Business Suite within the Enterprise Manager.
It really depends on whether E-Business Suite is the dominant application in
your deployment as to whether you choose Application Manager or Enterprise
Manager to manage your configuration.

Managing the configuration using
Applications Manager

In order to access the Applications Manager, you can choose the System
Administrator responsibility and access the Applications Manager page. From
the home page you can see a snapshot of the system status, and changes to the
configuration in terms of patches, profile options, context file, as well as the
status of the web components:

ORACLE' Applications Manager

Support Cart Setup Home Logout Help

Applications Dashboard | Site Map
A Nt [apeonseie Bl
Overview  Performance | Critical Activities | Business Flows @ Security | Software Updates
Applications System Status
Data Retrieved: 01-Dec-2010 06:09:34 "53
Host Platform Host Status Admin Database Concurrent Processing Forms Web
RW! MS LINUX Intel v v ) ) Ll bl
Configuration Changes (last 24 hours) System Alerts
Data Refrieved: 01-Dec-2010 06:09:34 L"'@ Data Retrieved: 01-Dec-2010 06:09:34 \_*.@
Patches Applied g New Alerts 72
Site Level Profile Options g New Occurrences 1406
Applications Context Files Edited g Open Alerts g
Open Occurrences g
Web Components Status User Initiated Alerts
Data Retrieved: 03-Dec-0006 00:00:00 .;}j) Data Retrieved: 01-Dec-2010 06:09:34 ‘4'\5
Servlet Agent up New Alerts g
ISP Agent « up New Occurrences g
TCF « up Open Alerts g
Open Occurrences g
* TIP The information shown above (with the exception of Web Components Status section) is retrieved from the system periodically. To retrieve up-to-the-minute data, please use the refresh
icon for the desired section. Please see Help for more details.

Support Cart Setup Home Logout Help

Copyright 2001, 2006 Oracle Corporation. All Rights Reserved.
About Oracle Applications Manager Version 2.3.1
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Clicking on the Software Updates tab you can see the patches that have been
recently applied and can search for a specific patch:

C)RACLE. Applications Manager
Support Cart  Setup Home Logout Help

Applications Dashboard | Site Map
Applications Dashboard: zdproto Navigate to IApphcatlun Services Vl Go
Overview | Performance | Critical Activities | Business Flows | Security | Software Updates
Applications System Version: 12.1.3
Applied Patch Check Maintenance Activities
T yse this function to determine if a patch has been or I{,\“s not been Full List
applied. Task Name Status Last Updated Details Log Files
Patch | | AutoPatch - uS738085.drv ~  08-0ct-2010 06:58:06 =] =]
(Enter Patch numbers, s=parated by commas . = =
AutoPatch - u9852070.drv ) 08-Oct-2010 06:55:34 B =]
Applied HNot Applied
PP ot App AutoPatch - uS062910.drv ~  08-0ct-2010 06:50:14 = =
AD Administration - Compile APPS schema ,/ 06-5ep-2010 06:26:39 I=] =
T VT ST AD Administration - Compile APFS schema | ., 03-Sep-2010 05:51:40 B B
Full List
Filter Name / Patch List Total Unapplied Status Details
Mo records found.
Related Links
Setup Tasks Other Links
Patch Wizard Preferences Applied Patches
Define Patch Filters File History
Update Metalink Credentials Products Installed
Register Flagged Files Codelevels Summary

Support Cart Setup Home Logout Help

Copyright 2001, 2008 Cracle Corporation. All Rights Reserved
About Oracle Applications Maneger Version 2.3.1

Maintaining a valid configuration using
Enterprise Manager Application Management
Pack for E-Business Suite

Application Management Pack for Oracle E-Business Suite extends Enterprise
Manager 10g Grid Control to help monitor and manage an Oracle Applications
system more effectively. The pack integrates Oracle Applications Manager with
Grid Control to provide a consolidated, end-to-end E-Business Suite
management solution.

Configuration Management capabilities within Enterprise manager include:

e Configuration management database
e Automatic discovery

e Configuration snapshot

e Change audit trail

e Configuration compare
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Application Management Pack for Oracle E-Business Suite provides administrators

with the ability to collect, compare, and search Oracle E-Business Suite configuration
details, including application system summary, patches applied, application context
files and related configuration files, technology stack inventory, concurrent processing

configuration, workflow configuration, user activity, and custom configuration.

The following screenshot is the Oracle Applications page in Enterprise Manager 10g;:

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Grid Control Home WEFWEH Deployments Alerts Compliance Jobs Reporis
Hosts | Databases | Application Servers | Web Applications | Senices | Systems | Groups | All Targets | Oracle Applications
(_Adminjstration Dashboard |
Page Refreshed Apr 22, 9 5:08:39 PM EE?)
Configured Components
|1-20 of 25 'I Next 5 =
Name ISIaIus I Alerts Type |
212prdga-Concurrent Processing Senvice iy 00 Concurrent Processing Senvice
al2prdga iy 20 Database Instance
a12prdga-Oracle Forms a12prdga_rws60127rems @+ 00 Forms
a12prdga-Forms Applications Semvice i [} Forms Based Applications Service
212prdoa-Internal Concurrent Manager i 00 Internal Concurrent Manager
al?prdga_rws60127rems rws60127rems us oracle com_forms 1+ 00 oc4d
al2prdga_rws60127rems.rws60127rems. us. oracle.com_oacore A [} Qc4)
212prdga_rws60127rems.rws60127rems. us.oracle.com_oafm i 00 (o[o%N]
al?prdga_rws60127rems rws60127rems us oracle com_forms_JVM_1 @+ 00 0C4J JVM
al2prdga_rws60127rems.rws60127rems.us.oracle.com_oacore JVM_1 i [} 0C4J VM
212prdoa_rws60127rems.rws60127rems us.oracle.com_oafm_JWM_1 i 00 0C4J VM
a12prdga_rwsB0127rems rws60127rems us oracle.com 1 00 Oracle Application Server
a12prdga-Oracle Applications Infrastructure Semvice 4 01 Oracle Applications Infrastructure Service
a12prdga_rws60127rems. rws60127rems.us.oracle. com_oacore_JVM_1_apps it [ Oracle Applications JVM Usage
a12prdga-Oracle Applications Senice 4 01 Oracle Applications Service
a12prdga-Core Managers for Concurrent Processing i+ 00 Qracle Concurrent Manager
a12prdga-Oracle E-Business Suite Custom Objects Configuration A [} Oracle E-Business Suite Custom Objects
212prdga-Oracle E-Business Suite Patch Information Configuration i 00 Qracle E-Business Suite Patch Information

-

El

Service desk administration through
Oracle Enterprise Manager

Next, we will work with IT Managers to ensure that user issues are recorded and
surrounding documentation is captured to ensure rapid resolution. We will show

how to create service requests, problems reports, and contact Oracle Support with

these details:

View Critical Package and Track Service
Error Alerts in View Problem Create Service Create Service Upload Request and Close the
Enterprise Details Request Request Diagnostic Data > Implement any Incident
Manager To Oracle Support Repairs
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The framework that sets the best practices for support management is known as
Information Technology Infrastructure Library (ITIL). ITIL is a set of guidelines
that describes an integrated and process-based best practice framework for
managing IT services. It was developed in the late 1980s by the British government
in response to the growing dependence on Information Technology. Over time, ITIL
has evolved to become the de facto standard for service management.

The ITIL framework provides broad service management recommendations as well
as common definitions and terminology. By adopting ITIL guidelines, businesses can
achieve significant benefits in areas such as risk management, change management,
and service provisioning.

In ITIL terminology, an incident is defined as an event, which is not part of the
standard operation of a service, and which causes, or may cause, an interruption to,
or reduction in, the quality of that service.

The goal of Incident Management is to restore normal service operation as quickly
as possible and minimize the adverse impact on business operations.

Oracle provides a number of out of the box best practice capabilities to support the
ITIL Incident Management process.

Oracle Enterprise Manager (EM) proactively detects events that could lead to
incidents by monitoring business applications from the real end-user experience

of the application down through its underlying technology stack, applications,
middleware, database, storage, and servers. EM can raise alerts for many things
that may interest an administrator including incidents and other significant
activities that may not be failures. These can be visually monitored using the EM
System Dashboard and notifications for these can also be sent to the appropriate
administrators. EM's notification system enables the mapping of the specific alerts
to specific administrators thus ensuring that the administrators with the appropriate
skills are notified when such incidents are detected. Alerts that have well-known
solutions can be automatically resolved using corrective actions. Corrective actions
enable administrators to specify the corrective tasks that should be executed if

the alert is detected (for example, restart a process if it becomes unavailable). This
eliminates the need for operator intervention and thus enables the timely resolution
of the incident before it impacts end users.
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Support workbench

In order to access Support Workbench after logging into Oracle Enterprise Manager,
click on the Software and Support tab on the database home page and then click on
Support Workbench under the Support section on the Software and Support page.

* Note that Support Workbench and incident creation is not available
% for the whole application stack. It is available only for problems
"~ that occur in the RDBMS for EBS.

Any problem may give rise to many incidents. For example, an end user may have
an incident with his PC freezing. The problem may be caused by unauthorized
software installation. Such a problem, in turn may cause many other incidents.

The following screenshot shows the Support Workbench interface in EM:

Database Instance: arclus.oracle.com = Logged in As SYSTEM
Support Workbench

Page Refreshed August 27, 2009 4:33:42 PM PDT (_Refresh )

Probl 1] Checker Findings (3]~ Packages (0}

Mew Problems in Last 24 Hours 0 All Active Problerms 1 All Problems 2

Mew Incidents in Last 24 Hours 1 All Active Incidents 3 All Incidents 3

View |Last Week - Search Co ) Advanced Search
Wiew || Parkage )

Select Al | Select Mone | Show All Details | Hide All Details

Select Details [ID[Description [Humber Of Incid [Last Incid Last C Active Packaged SR
] p-Show 2 ORA 1578 3 August 26, 2009 10:00:17 PM POT Yes Mo
0 pShow 1ORAEDD[15700] 2 August 25, 2009 3:54:19 PM PDT Mo Mo

¥ Performance and Critical Errer

1.0
»
=
5
% 05 M CpPuU
] W User jo
z I wiait
g 0.0
< 20 21 22 23 24 25 26 27
August 200%
. .
® ORA 1578

ORABOD [15700
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From this page, you can see problems that have occurred over a selected period and
the count by error code.

Problem details

You can view additional details for a problem by selecting a problem on the
Problems tab, and then clicking on View to view the details:

Problem Details: ORA 7445 [__kernel_vsyscall()+2]
Page Refreshed July 22, 2009 9:25:47 AM PDT (Refresh

Investigate and Resolve

Summary - [ Go to My Oracle Support ) | Quick Package )
SR# | Edit |
- _'J Self Service Oracle Support
Bug# | Edit)
Active  Yes Diagnose
Packaged Yes Alert Log
Mumber of Incidents 2 Related Problems Across Topology
First Incident  July 222009 9:04:40 AM PDT Diagnostics for Last Dumped Incident
Last Dumped Incident Go to My Oracle Support and Research

Timestamp  July 222009 9:07:23 AM PDT
Incident Source  System Generated
Impact
Checkers Run 0
Checker Findings 0

Incidents Activity Log

Status IOFEH Incidents 'l Data Dumped IYES 'l (G
[ Wiew ) Close )
Select All | Select Mone | Show All Details | Hide All Details

Data
Select Details jDescription Dumped  Active Status|Timestamp
[T B»Show 922 ORA-T445 [ kemnel vsyscall(}+2] [SIGSEGV] [ADDR:0x1B61]  ves Yes Ready July 22, 2009 9:07:23
[PC:0x193402] [unknown code] AMPDT
[T p=Show 921 ORA-T445 [ kemel_vsyscall()}+2] [SIGSEGV] [ADDR:0x1B61]  ves Yes Ready July 22, 2009 9:04:40
[PC:0x572402] [unknown code] AMPDT

From here you can see the SR# (Service Request Number) and the Bug# (Bug
Number) if it has been raised. You can also raise the service requests with Oracle
Support and package the diagnostics from here.
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Packaging problem details
In order to create a package, select an incident and click on Package on the Support

Workbench Problems page. This packages all of the diagnostics files to be sent to
Oracle Support.

Quick Packaging: Create New Package
Cancel ) Step 1 of 4 [Next )
Target +ASM_dadvmn0652.us.oracle.com Logged in As  sys
Problems Selected ORA 7445 [ kernel_vsyscall()+2]

Use quick packaging to generate an upload file for a single problem and send it to Oracle with default options. If Oracle Configuration Manager
set up, the upload file will still be created but it will not be sent to Oracle

* Package Mame |ORﬁ.?445_20090?22090952

Package Description |Oracle ASM test problem
Send to Oracle Support & Yes  No
My Oracle Support Usemame |0racle

Wy Oracle Support Password |n""n

Customer Support ldentifier (CSI) I

Country IUnited States j
Create new Senvice Request (SR} & Yes ¢ No

Summary

In this chapter, we examined the area of IT governance. We sat with the CIO and
Chief Security Officer of Infission Corporation. We reviewed the corporate strategy
with them, helped them in developing an IT strategy that is consistent with it, and
documented this strategy in Oracle's balanced scorecard.

Next, we took an inventory of the current and proposed IT projects, and went
through a portfolio analysis. We also looked at the financial projections of the
projects and reviewed the alignment between the projects and the scorecard
that we helped develop. We helped the CIO see the ranking of the projects

with respect to both financial and non-financial metrics using Oracle Portfolio
Analysis. We also saw where the funding for those projects runs out, canceling
those projects, or otherwise identifying what funding would be needed in order
to pursue those projects.
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Next, we sat with the IT Director to ensure that the configuration of the systems is
base-lined at an agreed state and that configuration is under an effective change
management process using Oracle's Application Manager and the E-Business Suite
Configuration Management Pack within the Enterprise Manager.

Lastly, we worked with the IT Director to ensure that Infission has good processes
for support in accordance with the IT strategy in balanced scorecard. We showed
him how problems and incidents can be identified using Enterprise Manager. We
also illustrated how the time to resolution can be dramatically reduced through the
packaging of diagnostic information and integration into Oracle Support.

In the next chapter, we will tackle the next domain of governance that is,
Security governance.
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In this chapter, we will talk to the Chief Security Officer of the company and get an
understanding of his sense of security risks that the company faces and the security
posture that it adopts. We will help him express his priorities and objectives in the
form of a balanced scorecard and ensure that the objectives are in concert with the
corporate strategy. We will show him how to limit the access to systems only to
authorized users and how to ensure that such authorization is based on specific
needs. We will show how some of the security policies limit the duties of any
individual so that privileges required to commit a fraud are separated. Next, we
will show how to follow the guidance for hardening the system. Finally, we will
guide him through setting up the security incident management and security
incident response through the capabilities provided in Oracle Service.

Note that it is beyond the scope of this book to advise you on security
. for the E-Business Suite. This chapter aims to put security into a
Q governance perspective and take you through some general themes
L in security management. For a detailed review of E-Business Suite
security, the book "Oracle E-Business Suite Security(in italics)", Oracle
Press(in italics), written by John Abel is a great resource.
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Security balanced scorecard

The following figure shows an illustrative scorecard of security objectives arranged
with relationships between them:

Guarantee good

Customer custodianship of Maintain a good
Perspective Customer Data reputation with
regard to security
Minimize cost of
Financial Fraud
Minimize cost of

Minimize cost of
security breaches

Perspective
Disaster Recovery

Maintain
Availability of
Systems

Minimize Time
between end of
employment and
accounts revoked

Align Security
Strategy with
Corporate
Strategy

Minimize
Confidentiality

Segregate Duties
required to
Authorize and
Disperse Funds

Reduce Number
of Audit Issues for
Security

Internal
Processes

Ensure Least
Privileges are

Minimize Time
between Change

Appropriately

of Job and granted in order to
Authorization perform job Harden Systems
Changes

Maintain Risk
Awareness
Program

Document

Recruit
Security Policies

Credentialed and
experience
Security
Professsionals

Learning and
Growth

Remain current on
technical and
regulatory issues

The first thing that we will do when working with the Chief Security Officer is to
work on a balanced scorecard for the security function. We will help him come up
with metrics that show, how well he is doing in addressing both the objectives of the
company as well as the information risks. In this example the objectives are as follows:

e Customer perspective:
°  Guarantee good custodianship of customer data

°  Maintain a good reputation with regard to security
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¢ Financial perspective:

o

Minimize the cost of security breaches

o

Minimize cost of fraud
°  Minimize cost of disaster recovery
e Process perspective:

o

Maintain confidentiality

o

Minimize the time between a job change and authorization changes

o

Minimize time between End of Employment and Revocation
of Accounts

Segregation of Duties required or authorize and dispense funds
Align security with corporate strategy

Appropriately harden systems

Maintain availability of systems

Reduce number of audit issues for security

e Learning and growth perspective:

°  Recruit credentialed and experienced security professionals

o

Document security policies

°  Remain current on technical and regulatory issues

o

Maintain a Risk Awareness program

Relationships between the objectives

The following bullets explain the relationships between those objectives:

e Customer perspective:

o

If you demonstrate good governance over customer data you will
reduce the cost of security breaches

If you maintain the availability of systems you will maintain a good
reputation for security

If you ensure that you reduce the number of audit issues for security,
you will maintain a good reputation for security

¢ Financial perspective:

o

If you maintain confidentiality you will minimize the cost of
security breaches.
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[e]

If you appropriately segregate duties you will minimize the cost of
fraud. The following screenshot shows an Oracle Balanced Scorecard
implementation with a drill-down on the reduce fraud objective to a
GRC Intelligence report on Segregation of Duties violations:

Py Dashboard

ORACLE Business Intelligence

| Control oriee Arciin | CotsiPondins | Sevumity Suoreeand B

e Process perspective:

o

If you minimize the time between change of job and authorization
changes, you will ensure that least privileges are granted and thus
you will maintain confidentiality

If you minimize the time between end of employment and revocation
of accounts, you will maintain confidentiality

If you align security strategy with corporate strategy it will force you
to document you security policies

If you have minimized the cost of disaster recovery you will maintain
the availability of systems

If you appropriately harden systems they will be protected against
threats and availability will be maintained

If you maintain a security awareness program, you will reduce the
number of security issues

e Learning and growth perspective:

e}

If you recruit credentialed and experienced security professionals,
you will be able to remain current on technical and regulatory issues
and thus keep appropriate security policies documented

You will need to document appropriate security policies to maintain
a risk awareness program
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Metrics for the objectives

A few example metrics that would allow you to see whether you are meeting the
objectives might be as follows:

e Guarantee good custodianship of customer data. You would count security
incidents involving customer data to measure success in this objective.

e Maintain a good reputation with regard to security. You would count
incidents and findings that could cause reputational harm to measure and
maintain success in this objective.

e Segregation of Duties required to authorize and disperse funds. You would
count the number of Segregation of Duties violations.

¢ Minimize time between End of Employment and Revocation of Accounts.
You would measure the latency between the HR transaction and the
transaction in the security system.

Perspectives from standard bodies and
professional institutions

As part of briefing the security executives, it is worth reviewing how this domain
is described by their peers and professional institutions.

IT Governance Institute

In 2001, ITGI published Information Security Governance: Guidance for Boards
of Directors and Executive Management.

Information Security governance is a subset of enterprise governance that provides
strategic direction, ensures objectives are achieved, manages risk appropriately,
uses organizational resources responsibly, and monitors the success or failure of the
enterprise security program.

ISO 17799

Information security is characterized within ISO 17799 as the preservation of:
e Confidentiality: Ensuring that information is accessible only to those
authorized to have access to it

e Integrity: Safeguarding the accuracy and completeness of information
and processing methods

e Availability: Ensuring that authorized users have access to information
and the associated assets when required
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It suggests that you introduce performance measures to determine if information
security is succeeding. For example, metrics for information security include:

No incidents causing public embarrassment

Number of critical business processes that rely on IT and have adequate
continuity plans

Number of critical infrastructure components with automatic
availability monitoring

Measured improvement in employee awareness of ethical conduct
requirements, system security principles, and performance of duties
in an ethical and secure manner

Full compliance or agreed-upon and recorded deviations from minimum
security requirements

Percentage of IT-related plans and policies developed and documented
covering IT security mission, vision, goals, values, and code of conduct

Percentage of IT security plans and policies communicated to all stakeholders

ISO 17799 also breaks our specific objectives:

Management should identify responsibilities and procedures for defining,
agreeing on, and funding risk management improvements. A reality check
of the security strategy should be conducted by a third party to increase
objectivity and should be repeated at appropriate time intervals.

Critical infrastructure components should be identified and continuously
monitored. Service level agreements should be used to raise awareness
and increase co-operation with suppliers for security and continuity needs.

Management endorses and should be demonstrably committed to

the information security and control policies, stressing the need for
communication, understanding and compliance. Policy enforcement

should be considered and decided upon at the time of policy development.
A confirmation process should be in place to measure awareness,
understanding, and compliance with policies. Information control policies
should be aligned with the overall strategic plans. There should be a
consistently applied policy development framework that guides formulation,
roll-out, understanding, and compliance.
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e There should be an awareness that, although insiders continue to be the
primary source of most security risks, attacks by organized criminals and
other outsiders are increasing.

e Proper attention should be paid to data privacy, copyright, and other
data-related legislation.

Quotes from prominent Security managers

IT security provides the management processes, technology and assurance to allow
business management to ensure business transactions can be trusted; ensure IT
services are usable and can appropriately resist and recover from failures due to
error, deliberate attacks or disaster; and ensure critical confidential information is
withheld from those who should not have access to it.

—Dr. Paul Dorey, Director, Digital Business Security, BP PLC

Directors have a responsibility to protect shareholder value. This responsibility
applies just as stringently to valued information assets as it does to any other asset.
Boards must recognize that securing that information is not just an investment;

it is essential for survival in all cases and for many it can even create competitive
advantage.

—Ronald Saull, Chief Information Officer and Senior Vice President, Great-West Life
Assurance Company/London Life/Investors Group

It is also worth reviewing some cases of the very real consequences of not adequately
governing information security:

Company Exposure Cause

Bank of America 1.3 million consumers exposed  Lost Backup Tape
DSW retail 1.2 million consumers exposed ~ Hacking

Card Services 40 million consumers exposed ~ Hacking

TJX Stores 45 million consumers exposed  Internal theft
UCLA 800,000 consumers exposed Human error
Fidelity 196,000 consumers exposed Stolen laptop

Source: Todd Fitzgerald, CISM, CISA, CISSP, ITILV3, 2008 ISACA Chapter Briefing
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Account provisioning and identity
management

Next, we will show how the identity management and provisioning systems
ensure that each action in the system can be traced to an individual who is
accountable for it. We will also show, how efficiently we can react to events in
the human resources system and make the appropriate changes in the identity
management and provisioning system to ensure that the access is always
appropriate and principles of least privilege are maintained.

If you are using E-Business Suite, your security is administered through
responsibilities, top-level menus, submenus, and menu exclusion rules. The
responsibilities seeded by Oracle do not always represent a consistent metaphor.
In some cases, the responsibility is seeded to represent a Job. For example, the
collections product seeds a responsibility of Collections Manager. In some cases,
the responsibility is seeded with all functionalities for a product. For example,
Oracle seeds a responsibility "Financial Intelligence". In other cases, a duty that
you might find listed on a job description is a responsibility. For example,
supervising employees is under the Manager responsibility.

The E-Business suite has its own identity store in FND_USERS. However, it does
allow integration with a LDAP service. This allows a single user to be identified
and accountable across all systems. In order to do this, Oracle Internet Directory
and the FND_USER table must be kept synchronized. Synchronization events are
raised via the workflow-based Business Event System whenever users are added
or modified.

Designing roles

Next, we take the principle of least privilege and we show how to reflect that in a

set of roles. We will show how to make those roles reflective of real world jobs and
duties. We will also show how these roles are implemented in the security system.
The following is part of a role definition for an Accounts Payable Manager, showing
the mapping between the real world job, duty, and entitlement as you might find

on a job description with the Top Level Menu, Sub Menu, and Functions in the
E-Business Suite:
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Top Level
Menu

Sub Menu

Functions

Accounts Payable

Manager
—T
[ I I ]
Invoices Payments Accounting Suppliers
Invoices Payment Entry
Quick Invoices Payment Inquiry

Recurring Invoices

Invoice Inquiry

Job

Duty

Privilege or

Entitlement

Function Security

The following screenshot shows the top-level menu and its submenus for the

Accounts Payable system:
B2 | =
Manu  AP_NAVIGATE_GUINZ2 Wiew Tree...
User Menu Name  AP_MAVIGATE_GUI2
Menu Type  Standard
Description AP Mavigate Menu
Seq Prampt Submenu Function Description Grant
1 AP_INVOICE_GATEWAY Maintain Cick Invoices 2
2 Iminices AP _INVOICES_GUNMZ Maintain Invoices
B Payments AP _PAYMEMTS GUN2 Maintain Payments
4 Accounting AP _ACCOUNTING _GLUIZ Maintain Accounting
g Suppliers AP_SUPPLIERS_GUNZ Maintain Suppliers
B Employees AP_EMPLOYEES_GUINZ Maintain Employees
7 Credit Cards AP_MAINTAIN_CREDIT_C Maintain Credit Cards
8 Setup AP_SETUP_GUN2 Setup
gl Warkflow AP _WORKFLOW_GUN2 Wnrkflow
I@ Cther FMD_OTHER 4.0 Other -

In order to navigate to the menu definition, log in using a System Administrator
responsibility and choose the Application submenu and click on Menu.

In the simplest case for an E-Business Suite deployment, all of the functionality
required for someone with a given job should be gathered together in a menu.

If there are duties that are common to a number of jobs, for example, supplier
management may be a duty that is common to Accounts Payable Managers and
Buyers, it may be useful to group that functionality into a submenu. In an E-Business
Suite, such security considerations also have navigation consequences.
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The following screenshot shows the same menu structure represented as a tree,
which is how the user sees it:

- AP_NAVIGATE_GUIN2 ] ﬁ Properties
g
L& Ent
& Ertry Entry Information
e Sequence 2
-8 Ertry Frompt  Inmvoices
E>-§ Invoices Description  Maintain Imvoices
FEl
-8 Invoices Menu
, I 68011
Mame AP_INWOICES_GUIM2
HE] quick Invoices Display Mame  AP_INWOICES GUI12

-8 Expense Reports
-1 Recurring Invoices
HE] Open Interface Invoices
=

[E: E Inguiry

FEl

[E: EAccruaIWrite-Oﬁ

- Payments

= Entry

E Inguiry

= E Accounting
=] X

At the lowest level, the tasks in the real world are represented by Form Functions.
(In EBS, a function may be reused with different parameters. A function with a set of
parameters is a Form Function).

Data security

To authorize a user to a set of operating units, ledgers, inventory organizations,
people, you set Profile Options that are specific to a responsibility. Some example
responsibility level profile options that influence data security are

as follows:

e HR: Security Profile to limit the people information that is available to
a responsibility

e  GL: Security Profile to limit what companies accounting data is available
to a responsibility
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e AMS: Security Profile to limit the set of items that are available to
a responsibility

e  MO: Security Profile to limit the list of operating units that are available
to a responsibility

The set of data is generally defined in profile options that are related to a responsibility.
If a job needs access to different sets of data, then you need different responsibilities.
For example, an HR Professional that also manages people may be reviewing
competencies for their own staff in one responsibility and the competencies for the
employees of their client managers in another responsibility. You will need two
responsibilities, each with their own security profile. The following is a screenshot

of the responsibility for a Payables Manager showing a top-level menu:

Responsibility Name  |[& Effective Dates

Application |Payahles From |[01-JAN-1951

Responsibility Key %AYAELES_MANAGEH Ta
Deszcription
Available From Data Group
* Qracle Applications Mame |Standard

Qracle Self Service Weh Applications

Applicat Payables
Oracle Mobile Applications e i

Reguest Group

AP_NAVIGATE_GUNZ
Lo = = MName |All Reports

Wveb Host Name
Wyeh Agent Name

Menu Exclusions Excluded tems Securing Aftributes

Type Mame Description
l Function - =

Application |Payables

In order to define a responsibility, sign in using a System Administratior's
responsibility and choose the Security submenu and choose Responsibilities.
You can also remove authorization to entries in the menu for a responsibility
by clicking on the Menu Exclusions tab and entering Menu Exclusions:

Menu Exclusions Exzcluded lterms Securing Attributes
MName Description
- |AP_SETUP_GUNZ AP Setup Menu =
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Aggregating responsibilities into roles

Since 11.5.10, E-Business Suite has had a product called User Management (UMX)
that allows for grouping responsibilities together into a role. You may find that

any given user had to be given many responsibilities. For example, if you were a
manager in the HR Department, you would have one responsibility for your work

as a manager, and another for your work as an HR Professional. Your work as an

HR Professional may be to provide HR Support for the Sales Department. You may
have access to the same screens in both these responsibilities. When logging in with a
"Manager" responsibility, you get access to your subordinates. When logging in with
an "HR Professional" responsibility you get access to the HR records of people in the
Sales Department. The following is a screenshot showing the role inheritance:

ORACLE- User Management

o Madgatee > B Frvomes v Home Logout Proforences Help Pesoanlize Page Diagnostics

User Management

Users | Roles & Role Inheritance | Role Categorkes | Registrabion Processes Security Report
Roles and Role

Defing Role Inheritance Higrarchies by cicing Add licde ot the appreprinte level in the Fesrarchy,

Search

Tipe bt 5

Hame

Legeend
1 Categery
»* Role
Respengkility
* Al Usors [Everyons)
Code ¥y Externally Mannged Group
1 ) _Pending Rale Relatienship

Application 3,
Go |

Robe Inlieritance Hierarchy

Tocus Hame Code Applcation
4L Al Roles, Responsibilties, and Groups

Active Update Add Hode Remove Node

=1L Rales & Respenaibilities
B3 Traming

B &* Laaming Administrator LI OT A_LRNG_ADMIN Leaming Managemant

& Learning Catolog Administrator UMX|OTA_LRNG_CTG_ADMIN Learning Management

&* Learning Content Adminéstrator
& Learning Enrallment Administratar
# Learning Finance Administrator

& Lenrning Resource Administrator
i Lbarning Setup Administratar

¥ Learning Assessmant Administrator

O Learming Catalog Administrator

M| OTA_LRNG_CHT_ADMIN

UM OTA_LRNG_ENR_ADMM

US| OTA_LRNG_RES_ADMM
UM OTA_LRNG_STP_ADME

UMK OTA_LRNG_

LI OTA_LRNG,

Leaming Managemant
Learning Management
Learming Management
Learning Mansgement
Learning Mansgement
Leamning Managemant

Leaming Management

In order to navigate to the role definitions, log in using a User Management
responsibility and click on the Role and Role Inheritance tab.

What is the difference between a role and a responsibility? The MetaLink Note
290525.1 states:

"Responsibilities can now be considered a special type of role that represents the
set of navigation menus contained within an application. Therefore, responsibilities
loosely represent an application itself, whereas roles can be used to determine what
parts of that application (and data therein) a user has access to. This represents

a shift in the definition of a responsibility in Oracle Applications. Previously, a
responsibility has been used not only to define the application navigation menus,
but also to confer privileges and permissions within that application.
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Using this definition of responsibility, it was often necessary to create several similar
responsibilities in order to effectively carve out data and functional security access
for a group of users. This has increased the overall cost of ownership as the number
of responsibilities has grown."

This means that both the vagaries of the delivered responsibilities and the need to
have roles that span distinct sets of data to it are catered for.

Role provisioning
UMX also has the capability to request a role using Oracle Workflow.

The following is the Role Request UI through which users can request roles in a
self-service manner:

DRACLE' E-Business Suite

N Navigator v B2 Favortes v Diagnostics Home Logout Preferences Help Personalize Page

@
shlact Roles Provide Justification Review
Request Access: Select Roles

Browse the role categories. Apply for roles by adding them to the list of selected roles. I:'
Cance] | Step 1 of 3
Browse Role Categories

"/ selacted Roles

Miscellaneous Roles Added o

Miscellaneous

Select Roles: | Add To List |

Selact All | Select tone
Select Role Description
[ iReceivables Request Additional Access Request Access for iReceivables Account Management role

Cancel | step 1 o3 | Next
Diagnostics Home Logout Preferences Help Personalize Page

About this Page  Privacy Statement Capyright (c) 2008, Oracle. All rights reserved.

Oracle User Management supports three types of registration processes:

e Self-Service Account Requests: If you have ever made an online transaction,
you probably did a self-registration and created an account to tie the order to
your account. This registration process type is very similar in that the system
provides a method for persons to request a new user account. This type of
registration process also offers identity verification, which confirms the identity
of the requester (via an e-mail notification that requires a response) before
the registration request is processed. If the recipient does not reply within a
predetermined amount of time, the request will be automatically rejected.

e Requests for Additional Access: Oracle UMX provides an Access Request
Tool that enables existing users to request additional roles. Users can only
request the additional roles that have been defined as appropriate based on
their current roles. Users can request additional access through the Oracle
User Management Access Request Tool (ART), available in the Global
Preferences menu.
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e Creation by Administrators: While the name of this registration process
does not sound all that intriguing, the reason it exists presents a much
more interesting point for discussion. In UMX, the definition of an Account
Administrator is changing from that of one or two select individuals
working in IT or on the helpdesk to users in the Business Units. With
the concept of delegated administration, the ability to create user(s)
can be extended beyond the traditional confines of an organization's
IT department into the business, and even beyond the organization to
business partners and clients, because each account creation registration
process can be made available to select administrators.

The following is a set of role provisioning workflows from UMX:

ORACLE" userManagement
it pigtor v B Fovuntes v Home Logodd Preferences Help Personalize Page Dagaostes
Ustrs | Rolos B Rale Inheritance | Rele Categones | Registration Processes | Secuity Report
Pracestes
To find speciic Registration Processes, type your search Le, and then chel. G,
Search
Hane Typt | Atcount Crestion (Self Senace) ™
Code Rale | Q
Application 4 h
6o | [ clear |
Creats Registration Process |

mame _ foode _____pescription Type Ippication |puphicate update

Recenables Self FND_RESF)AR|ARL_EXTERNAL|STAND Seceiables Self Registratien Atcourn Recenmbles ;

Registraticn Craaben (Self )
Senie

Collections Self  FND_RESP|TEX ] IEX_FXTERNAL[STAN Colechons Self Regismation Account Coliections

Registration Creaben (Self o]
Sernvice)

Emplayes UME_EMPLOYEE Alloves internal emgilopees alroady entensd in the HR: System to s sarvice register for user accounts.  Account Applicatian .

Registration Emgiyees identdy themsehves using their emei address and employee number. Lser Nomes vill be  Crention (Sell  Object Library 5] '

nesigned basad on the usar nnme palicy (out of the bax: smail addrese). Senice)

Indhvidusl Usgr UMK EXT_INDIVIDUAL Aliowes exernal indhidusts (consumers or any other persan with no specific relationship to or Aecount Agplication

Regisraten representation of a business enbty) to s service register for o user acoount. Creaben (Self  Object Ubrary
Senvicn)

1G5 55 User URD(_1G5_USER_REG Student Systems Self Service User Regisiration ACcount Student Systermn

Registration Crantion (Salf
Service)

Abaut thes Pago

Privicy Statemest

User Managoment Home Logout Profesoncen Help Presonalize Page Deagnostics

Gegymight 14 2000, Cricla. AN nghis reserved

Identity management

E-Business Suite is now certified with connectors from Oracle Identity Management
(OIM). EBS Employee Reconciliation connect treats E-Business Suite HR store and
in particular the PER_ALL_PEOPLE_F table, as an authoritative source for identities.
OIM has two adapters. The first treats E-Business Suite HR as a trusted source

of identities and allows two-way synchronization between HR_PERSON table and
identities in OIM. The second reconciles FND_USER accounts along with the UMX
Role and responsibilities.
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Account provisioning is also preconfigured to provide real time validation against
Segregation of Duties policies defined in Oracle Applications Access Controls
Governor for any responsibility or role assignments.

The connector also detects all major worker lifecycle events including on-boarding,
job changes transfers, and terminations. This tighter integration with people's
movements within the Human Capital Management applications will help to
minimize the latency between an HR event and representing its consequence in
security. It automates the security administration and allows security professionals
to concentrate on threats, vulnerabilities, and appropriate policies rather than
assigning and revoking roles and accounts.

Limiting access to administrative pages

Limiting functional access of administrators is also important. There are several
kinds of administrative forms that are security sensitive. As a security administrator,
you need to limit the number of people that have access to the pages:

¢ Functional security administrative pages: These are the pages that
control the security infrastructure, such as the UMX pages or the define
responsibility pages.

e Design-time at runtime pages: These are the pages that allow users to
define metadata that controls the application. Examples include the flexfield
pages or personalization pages. As these pages often allow SQL or HTML
fragments to be added, they allow an unscrupulous administrator to
effectively design a SQL injection or Cross-site Scripting vulnerability into
the application. We recommend that these pages should not be assigned to
any users during normal operation of a production system.

Segregation of Duties Policies

Next, we will look at how we can alert management to combination of privileges
that may present an opportunity for fraud. Segregation of Duties is well examined
in Chapter 9, IT Audit. Here, we examine how the segregation of duties policies
influence role design, and how they are reported within the GRC Intelligence.

A segregation of duties policy is generally implemented to ensure that a person
cannot authorize a disbursement (or commitment) of funds as well as actually make
the disbursement. For this reason, the policies tend to be in the financial applications.
They are mentioned here to give you a complete picture of role design. The following
is a screenshot of a set of segregation of duties policies in Oracle Application Access
Controls Governor. The topic of segregation of duties and how such policies are
implemented is fully explored in Chapter 9, IT Audit.

[121]

www.it-ebooks.info


http://www.it-ebooks.info/

Security Governance

MNavigation «

View v Clear View Manage View |

ORACLE Governance, Risk and Compliance Controls

Display»  FindConficts + Reports  Transferv  Actions v Save

Help

| Profi

Home
=) Access Governor
21— Policy

Policy Name*

| Desaription | Policy Type* |

Priarity* | Status™

| Effective Date® | Analysis Run

1 Create Vendor * Create Payment ...| A user who has Create Vendor privile... | Approval Required 13/17/2010 11182010 laz |

| Results |

ETeeT Apprde Invoices * Print Checks Approve Invoices * Print Checks Monitor Active 01/11/2010 11/19/2010 319
2 1Giobal Concltions Control Budgst *Release Sales Order Control Budget *Release Sales Order  Manitor 1 Active 01/11/2010 11/19/2010 146
41 ~]Gibal Path Condiions Create Contact & Authorize Retumn... 02C Approvel Required 1 Inactive 11/16/2010
SRR et Create Customer & Ship Customer ... 02C Monitor 1 Inactive 05/14/2010
=] Confiict Analysis Create Customer * Authorize Return  Crass Platform policy Approvel Required 1 Active 05/14/2010 11/19/2010 1
Creste Invoices *Void Payments  Create Invoices * Void Payments Monitor 1 Active 01/11/2010 11/19/2010 315
Create Purchase Order ®Receive G... Create Purchase Order * Receive Go... Monitor 1 Active 01/11/2010 11/19/2010 362
Creste Requisitions * Setup AutoCr... Create Requisitions * Setup AutoCrea... Manitor 1 Active 10/27/2010 11/19/2010 344
=)/ User Pravisioring Create Supplier and Create Payment  Create Supplier and Create Payment  Approval Required 1 Active 10/27/2010 11/18/2010 428
:::;;:Mmups Creste Vendor *CreatePayment  Create Vendor = Create Payment Monitor 1 Inactive 02/18/2010 10/20/2010 0
e s Create Vendor * Create PaymentHY A user who has Create Vendor privile...  Approval Required 1 Active 11/16/2010 11/19/2010 42
& CTReport Center Enter AR Invoice *Release Sales O... Enter AR Invoice ~Release Sales Order  Manitor 1 Active 01/11/2010 11/19/2010 186
5 obs Enter Debit Memo * Ship Customer .. Enter Debit Memo * Ship Customer Go.... Monitor 1 Active 01/11/2010 11/19/2010 167
'+ Administration Enter Journal Entry * Asset Depreci... Enter Journal Entry * Asset Depreciat... Manitor 1 Active 01/11/2010 11/19/2010 138
Enter Journal Entry * Post Journal ... Enter Journal Entry * Post Journal Entry Monitor 1 Active 01/11/2010 11/19/2010 250
Item Costing * Ship Confirm Goods ~ Item Costing * Ship Confirm Goods Monitar 1 Actve 01/11/2010 11192010 m
Maintain Employee Information *D... Maintain Employee Information * Defi.. Monitor 1 Active 01/11/2010 11/19/2010 359
Maintain Item Master File *Invento... Maintain [tem Master File = Inventory... Manitor 1 Actve 01/11/2010 11192010 258
Marifv Rank Tnformatinn # Pricina A...  Modifv Rank Tnformation * Pricinn Anr...  Monitor 1 Artive ni/112010 nimomn 44
4 4 |Page[t Jor2| b M|
Vandor * Craste Paymant HY
) Element Name Description Datasource Platform | BlementType | Control Operator
2 [Janp
[14 Create Vendor HY |Create Vendor_HY Entitiement aND
[)1Create PaymentHy [Create Payment HY Entitiement AND

Violations of segregation of duties can be monitored through GRC Intelligence. The
following screenshot is of the Control Monitors tab showing security incidents by

application and by control:
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Server, applications, and network hardening

Next, we focus on reacting to threats, and ensure that the components on the
network are all configured to resist those threats at the perimeter and also ensure
that any threats that have penetrated or originated inside the perimeter are
discovered, contained and eliminated. The following is a brief example of a Threat
and Vulnerability Matrix. We will expand the practitioners' guidance when we get
to our compliance chapters. What we have for you here is the end result of the risk
analysis for information assets.

Relevance of control as a
countermeasure to a Threat

9 Highly Relevant
0 Not relevant

Threats in Y axis Controls in X Axis

Intrusion (Hacking, Password Attacks)

Server Failures

Physical Damage to Hardware

Extortion

Insider Attacks

Spoofing

Denial of Service

Human Error

Theft of Computers

Malicious Code

wWlw|lw|o|lw|w|w|w|r |k~ ]|w]| System Administration Due diligence

rlolw|lw|lw|lo|o|wo|r|r]|w©]| Security Policy
wlw|lo|w|w|r|o©]|r|©]|w]|w©| Hardening of Environment

o|lo|r|kr|Oo|lr|w|r|wo]|w©]|r | Configuration of Architecture
wWlw|lw|lo|r|w|w|w|o|r |w| Employee Training
Wwlwlwlwlw|lo|w|r]|w]|wo]|w]| Auditing & Monitoring
olo|lo|w|r|w|o|w|w|w©]|w| Demilitarized Zone

olo|r|r|r|Oo|lw|o|o|r |+~ ]| Single Sign On
RrlRr|Rr|O|Rr|O|wW|r |[F|K |~ | Prevent external spyware load

olo|lo|r|o|r|r|r|o|o|o| GPS tracking system

RlRr|PlW|kP|O|lR|wW|w|w©]|w©]| Firewalls

Buffer Overflow Attacks

The preceding table shows the Threat and Countermeasures matrix.

It is not the ambition of the authors to document the security hardening steps. Oracle
does a great job of this through Metalink Note 189367.1: E-Business Suite Security
Best Practices. It is our ambition to make risk management practitioners aware of the
problems, where the remedies are documented and illustrate the nature of a few of
those remedies.
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System wide advice

Some advice applies to the entire E-Business deployment and the infrastructure in
which it operates.

Keep software up to date: One of the principles of good security practice

is to keep all software versions and patches up to date. For many reasons

including good security practice, move to the latest version of Autoconfig
and Patch Tools (AD).

Apply Critical Patch Updates (CPUs) as quickly as possible. These contain
fixes to high priority security vulnerabilities, and go through rigorous testing
before their release.

Restrict network access to critical services: Keep both the E-Business
application middle-tier and the database behind a firewall. In addition, place
a firewall between the middle-tier and the database. The firewalls provide
assurance that access to these systems is restricted to a known network route,
which can be monitored and restricted, if necessary.

Follow the principle of least privilege: The principal of least privilege states
that users should be given the least amount of privileges to perform their
jobs. Overambitious granting of responsibilities, roles, grants, and so on,
especially early on in an organization's life-cycle when people are few and
work needs to be done quickly, often leaves a system wide open for abuse.
User privileges should be reviewed periodically to determine relevance to
current job responsibilities.

Monitor system activity: System security stands on three legs that is, good
security protocols, proper system configuration, and system monitoring.

Auditing and reviewing audit records address the third requirement. Each
component within a system has some degree of monitoring capability.

Two ways to monitor the appropriateness of the system configuration and
any updates that Oracle recommends is using Applications Manager or the
Application Management Packs within Oracle Enterprise Manager.
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The following is a screenshot of the Applications Manager security page:

ORACLE" appiications Manager

etup Home Logout Help

Apphcations Dashboard | Site Mep
ications Dashbeard: adsdoma Nevigate ta | Appication Services. | | G0 |
Overview | Parformance | Critical Activities | Business Hows | Sacurity | Software Updates
Last Updated: 03-18n-2011 22123:08
I
Previous 1-3 of 3 Neat & Hufssmtion,
Sovarity o Open Fiease setup your Metalink Credentials to view external ressurces.
Critical L} a
Error o 0
Warning
Securily Test Taihines.
Last Updeted: 03-Jan-2011 22:23:08
Expand Al | Coflapse All
Facus Test lame Fallure: Time Diagnase Schedule
=] Failure Level
%  Elgmor
b 2 = Applicabion Objest Lisrary
Available Security Related Tests
Last Updated: 03-Jan-2011 22:23:08
Exand Al | Cofsnes a1
Focus Test tame Lust Status Diagnose Scheduk:
1=) Application
< B CAM Foundaton
SYSADMD Role % " F
4 | B Application Object Library
Best Practices | E-Business Suite Diagnastic Tess 3 = =
Profile Option Tests for Framework Validation Modes x r -
\igrificaton of Security e Patches o > -
Applieation Profile Valuas Relating to User Sign = o 3
Oracis Database Secunty Disgnostic Tests = - >
Best Frachoes | Database Security Tegs, x id &F
Bact Practices ! E-Businaes Suite Security Taste = S P
Ensure guest user has usend 6 = - T
Ny 3] - =

Support Casl. Selup Home Logout. Help

The tightening of controls should be done at all levels of the IT Infrastructure.

e Database Tier
e Applications Tier

e Operating Environment Tier

Database tier

We can implement better controls at the database tier by restricting the other
network nodes that the database listener will listen to and restrict the port
numbers on which it will listen.
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Oracle TNS listener security

You can improve the security of the database by restricting the IP addresses or the
network nodes that the database communicates with. Valid node checking allows
or denies access from specified IP addresses to Oracle services. In order to enable
valid node checking, set the following parameters:

$TNS_ADMIN/sqlnet.ora:

tcp.validnode_checking = YES

tep.invited nodes = ( X.X.X.X, hostname, ... )
tcp.excluded_nodes = ( hostname, X.X.X.X, ... )

The first parameter turns on valid node checking. The latter two parameters
respectively specify the IP addresses or hostnames that are permitted to make or
are denied from making network connections to Oracle services. Replace X.X.X.X
with the IP addresses of middle-tiers. Middle-tier applications include web servers,
forms servers, reports servers, concurrent managers, and discoverer.

Note that you can also turn this on via Autoconfig and it will
= do it for you.

Oracle database security

It is always a good database hardening step to remove services and ports that are not
needed and other mechanisms to reach the database. Some examples include:

e Disable XDB: In order to support XDB, the TNS Listener process listens on
two additional TCP ports: 2100 for FTP access and 8080 for accessing HTTP.
Oracle E-Business Suite does not require these services; they should
be disabled.

In order to disable XDB, remove or comment out the line in init.ora that
reads as follows:

*_dispatchers="(PROTOCOL=TCP) (SERVICE=sidXDB)"

¢ Review database links: Review database links in both production and
development environments.

Application tier

At the applications tier, we can harden the system by restricting access to the
administrative web pages and changing and or disabling the seeded accounts.
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Protect administrative web pages

Within Oracle Application Server, a number of web pages provide administrative
and testing functionality. These pages offer information about various services, the
server's state, and its configuration. While useful for debugging, these pages must be
restricted or disabled in a production system.

Use the configuration files httpd.conf and httpd_pls.conf to limit web page
access to a list of trusted hosts. In order to do this, create a file trusted.conf
and include it in the httpd.conf and httpd_pls.conf files.

This new file contains the following content. The following is an example
code snippet:

<Location ~ "/deveOhtml/run(form]rep).htm">
Order deny,allow

Deny from all

Allow from localhost <list of TRUSTED IPs>
</Location>

There are many such location tags in the file, each one pointing to a particular
service. The preceding snippet is the authorized IP Addresses for the Forms and
Reports service.

The order deny, allow tells the system how to judge the precedence when
combining allows and denies to determine if the IP Address is authorized.

Replace <list of TRUSTED IPs> with host machines from which administrators
may connect.

E-Business Suite security

Change passwords for seeded application user accounts. Oracle comes with
seeded user accounts having default passwords. You should change the default
passwords immediately.

Note that Oracle DB provides a script, which checks accounts for all default
passwords that are shipped with Oracle products, including the E-Business
Suite. E-Business Suite also ships a script, which checks for default passwords of
E-Business Suite users (FND_USERS). Both the scripts should be run after a major
upgrade to ensure there are no database or E-Business Suite user accounts with
default passwords.
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Also, note that the Oracle E-Business Suite supports both encryption and hashing of
the E-Business Suite user passwords. Hashing means that the password itself is not
stored, but that the "hash" that is some transformation of the password is stored. This
transformation is one way, meaning that you cannot recreate the password from the
hash. The default is to use encryption, but you should switch this over to hashing at
the first opportunity. Be aware that the operation of switching the accounts over is
non-reversible, so be sure to test and back up before performing this change.

Depending on product usage, some seeded accounts may be disabled. Do not disable
the SYSADMIN or GUEST user accounts.

Account Product/Purpose Change Disable

AUTOINSTALL AD Y Y

CONCURRENT FND/AOL: Concurrent Y Y

MANAGER Manager

FEEDER SYSTEMAD  Supports data from feeder Y Y
system

GUEST Guest application user Y N

IBE_ADMIN iSupport Admin user Y Y

IBEGUEST iSupport Guest user Y N

IEXADMIN Internet Expenses Admin Y Y

INITIAL SETUP AD Y Y

IRC_EMP_GUEST iRecruitment Employee Guest Y Y
Login

IRC_EXT_GUEST iRecruitment External Guest Y Y
Login

MOBILEADM Mobile Applications Admin Y Y

OP_CUST_CARE_ Customer Care Admin for Y Y

ADMIN Oracle Provisioning

OP_SYSADMIN OP (Process Manufacturing) Y Y
Admin User

STANDALONE BATCH FND/AOL Y Y

PROCESS

SYSADMIN Application Systems Admin Y N

WIZARD Application Implementation Y N

Wizard
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You should also set some profile options to appropriate values, which have an
impact on the security:

Profile Option Default = Recommended Setting
Signon Password Failure None 3

Limit

Signon Password Hard to No Yes

Guess

Oracle defines a password as hard-to-guess if it
follows the following rules:

The password contains at least one letter and at
least one number.

The password does not contain repeating
characters.

The password does not contain the username.

Signon Password Length 5 8 characters
characters
Signon Password No None 180 days
Reuse
Signon Password Case None Sensitive: This will allow case-sensitive passwords.

Desktop security

At the desktop layer, we can harden the system by changing some of the browser
security and convenience settings.

Turn off auto-complete in browser settings

For kiosk machines, change the browsers AutoComplete settings. For example,
Internet Explorer can automatically show previous values entered in the same
form field. Although desirable for frequently accessed pages, this feature should be
disabled for privacy and security reasons.

In order to turn off the AutoComplete feature in Internet Explorer, navigate to Tools |
Internet Options | Content. From the Content tab, click on the AutoComplete button,
uncheck the Forms and User names and passwords on forms checkboxes. Also, do not
use the Remember password function, as this is a known security vulnerability.

Operating environment security

At the operating environment level, you can harden the system by limiting
communications to known components and ports only.
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Firewall configuration and filtering of IP packets

IP filtering helps to prevent unwanted access. On the internet or large network, use a
firewall machine or router with firewalling capabilities.

A firewall machine sits between the Internet and the Intranet or the Intranet and the
internal servers. It provides a point of resistance by protecting the internal systems
from external users. A firewall machine can filter packets and/or can be a proxy
server. Firewalls may be software or hardware. For software, dedicate a machine

to be the firewall. Do not assume that using Network Address Translation (NAT)
substitutes for a firewall. Filtering out unused services at the firewall or router

level stops infiltration attempts earlier in the process. Unless running NFS between
networks, turn off all Remote Procedure Call (RPC) ports on the router. Better yet,
enable only specific ports in use, adding new ones as needed.

Security incident response through Oracle service

The following screenshot shows the user interface from which you create a service
request. The different types of service requests are shown in the following screenshot
with the IT-Security Incident link highlighted:

ACLE’ iSupport

Profile Sign Out Help
Home | Support

AskMe | TopSolutions | Service Requests

Quick Find ‘Semca Requests VH | Go

Logged In As NIGEL.KING@ORACLE.COM
Create Service Request

You can start creating a service request by selecting a request type or by using one of your saved service request templates. Cancel

Select Request Type

e.g. APS, Granting/Removing Responsibilities, é Iss pplications like Collabsuite, Sales, Service, Marketing,
Password Reset, Acct Create, Acct Disable, Acct Amend etc. iProcurement etc.,GBU Systems Operations
E‘f

esktop Hardware or Software fike Windows, My Desktop, OBI,
- ausiih Qracle Printers.

o Issues, Including Orion, Metalink, Bug, eBiz, SAR, ICE, support.oracle. O

Business Suite, Peoplesoft etc.
issues & Legacy Applications

. ot es
.L'i Issu Shared Service Centers (e.g Expenses,
Performance etc. Procurement), HRSSC Issue, RGBU Issues,Oracle University, RE&F
Applications, Apps IT (GSA, Patching & Tools), Product Development

(Desktop and Server) etc.
CALTFORNIA LOCATIONS ONLY - Request Access Badges, Keys or Red Dots. \ A Global - Issues with hot/ cold temperature, housekeeping, lighting,
Report Lost/Stolen Property, Security incidents or workplace violence, furniture, employee moves, facility equipment (printers, copiers, faxes,
Security System Service. MFDs), new employee start-up, and mailroom services.

5 es l nvie
(ﬁ Issue with a Server supported by Global IT like CRMSUN26, GITPROD1 etc. @ Issue with Orade Intranet/ Internet WebSites,
3 and NASC Services

Use a Saved Service Request Template

You can also create a service request by using a service request template. After you select a template, its data provides default values for the corresponding fields of the service request that you
are creating.

“Template | »| Go
Cancel
Home Support Profile Sign Out Help
Copyright 2008, Oracle Corporation. All righis reserved
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The next screenshot shows the details of a security incident being entered:

Home | Support

AskMe | TopSolutions | Service Requests

Quick Find | Service Requests v/ | | [ 6o
Logged In As  NIGEL.KING@ORACLE.COM
@ 3 ©
Identify Problem Q Problem Details Suggested Solutions Review
Create Service Request: Identify Problem
Please provide the following information te enable us to resolve your problem. | Cancel Previous | stap 1 of 4 [ Hext
*Indicates required field
Primary Contact
| Add Contacts

Contact King, Nigel Contact E‘," E-mail-NIGEL.KING@ORACLE.COM
Incident Address

Address 500 Oracle Parkuray, Box 659305 || select Address City |Redwood Shores

Country | United States Vl

Identify Product
‘ F‘ruductl Security Incident Notification System Vl

Tip: If required product is not found, press the Previous button and choose a
different SR Type.

Problem Summary

Request Type IT:Security Incident “Problem Type |103: Cleartext Password| @,
“Problem Summary |Password in clear text in file system| ‘
Error Message(s) Project Number
Help Desk Humber :l

cancel | | Previous | step1of4 | Next

Home Support Profile Sign Out Help
Copyight 2006, Cracle Corparation. All fights reserved.

We ensure that the security incidents are also captured. We take special attention

to the configuration of the service product when capturing security incidents.

The security incidents themselves should not become a broadcast mechanism to
advertise the discovered vulnerability. There may be many alternative ways to
capture security incident with the E-Business Suite. We recommend using the Service
Request system. The service request system was designed to record service requests
for products that you sell, but it is well suited to this task with a bit of configuration.
In order to configure the service request, log in to the applications as an Oracle
iSupport Administrator. From here, you can configure the service request types,
task flows, and pages that capture the security incident information and the request
templates that guide and speed data entry for the service request. Details of how

to configure different types of service requests is explained in Chapter 2, Corporate
Governance, in the context of whistle-blower reporting.
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Summary

In this chapter, we included the Chief Security Officer(CSO) in our governance
discussions. We helped him construct a Security Balanced Scorecard with objectives
for security management that are in concert with the overall corporate objectives.
We then demonstrated how principles of least privilege are implemented through
role design in responsibilities and the user management (UMX) application. We
looked at how the principle of accountability is implemented in the standard
FND_USER tables and glanced at Oracle's Single Sign On (SSO). We explained how
employee on-boarding, off-boarding, transfers, and promotions must be reflected

in the security system to meet the security objectives in our scorecard. We showed
the CSO how the policies of the duties that must be segregated are articulated and
how they are enforced through Oracle Access Controls Governor, and reported

in GRC Manager. Next, we explained to him the threats, vulnerabilities, and
countermeasures that are available. We further explained how to harden the system
to address those threats, also counseled him on the costs of doing so, and helped him
understand that a completely secure system is not realistic or cost effective. Lastly,
we took the CSO through security incident tracking and response.
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In the previous chapters, we have discussed the governance program at InFission.
We have provided information about the governance approach, processes, and
systems that the board of directors and management can use to set strategy and
establish governance guidelines. Once the management, with the approval of the
board of directors, has established the strategic objective, and corporate governance
policies, the Chief Audit Executive prepares the annual internal audit risk
assessment plan to assure that the enterprise can meet its strategic objectives. Control
verification activities follow risk assessment to obtain management verification of
internal controls design and operating effectiveness. Risk Assessment and Control
Verification enable organizations to maintain good governance, monitor operational
effectiveness, and comply with applicable laws and regulations.

Risk assessment is typically conducted based on a framework that applies at all
levels —enterprise, function, and business unit— of the organization. In recent years,
many well-managed organizations have adopted an Enterprise Risk Management
(ERM) framework. Risk assessment is a key component of this framework and it

can provide a more holistic risk management's approach that is closely aligned with
management view of the organization. Many organizations use a qualitative approach
by periodically asking managers to rate risks based on likelihood of occurrence

and impact on the business. Some organizations with a mature risk management
program also implement a more rigorous quantitative assessment program using
probabilistic and non-probabilistic models by monitoring internal risk incidents,
such as transaction errors and external risk incidents, such as loss events within their
industry peers.
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Control verification requires the management to assess the internal controls design
and operating effectiveness at the beginning of the fiscal year. Many organizations
send quarterly control assessment surveys to process owners and control owners to
identify any changes in the control environment.

The results of management risk assessment and control verification are reviewed
and evaluated by the Chief Audit Executive to select the business units, significant
processes, control activities, and technology infrastructure for the annual audit plan.
The Audit Committee approves the Audit plan based on the control verification
approach, resource budget, and testing schedule. In general, the control verification
approach is based on the risk rating and tolerance. For example, controls that
mitigate low risk activities are assigned to employees that own the controls for
self-assessment, whereas, higher risk controls are verified by independent auditors
to assure the effectiveness on internal controls. We will discuss audit planning and
controls testing in Chapter 7, Managing Your Testing Phase: Management Testing and
Certifying Controls; Chapter 8, Managing Your Audit Function; and Chapter 9, IT Audit.

We will begin this chapter with an approach for risk assessment and control
verification that InFission has adopted. Next, we will show how InFission Audit
and Compliance team perform risk assessment and control verification activities
independently within Oracle GRC Manager and GRC Intelligence to manage risk
and verify controls across the enterprise. We will address the following topics in
this chapter:

e Describe a Program Office that should include executive management
leadership to ensure the fone at the top and necessary sponsorship for
achieving risk management objectives

e Provide an overview of the risk management frameworks commonly
used by publically traded companies to assure internal controls over
financial statements

e Illustrate the activities to gather qualitative and quantitative data and
rate risks based on the data collected and tolerance for risk

e Explain management control verification activities and representation
of evidence of control design and operating effectiveness

e Show how to create a Qualitative Risk Assessment in Oracle GRC Manager
and rate risks using Oracle GRC Intelligence to analyze qualitative risks as
well as quantitative risks
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InFission approach for Risk Assessment
and Control Verification

At InFission, our Compliance Director is responsible for setting up the program
office and selecting the controls framework, conducting management interviews,
and reviewing prior year control documents.

The global process owners are ultimately responsible for identifying the inherent
risk exposure, as well as the certification of control effectiveness in their process.
However, many process owners also require their staff to identify any risks and
verify the controls for which they are responsible.

At InFission, the Chief Financial Officer (CFO) has also appointed a Compliance
Director as the head of Compliance Program Management Office (PMO) in order
to assist the management to complete the risks assessment and control verification
activities. The Compliance PMO team uses Oracle GRC Manager and Oracle

GRC Intelligence to obtain qualitative risk rating by creating risk assessment
questionnaires that provide management response to financial, operational,

and IT risks.

The Chief Audit Executive (CAE) maintains independence throughout the
management assessment process. Once the risk assessment results are submitted
by the Compliance PMO in GRC Manager, the CAE reviews the management risk
rating using GRC Intelligence dashboards and prepares the Audit plan in Oracle
GRC Manager to include internal controls that require verification by independent
auditors as well as management.

The internal audit team performs independent, top-down risk assessment using a
quantitative approach. This approach includes a probabilistic model that measures
both the likelihood and impact of risk events, as well as non-probabilistic models
that include sensitivity analysis and scenario planning. Non-probabilistic models
are relied upon when available data is limited. The data model for quantitative risk
assessment is maintained in Oracle GRC Intelligence and the data is periodically
extracted from Hyperion Financial Management (HFM), Oracle GRC Manager,
and Oracle E-Business Suite.
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The following figure displays the risk assessment and controls verification approach
at InFission:

A Surve!
Establish .| Select Controls Intervigv
Program Office Framework Management

A
Review Prior
Verify Controls |¢ Rate Current | Year
Year Risks ;
Documentation

Establishing Program Office

InFission Program office is critical for achieving risk management objectives. First
and foremost, the program office has the executive management leadership that
provides the sponsorship, authorization, and ensures the fone at the top. The program
office establishes the controls framework, conducts the risk assessment, manages the
test plan for control verification, assigns the resources, and monitors all activities to
ensure the appropriate oversight necessary for internal and external communication.

The InFission Risk Program Office consists of the steering committee, full time
internal control managers, and part-time field control coordinators. The GRC
Manager and Intelligence applications enable the program office to establish a
well-structured approach to support key functions to manage risk assessment
plans and track control verification activities through workflows, as well as
provide reporting and dashboards to monitor and communicate progress.

InFission Program Office is responsible for regulatory compliance risks such as
misstatement of financial results under the US Sarbanes Oxley Act of 2002 (SOX),
operational risks such as manufacturing defects, financial risks such as duplicate
vendor payments, IT risks such as unauthorized access to ERP systems, and
enterprise risks such as market risks. While this structure requires more resources
and costs dedicated to managing enterprise risks, there are many benefits that justify
such an approach where all management risk assessment, and control verification
activities can be managed more effectively by a single authority, the Compliance
Program Management Office (CPMO). In such a structure, the CPMO relies on the
management control self assessment, to keep executive management appraised of
any control deficiencies using a consistent risk management framework.
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Selecting controls framework

An essential task of the program office is to establish a framework that will be used
to assess organizational risks and verify the controls mitigating those risks. There

are a number of well-established controls frameworks that can be selected based

on the overall control objectives of the organization. For example, InFission has
selected the Committee of Sponsoring Organization of the Treadway Commission
(COSO) framework that is most prevalent among publically traded companies. This
framework is implemented to provide assurance of internal controls over financial
statements. InFission has selected the COBIT (Control Objectives for Information and
related Technology framework), which is commonly used for IT controls. These two
frameworks are described as follows:

The COSO framework

The COSO framework consists of five interrelated components: Control
Environment, Risk Assessment, Controls Activities, Information and
Communication, and Monitoring. These are derived from the way management
runs a business, and are integrated with the management process. Although the
components apply to all entities, small and mid-size companies may implement
them differently to large ones. Smaller organizations may have controls that are
less formal and less structured, yet such an organization can still have effective
internal control.
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According to COSO "Every entity faces a variety of risks from external and internal
sources that must be assessed. A precondition to risk assessment is establishment of
objectives, linked at different levels, and internally consistent. Risk assessment is the
identification and analysis of relevant risks to achievement of the objectives forming
a basis for determining how the risks should be managed. Because economic,
industry, regulatory, and operating conditions will continue to change, mechanisms
are needed to identify and deal with the special risks associated with change."

Effective risk assessment requires:

¢ Defined business objectives
e Identification of risks for achieving objectives
e Risk rating method

e Actions to mitigate risks

If any one of these factors is absent, an unsatisfactory rating is generally warranted.
Furthermore, audit inquiries and tests should be designed to determine if there

are key risks, which are not contemplated by the management. If such risks are
identified and deemed critical, an unsatisfactory rating should be rendered on that
basis alone, even if all the other factors listed are present.

Holistic risk assessment—COSO ERM

Organizations that have adopted a more holistic view of risk assessment have
included an Enterprise Risk Management (ERM) into the risk assessment plans.
COSO defines ERM as, "A process, affected by an entity's board of directors,
management, and other personnel, applied in strategy setting and across the
enterprise, designed to identify potential events that may affect the entity, and
manage risks to be within its risk appetite, to provide reasonable assurance
regarding the achievement of entity objectives." Implementation of controls is one
common method management can use to manage risks within its risk appetite.
Internal auditors audit the key controls and provide assurance on the management
of significant risks.

Risk managers and auditors include two fundamental risk measurement concepts,
when conducting a risk assessment. They measure and track inherent risk and
residual risk (also known as current risk). Inherent risk measurements assess the
susceptibility of information or data to a material misstatement, assuming that
there are no related mitigating controls. The IIA's International Standards for

the Professional Practice of Internal Auditing (Standards) define residual risk as,
"the risk remaining after the management takes action to reduce the impact and
likelihood of an adverse event, including control activities in responding to a risk".
Current risk is often defined as the risk managed within existing controls or
control systems.
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The COBIT framework

COBIT 4.1 has 34 high-level processes that cover 210 control objectives categorized
in four domains: Planning and Organization, Acquisition and Implementation,
Delivery and Support, and Monitoring and Evaluation. COBIT provides benefits to
managers, IT users, and auditors. Managers benefit from COBIT as it provides them
with a foundation upon which IT-related decisions and investments can be based.
Decision making is more effective because COBIT aids management in defining a
strategic IT plan, defining the information architecture, acquiring the necessary IT
hardware and software to execute an IT strategy, ensuring continuous service, and
monitoring the performance of the IT system. IT users benefit from COBIT because
of the assurance provided to them by COBIT's defined controls, security, and process
governance. COBIT benefits auditors because it helps them identify IT control issues
within a company's IT infrastructure. It also helps them corroborate their audit
findings. In Chapter 10, Cross Industry Cross Compliance, we will go into more details
regarding this framework.

\T Governance

Plan and
Organise

Acquire and
Implement

Monitor and
Evaluate

Deliver and
Support
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Survey and interview management

InFission Compliance PMO facilitates management surveys and interviews to
determine the inherent risks based on management assessment on the impact
and likelihood of key events that can negatively impact InFission's business
model and assets. An anonymous annual management survey is initiated to
identify significant areas of risk. Managers are encouraged to provide opinions
and exchange information. The survey results are tabulated and evaluated by
risk managers to identify the top risks to the company. Next, the executive
management interviews are conducted to select the risk based on strategic
objectives and business performance targets.

The following figure depicts the survey and interview process:

| Proposed Risks| | Management Survey |
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Reviewing prior year documentation

A key step in management assessment is to verify the risk and control
documentation for the prior year. This process includes input from process
owners regarding process documentation in their respective areas. In addition,
it includes the selection of significant accounts, control locations, key business
processes, mission critical IT applications, and ultimately the enterprise control
verification plan. The following documents are reviewed in the process:
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e Prior Year Consolidated Balance Sheet

e Prior Year Consolidated Income Statement

e Prior Year Account-Process Matrix

e Prior Year Risks-Control Matrix (RCM)

e Prior Year Key Process List by Location

e DPrior Year Issue Log

e Prior Year IT Application and General Computer Controls

(ITGC and Application) Matrix

The spreadsheet shown in the following screenshot is used to review
control documentation:
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Rating current year risk

Once the risks are reviewed with executive management, the risk managers
categorize the risk response and treatment.
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The following map is created to identify the top risks with all impacted

business processes based on the organization's tolerance for risk as indentified
by the management:
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Verifying controls

InFission Compliance PMO facilitates manage control verification by preparing
a control self-assessment survey with specific questions regarding key controls.
The key controls are determined by reviewing the results for risk rating, financial
statements, and control documentations which include:

e Key Process List by Location

e Account-Process Matrix

e Risks-Control Matrix

e IT General Computer Controls and Application Matrix
The Compliance PMO selects the key controls to be included in the control self-

assessment survey by selecting the internal controls, which mitigate risk with high
likelihood and impact using the input from the risk assessment, shown as follows:

0e0 09,
Monitor Key
Controls Controls

Accept Monitor
Risks Risks
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The survey is distributed to process owners and control owners every quarter with
deadlines for each control location. The survey also shows the results of the current
year's risk assessment conducted pursuant to the risk assessment framework. The
Compliance PMO also has the option, during the year, to initiate additional surveys
to address any changes to the control environment.

The survey includes questions regarding significant processes, risks, and key
controls that require mandatory response by the process owners. Process owners
are also asked to identify any control deficiencies at this point and action plans
are developed to ensure that these deficiencies get remediated before the control
testing phase.

Oracle's GRC Manager and
Intelligence—risk assessment

and control verification system

InFission has selected Oracle GRC Manager and Intelligence (GRCMI) application
to support the risk assessment and control verification process based on GRCMI
functionality to meet business requirements.

Oracle GRC Manager is a comprehensive enterprise risk management application
that offers web-based risk and compliance management features. The module can be
used by executives, controllers, internal audit departments, and public accounting
firms to document and test internal controls and monitor ongoing compliance.

With Oracle GRC Manager, InFission can increase internal control management
efficiency, improve risk assessment confidence, and lower external audit verification
costs. You can use the application's intuitive workbench to organize, execute, and
manage audit activities, which can be similar to the following;:

e Define standard business processes

e Set up risks to which processes are exposed

e Set up controls that can mitigate process risk

e Set up the Organization Structure (Auditable Units) and map processes
to this structure

e Record assessment of the organization's compliance with established controls
and regulations

e Assess risk and verify controls design and operating effectiveness

e Review the compliance of your business processes/systems and record
audit results.
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Oracle GRC Manager is independent of the applications that it tests and validates,
and can be successfully deployed in any environment (Oracle or non-Oracle).

Oracle GRC Intelligence provides business process risk and control analytics with
the flexibility to drill down into transaction systems from high-level dashboards. The
solution provides prebuilt key performance indicators (KPIs) that show the progress
of risk and control activities, and highlights specific areas of concern, such as
unmitigated risks and ineffective controls. These indicators enable you to effectively
analyze GRC activities to identify potential issues earlier, and to take more timely
and effective corrective actions. Oracle GRC Intelligence is also fully extensible,
allowing users to create new KPIs and reports based on both Oracle and non-Oracle
data sources.

Assessment workflow in Oracle GRC Manager

Oracle GRC Manager Assessment workflow is used to route a business process for
the assessment of its risks and verification of controls. This assessment workflow
enables you to record assessment of the organization's risks and controls. The
amount of control testing work performed in an audit depends to a large measure
on this up front assessment.

The following figure shows the assessment workflow:

Initiate . o Verify Certify
Assessment Access Risks i’ Controls "] Assessment

\ 4

Assessment workflow is activated whenever a user with permissions wishes to
have one or more processes assessed. The workflow progresses are explained in
the following sections.

Initiating assessment

The Compliance PMO employs a qualitative risk assessment technique to determine
the inherent as well as residual risks, which are rated in terms of likelihood and
impact on the screen page in GRC Manager.
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A management assessment survey is created in Oracle GRC Manager to identify
risks and verify controls. In this survey, the management evaluates events that
can impact organizational objectives based on the understanding of the internal
operations, industry trends, and external factors. The risks are also linked to the
business processes and the controls that mitigate the risks and are linked to the
corresponding controls.

The assessment is routed to the business process owner, who assesses risks and
verifies the controls to complete the survey.

The workflow is initiated by a user with rights to the business process and
authorized to initiate assessment. The initiator creates an assessment cover that
specifies the assessment title, reviewers, assessment types, and the risks and controls
to be assessed. The document is in the prepare state.

In order to start an assessment of risks within a single business process, for example,
Account Payable, open a business process by navigating to Business Processes |
Released Processes, then click on the title Accounts Payable that contains a risk
named Accrued liabilities are not properly supported or booked in the correct
period. Then, click on Initiate Assessment. Enter a title for the Assessment Cover
document. Specify a Fiscal Period for the assessment (required) on the Basics tab.

ORACLE’ Governance, Risk and Compliance Manager

ome > Business Processes Help
My Inbox 4 Process: Accounts Payable Quick Help A
hd i Processes

e Close | [ Revise Data Collection Approval Initiate Testing Tnitiate Assessment Retire

+ Released Only A | I |Q

+ Retired Onl [

# Edit Inbex Organization: Corporate/nFission Corp ID: 000322

+ Collection Inbox

+ Approval Inbox
%+ Add New Process
_¥ Action Items

_» Audit Testing

Title: Accounts Payable

State: Released

SRS issertions_Risks_ Controls__ Matrix__Action Ttems __Attachments __Tssues __Histor

Release
Date:
Version:

2

» Management Assessment
¥ Test Plans coso Assignments
} Scoping
» Testing/Monitoring Owmner: |C Admin
J Reports Cantrol Environment
¥ Rep: Tester: User01
) Organization Category:
) Library and Efficiency of Operations
¥ Executive Tasks
T Issues
_» Administrative Tools General Approvals
¥ User
Type: Process Dept:
Complexity: 1Low Project:
Doc Level: 3 Medium
. Finance:
Operating: Not Assessed
Design: NotAssessed
In Scope: No
Management Assessment
Reviewer:  User02 Executive
Reviewer:
iear Nafinad Sialds A/
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Selecting assessment type

Once the assessment is initiated, you can specify the type of the assessment by
completing the information regarding Test Period (fiscal), Assessment Type, which

is set to Operational and Design here, survey, Due Date, and assessor(s), as shown
in the following screenshot:

Management Assessment Selection Wizard Wuick Help
Select the type or types of assessments that you would like management to complete.
Assessment Type: Operational
Design
Test Period 2012 Q4 j'
Due Date: 3/30/2012 4
Management Assessment
Control DOwner Reviewer: IAdiIKhan J
Reviewer: I,qdiIKhan J
Executive Reviewer: IAdiIKhan J
Back Next Finish Cancel

Selecting risks in scope

The Management Assessment Selection Wizard is displayed when you click on
the Prepare Assessment button. When you use the wizard, you can back up steps

to change selections if needed, or you can cancel the wizard and return to the
assessment cover document.

. Note that the Prepare Selection button is enabled only when
% the management assessment cover document is in a Prepare
e state. If the document tabs are being edited, the button will

not be displayed.
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Specify the risks that should be included in the assessment. By default all the risks in
the process should be included. All risks are displayed. If the Assessment Type is a
Survey, you can select a survey from the list:

Management Assessment Selection Wizard 'ebpage Dialog

e dgrem. Fulcrumit, netfOracleGRCManager | Tests/MAPrepareDizlog, asp::?docid:
Management Assessment Selection Wizard Quick Help
Specify which risks will be in scope for the assessments. The next step will allow you to specify which controls associated
with the selected risk will be in scope.
EI All Risk Title Significance Likelihood Rating gzlteease Related Control(s)
EI 000305 Accrued liabilities are 3 Medium Extrame 15 3/11/2012 accrued Liabilities - Objective is
not properly supported 10:48:16 to verify
or booked in the AM
correct period
EI 000306  Approval authorities 1 Low Medium 8 3/11/2012 Disbursements are carried out in
are not docurnented 10:48:16 accordance
A
EI 000307 Intercormpany 2 Med Low Low 4 3/11/2012 Inter-cornpany Transactions-0Obj
transactions are not 10:48:16 is to verify that all inter-cornpany
recorded valued Al accounts
correctly or reconciled
EI 000308  Operations not 3 Medium Medium a 31142012 Procurement-Objective is to
leveraging purchasing 10:48:16 determine cost savings or ROI
power AM putforth in CapEx AR
EI 000309 ROI not realized Z Med Low Megligible z 3/11/2012 Procurement-Objective is to
10:48:16 determine if the Operation is
AM adequately utilizing, Three-way
match is completed and
exceptions are investigated
000310  Reconciliations are not Z Med Low High g 3/11/2012 Accounts and Motes Payable -
performed timely 10:48:16 Objective is to verify that the GL
reviewed and approved AM and Sub-ledger, Cash / Bank
Accounts - Objective is to verify
Next Finish I Cancel
|

|http: I{dgrem. Fulerumit. net joraclecR CManager  Tests/MAPrepareDislog. aspx docid=

|g Internet

sl_l<_|
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Selecting control in scope

Specify the controls that should be included in the assessment. By default all the
controls that mitigate the risk in the process should be included. Select the controls
in scope for this assessment and specify if they are required, optional, or excluded.
GRC Manager provides the option to scope Key, Monitoring, Secondary, and
Subordinate controls, as shown in the following screenshot:

a Management Assessment Selection Wizard -- Webpage Dialog

& | hitp:ffdgrem.Fulcrumit. netfOracleGRCManager  Tests iMAPrepareDialog . aspx?docid=

Management Assessment Selection Wizard Quick Help =

Specify which controls, based on the Yes or No In Scope indicator, will be part of the assessment. Leaving the Controls In
Scope option blank will include all controls from the process. Below in the next section, further refine which of these
controls is Required, Optional, or Excluded based on control class.

Controls In Ecope:l ;”

In addition to filtering on which controls are in scope (Yes, No, or all of them), specify which control classes will be
Required, Optional or Excluded. You may further refine the control assessment requirements on the next step.

Key & Reguired ¢ Optional © Excuded

Monitoring & Required  © Optional  © Excluded

Secondary & Required Optional ¢ Excluded

Subordinate " Raguired & Optional Exdluded

Back Finish | Cancel |

| |

|http:,i,l'dgrcm.FuIcrumlt.netJ‘OracIeGRCManagar;’Tests.l’MAPrepareDlalog.aspx?dnc|d= |@ Internet

=

Starting assessment

Once you have prepared the assessment, you can send it to the management by
selecting the Start Assessment button to kick off the Assessment workflow and
send an e-mail notification to the process owners. The processes are now in and the
Owner Assessment state and the assessment documents are automatically assigned
the name of the business unit and a number (in sequential order), shown as follows:
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Management Assessment: Assessment - P2P - Accounts Payable

Close |ﬂ| Prepare Selection |

Start Assessment |

Cancel Assessment

Gtate: Frepare

Drganization: Comorate/inFission Corm

i . Release
Process: PIF- Accounts Payable  Process Profile Date:

Title: Asszessment- P2P - Accounts Payable Yersion:
Due Date:

@ Comments  Conkrols  Risks  Process  Certfication  Attachments  [ssues  Hiskory

1D:

DooTa0

1
Ji30emz

General
Period:

Assessment Type:

Percent Complete

M204

Operational
Desian

Workflow

Process Owner:

Control Owner Reviewer:
Reviewer:

Executive Reviewer:
CMS Status:

Current User:

Adilkhan
Adilkhan
Adilkhan
Adilkhan

Review

Adilkhan

Description:

Assessing risks

In order to assess and pass or fail risks included in a management assessment of one
or more business processes, navigate to My Inbox or Management Assessments |
Assessments Inbox to see a list of assessments assigned to you. Select the title of an
assessment and open it. Select the Management Assessment Risks tab to view the
risks. In order to assess a risk, click on a button to perform the type of assessment for

the risk as specified on the Risks tab.
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The Risk Assessment page will be displayed, as shown in the following screenshot:

Management Assessment: Assessment - P2P - Accounts Payable

Close | Complete Assessment Fail Assessment |
Assessment Steps Organization: CorporatefinFission Corp 1D: 0007450
: Controls 0% Process: P2P - Accounts Payable Process Profile | gzlti?se
Risks )
Title: Assessment- P2P - Accounts Payable Yersion: 1
. Process State: Owner Assessment Due Date:  3/30/2012
@ certification
Basics  Comments  Controls Process  Certification  Attachments  Issues  Hiskor
* - Required
Risk Information Class | Control Information ASSeSS Assessment | | Release
Result Date
Accrued lisbilities are not properly b e 3f11jz012
supporked of booked in the "y il
correct period
* Key Accrued Liabilities - Objective is to 3f11jz012
werify
Approval authorities are not b e 3f11j2012
documented & *
gt Key Disbursements are carried out in 3f11j2012
accordance
Intercompany transactions are b e 3f11jz012
not recorded valued correctly or "y il
reconciled
* Key Inter-company Transactions-Obj is 3f11jz012
to werify that all inter-company
accounts
Operations not leveraging b e 3f11j2012
purchasing power "y il
gt Key Procurement-Objective is o 3f11j2012
determing cost savings or ROT
putforth in CapEx AR
ROI not realized b e 3f11jz012
L2¢ (o]
* Key Procurement-OH,yctive is o 3f11jz012
determine if the Operation is
adequately utilizing
* Key Three-way match is completed and 3f11jz012
exceptions are investigated
Reconciliations are not performed b e 3f11j2012
timely reviewed and approved "y il
gt Key Accounts and Motes Payable - 3f11j2012
Objective is to verify that the GL
od Sihledner
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Reviewing risks

In order to review the current risk rating and provide new risk information, click on
the risk to see the risk details, as shown in the following screenshot:

Risk: Accrued liabilities are not properly supported or boaked in the correct period

uick Help

Organization; CororatellnFissian Com

I 000305

Process:  FOP-Accaunts Payatle|  Process Profile g:ltt:ase i
Title: Acerued liabilties ate not propery suppared of booked inthe camectpennd  Versions 1
State: Released
@Comments Betaments  Hetory
General
Risk Significance: 3hedium  Risk Type: Financial Fraud
Risk Likelihood: FEsterne  Operating: Not Assessed
Risk Rating: 15 Design: Mot Assessed
Description:
tecrud liabilties are not properly supported ar baoked in the correct period, j
/|
Related Assertion(s)
i

Complete an assessment for a risk and click on Save. When you have finished
assessing all required documentation, click on Complete Assessment.

Verifying Controls

After the risks are evaluated, navigate to the Control Verification page to
evaluate the control for operating and design effectiveness. You will also
be required to complete a survey, which then certifies the results after you

complete the control evaluation.

[151]

www.it-ebooks.info


http://www.it-ebooks.info/

Risk Assessment and Control Verification

The document is in the Owner Assessment state, as shown in the
following screenshot:

Management Assessment: Assessment - P2P - Accounts Payable

Close Complete Fail |

Assessment Steps Organization: CorporatefinFission Corp D: 000750
. Controls 0%

° Process: P2F - Accounts Payable _ Process Profile gi'&fm
Rirks i

Title: Assessment- P2P - Accounts Payable Yersion: 1

@ protess State: Owner Assessment Due Date:  3(30/2012
@ certification
Basics _ Comments Risks Process  Certification  Attachments  Issues  Histor
* - Required

Class | Title Related | In Method | Assess Assessment | Release

Control(s) | Scope Result Date
#|Key | Accounts and Nates Payable - Mo Manual y 32012
Objective is to verify that the A *

&L and Sub-ledger

*|Key | Accrued Liabiities - Objective Mo Manual 31142012
is bo verify k *

*|Key | Cash/Bank Accounts - Mo Manual 32012
Obdective is ko verify k *

#|Key |Disbursements are cartied out ] Manual 3ittjzoiz
in accordance k *

*|Key | Inter-company Transactions- No Manual Y * 32012
b is b verify that al inter- «‘
conpariy accounts

#|Key | Procurement-Objective is to Mo Manual ) 3ftj2012
determine cost savings ar ROI A *
putforthin CapEx AR

*|Key | Procurement-Objective is bo No Manual Y 32012
determine if the Operation is & *
adequately utlizing

* | Key | Three-way match is completed Na Manual 31142012
and exceptions are k *
investigated

Select the design icon corresponding to the control to verify the control on the screen,
as shown in the following screenshot:

Control Design Assessment

Close Cancel

Organization: CarporatefnFission Corp 1D:

Process: Assessment - P2F - Accounts Payable - Contral: Accounts and Notes Payahle - Objective is to verify that the GL and Sub-ledger gzlti‘:’se
Title: |Cnntrn| Design Assessment Results Yersion: 1
State: Open

Guidance

General Workflow

Is the control designed - Assessment Owner:

effectively to mitigate

the risk?

Period: 201204

Assessment Plan

Description:
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In order to view and print the assessment plan, select the Assessment Plan
button on the Control Design Assessment page to see the details, as shown
in the following screenshot:

& httpsfjdgrem Fulcrumit net/CracleGRCM: AP Doc] pe=desig
Management Assessment Report Assessment - P2P - Accounts Payable —|
Print
Praocess Owner: AdilKhan Type: Operational|Design
version:
- Percent Complete 0
Description: Current User: Adilkhan
Survey:
. Risk  Risl Risk
Risk Information Class Control Information Type Significance  Likelihood
Reconciiations are ot performed Finandial 2 Med Low High
timely reviewed and approved Fraud
[ Key  Accounts and Hotes Payable - Objective
is to verify that the GL and Subrledger
Control
Control: Accounts and Notes Payable - Objective is to verify that the GL and Sub-ledgsr Class: Key
Description: accounts and Notes Payable - Objective is ta werify that the GL and Sub-ledger reconcile that all clearing entries have been hooked timely and that Accounts and Notes Payable are
properly recorded,
Audit Type: Financial Reporting Frequency:
Component: Control Environment Maturity As Is: 2 Informal
Category: Effectiveness and Efficiency of Operations Maturity Target: 4 Maonitored
Objective: Completeness Complexity: 1Llow
In Scope:
Related Risks:
Reconciliations are not performed timely reviewed and approved
Test Plan: Obtain the GL and A/P Detail Sub-ledger and Aging
Inquiry
Manual
Instructions: Step 1 - Obtain the General Ledger and A/P Detail Sub-ledger and Aging. Step 2 - Obtain and review
Success Description:
Risks
Risk: Reconciliations are not performed timely reviewed and approved
Description: Reconciliations are nat perfarmed timely reviewed and approved -l
[Done [T [ [ [ [ memet T100% -
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Certifying assessment

Optionally, the assessment is routed to the first (if more than one) executive
reviewer, who reviews the results and its documentation, passes or fails the
assessment, and certifies the results on the page shown in the following screenshot:

Management Assessment: Assessment - P2P - Accounts Payable

Close | Cancel |
Assessment Steps DOrganization: CorporatelinFission Corp 1D: 0o0ys4
@ controls 100% Process: P2F - Accounts Payable Release
R Date:
0 Risks
Title: |Assessment - P2P - Accounts Payable Yersion: 1
0 Process

State: Owner Assessment Due Date:
@ certification

Basics  Comments T

Guidance

Certification Statement of Process Owner Answer

| cedify that the infarmation in this assessment is accurate Yes -
and camplete to the best of my knowledge.

Comments

I have reviewed the risks and taken the risk assessment survey ;I

adil Khan|

Certification Statement of Reviewer Answer

| certify that the infarmation in this assessment is accurate —-Empty-
and camplete to the best of my knowledge.

Comments

E

=

If there is a second executive reviewer, the assessment is routed to the user, who

reviews the results and its documentation, passes or fails the assessment, and
certifies the result.

When all specified assessors have completed their tasks, depending on the results
of the assessments, the workflow ends.

Evaluating assessment

Once the risk assessment and control verification is completed by the process
owner, the Compliance PMO analyzes the risks that were identified by the
management and rates each risk in terms of likelihood and impact to operations
and financial statements.
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The risk rating is submitted to the CAE to determine the risk treatment. The CAE
prepares the audit test plan based on the risks identified and rated to provide
reasonable assurance.

In order to ensure risks are identified, analyzed, and treated effectively, the
approach to risk assessment is systematically structured in Oracle GRC Manager.
All risk documentation is stored in a risk register within Oracle GRC Manager.
This documentation includes risk description, inherent and residual risk rating,
and mitigating controls. Risks are classified as global, regional, and local, and they
are directly linked to the InFission organization structure. Each risk is quantified in
terms of impact and likelihood described in the risk registers.

The GRC Manager Risk Register is reviewed by the CAE to include inherently high
risks in the internal Audit plan. However, only a limited number of low risks are
periodically included in the internal audit activity's plan to give them coverage and
confirm that their risks have not changed. Also, the internal audit plan establishes

a method for prioritizing outstanding risks not yet subject to an internal audit. The
residual risks remain unchanged where the inherent risks are ranked low and not
included in the audit plan. The CAE provides an independent risk assessment report
to the Audit Committee including the details of the risk analysis and causes of the
lack of or ineffectiveness of internal controls.

Assessing quantitative risks in Oracle GRC
Intelligence

During the risk assessment phase, InFission uses Oracle GRC Intelligence to review the
risks and evaluate the potential effects on the financial statements using quantitative
analysis. The risks that have been identified qualitatively by the management are linked
to the financial statement account considering the pervasiveness and magnitude of

the effect on the financial statements and the likelihood that they will occur (inherent
risk). Additionally, the risk that any mitigating controls might fail (control risk) are
tracked by associating the prior year issue log in Oracle GRC Intelligence Application.
Collectively, these two components represent the risk that a material misstatement of
the financial statements would occur. Thus, InFission can track this combination of
risks, commonly referred to as the Risk of Material Misstatement (ROMM) in Oracle
GRC Intelligence. Based on the assessment of inherent risk and control risk, InFission
can arrive at an assessment of misstatement risks.

The risk assessment can be conducted at both the overall financial statement
level and the account balance/transaction class/entity level utilizing Oracle
GRC Intelligence dashboards.
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Risk assessment is performed at least once a year by InFission Chief Audit Executive
to determine the scope of audit activities

Conduct quantitative risk assessment

Oracle GRC Intelligence provides a number of out of the box dashboards to conduct
quantitative risk assessment. A few commonly used dashboards are included in
this section.

Risk rating is determined by reviewing the prior year's Risk and Controls status by
Account and Process. You can navigate to the Risk Mitigation by Risk and Process
Type dashboard in Oracle GRC Intelligence, and select the account dimension

and chart view to view the risk by account. In the following example, Account
Level 2 Name may represent the Current Liabilities account on the balance sheet
where the risk rating for Accrued Liabilities, Breach of Security, and so on can be
analyzed based on impact and likelihood. Process Count, Key Control Count, and
Subordinate Control Count are displayed in the following dashboard to adjust risk
rating based on previous year's risk of control failure:

-# Risk Mitigation By Risk and Process Type

@ Select Dimension | Account Level 2 Name |

Select Viewl Chart vl

MW process
Count

u Key Control
Count

Count

Subordmnate
Cantrol
Count

RiskType,Cantrol Type

Medify - Refresh - Download - Add to Briefing Book
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Next, risks can be further analyzed by navigating to the Number of Controls
Failures By Risk Type dashboard, selecting the same account dimension and
viewing the Failed Control % by account, process, control type, risk type, and
financial period in table and chart format, as shown in the following screenshot:

Count of Contral Tests Falled Control Count

-,

i)

200

100

7|

Number of Controls Failures By Risk Type
(In the table view, drill on Risk Type to view Control Failures by Process)

Select Dimension | Account Level2 Name  w|

Select liew | Chart =

Count of
Control Tests

B Falied Control
Count

Breach of Security  Regulatory Compliance Flnancial Fraud
RiskType

Failed Control % i= not null

Medify - Refresh - Download - Add to Briefing Book
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Additional risk analysis is performed by navigating to the Number of Controls by
Risk Type and Significance dashboard, in order to select which locations, processes,
and controls should be included for verification in the Audit plan, as shown in the
following screenshot:

>

> ? Number of Controls By Risk Type and Significance

Select Dimension Select Metric
| Account Level2Name ¥ | |Preventive Control Count |

Select View | Chart «

120

400
E E
g ]
5 300 - ek
g L Elanificanca
: &
G. 200 B Preventrsa
§ L Control Count
3
=
5 a0
@
100
[ris
2 L

Breach of Sacurity Financisl Fraud  Regulatory Compliance
RlskTypa

Modify - Refresh - Download - Add to Briefing Book

Once the risk assessment is completed, the Chief Audit Officer prepares the Audit
Committee report, which includes a summary of enterprise risk, which can be
displayed by navigating to the Risk Heat Map dashboard, as shown in the
following screenshot:
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A
> Risk Heat Map - Business Processes
Low Medium High
Likelihood Likelihood Likelihood
. BjSR Humber of Hurnber of Humber of Hurnber of
Slgmﬂ cance Procasses Procasses Procasses Procasses
Med-Low 2 5
Medium 4
Med-High 2 1 3
s e 1 2
Reguest containg no fiters
Modify - Refresh - Download - Add to Briefing Book

Summary

Risk Assessment and Control Verification activities are critical for the management
to ensure that the organization achieves its objectives. These activities require
executive management sponsorship, a structured framework, workflow-based
systems, and business intelligence tools.

Most organizations perform risk assessment at least once a year to evaluate
enterprise risks for many different perspectives, such as strategic risk, operational
risk, compliance risk, IT risk, and frauds. The management also checks and verifies
the controls, which mitigate the risks to an acceptable level for the organization.
Organizations subject to Sarbanes-Oxley law require the management to assess and
certify that the internal controls over financial statements are design and operating
effectiveness every quarter as the financial results are disclosed publically.

Generally, the internal controls management function is managed through a
Program Management Office established by the Chief Financial Officer. The Chief
Audit Executive and the Audit Department review the results of the assessment, and
perform their risk assessment and audit independent of the management assessment.
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In recent years, many organizations have adopted the Enterprise Risk Management
(ERM) framework, established by COSO for risk assessment and controls
verification. IT organizations also utilize the COBIT framework to assess IT risks
and controls. These frameworks provide a more holistic view of the risks and
control activities that are required to mitigate the inherent risks to a residual level
that is acceptable to the organization.

Oracle GRC Manager enables organizations to implement a holistic approach

to assess risks and verify controls by initiating an assessment workflow that is
distributed through e-mail to those managers who are responsible for significant
business processes. Once the managers receive the e-mail notification, they can
access the pages to review risks, evaluate controls, and identify any issues, which
must be remediated to meet the risk management and compliance guidance
provided by the board of directors.

Oracle GRC Intelligence is a specialized business intelligence tool that enables
chief audit executive and the internal audit department to collect transactional
data from various internal and external sources to develop a model that can enable
a quantitative risk analysis. This technique is utilized by leading audit teams to
develop an optimum internal audit plan that takes into account the qualitative

risk assessment from the management as well as other key probabilistic and
non-probabilistic factors.
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Documentation of your internal controls should clearly describe the process and
procedures, as well as risks, which expose the process and controls that mitigate the
risks. The accuracy of control documentation is critical to verify the controls, identify
control gaps, and remediate any issues. In this chapter we will:

e Describe the approach and techniques to assist you to streamline the control
document management process

e Discuss how to create effective process and procedure manuals to
understand the internal controls

e Provide examples of documenting business processes using Oracle Tutor
and instructions for maintaining key components of control documentation
such as control locations (business units), process definitions, risk ratings
and controls attributes using Oracle GRC Manager

e Show how to keep the control documentation current by requesting the
process owners and control owners to periodically provide updates to
their respective processes and controls using data collection workflow

Process and procedure documents

Many organizations maintain business processes and procedure manuals using
narratives and flowcharts, which clearly describe the responsibilities of employees
based on their roles. Process and procedure manuals help to ensure that the
managers responsible for the processes (business process owners), and internal
auditors share a common understanding of a process. Process and procedure
manuals should be updated periodically, as and when required. The accuracy of
these documents is essential for risk assessment and controls verification.
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The process narratives should include all the subprocesses and procedures that
are performed by employees responsible to ensure that there is a complete picture
of how the process is actually executed. Process narrative should describe manual
procedures as well as procedures enabled through software applications, such

as ERP systems that enable the process. Process documentation may also include
scope of the process, reference to company policies, such as authorization levels
and supervisor review, and references to related processes. Process narratives
that include procedures performed in an application should also reference the
application access controls, segregation of duty policies, configuration controls,
and transaction integrity.

The process flowcharts should provide a graphical representation of all the
procedures, conditional steps, and inputs/outputs that describe the process and
procedures. The graphical representation should also include a legend of shapes,
conditions, and data. Flowcharts can be reviewed more effectively if the charts also
include complete and accurate lists of the risks and controls that correlate to the
process flow. Many organizations separate procedures within a process by lines or
"swim lanes" to represent the employee roles that are responsible for performing,
reviewing, and approving each step in the process.

Process owners and audit staff should use flowcharts to walk-through the process
and gain a clear understanding of the process, as well as control activities that will
mitigate the risks exposure.

InFission approach for managing
process and procedure documents

At InFission, each department manager is responsible for maintaining the process
and procedure documentation. The audit team reviews the narratives and process
flow diagrams with each department biannually, as well as whenever any changes
are made to a significant process. Each auditor is assigned to review one or

more process narrative and flowchart documents. The review is initiated by the
auditor obtaining the latest documentation from the designated employees in
each department. Once the auditor receives the process documentation, she or

he verifies the documents based on InFission standards and governing business
policies. Next, the auditor schedules a process walkthrough session with the
process owner(s) in the department.
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During this session, the auditor and process owner review inputs and outputs to the
process along with the responsibilities for individual employees in the department.
Any changes to the process, personnel, or enabling information technology are
identified and documentation is revised to reflect the changes. InFission uses Oracle
GRC Manager and Oracle Tutor to manage process documents.

Managing process documents in Oracle
GRC Manager

Oracle GRC Manager Application is designed to help reduce the cost and complexity
of the document management process by enabling the organization to create and
manage documentation efficiently. GRC Manager ensures that the business process
documents are maintained accurately and change controls are enforced so an
organization can comply with industry and government regulations.

InFission uses GRC Manager to support the following process management
requirements:

e Manage the synchronization between where business processes are executed
and where business processes are monitored.

e Link documentation for business processes to accounts, and track risks,
controls, and issues for each business process.

¢ Enables users to monitor, evaluate, and report on the status of processes
whenever necessary.

¢ Enable users to associate controls in GRC Manager to control automations
by implementing control automation integration.
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e Oracle GRC Manager includes content management services to manage
business process documents that must be monitored to ensure accurate
risk assessment and control verification. All business processes are linked
to business units (folders) in organization maps. For example, a business
process document can be created for a payroll unit in the organization
map, and the process will contain documented information on assertions,
risks, controls, attachments, and test instructions. The following screenshot
displays the InFission folder structure to maintain documents by process
and maintain folders for each business unit where the process is performed:

ORACLE" Governance, Risk and Compliance Manager
Home

iy Inhox A | e
¥ Business Processes
¥ Action Ttems L.
T AuditTesting  [InFission
¥ Management Assessment  (organization - Edit
¥ Test Plans
¥ Scoping Current language of the map
_:;:—EHIME— English* =l Set Default | The default language will be displayed when local translation is not available.
~ Organization
= Open Map _/ OrgMapRoot
+ Creste Map . Templates
_P Library | Master Components
_ Executive Tasks _| Master Processes
bissues _1 Attachments
b Administrative Tools _/ Processes
_F User —IPracure to Pay
_lorder to Cash
_Hire to Retire
—IFinancial Close ta Disclose
—lUnited States
_United Kingdam
—IGermany

—IChina
_lcanada
_1Brazil
_lIndia
_llsrael
_laustralia

The user who creates or owns the business process can specify assertions, risks,
controls, test instructions, and file attachments (flowcharts). Reviewers can review
and approve the information, and testers can test the controls and save the test
results in the business process documentation. All the information is tracked through
the business process, which is linked to a unit in the organization map. When a user
creates a report, the documents stored and tracked for an organization's business
processes are searched to compile the required information.
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All document types can be managed through Oracle GRC Manager. Documents

are stored in a central repository (via Oracle Content Server) that provides version
control, security, and automated actions that help to preserve, protect, and notify key
individuals in the organization to ensure business process continuity. The document
types are linked as follows:

Organization Map Financial Map Accounting Map
(Company Structure) (Financial Elements) (Business Cycles)

| Business Processes\|

[ [ X
I/Attachments | I/ Assertions |> - -I/ Risks |— -- -I/ Con
[ [

l/Attachments | l/Attachments|

[ Multiple

N Workflow
- - - Indirect

—— Direct Attachments

Attachments

Creating a Business Process in Oracle
GRC Manager

In order to create a business process in Oracle GRC Manager, carry out the
following steps:

1. Select the Business Processes tray, and click on Add New Process.

2. The Business Process Page will be displayed with the Basics tab enabled.
3. Enter a title for the new business process.
4

Select the organizational location for the business process by clicking on
the Info icon located next to the Organization textbox.

@

The Organization map screen will be displayed.

6. Select a location by navigating to the organization map and clicking on
the appropriate location folder.
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7. Click on the OK button.

8. Enter appropriate information for the fields in the Basics tab, as shown in the
following screenshot:

ORACLE" Governance, Risk and Compliance Manager

Abme Help
My Inbox ] Process: New Business Process Quick Help &
 Business Processes

+ All Processes Close || Save | Cancel
& Reloses oy Gose |[save] _cConcel
+ Retired Onl
i ion: / ss| i 1D:
PRE— Organization: |Corporate/InFission Corp i
% Collection Inbox He: - Bav Release
& mneeal ol Title: Accounts Payable Date:
& Add New Process State: Initialized Version: 1
_» Action Items Basics
_» Audit Testing -
_» Management Assessment [alel-14] Assignments
_b Test Plans
b Scoping Component: . Oowner: :
_» Testing/Monitoring Centrel Envirenment il Test
—:—Ha s = Category: ester: i
_* Organization . P
Irganization Effectiveness and Efficiency of Operations w
b Libral
_» Executive Tasks
P Issues
¥ Administrative Tools General Approvals
r
Lo Type: Process v Dept: i
Complexity: 1 Low - Project: g
Doc Level: --Empty-- % Finance: 5
Operating: Mot Assessed
Design: Mot Assessed
In Scope:
Management Assessment
Reviewer: i Executive i
J Reviewer: J
Meaw Nafinad Sialde M

Document process narrative in Oracle Tutor

InFission uses Oracle Tutor to document process narratives. This tool automatically
generates flowcharts when the narrative information is updated.

Oracle Tutor is used to document an organization's "people to people" activities,
and the "what and when" level that is above how to use a business application.
Oracle Tutor is a MS Word based suite of products that streamline writing,
deploying, and maintaining procedures and supporting process documentation.
By using Tutor pre-built model content during the blueprinting phase, process
owners can collaborate and quickly document current state business practices,
ensuring all aspects of each process are addressed.

Business process documentation developed with Tutor provides auditors with a
transparent sustainable architecture of information that supports compliance.
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A process narrative, authored in Oracle Tutor, provides necessary structure for audit
walkthrough. The key components of the process narrative are shown in the example
of the Accounts Payable - Month End Close process. The following screenshot shows
the scope and policy that governs the process:

Scope
This procedure covers activities performed by the accounts payable department at the end of each
fiscal month. These activities comprise:

+ verifying accounts payable transactions posted to the general ledger

* purging records more than two years old

+ estimating accrued accounts payable

This procedure also covers all activities performed by the accounts
payable department at the end of the fiscal vear.

This procedure does not cover reconciling accounts payable accounts.
Refer to Accounts Payable Month End Reconciliation [PR770220].

Policy
Standard costs are used to determine inventory values.

Vendor invoices reflecting prices that exceed purchase order prices
will notbe vouchered or paid.

Proof of delivery documents, for example, vendor packing lists or
purchase receipt tags, are filed and maintained by the receiving
department only; they are not forwarded to the accounts payable
department for filing and reference.

Purchase order copies are filed by the purchasing department only;
they are not forwarded to the receiving department or the accounts
payable department for filing and reference.

Purchase price variances are calculated and posted to the appropriate
accounts as individual receipts are processed, rather than at the end of
the month.

Financial liability is recognized at the time materials and services are
received, not when their corresponding invoices are vouchered; that
is, inventory and expense accounts are debited at the time the
receiving department enters a purchase order receipt transaction into
the database.

All payment requests including invoices
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Next, the Tutor document provides the responsibilities of the Accounts Payables
Supervisor, listing of roles that are included in the distribution of any changes to
this document, and ownership of the process document:

Responsibility

The Accounts Payable Supervisor is responsible for

e preparing all journal vouchers pertaining to accounts payable transactions, accrued
accounts payable, and adjustments for accounts payable aging reconciliations

e postingaccounts payable transactions to the general ledger
e verifying current accounts payable aging
s updating vendor information

e deleting inactive vendors from the database

The Accounts Payable Clerk is responsible for
e locating and voiding missing checks

e correcting account distribution errors

The Controller is responsible for approving journal vouchers.

Distribution
Accounts Payable Clerk”
Accounts Payable Supervisor”

Controller”

Ownership

The Accounts Pavable Supervisor

[list@Y ourCompany.com?Subject=Accounts Payable Month End Close
PR770219.doq] is responsible for ensuring this document is necessary,
reflects actual practice, and supports corporate policy.
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The Ownership section is followed by Activity Preface, Prior Activity, and the step
by step activity for the process as follows:

Activity Preface
This activity is performed at the end of every fiscal month.

This activity is completed during the preliminary postings phase of the
month end close of the general ledger.

This activity assumes that accounts payable journal transactions are
automatically posted to the temporary general ledger. Accounts payable
journal vouchers are posted in the general ledger according to the Close
Schedule and the Standard Journal Voucher Log.

The Accounts Payable Transactions journal voucher is posted by the end
of the first day following month end. The Accrued Accounts Payable
journal voucher and the Adjustment for Accounts Payable Aging
Reconciliation journal voucher are posted by the end of the third day
following month end.

The Close Schedule shows the overall plan for closing the general ledger.
The Standard Journal Voucher Log shows the specific journal vouchers to
be posted and when they are posted. The Journal Voucher Responsibility
Table shows who is responsible for each journal voucher. The standard
journal voucher instructions show the requirements for completing each
journal voucher.

Prior Activity
Establishing the Close Schedule [PR770314]

Accounts Payable Clerk

1. Determine whether any checks are unaccounted for.

Application Module Name
Report any checks unaccounted for.

Window Name

If checks are missing, goto task #2. Otherwise, goto task#4.

s

Locate the missing checks.
3. Void the missing checks.

4. Notify the Accounts Payable Supervisor that all checks are accounted for.
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The flowchart for the Accounts Payable Month End Close process is automatically
generated by Oracle Tutor, which is shown in the following figure:

Accounts Payable Month End Close

Establishing Close 4ﬂ @ ﬁ —?
Schedule AP Clerk AP Clerk AP Clerk
- Notify AP Supvr that all - Determine whether GL - Correct account
checks accounted for. account distribution distribution errors. (13)
(4) errors exist. (10) > Window Name
AP Clerk ‘
- Determine whether any AP Supvr AP Clork
checks unaccounted for. -
(2 - Verify that all requests - Inform AP Supvr that
- for payment hav been Distribution account distribution
2 Wiy NEmS vouchered. (5) errors exist? errors have been
- Verify that all manual corrected. (14)

checks have been

recorded. (6) 0
- Verify that documents
Checks missing? have been processed. (7) @
- Close AP transactions AP Supvr e
for fiscal month. (8) - Identity errors on AP - _UPW
/general ledger entry - Print a list of aged
@ report. (11) AP balances & a listing
- Deliver annotated report of all checks written
AP Clerk AP Supvr 1o an AP Clerk forp during month. (15)
- Locate missing checks. - List all of GL account correction. (12) > Window Name
@ entries made during [ > Window Name
- Void missing checks. MOTiH()

3) > Window Name
L

Risks and controls documents

A risk is a possibility of acts or events that could adversely impact an organization's
business process. Risks also provide the source for designing the controls that
mitigate damage, which could be caused by the risks and a control mitigates

the potential damage from a risk for a specific business process. For each risk
documented for a process, there must be a documented control. Controls provide a
safety mechanism to ensure that all risks are addressed by documented responses
that mitigate the risks.

Risks and controls documents are generally maintained as a matrix of each
business process that link the risks to the business process and describe who,
how, and when the controls mitigate risks. The matrix also contains detailed

risk characteristics —such as likelihood, impact, and type —as well as controls
characteristics —such as control objectives, frequency, type, and method. Control
documents required for compliance with Sarbanes-Oxley Act also include control
assertions that are linked to the Committee of Sponsoring Organization's (COSO)
Integrated Internal Control Framework.
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For example, the control elements of completeness, accuracy, authorization,
safeguarding of assets, rights/obligations, and so on can be incorporated into
activities within a process. The SOX compliance audit plan ensures the verification
of controls incorporated into the processes being documented, mitigates the
associated risk of financial statement misstatement, and ensures consistency

with GAAP.

InFission approach to risk and controls
documentation

Each department manager is also responsible for maintaining the risks and controls
documentation in a similar manner as it is done for the Process and Procedure
documents. However, the audit team provides risks and controls templates to

the process owners who ensure that the controls are designed to meet InFission
risk tolerance and control objectives. The biannual walkthrough of control
documentations with each department also includes the review of the risks and
controls matrix. In addition, as required by Sarbanes Oxley Act section 302, each
process owner certifies that the controls are operating effectively and reports any
issues to the audit team.

During the biannual control documentation walkthrough, the auditor and the
process owner review any changes to the risk ratings, controls, and control test plans.
Risk rating is a relative ranking of risk value, calculated as a product of the numeric
values (1 through 5) from the risk significance and the risk likelihood values.
InFission classifies risks into the following categories:

e Financial fraud

o  Theft of assets

o Theft of services

¢ Regulatory compliance

e Breach of security
InFission auditor marks a control as a key if a failure of that control could cause a

reasonable likelihood of a material error in the financial statements, which may not
be prevented or detected on a timely basis.
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Controls of lesser importance are classified as secondary controls. The secondary
controls help the process owners mitigate a risk in the process in case the key control
fails. InFission controls have the following frequency levels:

e  Multiple times per day

e Daily

e  Weekly

e Biweekly
e Monthly

e Quarterly
e Annually

InFission employs a continuous controls monitoring approach. The auditors also
review the monitoring controls. Monitoring controls are a class of controls that track
the status of one or more related controls. It is used for management assessment, for
example, assessing a monitoring control and not assessing its related key control or
related secondary control.

Managing risks in Oracle GRC Manager

Risks can be added to a business process when a process is initially created and also
later when additional risks are identified. For each risk, there should be a control to
mitigate the risk.

In order to create a risk, carry out the following steps:
1. Verify that the business process is in one of the following states Initialized
or Edit.
Open the business process and click on the Risks tab.

A list of risks for the business process will be displayed. If there are no risks,
the list will be empty.

Click on Add Risk.
The BP Risk page is displayed with the Basics and Comments tabs enabled.
Enter a title for the risk.
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7. Select the appropriate attribute information in the fields for Risk
Significance, Risk Likelihood, and Risk Type.

Note that risks can also have file attachments.

Enter a description of the risk.

Enter the titles for any pre-existing assertions related to this risk in the
Related Assertion(s) field, or by clicking on the Info icon next to the field
to view a list of assertions that you can select.

10. If appropriate, click on the Comments tab and enter comments about
the risk.

11. Click on Save.

If some fields are required and have not been filled in, a message will be displayed,
informing you what fields are required. If all required fields have been filled in, or
there are no required fields, the risk is entered into the system. If you do not want
to save the changes, click on Cancel to undo the changes. If you click on Close, you
will be prompted to save changes, and then the document is closed. The following
screenshot will help you understand the steps we just discussed:

ORACLE Governance, Risk and Compliance Manager

H[%\e == Business Processes > > Accounts Pavable =
Wy Inbox 4 Risk: Accrued liabilities are not properly supported or booked in the correct period Quick Help
~ Business Processes

+ All Processes
+ Relsazed Only Close
# Retired Only
o Enohe: Organization: Corporate/InFission Corp 1D: 000324
: g””fﬁ:l”‘i‘lz?(x Process: Accounts Payable | Process Profile EEIS:SE 912/2010
— = fpprovallnbox N
+ Add Mew Process Title: Accrued liabilities are not properly supported or booked in the correct period Version: 1
_% State: Released
¥ Audi ing =
) Management Azsessment IS comments__attachments __ Histor
bTestPlans General
¥ Scapin
_b Testing/Monitoring Risk Significance: 3 Medium Risk Type: Financial Fraud
» Reports i f
Y Organization Risk Likelihood: Exreme Operating: Neets Guidance - as of 912/2010
_» Library Risk Rating: 15 Design: Not Assessed
¥ Executive Tasks

_» Issues Description:

_¥ Administrative Tools
¥ User

Accrued liabilities are net preperly supported or bocked in the correct peried.

Related Assertion(s)

4
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Managing controls in Oracle GRC
Manager

Any user with permission to create or edit a business process can create a control.

If the control ownership is enabled and a user has permission, a control owner

can be assigned to a control. Controls can be created when a process is created, or
added later as risks are identified and controls for those risks are required. Once a
control has been documented, users can view the control and its values, description,
comments, and documentation history.

You can specify that a control can be related to a specific risk in the same business
process, using the Related Risks feature. Also, a control can be related to another
control through the Related Controls feature on a Control page. This enables you to
specify the type of relationship between controls (such as one control is a secondary
control to another control).

One or more controls should exist for each documented risk in a business process.
In order to create a control for a business process, carry out the following steps:

1. Verify that the business process is in one of the following states Initialized,
Edit, or Collection.

Open the business process.

The Business Process page will be displayed.

Click on the Controls tab.

ARSI

A list of controls for the business process will be displayed. If there are no
controls, the list will be empty.

6. Click on Add Control to open a new control document, as shown in the
following screenshot.

7. The BP Control page is displayed with the Basics and Description
tabs enabled.

Enter a title for the control.

Enter information in the fields.

Note that controls can also have file attachments
s and references.
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10. Click on Save:

ORACLE" Governance, Risk and Compliance Manager

e == Susiness Processes > Accounts Pavable Help
My Inbox 4 Control: Accrued Liabilities - Objective is to verify Quick Help e
¥ Business Processes

< All Processes
+ Released Only Close Cancel
_* RetiredOnly i - AnFi N 25
(i ] G Organization: Corparats/InFission Corp D: 000325
+ Edit Inbox Release
+ Collection Inbox Process: Accounts Payable Date: 91212010
<+ _Approval Inbox :
+ Add New Process Title: Acerued Liabilities - Gbjective is to verify Version: 2
_ ActionTtems State: Edit
Il
est Plans . .
coping Cos0 Audit Information
esting/Monitoring -
eports Component: | Control Envirsnment - Audit Type: Operational v
Library Category: Effectiveness and Efficiency of Operations | Frequency: Quarterly ~
E: tive Tasks
T Target Samples:
¥ Administrative Tools
User.
General Subjective Status
Class: y In Scope: ! i
Key \2 Pei |No IS8 Maturity As Is: 2 Informal
Subclass: Objective:
Maturity Target: 4 Menitored v
Type: Preventive (%
Timeliness Criie
Method:  [ranaal 3 Secority Complexity: T Low v
Assessment Test
Operating: Pass - as of 8/12/2010 Process Based: Not Reviewed 2

For each control, test instructions are added to inform the user who tests the process
controls about what test or tests to run on the control to check its accuracy and
validity, and to verify that the control functions are documented. Test instructions
can be created by any user with rights to the business process.

In order to add test instructions to controls, carry out the following steps:

1. Open the business process that has the control that you want to test.

2. Verify that the process is in one of the following states Initialized, Edit,
or Collection.

3. If the process is in an Edit or Collection state, then verify that you are
the current user.

Click on the Controls tab.

5. A list of controls for the business process will be displayed. If there are
no controls, the list will be empty.

6. Select a control title.

7. The Control page will be displayed.

8. Click on the Test Instructions tab.

9. Alist of test instructions for the control will be displayed. If there are no

test instructions, then the list will be empty.
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10. Click on Add Test.

11. The Test Instructions page is shown in the following screenshot with the
Basics, Comments, and Details tabs enabled:

ORACLE’ Governance, Risk and Compliance Manager

d
|
Home _>> Business Processes > > Accounts Pavable »> Accrued Liahilities - Obiective is to verify Help
My Inbox 4 Test Instructions Cuick Help
w» Business Processes
+ All Processes
= Released Only Close Cancel
% Retired Onl
+ Edit Inbox Organization: Corporate/nFission Corp 1D:
*# Collection Inbox Process: Accounts Payable - Accrued Liahilities - Objective is to verify REIE?SE
+ Approval Inbox Date:
+ Add New Process Title: Test Instructicns for Accured Liabilities| Version: 1

b Action Items
b Audit Testin State: Edit
F Management Assessment - Comments  Details

b Test Plans
F Scopin General

JEEILOT
P Testing/Monitoring

PReports Type: Inquiry v
b Organization
b Libra Approach: Manual A

P Executive Tasks

b Issues

b Administrative Tools
b User

Description:

Managing control documentation
lifecycle in GRC Manager

Control documentation must be reviewed periodically to evaluate the accuracy

and completeness of business processes, narratives, flowcharts, risks, controls, and
test plans. GRC Manager enables this review process through a data collection
workflow. The Data Collection workflow provides the ability to route the process

to specified users to update control documentation. Reviewers can also be added

to this workflow to examine and approve updates to control documentation. In

this section, we will describe the data collection workflow. There are additional
workflows that support the control documentation lifecycle, which will be described
in the subsequent chapters. A brief overview of these basic stages is as follows:

1. A GRC Manager Administrator or Business Processor Author creates
a business process, documenting assertions, risks, controls, test
instructions, attaching appropriate files, and assigning workflow
reviewers for the process.
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2. The business process is sent through a data collection workflow, where the
process is routed to the process owner and reviewers to examine and to add
or edit the documentation and provide data.

3. The business process owner revises the process documentation based on
reviewer feedback. The owner then sends the process through an approval
workflow, where the process is routed to reviewers to approve or reject the
process. When the process is approved, it is released into the system and
becomes active.

4. The business process is sent through a testing workflow to test the controls
for the risks associated with the process. If any revisions to the process are
necessary, then the process is sent through the approval workflow.

5. The business process owner can send a process through an assessment
workflow, where the process, and its controls and risks are reviewed, and if
appropriate, modified to improve its design and operational effectiveness.

6. If a business process or parts of a process become obsolete, the process owner
or GRC Manager Administrator can retire a process or certain
process documentation.

Workflows can be initiated for reasons and at times not included in this general
lifecycle description. For example, a process test could result in an issue that the
process owner would remediate then the process owner could initiate an approval
workflow for the revised process or initiate an assessment workflow because the
revised process has changed significantly. These additional workflows are explained
in the subsequent chapters on management assessment and internal audit.

The following figure provides an overview of the basic stages of control
documentation:

Mapped
2. State = Released
Reviewed
Defined and ::> and Released E‘l> Retired
Documented Evaluated
Issues
1. State = Initialized Resolution 4. State = Retired
A process goes Testing and
through four main issues resolution
states within its Monitoring are an ongoing
lifecycle: and Maturity part of real-time
1. Initialized - compliance
2. Released 3. State = Edit management.
i
. Management
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Use Data collection workflow to update
documents

When a user with appropriate permission to a business process initiates data
collection, the data collection workflow is started. The workflow routes the
business process to users in the following order:

1. The process is initiated by the user with rights to the business process.

2. The process owner contributes documentation and approves or rejects
the process.

3. The process reviewers examine the process documentation, and approve
or reject the process.

4. A compliance reviewer examines the process documentation, and
approves or rejects the process.

5. You can send a business process that is in the Released state for data
collection by clicking on the Data Collection button on the process page,
as shown in the following screenshot:

U5 4 [=]Oracle Govemance, Risk & Caniplisnce Managsr
ORACLE' Governance, Risk and Compliance Manager

Home ==> Relessed Processes

My Inbox 4 Master Process:Revenue

v Business Processes

www.it-ebooks.info
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+ Released Only —I = | I
+ Retired Onl Create Linked Process Refresh From MCL
+ Edit Inbox Organization: ComporateTemplatesMaster Processes 1D+ 000152
+ Collection Inbox Release
+ #Approval Inbox Title: Revenue Date: arnzonn
© Gl Mo Preeess State: Relaased version: 1
b Surveys
¥ Action Items Assertions  Risks  Controls  Matrix _ Action Items _ Attachments  Issues Histar:
¥ Audit Testing
¥ Management Assessment cos0 Assignments
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¥ Scoping e n Owner: UgerQ§
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P Library
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Complexity: .
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The following list summarizes the workflow steps:

1.

10.

11.

A user with rights to a business process, usually an administrator (or
someone in the audit department), initiates data collection.

An e-mail notification is sent to the assigned process owner, notifying the
owner to enter the system and check their Inbox. The e-mail notification
includes a link to the system that takes the user to the application login page.

The process owner opens the business process and contributes data for
assertion, risk, control, test instruction, and attachment documentation. Then
the owner either approves the process or rejects the process, which is shown
in the following screenshot.

If the process is approved, it is removed from the process owner's Inbox and
sent to the next step.

If the process is rejected, an e-mail is sent to the user who initiated the data
collection, notifying them of the reason for rejection. The initiator can then
choose to restart the workflow or delete the workflow.

An e-mail notification is sent to the assigned reviewer(s) who are responsible
for reviewing data for assertion, risk, control, test instruction, and attachment
documentation for the business process. The e-mail notification includes a
link to the system that takes users to the application login page.

The users review each assertion, risk, control, test instruction, and attachment
document. When finished, reviewers either approve or reject the process.

If the process is approved, it is removed from the reviewer's Inbox and sent
to the next step.

If the process is rejected, the reviewer enters a message explaining why the
process was rejected, and the message is sent to the process owner to modify
the process documentation.

An e-mail notification is sent to the workflow initiator (usually an
administrator or someone in the audit group), notifying the user to enter the
system and check their inbox. The e-mail notification includes a link to the
system that takes the user to the application login page.

The workflow initiator is the final reviewer. The user reviews the assertion,
risk, control, test instruction, and attachment documentation, and approves
or rejects the business process. The user can change any of the documentation
to ensure its integrity and validity.
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12. If the process is approved, its status is changed to Released, the system is
notified, and the process is removed from the data collection workflow.

13. If the process is rejected, the user enters a message explaining the reason
for the rejection, and the message is sent to the process owner to modify
the process documentation.

Contributing to a process

When a data collection workflow is initiated, an e-mail is sent to the business process
owner with a notification to log in to the system and check their Inbox. A link is
provided from the e-mail to the system. Clicking on the link takes the user to the
application login page.

The business process owner can now add and edit documentation for processes,
risks, controls, test instructions, and attachments, such as flowcharts and narratives,
for a process.

In order to contribute documentation to a process, complete the following steps:

1. From the application navigation panel, select My Inbox or Business Processes.
2. Click on the title of the process to which you want to contribute data.

3. Select the tab for the assertion, risk, control, or attachment that you want to
add and enter or edit the information. Enter or revise as many assertions,
risks, controls, or attachments as needed.

4. When you are finished entering data for the process, click on Approve.

5. A confirmation prompt is displayed.

6. Click on Yes.

7. The data for the process is saved in the system and the business process
page is displayed.

8. Click on Close to close the process page.

The process is removed from the business process owner's Inbox and sent to the next
step in the workflow.
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Reviewing data for a process

After the data collection workflow has gone through the process owner contribution
step, it is then routed to reviewers. One or more users are notified by e-mail, one at
a time, to review the business process and documentation. The number of reviewers
depends on how many reviewers have been set up and assigned for the business
process. A link is provided from the e-mail to the system. Clicking on the link takes
the user to the application login page.

Each reviewer can perform the following actions:

e Review a process in data collection review
e Approve a process in data collection review

e Reject a process in data collection review

Reviewing a process in data collection review

Reviewers of a business process can review documentation for the process, risks,
controls, test instructions, and attachments, such as flowcharts and narratives of
a process.

In order to review a process and its documentation in the data collection workflow,
complete the following steps:

1. From the application navigation panel, select My Inbox or Business Processes.

2. Click on the title of the process that you want to review, as shown in the
following screenshot:

ORACLE Governance, Risk and Compliance Manager

Home > Business Processes
My Inboz 4 Business Processes for User01
~ Busi Pracesses
+ All Processes
+ Released Only = N -
3 Rt o Hide Filter | Filter Applied
@ Edit Inbox ¥ By Title Test ¥ By state | Collection -
+ Caollection Inbox
_* Approvallnbex
Eyupingl b I By Organization 44 7 By Owner «
+ Add New Process
YSurveys 0 Refresh Data Clear Filter
¥ Action Items
_» audit Testing Pleasze select a process from the list below:
L2 nk Page 1
est Plans
caping ization Path Process Doc ID State Owner
esting /Monitoring
eports Corporate Test Buisness Process Sriram 000005 Collection 1C Admin
» Library Corporate Test Business Process Level 000449 Collection 1C Admin
¥ Executive Tasks
¥ Issues Page 1
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3. Review the process and its documentation. Select tabs to view the process
details, risks, controls, and attachments.

4. When you are finished reviewing the process and its data, you have two
choices, either click on the Approve button to approve the changes to the
process or click on the Reject button to reject the changes to the process, as
shown in the following screenshot:

ORACLE' Governance, Risk and Compliance Manager

Hfme == Business Processes Help
Iy Inbox 4 Process: Accounts Payable Quick Help )
* Business Processes

* All Processes Close | Edit Approve Reject
+ Released Only -—] | oo | !
© Retired onl Ref 1 MCL
= Edit Inbox Organiza CorporateilnFission Corp 1D: 000322
© Collection Inbox Rel
%+ Approval Inbox Title: Accounts Payable D';t':’se
% Add Mew Process . i jon:
b Action Ttems. State: Collection Version: 4
_» Audit Testing [[EESR Assertions  Risks  Controls  Matrix  Action Items  Attachments  Issuss  History
_F Management Assessment
_} Test Plans coso Assignments
¥ Scoping c
b Testing/Monitoring Owner: |C Admin
s Control Environment
o it Tester: UserD1
_} Organization Category:
¥ Library Effactiveness and Efficiency of Operations
_» Executive Tasks R |
¥ Issues
_» Administrative Tools General Approvals
¥ User
Doc Level: 3 Medium
Finance:i|
Operating: Mot Assessed fnance
Design: Mot Assessed
In Scope: No
Management Assessment
Reviewer: User02 Executive
Reviewer:
Hear Nafinad Sialde L]

The preceding screenshot shows a process Accounts Payable that is currently
in the Collection state waiting to be reviewed and approved (or rejected) by
the owner.

Approving a process in data collection review

After the reviewer has finished reviewing the business process and its associated
documentation, the reviewer can click on the Approve button to notify the system
that the reviewer approves of the business process and its documentation.

In order to approve a business process in the process collection workflow, complete
the following steps:

1. On the Open Business Process page, click on Approve. A confirmation
prompt is displayed.

2. Click on Yes. The process is removed from the user's Inbox and sent to the
next step in the workflow.
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Rejecting a process in data collection review

After the reviewer has finished reviewing the business process and its associated
documentation, the reviewer can notify the system that the user has rejected the
business process and its documentation.

In order to reject a business process in the process collection workflow, complete
the following steps:

1. Inthe open process page, click on Reject.

2. A reject message window is displayed.

3. Enter a reject message.

4. Click on Yes.

An e-mail is sent to the process owner within the workflow notifying them of the
reason for rejection.

Canceling changes to a process

If the process is rejected by the owner back to the workflow initiator, the initiator can
reset the process and all its supporting documentation (including assertions, risks,
controls, and attachments) back to the original version before it entered the data
collection workflow.

In order to cancel changes in a business process in the data collection workflow,
complete the following steps:

1. On the Open Business Process page click on Delete Workflow.

2. A confirmation prompt is displayed.

3. Click on Yes.
The Data Collection workflow is canceled, all new revisions of documents

are restored to their previous version, and the process and its supporting
documentation are set to their previous state (Initialized or Released).
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Summary

In this chapter, we have provided details to help you create and maintain control
documentation by following best practices to manage key components of control
documents such as process, procedures, risks controls, and business units. We have
explained how Oracle GRC Manager and Oracle Tutor can be used to streamline this
key process that is critical for internal audit, risk management, and compliance.

You can determine the accuracy and completeness of your organization's control
documentation by starting with the review of process narratives, policies, and
flowcharts. Next, you can examine the risks, and register for processes and controls
that mitigate these risks. Many organizations maintain a Risk and Controls Matrix
to make the association with each significant process easier. There may be variances
in business process, risks, and controls by the business unit that are important to
understand. These variances can occur due to regional business practices, variations
in the business segments, or differences in systems. Your control documentation
should be organized by business units to ensure that these variations can be
managed for audit and compliance.

GRC Manager can enable you to track and manage control documents by providing
content management function to check-in check-out functions with audit history
and secure workflows to ensure that the documents are reviewed and updated
periodically. Many organizations prefer to use a content management system
because spreadsheets and word processor documents are prone to errors and
inaccuracies when multiple employees have to share and maintain the documents.
Oracle Tutor can help you improve the time it takes to create process documents
by automatically generating the flowcharts based on the process narratives. This
feature alone can save you hundreds of hours in creating and maintaining process
documents. When a process is changed, you simply edit the narrative in your
word-processor and Tutor will reflect the change in the flowchart.
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Phase: Management Testing
and Certifying Controls

In the previous chapter, we learned the techniques used to develop and maintain the
controls documentation that is essential to test and certify controls. After completing
the controls documentation as described in the previous chapter, you can begin
testing the design and operating effectiveness of internal controls. There are two
major methods for testing internal controls: Management testing and Independent
testing. In this chapter, we will describe the Management testing uses, approach, and
techniques that are a critical phase of a governance, and risk and compliance-program.
Management testing is often included in the audit plan for control self-assessment.
Management testing is also required by compliance regulations, such as Sarbanes-
Oxley for asserting controls over financial statements, and it is an important part of the
Enterprise Risk Management program.

Management testing for internal audit
program

Many organizations start the control testing phase of the audit plan by asking
process owners and controls owners to assess the risks and evaluate the internal
controls before conducting the independent audit. This process, commonly referred
to as the Control Self-Assessment (CSA), is defined by the Institute of Internal
Auditors (ITA) as "A process through which internal control effectiveness is
examined with the objective of providing reasonable assurance that all business
objectives are met."
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The assessment process can help auditors to improve the effectiveness of overall
audit plan. Employees that manage the process and monitor related control

activities have deeper knowledge of risks and controls. The auditors can facilitate

the management self-assessment of the risks and controls within a business

process without comprising the independence as long as the auditor maintains the
management testing records as the evidence of the process, risks, or controls assessed
by management.

In addition to evaluating many aspects of the internal control system, auditors

can use CSA to gain a better understanding of the organizational policies and
procedures, which helps gain a better understanding of the internal control system,
and to assess all types of risks such as inherent risks and residual risks.

Management testing for Regulatory
Compliance Audits

The growing regulatory compliance requirements have set higher expectations

for management evaluation of internal controls. For example, under the Sarbanes-
Oxley act of 2002, Public Company Accounting Oversight Board (PCAOB)'s
Auditing Standard (AS) 2 was established, which gives guidance of special interest
contained in the document named as "An Audit of Internal Control over Financial
Reporting Performed in Conjunction with an Audit of Financial Statements." The AS
2 audit requires that financial statement auditors audit and attest to the fairness of
management's assessment of their internal control system over financial reporting.

Many organizations have implemented the Committee of Sponsoring Organizations
(COSO) controls framework to comply with this audit standard. Management

plays a key role in the effective implementation of all aspects of this framework's
controls including environment, risk assessment, control activities, information and
communication, and monitoring. For example, management can help evaluate the
control environment by assessing entity level controls such as tone at the top and
code of conduct. Such controls are often reflected in an employee's perception of
management's behavior and attitudes that can only be evaluated using employee
interviews and surveys.

Management testing can improve the quality and efficiency of compliance audits. For
example, an employee survey of internal controls questionnaire can produce a highly
corroborated evidence of controls effectiveness when many employees responsible
for the business process can identify changes in policies, procedures, and control
activities over the period under audit. The independent auditors can use the survey
results to better assess risks due to procedural problems, identify ineffective controls,
and processes.
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This can help in developing an effective test plan for evaluating significant processes
and key control activities at the selected locations within the organization in order to
meet compliance audit objectives. Control self-assessment improves the efficiency of
independent controls testing by enabling the independent auditors to use the control
testing work papers obtained from the management testing. This testing approach

is supported by AS2, which states that the higher the degree of competence and
objectivity is reflected in the work of others, the greater the auditor may make use
of that work. AS2 specifically groups self-assessment programs with the activities of
the internal audit function and the audit committee as controls designed to monitor
and evaluate other internal controls. Therefore, independent auditors can increase
the efficiency of their testing activities by utilizing a CSA program to obtain control
evaluations from the employees that are directly involved in monitoring the control
activities. Such employees are often referred to as Control Owners and have a better
understanding of the control for which they are responsible. The aggregate results of
this larger group of control owners can help auditors form a more objective opinion
of the overall control environment.

Management testing for Enterprise Risk
Management

The Enterprise Risk Management (ERM) is an integrated framework, which

was also developed by Committee of Sponsoring Organizations of the Treadway
Commission in 2004 (COSO 2004). Unlike COSO Internal Controls framework,
management takes a top down view of the risks, which guide the business unit's
heads and department managers to set objectives, rate risks, and determine
responses to risk. Under this framework, top management sets the objectives to
achieve the desired outcomes, for example, be recognized as a market leader in
innovations, achieve certain income level from operations, comply with laws and
regulations, and provide a nurturing workplace to employees. Many organizations
that have adopted this framework require management to test the controls, once
the risks are assessed and mitigating controls are identified. The Enterprise Risk
Management process is applied across the organization and it is designed to help
identify risks to provide reasonable assurance that an entity is able to meet its
business and financial reporting objectives. Once the objectives are established,
management identifies both internal and external events that could prevent the
organizations from achieving these objectives, such as emerging global competition,
customer credit risks, or employee theft, that have a likelihood to negatively impact
the organization's ability to achieve its objectives. Next, the management determines
its options to respond to the risks by establishing the appropriate level of controls
that can mitigate these risks. Once the controls are designed, periodic management
testing provides the assurance that the operations within specific business units and
departments have necessary controls to meet the business objectives.
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InFission's approach to management
testing

InFission utilizes management testing to support the internal audit, compliance,
and Enterprise Risk Management programs.

The internal auditor team uses the findings management testing to develop the
scope for the independent audit plan. A control self-assessment questionnaire is
distributed to the management that identifies the status of controls effectiveness
over the audit cycle. The auditors only facilitate this process and never participate
in responding to this survey to preserve their independence. While the auditors
do not rely solely on the results of the survey to determine the effectiveness of the
controls, the results of the survey are used to determine the scope of the audit plan
to focus on significant process changes, emerging risks, organizational changes,
and other issues reported by management. Auditors also use the results of the
control self-assessment to determine the qualitative assessment of controls such
as the complexity of process activities, fraud risks, the spreadsheets that are used
to record accounting information, the need for employee training to perform their
jobs, and factors that affect the financial statements.

The auditors establish the inherent risk levels based on the evidence obtained
from management responses to the controls survey. This approach enables the
auditors to optimize the effectiveness of independent controls testing and efficient
use of audit resources.

As a publically listed company on NASDAQ), InFission complies with the
Sarbanes-Oxley Act (SOX). As a part of the SOX 404 compliance program,
management testing approach is used to evaluate the overall control environment
including the code of conduct and the tone at the top. An internal controls survey
is distributed to management to obtain information such as the effectiveness of
communications with the board of directors and the audit committee, management
style, organization culture, employee competency, and human resources policies
and practices.

In addition to including management in the testing of controls for internal audit

and SOX compliance, InFission has also implemented a controls testing program to
support its ERM initiative. The management has adopted the COSO-ERM framework
to improve the overall strategic planning process. Once the enterprise risk assessment
is completed based on the survey of management and a series of workshops facilitated
by the internal audit team, management control testing is performed by business
process owners and management that includes an in depth review with marketing,
engineering, product development, and production operations.
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The internal controls are assessed by the employees within each functional

area of the business that is included in the scope of management testing. Upper
management reviews and certifies the controls assessed by employees. The company
uses electronic survey tool, which includes the questionnaires to elicit data about
controls, risks, and processes. This process helps in improving the management's
visibility to risks and controls throughout each business unit and improves the
efficiency and effectiveness of business operations.

Management testing using Oracle GRC
Manager

InFission utilizes the survey and assessment tools in Oracle GRC Manager to
perform all management testing of internal controls. The GRC Survey tool is used

to assist the internal audit team to determine the scope of an independent audit

plan. The GRC Assessment tool is used to obtain the evidence of key controls over
financial statements to comply with Sarbanes-Oxley Act. The assessment tool in GRC
Manager also enables business process owners and management reviewers to assess
the validity and effectiveness of controls that mitigate enterprise risks under the
ERM framework established by management.

Using GRC Survey tool to determine the
scope of audit plan

The audit team uses the survey tool in GRC manager to assist in gathering the
evidence of controls to help build an effective audit plan. Surveys are created
from survey templates. Surveys include the following components:

e A set of users (called Responders) who must respond to the survey

e The time frame during which users can respond

e Instructions on how to respond

Managing surveys in GRC manager includes the following tasks:

Manage Manage N Manage Create/ N View
Questions Choice Sets Template Initiate Responses

v

Delete Version/
survey €7 Revisions
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Managing survey questions
Carry out the following steps, in order to manage survey questions:
1. From the Navigation menu, select the GRC Tools menu and click on the
Manage Survey Questions link.

2. Enter a question ID and select the format of the question. Now enter the
question text in the Question Text textbox and set the Status to Active, as
shown in the following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home | Logout | Administrator O

Navigator Financial Governance &=

[BTasks || Manage Questions @ -

Creste Template I ElSearch: Questions Advanced
Manage Templates —
Create Plan

Manage Plans
Initiate Assessment o 100

Match 6 all  any

Manage Assessments

Complete Assessment Question Format Type [Open Text -
Sl:,";::"; ’:L‘?V:asgement Guestion Type [InFission 1A Survey =

Manage Surveys

Manage Survey Questions Question Text | Has there been any detection of Fr.

Mariage Survey Templstes "

Manage Survey Choice Sets Status [ Active ~

Search Reset:

[ Search Results: Questions

Actions v Wigw w Z W | fivetach

D Question Format Type Question Type Question Text Status

b Single Response 302 Certification Have there been any changes in the key contrals for your functional arsa?  Active:

z Single Respanse 302 Certification Have you had significant turmover, sither in number of employess or 3 key em, . active
inle Resnonse 02 Certffication Have there been any new compuber svstems implemented or automation of e... lactive !

The format type for the question identifies how the responses to the question are
presented. Your choices will be as follows:

e Single Response: These are radio buttons that present multiple options, only
one of these can be chosen.

¢ Single Response with Other, Please Specify: These are radio buttons that
present multiple options, only one of these can be chosen. One of the options
is Other, Please Specify, which includes a text field where the respondent
can enter an alternate choice.

¢ Single Response Drop Down List: A list of values that presents multiple
options, only one of which can be chosen.

e  Multiple Choices: These are checkboxes that present multiple options, from
which respondents can select multiple options.
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e  Multiple Choice with Other, Please Specify: These are checkboxes that
present multiple options, from which respondents can select multiple
options. One of the options is Other, Please Specify, which includes a text
field where the respondent can enter an alternate choice.

e Multiple Choice List Box: A scrolling list box that allows users to select
multiple values.

¢ Rating on a Scale: These are radio buttons that represent a range of values.
For example, if the question is, "How often do you use this tool?". The values
might range from always to never.

e Numeric Allocation: This presents multiple options to which the respondent
enters a number to quantify each option for the question. For example, if the
question is, "What percentage of your monthly minutes do you allot for the
following features on your cell phone?", then the answers must be equal to
100 percent. The values might be e-mail, texting, voice, and GPS, and the user
is expected to enter a number for each option.

e Open text: This is a textbox into which the respondents can enter
free-form text.

The GRC Manager Survey Tool provides choice sets which contain appropriate
answers to the questions. You can specify an existing choice set or create a new one.
If you choose an existing choice set, you can edit it to suit your needs. For example,
you can select a choice set that contains the values Yes and No, and create your own
value of Maybe, or you could select the choice set of High, Medium, and Low and
delete Medium. You can then save any new combination of answers as another
choice set for use in the future.

Managing survey choice sets

Choice sets are a collection of answers to be used as a shortcut for completing
questions. For example, a choice set could contain the answers: I agree, I Disagree
or High, Medium, Low or Yes, No. The answers could be appropriate for a very
large number of questions. Using choice sets provides reusability of answers as
well as consistent recognition to the same answer across questions.

1. From the Navigation menu, select the GRC Tools menu and click on the
Manage Survey Choice Sets link.
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2. Select the Create option from the Actions menu, as shown in the
following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home | Logout | Administrator O
Navigator Financial Governance &=

IE Tasks I Manage Choice Sets @ [

Assessment Management
Create Template I ElSearch: Choice Sets advanced I
Manage Templates e ——————
Create Plan Matth & al O
Manage Plans AlE Ay
Initiske Assessment Mame
Manage Assessments
Complete Assessment Description

Survey Management
Manage Surveys search Reset
Manane Survey Questions
Manage Survey Templates "
Manane Survey Choice Sets

[l search Results; Choice Sets

Actions w | View = & B3 32 | & Detach
Creats Deescription

Agree - Disagres

Boree |Disagree, Neutral, Agree
Effective - Ineffective b
Excellent - Poor

Tmportant - Unimportant | Important - Unimportank

Insignificant, Neutral, Si... Insignificant, Meutral, Significant

Duplicate

Delete

Likely - Unlikeky Likely - Unlikely
5 Rarely, Often, always  |Rarely, Often, Always |
Copyright © 2010, Oracle andfor its affiliates. all rights r

3. Enter the Choice Set Details: Enter the Name, Description, and Choices:

ORACLE" Enterprise Governance, Risk, and Compliance Manager

Navigator Financial Governance &

[E‘ Tasks I Create Choice Set @ Ackions - Save | Cancel
Assessment Management * Required fislds
Create Template
Manage Templates =l Choice Set Details =
Create Plan
Manage Flans *Mame  InFissionlARiskLevs|
Initiste Assessment
Manaue Assessments Description | Infission La Risk Level
Complete Assessment

Survey Management
Manage Surveys
Manage Survey Questions
Manage Survey Templates

Manage Survey Choice Sets = Choices
Actions = Wiew = | o 2 3 {b {p | Creste New Choice| | £ Detach
Order Choice Label i
1 [Liely =
| 2

J |

Save w  Cancel

Managing survey templates

Survey templates are used to help maintain reusable survey questionnaires.
InFission maintains templates for all recurring surveys including SOX 302, Fraud
Risks, and ERM assessment. These templates ensure consistent survey results
across the InFission enterprise.
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Carry out the following steps in order to create templates in GRC Manager:

1. From the Navigation menu, select the GRC Tools menu and click on the
Manage Survey Choice Sets link. Select the Create option from the Actions
menu, as shown in the following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home | Logout | Administrator O

Navigator Financial Governance &

I Tasks Manage Survey Templates

Create Template Elsearch Advanced

Manage Templates —

Create Flan

Manage Plans e

Initiate Assessment Mame

Manage Assessments

Complete Assessment Tvpe j'
Survey Management Status lﬁ

Manage Surveys

Manage Survey Questions

Manage Survey Templates

Manage Survey Choice Sets

H Search Reset

= Search Results: Survey Templates

Actions | View \ # 83 | it Detach | Initiste Survey | Natify Translator

| create Description Status Type Translations | Created By
1 Annual 302 Certification Active 302 Certification @ Unknown
302 Certfication Active 302 Certification [ Unknown

Ntify Translator

t © 2010, Oracle andjo

es. il ights

2. Next, enter the Name, Description, and Type for the template and
enter the Respondent Instructions in the Details tab, as shown in the
following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home | Logout | Administrator O

Navigator Financial Governance &

Bl Tasks Create Survey Template 3 Actions - | | Save ||| submit || Cancel

Assessment Management
Create Template
Manage Templates El General
Create Plan
Manage Plans
Initiate Assessment
Manage Assessmerks Desariptian | Inission LA Risk Assessmert Survey
Complete Assessment

Survey Management
Manage Survevs
Manage Survey Questions
Hanage Survey Templates E| * Type =
Manage Survey Choice Sets p—

*Mame | InFission LA Risk Assessmertt Survey

* version Date | 1/16/11 Y

El survey Content

Details . Questions

Respandert Instyuctins =
4 | E

Save v | Submit | Cancel

The Type of the survey will determine what the survey will be used for. For
example, the survey types may include financial compliance, SOX 302 certification,
internal audit, ERM, general, or any other types that you may need to create.
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The survey type will also determine:

¢ Do respondents require any special instructions for filling out the survey?
o Will the template have to be translated, and, if so, into what languages?

e Options include the languages that your installation is using. Note that this
field is informational only, translation is not automated, and it is a manual
task performed by the translators.

e What questions are parts of the survey? You can create new questions or
reuse existing questions.

¢ How do you want the survey displayed? You can format the survey by
inserting page breaks at any point.

e Which delegates are required? For surveys templates, you can specify
a translator delegate, who will be notified that the template needs to
be translated.

e s the survey template what you expect it to be? Use the Preview button
to verify that the format and layout of the questions are as you intended.

Adding questions to a survey template
You can add questions to a survey template by following the given steps:

1. Click on the ¥l icon under the Questions tab, as shown in the
following screenshot:

Havigator Financlal Governance &1

= Tatks Edit Survey Template: InFission 1A Survey @ Adorcw | |Sam v Sdbmk | Concel
Assessment Management
Creste Torplite
Panngn Templstes = General =
Crastn Plan
.. Fi *Meane | InFrision LA Risk Assessment Survey
[niste Frssesament
Ty — Desrpbon | Infason LA Risk Assesament Survey
Conpizis dsspssnent

Survey Management
Harae Srvers
E‘)’_‘!“Zg:!:'r_;.ﬁi‘_‘i
tanzoe Survey Temglofes “Type =
Hion S v ot 12 [Gereral
Ve ot Seats Waek In Progress
iste 123110 18PN Fewison Tof 1

4 = Survey Content

Cetsls | Questions =
S Seuch [|| P o | (R[] 3¢ 43 5 | Blowtah | st P ek i S ———
- Crder D Quettion Tet Guerstion Foemat Tyge: Hardslory Staba
TR |Rasessnant Templue w] | IR 11 e thivs b ) i FETTg
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2. Add the question from the list.
3. You can make the questions mandatory by checking the Mandatory flag.

Once the template is created, you can save it by clicking on the Save button. Changes
can be made to the survey template by selecting the Edit Definition option under the
Actions link next to the Save button.

You can also preview the survey by selecting the Preview option under the Actions
link next to the Save button.

Deleting a survey template

You can only delete a survey template when it is in a new state. Once the survey is
active, it cannot be deleted. When a survey template is deleted, the template is no
longer available. However, the questions that are associated to it are not deleted and
all historical data remains.

Survey templates can be retired while they are active. However, you cannot retire
a survey template if there are surveys that use the template that are open to collect
responses. Once a survey template is retired the assessment owner (and any other
upstream delegates who have some type of an association to the survey) receives
a notification that is displayed in the Pending Activities section of the dashboard
or Overview pages. For example, if a survey owner retires a survey, any business
owners who are using the survey for an assessment are notified.

Survey translations

You can specify that a survey template, including the questions associated to the
survey, should be translated. Once a survey is translated, the system displays the
survey based on the respondent's language preference. If the survey is not translated
into the respondent's preferred language, it is presented in the base language of

the installation.
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Creating and initiating a survey

Carry out the following steps in order to create a survey:

1. From the Navigation menu, select the GRC Tools menu and click on the
Manage Survey link. Select the Create option from the Actions menu, as
shown in the following screenshot:

ORACLE’ Enterprise Governance, Risk, and Compliance Manager Home | Logout | Administrator O

Navigator Financial Governance =

= Tasks

Manage Surveys @
Assessment Management
Create Template

Manage Templates ElSearch: Surveys Advanced
Create Plan

Manage Flans Match & all © any

Initiste Assessment -

Manags Assessments

Complete Plan
Survey Management

Marnage Surveys Terplate

Manage Survey Questions sars [ =]

Manage Survey Templates EI

Manage Survey Choice Sets

Search || Resst
£l Search Results: Surveys
Actors v | Vieww | [§ 7 38 [ven Responses| | fietach
| creae |Description Status [Type [Template Assessment Plan | Start Date [End Date [Due Da
Edit
| [
= Delete

)10, Oracle andfor it 3

L [T E [ Trusted sies o -

2. Next, select a template. (Insert after the InFission survey template is active):

ORACLE Enterprise Governance, Risk, and Compliance Manager Hore | Lagout | Administrator O
mavigator Financial Governance &1
| Taske Manage Surveys @
e | Sisearch: Surveys L paend ||
Create Plan i
Mariage Plans Match @ a0 € ary
Inkiate Aesassmeth Naie
Hanaoe Aeesements 7
Sangile hetesinert Assassnent Hon LG L &
Survey Mananement Teavloho Select aterglste to tiste & new survey
Manios Sureey Quesions et =1| Search: Survey T
[anace Survey Choice Sets Esearch: Survey Templates _ Advarced

Mame | InFission 14 Risk Assessment furvey Template

= Search Results: Surveys

e e 5| Search | Reset
Ti Respon
No . | Search Results: Survey il S Rl
| § iR — N Doscrition ot | |
= Search 02 Ative |
< uctive
o3 [Rssossment Templote =)
A O | Cancel

Hams

Frimary Component
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3. Enter the Survey Name and Component Name (Risk Controls, Process,
and so on) and select the Start Date, End Date, and Component Type.

4. Select the Respondents.
When initiating the survey, you must decide the following things:

e  When should this survey be completed? An end date is required, but you can
edit the date and extend the survey period if needed.

o Is this survey associated with a component type?
e s this survey associated with a specific component?

e Which users need to respond to this survey? You can choose individual users
or you can select from an existing list. You can also save the respondents list
for future use.

Once you have submitted your survey, the only edits you can make to it are the end
date and respondent list.

Completing a survey

If you are designated as a survey respondent, the survey appears in your work-list.
In order to complete the survey, select the survey and click on the Edit icon. Once
you have submitted the survey, the originator can view your responses via the
Survey Management page.

GRC Manager assessments

InFission utilizes the Oracle GRC Manager Assessment tool to obtain the evidence
of key controls over financial statements to comply with Sarbanes-Oxley Act.

The assessment tool in GRC Manager also enables business process owners and
management reviewers to assess the validity and effectiveness of controls that
mitigate enterprise risks under the ERM framework established by management.

Components such as risks and controls require periodic review of how they are
defined and implemented to ensure that the appropriate levels of documentation
and control are in place.

Assessment Management in GRC Manager includes the following tasks:

Create Create Assign Initiate/ Review
Template | 7| Plan ™| Delegates | ”| Complete [ | Results
Close
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Creating the assessment templates

An assessment template is a collection of assessment activities. Assessment
templates also display user-defined component relationships and their related
assessment activities.

Carry out the following steps in order to create an assessment template:

1. From the Navigation menu, select the GRC Tools menu and click on the

Create Template link under the Assessment Management task.

Select the Create option from the Actions menu.

When creating an assessment template, consider the following aspects:
°  For which application module will the template be used?

What is the primary component that will be assessed?

°  What type of assessment will be performed? For example, you might
need to prepare financial year end or financial SOD assessments.

°  What activities will be performed during this assessment?

Who will be responsible for performing each activity?

Select the activities as per your requirement.
Depending on the component you have added, you can choose activities
such as Audit Test, Operating Assessment, Design Assessment, or Certify.

4. Now, assign the Delegates to the template:

ORACLE Enterprise Governance, Risk, and Compliance Manager Home | Logout | Administrator =)

Mavigator Hnandlal Governance £

(= Tasks || nitiate Survey @ Save v Subot | Concel ‘Suryey Template Information |
™ Hame 302 Certfication
&Eﬂi[ﬁ.’i&ﬁk Search and Select: Responder 3] Doscripkion 302 CartFication
lanaga Tamglales Crested By Unbrioem
Craste Plan Type 302 Certfication
Mo Pl ¥
Intiste Assessment E15earch: Responders edvared Status Actiie
Manege Arsesoments =
Complats Azeasemant Match & A1 Ary
Survey Management
Managa Sirvevs User Name
Manage Sirvey Gupstions ;
M eie Q
ansas Sirvey Choks Sets Emsd
lisSesrehiie) | uRmset|
Search Results: Responders
S — ] ‘
| |Thes user ks the default administrator.  User |
| |orade appbation software system user, User
Search || |-|asihan User |
| |Sriram Shankar 5. gL |srramsBfuernmy.com
F%h [Rasezsment Templote =] | | | [lmar iader pass ;
- | |Adknicistr ke User
= Advanced | |atry Smith User
Nan - | |Addkhan User
— cener Comex: User

Copyricht & 2010, Oradls andfor s sffistes. Al rights ressrved.
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For risks, controls, and GRC components, Delegation Responsibility can be selected
for the assessor. The reviewer and approver are determined by the delegation model
that is associated with the object. Assessor Responsibility is a required field. The
list of available assessor responsibilities are determined by the delegation model
assigned to the object. For example, the Risk Delegation Model may have separate
assessor responsibilities for each activity such as:

e Audit assessments

e Risk assessment

o Certify

Creating an assessment plan

Carry out the following steps in order to create an assessment plan:
1. From the Navigation menu, select the GRC Tools menu and click on
the Create Plan link under the Assessment Management task.

2. Select the Create option from the Actions menu, as shown in the
following screenshot:

ORACLE Enterprise Governance, Risk, and Compliance Manager i Home | Logout | Administrator O
Mavigator Financlal Governance & - - |
& Tasks Create Assessment Plan (@ 0 ) Submk Concel|

Assessment Management

=i T

Manage Templates = Details =

Creste Fan

[Mansgs Fans *Name | InFission SO0 404 Control Sef-Assessmet

Intiale dusmamart r InFissicn S0 40+ Cantol Se¥ Assessmant Plan

Manages Asescments

Complete Ascascment
Survey Management

Manage Surveys

ansas Survey Quacd

[Mansgs Surve Tamplates

ik Survery Choioe S

il *
H
T & Template Activities
Vit v | h
search | T [ petad
o Aty Component Assessor [Resiewer Bpprover. [Survey Template
Advanced Ho poes et
Name al| = Perspective Selection Criteria
Perspective Class Type
Primary Component Persp ame
= = Additional Criteria hd
i 4] | &
I =l Acter e | |Swve ] Submd |Cancel
Status [eiihnt)
Copyriht £ 2010, Orade andor ks affilstes. Allrights reserved.
— T o P osidanes EE
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An assessment plan is used to specify, which components will be used in

an assessment. The assessment plan references the assessment template,
which is a collection of assessment activities to be used, including additional
assessment criteria. Templates can be applied to multiple assessment plans.
When you initiate an assessment, you can indicate, which plan to use. You

can use assessment plans repeatedly to initiate and complete new assessments.

When creating an assessment plan, consider the following;:

e  With which component will this plan be associated?

e Which assessment template will this plan use? The options that you have to
choose from are dependent on the component that you choose, and you can
only select active templates.

e Does this plan require a survey template to be attached? A survey template
can be included on any assessment activity for components.

e What selection criteria do you want to specify? This determines what will be
assessed for the component that you chose. If you do not select any criteria,
everything associated with your component will be assessed. However,
selecting criteria limits what will be assessed.

e  What perspective selection criteria do you want to specify? Entering a
perspective in the selection criteria provides an additional filter of the data.
For example, if you chose the organization perspective and select one of
the child items within it, the assessment will only include the assessment
components that are within the hierarchy of that perspective node.

Assigning the delegate

Delegates are assigned from the list of available owner, reviewer, and approver
delegates that are specified in the assessment template that is associated with the
assessment plan. For example, if the assess risk activity in the associated template
does not specify an approver delegate, when you initiate the assessment, you will
not be able to select an approver for the assess risk activity.

Initiating/completing the assessment

Carry out the following steps in order to initiate an assessment:
1. From the Navigation menu, select the GRC Tools menu and click on the

Initiate Assessment link under the Assessment Management task. Select the
Create option from the Actions menu.
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When you initiate an assessment, you select an active assessment plan and
choose the assessment activities that will be performed. If a survey template
is associated with assessment activity, a survey is initiated. You can schedule
an assessment's due date and modify the delegates that have been assigned
to the assessment activities during the creation of the assessment plan. You
can also review and override individual objects from the assessment plan
selection criteria.

When initiating an assessment, consider the following;:

o

Which assessment plan will be used for this assessment? The
assessment plan contains the criteria for the assessment activities
that are associated with the assessment template.

What activities need to be performed? For example, will this be an
audit test or an operating assessment?

What selection criteria are needed for this assessment? The
assessment administrator who initiates the assessment can refine
the plan selection criteria.

What components will be assessed? The components that you
can choose from are based on the information model's primary
component and are filtered depending on the application module.

What delegates are required? If the activity is of type Survey, the
owner is the component owner, not the assessor.

Initiating an ad-hoc assessment

As part of managing objects such as risks, controls, and GRC components, you
can create ad-hoc assessments. Depending on the object you are creating, you can
perform some or all of the following assessment activities:

Operational assessment: Enables the reviewer to determine if the object is
operating effectively and as designed. It answers the question: "Is the object
operating effectively and as designed?"

Certification: Certification is part of the assessment process. All resources that
have an active role in the accuracy of the assessment are typically required

to provide an answer to the certification statement and provide supportive
comments to their answer. It answers the question: "Is the information in this
assessment accurate and complete to the best of my knowledge?"

Design review: Enables the reviewer to determine if the object is designed
effectively and meets the objectives. It answers the question: "Is the object
designed effectively and does it meet the objectives?"
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e Audit test: Enables the reviewer to test if the object meets audit
guidelines. Resources follow the audit guidelines that have been
defined by the corporation. It also answers the question: "Does this
object meet audit guidelines?"

¢ Documentation update: It enables the reviewer to determine if the object
has the appropriate documentation required.

Completing the assessments
You can complete an assessment by selecting Complete Assessment task from the

task list on the GRC Tools page. This invokes the My Assessments page, from
which you can:

e Create an issue for the assessment

e View the hierarchy associated with the assessment

e Drill on the component to view details

e C(lick on the Complete button to complete the assessment

You can also complete an assessment via the Manage Assessments page, from the
Assessments tab of an object, or from the work list on your home page.

Assessments are displayed as long as the assessment plan is active, even if you have
completed it. The owner is the only person who can close an assessment.

Reviewing the assessment results

The following assessment options are available to the reviewer for design, operating,
and audit test assessments:

e Pass: The object is operating properly to mitigate the risks.

e Pass with exception: The object is operating properly to mitigate the risks
with noted exception.

e No Opinion: The reviewer has reviewed the object but does not have a
definite answer of pass or fail.

o Failed: The object does not operate properly to mitigate the risk. The
assessment fails and you are presented with the option to create an issue
within the workflow.
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The following options are available to certify assessments:

e T agree with this statement: The delegate completing the certification agrees
that the information in the assessment is accurate

e I agree with this statement with the noted exception: The delegate
completing the certification agrees that the information in the assessment is
accurate with noted exceptions

e I do not agree with this statement: The delegate completing the certification
does not agree that the information in the assessment is accurate

¢ No Opinion: The delegate completing the certification either cannot or
chooses not to make a statement regarding the assessment

The following options are available to reviewer for documentation update
assessments:

e Complete: The required documentation is complete

e No Action: The documentation is sufficient and no additional action
is required

Closing an assessment

Only the assessment owner can close an assessment. In most cases, this happens
either when the due date is reached or when all of the individual assessments
within the initiated assessment batch are completed.

Summary

In this chapter, we have described the management testing process, approach, and
automation. Management testing is a key component of the governance, risk and
compliance programs at many organizations. Management testing can improve
audit plan effectiveness, make regulatory compliance more sustainable, and align
Enterprise Risk Management with strategic objectives. Managers of a process and
related controls can be included in developing the scope of the annual audit plan

by asking them to assess the risks and evaluate the internal controls based on their
deep knowledge of risks and controls. Employees can be interviewed and surveyed
to support many aspects of growing regulatory compliance requirements, such as
Sarbanes-Oxley, by asking them to share their perception of management's behavior
and attitudes towards company level controls such as tone at the top and code of
conduct. Management testing can also help identify risks and provide reasonable
assurance that an entity is able to meet its business and financial reporting objectives
under an Enterprise Risk Management (ERM) framework.
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An audit function is essential in providing an independent opinion, as to the
effectiveness of the internal controls to the board of directors and stockholders.
Managing internal audit function requires a combination of internal and external
audit resources. Many organizations establish an independent internal audit
department headed by the Chief Audit Executive (CAE), who directly reports to
the chairperson of the audit committee. In addition, the board of directors also
retains the external auditors to provide an independent audit opinion. The audit
management function includes planning, design walkthrough, testing, reporting,
issue/remediation, and close activities. In this chapter, we will describe the key
activities of the audit management process, share an approach for management of
audit activities, and provide examples to automate the audit management function.

Audit planning
The planning phase includes establishing the scope and objectives of each audit

engagement. The plan document also includes budget, timeline, and resources
assignments to perform the audit.

Once the audit plan is established and approved by the audit committee, the CAE
communicates the audit scope and objectives to the business manager.

This communication also outlines the key audit tasks, such as a formal meeting with
the managers, controls documentation requests, and other necessary audit steps.
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InFission audit planning approach

At InFission, the CAE establishes the audit plan, which is approved by the Audit
Committee. The CAE ensures that the internal audit resources are appropriate,
sufficient, and effectively deployed to achieve the approved plan by communicating
the resource needs to senior management and the board in the audit plan. The CAE
is responsible for maintaining the audit standards, policies, and procedures.

InFission audit plan includes several audit engagements to address the audit
objectives, such as:

¢ Independent opinion of internal controls based on risk assessment

e Management assertions of controls over financial statements to comply
with Sarbanes-Oxley Act

e IT audit to provide assurance over management information systems

The CAE communicates the audit plan objectives, guidelines, and standards to the
Audit Directors. Each Audit Director is responsible for managing audit engagements,
reviewing the audit activities, and approving the audit results. The CAE requires
formal documentation from the audit directors, which includes management
interview responses from risk assessment meetings, risk rating criteria, and audit
tasks details for work plans within the scope of the engagement.

Each Audit Director prepares a detailed engagement work plan, which includes the
objectives of the engagement, scope of the engagement in terms of risks, processes,
controls, and test plans. The audit work plan describes the audit task details and
procedures for gathering, analyzing, and documenting test samples. An opinion
framework is established to interpret the test results and categorize the findings.
The Audit Director also determines the audit period covered and estimated
completion dates.

The work plan also includes resource level requirement details for the engagement
to identify the auditors that will perform specific audit tasks based on the complexity
of the audit, internal audit activities, and requirement for direct supervision.

The auditors are assigned to the work plan based on their audit experience,
understanding for the business area, technical knowledge, language skills, and
accounting as well as audit expertise. Audit resources include employees, external
auditors, financial managers, and GRC software tools for testing IT-enabled controls.

The CAE ensures that the skills, experience, and technical knowledge of the
resources assigned to the each audit engagement are appropriate for the planned
activities before approving the engagement. The CAE also ensures that resources are
deployed effectively to audit the geographically dispersed business units based on
the localized risk ratings.
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Once the audit engagement is approved by the CAE, any modifications, as
appropriate, during the engagement require a formal approval by the CAE.

Next, the Audit Director communicates the audit engagement information to the
managers that are responsible for risks, processes, and controls within the scope
of the engagement. The managers need to know about the engagement targeting
their area of responsibility so that they can prepare the necessary documentation
and participate in the scheduled audit meetings. The management is informed of
the engagement objectives, scope of work, resource requirements, and timelines.
Management is notified of any key factors impacting conditions and operations
of the business area within the audit scope, including any changes in internal and
external environment.

The level and frequency of communications during the audit engagement is based
on the audit communication and reporting policies established by the CAE.

Managing audit plan using Oracle GRC

Manager

The InFission Chief Audit Executive (CAE) and Audit Directors use Oracle GRC
Manager to manage audit plans. GRC Manager supports key audit management
activities, such as documenting the objectives of the engagement, selecting the
controls, mitigating risks within each business process in scope, and so on. Audit
Directors create detail audit work plans in GRC Manager to document the audit
task details for collecting, reviewing, and documenting test samples. The test
evaluation framework is also maintained in the application to manage the test
results and categorize the findings. All audit plans are approved by the CAE
using the workflows in GRC Manager.

Managing audit plans in GRC Manager consists of the following steps:

Create Create Plan Select Select Add
Template | ] ™ Scope Perspective | *|  Criteria
Submit for
Approval
[207]

www.it-ebooks.info


http://www.it-ebooks.info/

Managing Your Audit Function

Creating the audit template

Audit templates are useful in maintaining a library of reusable audit plans. Before
you create an Audit Plan, you can create an Audit Template in GRC Manager

as follows:

1. From the Navigation menu, select the Assessment Management menu and
click on the Create Template link, as shown in the following screenshot:

#avig ator

Assessment Management

| Tasks Create Assessment Template

Assessment Management
Create Template
Manage Templates

~| Details
Create Plan

Manage Plans *Name | InFission Internal Audit Plan
Initiate Assessment
kenags Assessments Description | InFission Internal Audit Plan

Complete Assessment

* Application Module |Finandial Governance &
*Primary Companent |Control
* Assessment Type “Financ\‘s;l.véar. End -
State MNew
Attachment  Mane o
Comments |

~| Activities

Artinne — wview — | T3 @@ | C#narads

i

¥

ORACLE" Enterprise Governance, Risk, and Compliance Manager

Description

Home Preferences Logout Alkhan ()

Save [ | Submit | Cancel

w

save || submit | cancel |
1

Copyright @ 2010, Orade and/or its affiliates, All rights reserved.

Enter the name and description in the respective textboxes.

Select the module that is appropriate for the type of the audit. For example,
the Financial Governance module contains all the necessary components for
the COSO framework that support common internal audit programs.

4. Select Financial Year End as the Assessment Type for this audit template.
This option will enable the necessary GRC component for controls testing.

5. Select Audit Test as the activities to support the controls testing work plan,

as shown in the following screenshot:
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Operational Asses... GRC_CONTROL

Creating the audit plan

1. From the Navigation menu, select the Assessment Management menu and
click on the Create Plan link, as shown in the following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O

Navigator

DS Create Assessment Plan Actions = | save || submit | cancel

Create Template
IMznage Templstes | Details
Create Plan
Manage Flans
Initiate Assessment Description | This Audit inlcudes the test plan to evaluate controls that mitigate the risks in the
Manzae Assessments procure to pay process,

Complete Assessment

1>

*Mame [InFission Audit Plan - Procure to Pay - 2011 ]

J Template !

=Template | 1l

Attachment

Comments |InFission Internal Audit Plan
Audit Plan

~| Template Activities

View + ‘ 7 ‘ i Detach
Activity [Business Entity Type [Survey Template:
o rows yet

>
= | _sme || s | o |
1 1

2. Enter the name and description in the respective textboxes.
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3. Select the template that is appropriate for the type of the audit. For example,
you may select a COSO template for SOX audits, and IT template for IT
General Controls testing.

4. Enter any comments for other auditors to view regarding this audit.

5. Select controls in scope by clicking on the Selection Criteria section.

Preview Selected Components

Control (2)

- e

| Venr [Hioeea | EE D
— | [Name e

6. Enter comments in the Audit Comments dialog for other auditors to
view them:
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7. Select the perspectives that will be used as the framework for the audit plan.
For example, select the COSO components for financial statement audit:

Navigator

Assessment Management
~| Tasks

Assessment Management
Create Template g
Manzge Temolates
Create 2lan
Manzge Plans

Initiate Accecsment | Selaction Criteria

ORACLE" Enterprise Governance, Risk, and Compliance Manager

View Assessment Plan: InFission Audit Plan - Procure to Pay - 2011

Select Perspective Criteria a2

EEERCE BRI COSO Intemal Control Framework 2l

Viewv | Hfivetach | T E T

DManage Assessments

o
&
o

[Perspective Name [

View » | fiDetach
Attrbute Name|Operator [Attribut
Descripton
Name
Status

Comolete Assessment

| Perspective Selection Criteria
Actions » View v | 9= 38 | {#fiDetach

[ path
MNorows yet

| Additional Criteria

Control In-Scope Indude

1

¥

¥ COS0 Internal Control Framework

7 Effectivensss and effidency
Control Enviranment - Operat
Risk Assessment - Operations
Information and Communicati
Monitaring - Operations

7 Reliability of Financial reporting
Control Environment - Report
Control Activities - Reporting
Information and Communicati...
Monitaring - Reporting

O0O000rOO00000

Home Preferences Logout Akhan O

Actions v | Cancel

A

Preview Selections |

&

|
ok cancel

3|

54

Actions ~ gancel, |
1

Copyright © 2010, Orade sndfor its affilates, Allrights reserved:

8. Specify any additional selection criteria as needed to further scope what
controls will be assessed or audited based on the audit objectives. For
example, you can use the selection criteria to select just the key controls
for a SOX audit. If you do not select any criteria, all control will display
for selection into the assessment scope:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O
| tiavigater
Assessment Management
x| Tasks View Assessment Plan: InFission Audit Plan - Procure to Pay - 2011 Actions ~ Cancel
Assessment Management
Create Template
Menage Templates A
Create Plan | Perspective Selection Criteria
Menage Plans P | ‘ ;
Initite Amcesmment actons » View v | o 3¢ | fiDetach
Manane Assessments " [neme [Path
Complete Assessment [ Reliabllity of Financial reporting €OS0 Internal Control Framewark
| Additional Criteria
Contral In-Seope Include
Assessment
Audit Test
Control Stratification Include
Key
Monitoring
Compensating
Redundant
Mitigating
Othe
None L
)
Actions v Cancel
{ 4
¥
Copyright @ 2010, Oracle andjor its affiiates. Al rights reserved.
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9. Save and submit the audit plan for approval:

Navigator

Assessment Management

~| Tasks

Assessment Management
Create Template
Manage Templates
Create Plan
Manage Plans
Initiste Assessment
Manage Assessments
Complete Assessment

4

¥

ORACLE’ Enterprise Governance, Risk, and Compliance Manager

Edit Assessment Template: InFissicn Interanal Audit Plan

| Details

*Mame [InFission Interanal Audit Flan

Description | InFission Internal Audit Plan

* ppplication Module |Financial Governance |+

*Primary Component |Control v

= hssessment Type |Financial Year End [+
Status [Acive %
Revisad On 02/27/2011
State New
CreatedBy Akhan
Last Updated By Akhan
Attachment  More =

| Comments
Add Comment=|

Home

Revision 1of1

Created On 02/27/2011
Last Updated On 02/27/2011

s+ | Save || Submit | Cancel

Preferences Logout Akhan O

|

| save |w| submit | Cancel

La_

Copyricht @ 2010, Oracle andor its affliates, All rights reserved.

10. The CAE will receive the approval request in the worklist, as shown in the
following screenshot:

Havigator

~| My Watchlist
V Fnancial Governance 4

¥ Event
{1) -Review

¥ Consequence
{1) -Review

7 TIssue
{2) - Review
{18) - Issues Draft

7 Risk
{3) - Risk Analysis Compl
(3) -Review
(2) - Assessment Result
(1) -Draft
(1) - Risk Evaluation Corr

7 Process
{1) - Action Ttem Comple —
(2) -Review v

< il | 2]
| Tasks
Propose Risk
Complete Survey

Complete Assessment

1

ORACLE’ Enterprise Governance, Risk, and Compliance Manager
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| Pending Activities

Home

Preferences  Logout

Akhan O

Workdists (44) Hotifications (2)

Actons » View = 2 {fiDetasch
Hame Assessment Name | Orgarization Name |Task Desaription _|Business Component
issue test101 Issues Draft Issue ~
new1001 IssuesDraft Issue i |
prissus16 Issues Draft Issus
R+50D Draft Risk
test Issue 17th March Review Issue
issue 17-p1 IssuesDraft Issue

Issus on March 17th Details Issues Draft Issus

Lack of formal approval process for Accounts Payable Draft Assessment Templ...
test issue 18th March Fri 2011 Issues Draft Issue

I trFission Audit Flan - Procure to Pay - 2011 Review Assessment Flan

Copyright © 2010, Orade andfor its affilates. Allrights reserved.

11. The CAE can review the approval request for the audit plan:
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ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O
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12. The CAE selects the Accept option from the Actions drop-down and enters

his comments to approve the new audit plan:

Navigator

Assessment Management

~| Details

Na

View v

~| Comments

Comments [ approved by CAE

iiDetach

ORACLE Enterprise Governance, Risk, and Compliance Manager

Review Object: InFission Audit Plan - Procure to Pay - 2011
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: Assessment Plan

Home Preferences Logout Akhan )
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Created On
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4

Copyright © 2010, Oracke and/or its affiliates. Al rights reserved.

Internal controls assessment

Once the audit plan is developed and approved, the fieldwork begins with
the evaluation of internal controls included in the scope of the audit plan. The
assessment phase enables the organization to maintain controls effectiveness,
identify opportunities for business improvement, and communicate findings.
Controls assessment supports audit objectives, such as compliance with laws
and regulations, safeguarding of assets, the reliability of financial statements,
operational effectiveness, and enterprise risks identified by the management.
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The audit findings provide independent audit opinion regarding the design and
operating effectiveness of controls to the managers responsible for their controls
over the business process within the scope of the assessment plan.

InFission internal controls assessment
approach

InFission internal controls assessment objectives include:

¢ Financial governance controls
e IT governance controls
e Operational controls

e SOX Compliance controls

The CAE oversees the testing, administration, and assessment of the controls that
are included in the scope of the audit plan. InFission process owners are responsible
for updating and providing control documentation for their respective areas. The
audit directors manage the fieldwork assigned to internal auditors. Internal auditors
perform control documentation walk-through with the control owners to obtain
control test samples which provide evidence of the effectiveness of controls, and also
document the effectiveness of risk management and control activities in the assigned
processes. The auditors also perform transaction testing to gather control evidence
that the control is operating as described by the control owner. For example, to
collect the evidence for the control over the duplicate vendor payment risk in the
Procure-to-Pay process, InFission auditors obtain the supplier invoice and payment
records from Oracle E-Business suite payables and purchasing modules using Oracle
Transaction Controls Governor. (Refer to Chapter 9, IT Audit for further details).

For manual and spread-sheet controls where the evidence requires independent
examination to controls documents and work papers such as adjusting entries in the
financial-close process, the auditor follows the procedures in the audit engagement.
The auditor also communicates the initial findings and prepares the draft of the
audit report.

The audit directors review the internal auditor findings and document their opinion
about the adequacy and effectiveness of the control processes.

All audit opinions are reviewed and approved by the CAE based on sufficient audit
evidence obtained through the completion of audits. The CAE also reviews the
entire management's self-assessment of risks, processes, and controls, as well as the
audit work performed by external auditors who provide assurances to the board of
directors and the audit committee.
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The CAE provides the management and the board of directors' periodic updates
during the assessment phase.

The audit engagements are completed once the audit team has obtained sufficient
and appropriate audit evidence about all business processes performed within

the business units included in the audit plan. The audit engagements also include
testing subprocesses, as well as a review of the mega processes operating across the
organization. The auditors have the flexibility to adjust the test plans during the
audit cycle, which is a result of changes in operations, external factors impacting

the business, or change in management objectives. For example, due to the increase
in output at a computer manufacturing plant in China, the sample size of evidence
may no longer be sufficiently relative to the payment transaction volume to establish
effectiveness of control over the three-way match in the vendor payment process for
the Procure-to-Pay cycle (mega process). In such a case, the auditor may increase the
number of random purchase orders, invoices, and receiving vouchers required to
satisfy the audit procedure.

The audit engagements are revised based on events that impact the risks within

the business processes, and controls that mitigate risks. Risks events can be
external, such as marketplace or investment conditions, as well as internal, such

as acquisitions and divestitures, joint ventures, organizational realignments, and
information system upgrades. For example, when InFission acquired computer
operations of a Chinese manufacturer, the audit engagement was revised to include
the controls, which mitigate the risks in significant processes such as product
manufacturing, inventory management, procurement, and distribution.

Assessing internal controls using
Oracle GRC Manager

InFission audit team utilizes the GRC Manager Assessment Workflow tool to test
the design and operating effectiveness of internal controls in order to ensure that
the appropriate levels of documentation and control are in place. This assessment
tool can also be implemented to evaluate the validity and effectiveness of risks,
perspectives, and other base object components with a GRC module.

Assessing internal controls includes the following steps:

Initiate Select Select Select Test
Assessment > Criteria > Component Delegates *Components
Submit for
Approval
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Initiating the assessment

Once the assessment plan is approved by the CAE, the Audit Director selects the
active assessment plan and chooses the assessment activities that will be performed.
The audit director also schedules the assessment's start date, a due date, and
modifies the delegates that have been assigned to the assessment activities during
the creation of the assessment plan. The InFission Financial Controls Assessment is
initiated as shown in the following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O

Navigator

%ssasment Management
| Tasks Initiate Assessment: General Save |~ | Back | Next | Submit | Cancel

Assessment Management
Create Template
Manzgs Templates
Create Plan | Details
Manags Plans
Initiate Assessment *MName | InFission Finandial Contrals Assessment.
Manage Assessments
Complete Assessment “Deseription | InFission Finandial Cantrals Assessment

General Szl

Example: 11/29/1998

*Plan [ InFission Audit Plan - Frocure to Pay - 2011 % Assessment Type Finandial Year End ) buepate
* Start Date [04/17/2011 6 *Due Date [04/28/2011] By
Survey Name Prefic
Attachment  None o

4

¥

Copyright @ 2010, Oradle andfor its affliates. All rights reserved.

Selecting criteria

Next, the audit director reviews the assessment criteria and, if required, overrides
individual objects from the assessment plan selection criteria, as shown in the
following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O

Pvigatur

Assessment Management

| Tasks Initiate Assessment: Selection Criteria Save |v| Back | Next | Submit | Cancel | &
o]

Create Template Generzl  Selection Criteria  Corm Partidpants
Manage Templates o

~| Template Activites
Create Plen > femp

Manage Plans view ~ | ifiDetach
Initiste Assessment

YEIETE freenE Activity Business Entity Type |5ur\.'Ey Template Name
Manage Assessments .
Complete Assessment Audit Test Control

Certify Contral

| Selection Criteria

view v | ffiDetach

Attribute Name | Operator Attribute Valus

Description v

Name - =
Status v “

| Perspective Selection Criteria

Actions v View ~ | op 3§ | fiDetach
T [path
No rows yet

i

¥

(3

Copyright @ 2010, Oradle and/or ts affilates. Al rights reserved.
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Selecting the components

Audit Director can also review the components (controls) and if required,
override these components in scope for the assessment plan, as shown in the
following screenshot:

ORACLE Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan (O

Navigator

Assessment Management

| Tasks Initiate Assessment: Components save | = | Back ‘ NiExt | submit | Cancel
= B 8 |

Create Template Ge . Components Pz

Manage Templates - -

Create Plan x| etails

Manage Plans Name  InFission Financial Cantrols Assessment

Initiate Assessment Description  InFission Finandiz] Controls Assessment

Manage Assessments Assessment Plan  InFission Audit Plan - Procure to Pay - 2011 Assessment Type Financial Year End

Complete Assessment StartDate 04/17/2011 Dus Date 04/28/2011
~| Overview L}
Business Entity Type [ Activity Count__|Actvities
Ha rows yet

| Components

[RESER view - | [fivech | E = [n | _seectAl | selectione | Generste |
Select All [ Tndude [Type | Activities Orgarization |pesaiption |

Select None ‘ ‘

==

Total| 0 | | ]

Generate

1 5
¥

Copyright @ 2010, Orade and/or its affilates. Allrights reserved.

Selecting the participants

Audit Director reviews the participants (owner, reviewer, and approver) and if
required, overrides the participant for the assessment plan:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhzn O
Navigator
‘»,
Assessment Management

| Tasks Initiate Assessment: Participants save |- | Back | Mewt | submit | Cancel |
Assessment Management i

Create Tempiate Participants

Manage Templates view ~ | Efcetach

Create Plan :

e Component [Activity [assessors [Revieners pprovers

Inifiate Assessment c1 AuditTest  Useruser, Sriram.. User user, Srram... User user, Sriam Shankar, Burt Chris, admin acmin, Adl khan, nader kumar, Bhat ajay, M Jose, Juan

Menage Assessments ci Certify User user, Sriram...  User user, Sriram... User user, Sriram Shankar, Burt Chris, admin admin, Adl Khan, nader kumar, Bhat ajay, M Jose, Jusn

Complete Asessment c2 AuditTest  Useruser, Sriram.. User user, Sriram... User user, Sriram Shankar, Burt Chris, acmin admin, Adl Khan, nadar kumar, Bhat ajay, M Jose, Juan.
cz Certify User user, Sriram... User user, Sriram... User user, Sriram Shankar, Burt Chris, admin admin, Adl Khan, nadar kumar, Bhat 2jy, M Jose, Juan.

i

¥

Copyright © 2010, Orade and/or its affiliates. All ights reserved.
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Controls assessment

After the assessment is initiated, it is assigned to the auditor to complete each
assessment activity for the controls that are in scope. After the auditor completes
the assessment, it is assigned to the reviewers and approvers. If the approver fails
the assessment, an issue is created.

The following figure shows the Controls Assessment Workflow:

Component Owner
Creates and Submits an
Adhoc Assessment A R
Assessment Assessor ssessor Receives
Created and Completes and Assesspr Makes Worklist and Email
) h l«— Corrections to the e
Assigned to an Submits the Component Notification that the
Assessment Assessor Assessment Assessment Results
Administrator or ‘ are Approved
Assessment Manager 2
Initiates and Submits an ; .
Assessment Reviewer Reviews
the Assessment
Results
¥
Reject or
Accept Reject
Assessment
Results? Assessment is
Reject Marked Complete
Reject or
Approver Reviews Accept Accept

Assessment
Results?

the Assessment

The auditors can assess controls or other GRC components, such as risks, processes,
and so on assigned to them using any of the following methods:
1. Select the assessment from the worklist and click on the Edit icon.

2. From the object's Assessments page, select Assessments, and then click on
the Complete or Review/Approve button, depending on your role and the
status of the assessment.

3. From the GRC Tools page, click on the Complete Assessments link.
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4. On the introduction screen, select a name from the list that you are presented
with in the My Assessments page, as shown in the following screenshot:

ORACLE" Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O

Navigator

ssessment Management |

| Tasks My Assessments Done
Assessment Management
Create Template
Manage Templates ] Assessments
Create Plan .
MeriagEPhrs acton ~ view - | {fDetmch | Complete Assessment | view appravals | create Issue |
Initiste Assessment " [assessment Name Component Name |activity [stert Date [Due Date [state | view Herarchy | i
Manage Assessments
Complete Assessment IInF\ss\un AuditPlan Order to Cash -FY... €2 Audit Test 04/30/2011 05/31/2011  New o,
InFission Audit Plzn Order to Cash - FY... €2 Certify 04/30/2011 05/34/2011  New &, I
InFission Audit Plzn Order to Cash - FY... €1 Audit Test 04/30/2011 05/34/2011  New %,
InFission Audit Flan Order to Cash - FY... C1 Certfy 04/30/2011 05312011 New &, I
Plezse review this risk R1 Assess Risk 02/23/2011 02232011 InReview
testrt InFission Risk - Theft of Assets Audit 03/15/2011 04/22/2011  New I
testrt R2 Certify 03/15/2011 03/25/011  New I

|
|

Dane
1
M

Copyright ® 2010, Oracle and/or its affilates. Allrights reserved.

5. On the Prior Results screen, the results from prior assessments are displayed.
The status of assessments can be:

°  New: The assessment has been initiated but not started.

° In progress: The assessment is being performed by the
assessor delegate.

° Inreview: The assessment is being reviewed by the assessment
reviewer delegate.

° Awaiting approval: The assessment is being reviewed by the
assessment approver delegate.

° Rejected: The assessment has been rejected at either the review
or approval stage.

Complete: The assessment has been completed, reviewed,
and approved. An assessment is considered valid only if it
is in Complete status.
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6. On the Assessment Management page, review the assessment details:

ORACLE Enterprise Gavernance, Risk, and Compliance Manager

_pmeigotor

Home Preferences Logoul  Akluan O

P e—
Introduction Review Prior Resuts  Complets Assesamant

Aullt Test for C2: Introduction

st | sm[..‘ L] cance

The Control Audit enabies T reviewer 10 test If the control svbgates the risk. Resources foll =)

= Assessment Details
Assesemens bame  Infmen Audit Flan Crder 5 Cath - FY 01
Descripton Yt Fackuebes CI3C comibics
AgmrssmentPon Inisen LA Pon - Onder 1o Cashy
CresbonDat S/L2011
AssesimentPlan Moot s
tranaied Atcesement  Pone o

) Central Details
Name €2

Descronon Ewaht&h::ab'mﬂ

Duedate SO0

el contrel o Aunier de I Cuia de Cobranta fres en el Reperte Din de Cobra.
Detaded Descroton [H]

Tyoe

1

Copri © 3010, Orace srdor s afiiates. Al vights resmrued.

| -]

7. Next, review the prior assessment results:

ORACLE Enterprise Gavernance, Risk, and Compliance Manager
Ravigatar

Home  Preferences  Logoul Akl

=]

sl
Inodutbon  Review Prior Results Complets Assessmant

Mullt Test for C2: Review Prior Results

o | v | s o] ]

| Control Details
hame C2

ot totales

-]

B e
PoSIPEN g control o Ausder de 18 CES de Cobrends frma en ¢l Reporte Oib 68 Cobro,
Detsled Descrosen [
Troe
Method Manusl
Frecusncy Dady
Currerey LSO
Cont
Amerters COMPETENESS
tnsope [JaudtTestng [Jassessment
Staks Acve
RevgonDate 0232011 144
Created By admin
LastUpdated By Akhan

State Code I Bt

Rewsion 2ofd
Creston et 027232048 0515
LastUpdated Date 0222011 1517

| Armrente

1

Copri © 3010, Orace srdor s afiiates. Al vights resmrued.

N
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8. Enter the assessment results and complete the assessment:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan (O

JFavigator

Assessment Management

Introduction Review Prior Restlts Complete Assessment

Audit Test for C2: Complete Assessment Back gxt Save ‘ - | Submit| Cancel
~
| Assessment Details for Audit Test Create Issue | | —

InFission Audit Plan Order to Cash -FY 01
Does this control meet audit guidelines?
Response [Pass v

Result Summary [This control is operating effectively

~| Attachment

Actions » View = | [§ R

[=Type [=Fite Name/url Filz Name/Ul  |* Content Type = Title [Descrintion =
Mo data to display
< | b3 i
Back E Save | = | submit| cancel
1 i

Copyrioht @ 2010, Oracle and/or its affiiates. Al rights reserved.

The Results Summary options for design, operating, and audit test assessments are
as follows:

e Pass: The control (GRC object) is operating properly to mitigate the risks.

e Pass with exception: The object is operating properly to mitigate the risks
with noted exception.

e No opinion: You have reviewed the object but do not have a definite answer
of pass or fail.

e Failed: The object does not operate properly to mitigate the risk. The
assessment fails and you are presented with the option to create an
issue within the workflow.
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If the Assessment Action includes a Certify action, you can select from the following
certification options:

o I agree with this statement: The information in the assessment is accurate

e I agree with this statement with the noted exception: The information in the
assessment is accurate with noted exceptions

¢ Ido not agree with this statement: The information in the assessment is
not accurate

¢ No opinion: You either choose to make a statement or not make a statement
regarding the assessment

If the Assessment Action includes a Documentation Update action, you can select
from the following certification options:

e Complete: The required documentation is complete

e No action: The documentation is sufficient and no additional action
is required

Managing issues

Issues are defects or deficiencies that are detected for controls or any other GRC
component. Issues can be created against a control on GRC component such as
business process during the assessment or audit. Issues can be created by auditors,
process owners, control owners, or other users assigned as Delegates in the GRC
Manager Security setup for the control or GRC component. Issue lifecycle in GRC
Manager is as follows:

Create Issue

i | Requir
Againsta P ssue Requires

Remediation?

Component Owner
Notified of Issue

Valid Issue?

Component
7'y
Create Delegates
Remediation Plan | | Address L Remediation ™\ Yes
and Remediation Remediation Plan Complete?
Tasks and Tasks
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Carry out the following steps in order to manage issues in the GRC Manager:

1. In order to create a new issue, select the Create New issue link from the
Navigation menu, enter the issue name, description, type, and severity,
as shown in the following screenshot:

ORACLE’ Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O
Navigator
_|_

Financial Governance > Issue Management

~| Tasks Create Issue Save |w| Submit | Cancel |

Issues
Create New Issue | Issue Details
Manage Issues
Remediation Plans
Create New Remeadiation Plan * Description | Conrals C1 is not opperating effectively.
Manage Remediation Plans

*Name |Control C1 failed,

| Favorite Issues Detail Description
Type | 32
Add oo ke
= Severity | Defidency “
M R T —
| i R =Status |Open “
Mo rows yet.

Attachment Mone ofa

Comments |Need additional sémples to retest the contral

~| Favorite Remediation Plans

Add ~| Remediation Plans
= = =
[Name [Remove | || Yew~= | [F 40 / 8 | Hfipetah
Mo rows yet, |Nama Description

No datz to display.

|a
£

< T
s R i

Copyright © 2010, Crads andjor its affiliates. All rights reserved.

+ When the issue is created, the issue owner is set to the
@@j%‘\ owner of the control (or other GRC component) against
’ which the issue is raised.
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2.

The issue owner, (Who may or may not be the component owner) receives

the issue notification in the Worklists window. The issue owner selects the
issue to validate and determines the disposition of the issue. The issue owner
can determine if the issue is valid, close the issue, or put it on hold:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Llogout Akhan O
HHiavigatar
i > Issue
i Tasks Overview
s [ nualyiics N
Create New Issue Dk T
Manag Issues -, |a
Remediation Plans gty ki ]
Creat= New Remediation Plan Worklists (24) Hotifications (0),
Manags Remediation Plans
Actions v View ~ 7 EfiDetach
~| Favorite Issues |Hame AssessmentName  |Organization Name |Task Description |Business Component
newl1001 Issues Draft Issue ~
Add pissus16 Tssues Draft Issue
e — testTssue 17th March Revien Issue
Jw—@l issue 17-tpt Issues Draft Issue
pldrows yet: Issue on March 17th Details Issues Draft Issue
testissue 16th March Fri 2011 Issues Draft Issue
Na hay proceso de monitoria la distribucion de fondos Issues Draft Issus
Manage Collections limitstions/levels of approval based on monetary schema Draft Remediation Plan
Control C1 failed. Issues Draft Issue |
Action Plan for Contral C1 Revien Remediation Plan a2 [ |
| Favorite Remediation Plans
Add
CINeme [ Remove |
Mo raws yet,
x/Issues
Actions + Vew~ | [ # R | flivetech | Close | add toFavorites |
) Requires )
ﬂ ‘]D |Name Description ‘Srams ‘Star.e Severity Eimi hJCraar.ed By ¥
¥
Copyright ® 2010, Oradle and/or its affiiates. All rights reserved.

address the issue.

If the issue is valid, the owner can create a remediation plan required to

The remediation plan is to correct the control test plan definition, and the
remediation tasks may also include the steps needed to test this control,
as well as update the test plan instructions.

You can enter a remediation plan by viewing the issue under the
Remediations tab:
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ORACLE Entarpriss Governance, Risk, and Compliance Manager
Navigator

inancial Governance = Issus Manngsment

=l Tasks Manage Issue: Contral C1 fallad,
T View A Of Date:; 0501/2011 16:13
e e

Hannge Ismied
Remediation Plans
Cresle New Remediaton Plan
Flars

Mome Preferences Logout Akhen (O

Glade fcions = Add to Favorites | Done | Versions

Compare|  Current View
V Revisions.
Revision 1
05/01/2011 15:36

Harage Remediation
| 1ssue Progress
! Favorite Fsues f
1 pen
aad| Tssue Detalls
= 0 w000 in
e | Remeave | " Contral C1 faled. Remediation
o ras el Corenls 1 3 nat spperasng effectiely.
] Remedianon
N
o 1of1 05112011
Revsonate {000
| Favorite Remediation Plans
|
[reara | remove -
P rovs yet, b o B
[Home Descriphon [pumer Pereent Complete |Dur Date
2702011

Arson Man for Co Cenitact the Shipment Qepartment Manager and review addisonal ship

1

L.

Copyright § 2030, Oracn andie Its affiates. A1 rights resenied.

4. Define the remediation plan details. Enter the name and description. Specify
how much it would cost to implement the remediation plan. Enter priority,
estimated date, progress, and status details. Optionally, enter comments

regarding this remediation plan:

ORACLE Enterprise Governance, Risk, and Compliance Manager
_»Liavigator

Financial Governance > Tssue Management
x| Tasks Edit Remediation Plan:

Issues s =
Erert enIsse | Remediation Plan Details
Manage [ssues

Remediation Plans
Create New Remediation Plan
Manage Remediation Plans

= Name [ Action Plan for Control C1

* Description [ Contact the Shipment Depar tment Manager and review additional ship-to transactions

Detail Description

~| Favorite Issues
StartDate 05/01/2011

Estimated Date [05/27/2011

Home Preferences Logout Akhan O

Save || submit | Cancel ||

i

Add Cost | 1,000 *Progress |On Target %
| ] T State New
Hame Remave *Status [Active -
No rows yet. “Prigrity |Medum s
*Due Date [05/27/2011 )
Attachment  None o
Comments
~| Favorite Remediation Plans
Add
Jcraunsyet: Actions v View v ‘ Bsx | Hipetach
[Mame [Description [priority [status [start Date Estimated Date [oue Date
Mo data to display. |
i £

¥
Copyright © 2010, Oracke andfor its affliates. Allrights reserved.

5. Task details are created by entering task name, start date, status, due date,

description, estimated date, and progress code details.
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6. The delegates who are assigned the remediation task receive a notification:

tiavigator

~| My Watchlist
¥ Financial Governance

ORACLE' Enterprise Governance, Risk, and Compliance Manager

Home

Preferences

Logout Akhan O

V Event | Pending Activities
(1) -Review Worldists (56) Notifications (7)
¥ Consequence
(1) -Revisw Actions » View » 3§ %Demm
WV Issue [1zme Type |created on
(2) -Review Please review this risk Upstream FYI 2{23{2011
{20) - Issues Draft InFission Risk - Theft of Assets Upstream FYI 2{28/2011
' Risk InFission Audit Plan - Procure to Pay - 2011 Upstream FYIT 3/27/2011
{4) -Review InFission Financial Controls Assessment Upstream FYI 4/17/2011
(4) - Risk Analysis Comph InFission IA Plan - Order to Cash Upstream FYT 4/30/2011
(2) - Risk Evaluation Corr InFission Audit Plan Order to Cash -FY 01 Upstream FYT 5/1/2011
(1) - Draft Bl Action Pian for Control C1 Upstream FYT 5/5/2011
(2) - Assessment Result Columns Hidden 7
7 Control
(1) -Review = | Notification Details
(3) - Assessment Result v Neme  Action Plan for Contral €1
£ I | 2 Description  Contact the Shipment Department Manager and review additional ship-to transactions
~| Tasks Message
Propase Risk
Complete Survey
Complete Assessment
q
Copyright @ 2010, Oracle and/or its affliates. All rights reserved.
ORACLE Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Alkhan (O

Navigator

Issue Management
| Tasks

es
Create New Issue
Manage Issues
Remediation Plans
Create New Remediation Plan
Manage Remediation Plans

| Favorite Issues

Add
MName Remove
Mo rows yet.

| Favorite Remediation Plans

Add
MNorows yet,

i

¥

Edit Task: Remediation Plan Tasks 101 for Controls 1

~| Remediation Task Details

*Name |Remediation Plan Tasks 101 for Can

*Start Date [05/05/2011 Y
=priority [High ™
Rl Complet= %2
Due Date [05/20/2011 By

*Description |Update setup in Orade EBS

Attachment  None o
CreatedBy Akhan
Last Updated By  Akhan

| Comments

Add Comments

View + \ i Detach

Estimated Date [05/27/2011

Progress Code [On Target

CreatedOn 05/05/.
LastUpdated On  05/05/.

Save znd Close | Cancel ||

By

[created on [created By Comments

MNorows yet.

Copyright © 2010, Oradle and/or its affiliates. All rights reserved.

The Priority flag can be set to High, Medium, or Low by the user creating
the task for a remediation plan.

The status is marked as Complete when all tasks are completed. After the
remediation plan is completed, this issue is closed.
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As the progress is made on the tasks for a remediation plan, the user can update
the progress status: on schedule (On Target), not on schedule (Delayed), or are
you unable to make progress due to external forces (Blocked). Progress for the
remediation plan is derived from the status of the tasks. Progress for the issue
remediation is derived from the status of the tasks for all remediation plans for
the issue.

The Due Date is set when the task is created by the owner of the remediation plan,
and is the date by which the activity should be completed. Target Completion Date
is entered by the user assigned to do the work as when they expect to complete the
work. This is used to report the progress of the activity. For example, if problems
occur, an assignee can report their progress as Blocked and update the Target
Completion Date. However, assignees cannot change the Due Date.

Closing an assessment

The audit director responsible for the assigned assessment reviews and approves the
assessment as follows:

1. From your worklist, select the assessment results and click on the Edit icon or
from the Assessment tab on the object, select the assessment and click on the
Review/Approve button.

2. Review the assessment results and either pass or fail the assessment as
appropriate. If the audit director does not agree with the assessment
results, he/she can fail the assessment, which returns it to the original
assessor's worklist:

ORACLE" Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O

Navigator

A;tessment IManagement
| Tasks

Manage Assessments
Assessment Management
Creats Template

Manage Templates | Assessments o]
Create Flzn —
oo Action = View ~ | HfiDetach | [Ciose Assessment] Edit Due Date
Initiate Assessment ame [pesaription |Date created  [startDate |DueDate [stat= Frogress
Manzge Assessments . m
Complete Assessment R * —
Complete Assessment Please review this risk review this 02/23/2011 02232011  02/23/2011 Closed
0% So% 100%
0%
test 03/15/2011  D3/5/2011  04/22/2011  Active
0% So%  100%
0%
tesrtr2 03f1S/011 03/1S[011  0325/2011  Actve
0% S0%  100%
25
Infission AuditPlan Order to... testindudes O2Ccontrols  05/01/2011  04/30/2011  05/31/2011  Active
0% S0%  100% u

3|

0%
InFission Financial Controls A... InFission Financial Controls A... 04/17/2011  04/17/2011  04/23/2011  Active ):\

| Component Types

element
o data to display.

i

¥

[E3
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Audit report

Once the auditor has completed the fieldwork and documented the preliminary
findings, the next step is to prepare the audit report and provide conclusive
opinion and recommendations with the evidence of supporting work papers.

The audit report is the final deliverable of the audit program that includes the
independent opinion of the auditor and provides recommendations for improving
the control environment. Before the audit report is finalized, a draft is presented
to the management in order to facilitate the discussions regarding internal
controls. The step provides the management with the opportunity to review and
acknowledge the audit findings.

InFission's approach to audit report

At InFission, the CAE is responsible for issuing the final audit report. The CAE
prepares a formal draft, taking into account any revisions resulting from the audit
assessment and discussions with management during the audit. The CAE reviews

all the audit findings including significant deficiencies or weaknesses as well as

the remediation plans that are reported by auditors based on the evaluation of the
overall effectiveness of InFission's control processes. The conclusion in the final audit
report includes all findings with an unacceptable level of risk

Each Audit Director provides assessment reports to the CAE that include internal
audit activity covering the audit director's overall evaluation of the effectiveness of
the organization's control processes based on the aggregation of all audit assessments
with the audit engagement. The assessment reports take into consideration internal
audit engagements, as well as reviews of management's self-assessments. The audit
directors deliver these reports to the CAE on a periodic basis, during the audit cycle
as the findings are shared with the appropriate levels of management. This is done so
that prompt action can be taken to correct or mitigate the consequences of discovered
control discrepancies or weaknesses.

The final audit report is issued after management input is received.

The final audit report is distributed to the audit committee, executive management,
and head of each business unit. This report is primarily for internal management
use. The approval of the CAE is required for release of the report outside of

the organization.

The existence of a significant deficiency or weakness does not necessarily lead to
the judgment that the risk is unacceptable and it must be remediated. The internal
auditor considers the nature and extent of risk exposure, as well as the level of
potential consequences in determining whether the deficiency or weakness of the
control increases the risk which is outside the acceptable threshold.
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The CAE's report on the organization's control processes is normally presented to
the executive management and the board once in a year. The report includes the
audit findings based on the audit plan approved by the InFission Audit Committee
and the board of directors. The report includes sections on Compliance such as SOX,
Enterprise Risks Management such as reputational risks, credit risks, market risks as
well as section of IT Governance such as IT security and disaster recovery plans.

The report states the critical role played by the control processes in the achievement
of the organization's objectives. The report also describes the nature and extent of the
work performed by the internal audit activity and the nature and extent of reliance
on other assurance providers in formulating the opinion.

Obtain audit report in Oracle GRC Manager

Audit reports can be obtained by selecting the Report Center from the Oracle GRC
Manager's Navigator menu and carrying out the following steps:

1. Select the report, for example, Controls Assessment Report from the
Tasks menu:

ORACLE Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout Akhan O
Havigator
Assessment Management
Tasks Aane s [Deky s ]
Reports
AU GRCM Assessment Toals Reports Report Name \ssessment Tool
Run GRCM Issue Management
Reports (Control) Assessment Details Report Please enter view infarmation then dick on Generate Repart.
Run GRCM Control Management Control Assessment extract i
Reports " Module | Financial Governance N
Run GRCM Risk Management Reports | |C@ntrol Assessment report
Aun GRCM Security Reparts
Aun GREM Admin Reparts Organization or
Fun GREM Action Reports
< Perspective Hierarchy [ w
H 4 |
Perspective Value(s) Perspe
Component Type [ w
Report Name
Component Value Corm
Assessment(s) Ass

Select the type of report to generate | paf |

£

Total Rows:0 | Rows Selected:n

4z | S

Copyricht @ 2010, Oracle and/or its afflates. Al rights reserved.
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2. Select the report parameters, for example, Financial Governance for Module
and click on the Generate Report button to review the report. The report is
shown in the following screenshot:

ORACLE Control Assessment Report Pepaniaie | J0THRGRaTO0

Enterprics Govemancs, Rick and Complianca
managsr P 1 W

The following reports are available out of the box in GRC Manager to track the
audit activities.

Issues Management Report

This report is typically accessed by users with the Executive Manager, Audit
Manager, and Internal Controls Manager roles. It answers the question, "What

are the most critical outstanding issues or gap impacting the GRC program?" This
is a key executive report. It provides the most critical outstanding issues or gap
impacting the GRC program, and contains issue details and status including direct
and indirect relationships to the hierarchy, and remediation details.
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Controls Management Report
The following reports are available to manage controls in GRC Manager:

All Controls Validated by Organization: This report is typically accessed
by users with the Audit Manager and Internal Controls Manager roles. It
answers the question, "What are my valid controls by organization?"

All Key Controls Certified by the Organization: This report is typically
accessed by users with the Audit Manager and Internal Controls Manager
roles. It answers the question, "What are my key controls by organization?"

Control Assessment by Process: This report displays the assessment status
of controls that mitigate the risk within the process. For example, you can
view this report to determine if all key controls that mitigate the risks in
Financial Close process are operating effectively as assessed by management
and internal audit.

Control Scope Report: This report is typically accessed by users with the
Audit Manager and Internal Controls Manager roles. It answers the question,
"Which controls are in scope for financial compliance?"

Executive Reports
Oracle GRC Manager includes the following reports for the executive management:

Processes Sorted by Organization: This report is typically accessed by users
with the Audit Manager and Process Owner roles. It answers the question,
"What are my current financial processes by organization and by major
process area?"

Processes with Key Control: This report is typically accessed by users with
the Audit Manager, Internal Controls Manager, and Process Owner roles. It
answers the question, "What are my financial processes with key controls, by
organization and by SOX section?"

Risk Control Matrix: This report is typically accessed by users with the
Audit Manager and Internal Controls Manager roles. It answers the question,
"What are my risks and controls by process area?"
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e Status of Compliance by Regulatory Requirements: This report is typically
accessed by users with the CXO, Audit Manager, and Internal Controls
Manager roles. It answers the question, "Has every process owner certified
their processes in preparation for 302 Certification?" This report provides
associated processes, status of assessments, status of 302 assessment and
survey completions, and the number of issues.

e Summary of Aggregated Deficiencies: This report provides details
regarding the significance of internal control deficiencies and associated
control information.

Summary

In this chapter, we have explained the management of internal audit function
by describing key requirements, the InFission approach to internal audit, and
automation of the internal audit function using Oracle GRC Manager as an
audit management tool.

Internal audit function is essential to maintain effective risk management and
controls within a significant business process. Internal audit function enables the
organization to achieve its objectives while managing risks. The independent
assessment of internal controls provides the independent assurance to the board
of directors and stockholders that financial and operational information is reliable,
operations are performed efficiently and achieve established objectives, assets are
safeguarded, and actions and decisions of the organization are in compliance with
laws, regulations, and contracts.

The Chief Audit Officer's role is very important to lead and manage the audit
assessment program and ensure effective risk management and control assessment
processes. Organization's line managers also have a critical role in supporting the
assessment of the control processes in their respective areas.
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IT Audit provides assurance over the effectiveness of information technology
controls. IT controls mitigate the risk of computer generated data that can impact
financial and operational results. In this chapter, we will:

e Describe IT Audit activities
e Provide an approach for managing the IT Audit program; and

e Review examples of automating Audit activities using Oracle GRC Controls
applications — Access Controls Governor, Transaction Controls Governor,
Change Controls Governor, and Preventive Controls Governor

As many organizations run their business on enterprise applications, such as Oracle
E-Business Suite, PeopleSoft, JD Edward, the auditors must include IT controls
within the scope of the overall audit program. Auditors should be familiar with how
the IT controls work and also have the right approach and tools to assess the control
over enterprise applications and computer systems that store, process, and report
business information. Well designed IT controls can improve the audit effectiveness
and accuracy while speeding by with the audit work plan. For example, auditors
can test the segregation of duty controls in a purchasing application to ensure that
access to enter a supplier is separated from the access to make a payment to the
same supplier. Access controls testing tool can be of great value to the auditor in
performing such an important task to ensure that the adequate controls exist. IT
controls should be selected in a similar manner to business controls based on the
risk assessed so as to reduce the impact of identified risks to acceptable levels.

IT Audit activities include planning, assessment, remediation, and monitoring

of the computer system controls. These activities should enable the auditors and
management to determine the design and operating effectiveness of computer
system controls that maintain accuracy and completeness of information, safeguard
assets, and mitigate the risks in achieving organizational objectives. An effective IT
controls environment can also help the management improve business performance
by monitoring controls within significant business processes such as Procure-to-Pay,
Order to Cash, and Hire to Retire.
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InFission IT Audit approach

The IT Audit Director (IAD) is responsible for the IT Audit plan at InFission. The
IAD develops the IT Audit plan based on the overall audit objectives established
by the Chief Audit Executive (CAE) and approved by the Audit Committee.

The goal of the IT Audit program at InFission is to provide reasonable assurance to
management that the business objectives will be achieved with effective controls over
information technology systems. IT controls are selected based on risk assessment,
compliance requirements, and IT governance standards to enforce the policies and
procedures to ensure effectiveness and efficiency of operations, reliability of financial
reporting, and regulatory compliance.

IT Audit scope management

The scope of the InFission IT Audit plan includes assessment of controls that are
classified into the following two categories:

e IT General Controls

e Application controls

The IT General controls provide overall assurance over the IT control environment,
such as the IT organization structure and functions, IT policies and procedures

for data center operations, software lifecycle management and maintenance,
physical access to the data center, and availability to competent staff. IT general
controls create the environment in which the systems and application controls
operate. The InFission IT Audit plan for general controls includes the review of IT
policies, standards, IT security and privacy guidelines, application lifecycle controls
management, system continuity planning, and IT project and management. The
auditors perform onsite testing at each data center in North America, EMEA, and
APAC to ensure that the power supply, backup generators, cooling systems, and
fire suppression systems are effective, and that the data center environment is clean
and dust free with adequate protection from floods and water seepage. The auditors
also review the physical access controls because there are certain operations and
configurations that can be performed from the server console. For example, the
physical access test ensures that all servers are physically secured within data center
with locked doors that can only be accessed by authorized personnel using access
swipe cards or biometric access devices. Auditors obtain the evidence of authorized
physical access by reviewing data center's employee identification badges and all
visitors' logs in the data center's access controls register.
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The Application Controls provide assurance over critical business applications to
ensure the proper authorization, completeness, accuracy, and validity of transactions
for business processes supported by each application in scope of the Audit plan.
InFission Audit plan includes Oracle E-Business Suite for Financial Management,
Hyperion for consolidation and report, PeopleSoft for HRMS, and Seibel for CRM.

The InFission Application Audit scope includes four principal areas:

e Access Controls

e Transaction Controls
e Change Controls

e Preventive Controls

Access Controls include controls over segregation of duties, user provisioning, and
access verification process. For example, an employee may violate an access control
if she/he has access to create supplier and approve payment. The Access Controls
audit includes assessment of the inherent design of application security roles that
enable users to access the application functions as well as the risk of access granted
to the users in each application function, menu, form, and module that support a
business process.

Transaction Controls include controls that monitor the application data for
exceptions and errors, for example, duplicate payments to a supplier. The IT Audit
plan includes the assessment application controls over entering, correcting, posting,
authorization, and reversing transaction. Transaction Controls assessment also
includes verification of error-handling for transaction outside the normal course of
business, tolerance levels, and business polices.

Change Controls include controls over the application configuration such as three-
way match setting in Payables application and master data change, such as supplier
bank accounts or address. Change Controls assessment requires the review of
controls over application setups and master data changes as documented in user and
system documentation for the application in scope. The auditor tests the application
setups by independently reviewing the application or conducing application setup
walk-through with the application controls owner.

Preventive Controls ensure compliance with business policies in the flow and
accuracy in processing data within the selected application. For example, preventing
setup of a supplier or processing transaction to a supplier that is on a Restricted
Party Screening list issued by the United States or some other country for specific
foreign entities (individuals, companies, and countries). The Preventive Controls
assessment validates the input into the application to ensure data integrity and
prevent errors. Flow controls prevent invalid numeric, character, and date fields
against a range of valid value sets. Process controls embed application specific logic
to prevent process flow control failures.
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IT Audit plan management

The IT Audit plan is based on the audit objective to test the design and operating
effectiveness of IT controls based on InFission IT controls framework. InFission IT
organization has established an IT controls framework based on COBIT standard,
which includes the following four domains:

e Plan and Organize (PO): Provides direction to solution delivery (Al) and
service delivery (DS)

e Acquire and Implement (Al): Provides the solutions and passes them to be
turned into services

e Deliver and Support (DS): Receives the solutions and makes them usable
for end users

e Monitor and Evaluate (ME): Monitors all processes to ensure that the
direction provided is being delivered to the organization

The IT Audit Director creates the annual IT Audit plan to assess the effectiveness
of the IT controls that mitigate the risks to the four domains that we just discussed.

IT Audit team starts the audit by reviewing IT control documents, such as Annual
IT Goals, Information System Architecture, Organization Structure, and Budgets.

IT controls are tested to identify all violations of IT policies and procedures. For
example, IT management is notified of any non-compliance with IT development,
change management, and maintenance procedures that have occurred as IT solutions
are acquired and implemented.

IT auditors also review periodic end-users surveys to ensure that the IT services meet
the delivery and support goals in line with business priorities. The survey results
help determine if the IT costs are optimized, and if employees are able to use the

IT systems productively and safely, with adequate confidentiality, integrity, and
availability in place for information security.

Additionally, IT Audit plan includes the assessment of monitoring controls. IT
controls managers continuously monitor and periodically evaluate certain IT
controls to detect problems before it is too late. For example, the IT Security Manager
monitors the user provisioning controls at the help-desk that mitigate the risk of
unauthorized access to sensitive data and functions. The IT Director responsible

for ERP Applications, monitors configuration controls changes to track who, when,
what, and where a key setup control was changed.
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AILIT control documents, audit tests, user surveys, incidents, and remediation
actions are managed in Oracle GRC Manager. In order to learn more about setting
up an Audit plan, testing controls, tracking issues, and monitoring remediation
actions in Oracle GRC Manager, refer to Chapter 10, Cross Industry Cross Compliance.

Automated application controls using
Oracle GRC Controls Suite

Oracle GRC Controls Suite consists of the following four modules:

e Application Access Controls Governor (AACG)
e Transaction Controls Governor (TCG)
e Configuration Controls Governor (CCG)

e Preventive Controls Governor (PCG)

The following figure provides a view of the GRC Controls Suite:

Defective Controls

What's What are the
What users changed in execution
have done the process patterns

ACCESS
Controls

TRANSACTION
Controls

> < CONFIGURATION > <

Controls

What users How is the How users
can do process setup execute
processes

Preventive Controls
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Oracle Application Access Controls Governor

Oracle Application Access Controls Governor (AACG) is a segregation of duties,
control authoring, and handling solution that works within and across ERP
systems, such as Oracle E-Business Suite and PeopleSoft —to detect and prevent
incidents of user access control violations. It can also be extended to monitor user
access incidents in other off-the-shelf, custom and legacy applications including

J D Edwards, SAP, and Salesforce. Each AACG control specifies "entitlements"

to a company's business-management applications that should not be assigned
simultaneously to individual users. AACG then finds users whose access grants
violate access controls.

The following figure shows the steps to set up and maintain application controls in
Oracle AACG:

Identify Select | Model Analyze Remediat

Objectives Controls "| Walkthrough Control emedee
Implement Assign
Corrections Owner

Identifying objectives

Access Control Objectives can be defined using an Access Controls Matrix,
which provides the framework to implement access controls consistently within
and across business applications. The Access controls matrix defines roles with
access points across the rows and columns with confliction access levels identified
in each cell. Application roles are designed to provide user access to application
data and functions based on the job descriptions and responsibilities. AACG tool
tests application roles to ensure that the application security model complies with
segregation of duty and access controls established by the organization. The security
model of each application may vary. However, AACG provides consistent results
based on the access points defined in the Access controls matrix. The following
screenshot gives an example of the Access Controls Matrix:
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In this example, the matrix provides a financial risk rating of access roles called
"Responsibilities" in Oracle E-Business Suite that are assigned to a user. Each
Responsibility should be designed to mitigate the access control violation risks. A
responsibility design consists of menus, functions, and options a user can access to
process a transaction, change a setup, or update a data object. The Oracle AACG
software enables the IT auditor to test the security model design that controls the
use access based on the risk level identified in the access controls matrix. The auditor
can view the access points within the E-Business software and evaluate whether the
design provides the level of control and granularity to selectively grant access as per
the job requirements of all the users.

Once the role design is assessed, the auditor can also use the AACG software to
verify whether all existing users have appropriate access as evidenced by their
assigned Responsibilities and whether access to certain critical activities are allowed
only to select privileged employees who are duly authorized. AACG software also
helps review the necessary access to the administrator and super user rights, and
how such rights are assigned and controlled. Ideally, no one in the IT group should
have any access to the production data. All actions on the data by the super users
should be logged and verified by the data owners regularly.
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Selecting controls

The AACG software includes best-practice control libraries for PeopleSoft
and E-Business Suite, called models that support the Segregation of Duties
implementation for significant business processes, such as Order to Cash,
Procure-to-Pay, Financials, and Human Resources.

Once the access controls objectives are defined, you can load the access controls
from the best practices library provided with the AACG software. By doing so, you
will have a number of entitlements and models to be reviewed with appropriate
business owners, and compared against the company's goals for governance, risk,
and compliance. It may be necessary to delete or edit models and entitlements, or
add new ones.

Before selecting the access controls, you should review each loaded model and its
entitlement to ensure that the control objectives of the company are being met.

In order to select controls from the model, log in to AACG and navigate to the
Manage Models page, as shown in the following screenshot:

ORACLE Governance, Risk and Compliance Controls

Tasks Manage Models
Control Management =My Models
Manage Controls Actions ™ view 7 Clear Yiew S R B Manage Saved Yiews Help
Manage Models I ;I I
Create Transaction Madel
Create Access Modsl Marne Description Type Status
IManage Access Entitlements Create Customer & Enter Accounts Receivable Invoice - R12{10rder ko Cash Access MOT STARTED
Create Access Global Condition Cortrol Budgets & Remittances - R12(1) Order ko Cash Access HOT STARTED
Manage Access Glabal Conditions Approve Invoices & Prink Checks - R1201) Procure bo Pay Arcess MOT STARTED
Manage Access Path Conditions Approve Invoices & Create Invoices - R12(1) Procure to Pay Aocess MOT STARTED
Manage Particpant Groups Set Up Auko Create Purchase Orders & Receive Goods and SelProcure to Pay Access MOT STARTED
Set Up Auto Create Purchase Orders & Approve Purchase OrdProcure to Pay Access MOT STARTED —
Return Goods and Services & Create Invoices - R12(1) Order to Cash Access MOT STARTED
Remittances & Ship Customer Goods - R12(1) Order to Cash Access MOT STARTED
Pricing Agreements & Release Sales Order - R12(1) Order to Cash ACCess MOT STARTED
Pricing Agreements & Remittances - R12(1) Order to Cash Access MOT STARTED
Pricing Agreements & Pick Release Goods - R12(1) Order ta Cash Access MOT STARTED
YPast Journal Entry & Set Up GL - R12(1) Financials Access MOT STARTED
Post Journal Entry & Physical Inventory - R12{1) Financials Access MOT STARTED
Post Journal Entry & Enter Customer Receipts - R12(1) Order to Cash ACCess MOT STARTED
| Post Journal Entry & Create Purchase Orders - R12{1) Procure to Pay | Access MOT START?ﬁI
4 >
|Done ’7’7’7!,)'9 Inkernet HI0% ~ 2
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Model walk-through

The AACG software enables the control owners to walk-through the SOD control
design by using the Model Analysis function, which provides the control owners an
opportunity for reviewing and tweaking the definition of a potential control before
actually creating permanent results. In fact, even some of the access control incidents
and exceptions can be performed if the company does not require the history of the
finding or how it was cleaned up. For instance, in some versions of Oracle EBS many
conflict paths are generated because of the AZN menus. Implementers of AACG
often have scripts to exclude these AZN menus in the business system. It may be
acceptable and even desired by the company that these AZN menus are identified
during model analysis. These should be cleaned up before a control is deployed and
permanent incidents are generated.

In order to begin the model analysis process, log in to Oracle Application Access
Controls Governor and review the Access Control Model under the Manage
Models page:

ORACLE’ Governance, Risk and Compliance Controls Home
Help Edit Access Model
Control Management Business Objects | Models | Templates
Manage Cantrols *Mame Post Journal Entry & Set Up GL - R12(1) Datasource  Gree, DEMC
- Wi +
Manage Models iew Add to Model Description  Financials
iZreate Transaction Model
Create Access Modsl =IModel Objects
. MName Type
Manage Access Entitlements
Create Access Global Condition ficcess Entitlement Segregation Of Duties Access Entitlement .
Manage Access Global Conditions Access Point Segregation OF Duties Access Entitlement Name
Manage Access Path Conditions EBS Access Condition Seqgregation OF Duties
Manage Participant Groups PeopleSoft Access ConditicSegregation OF Duties —
=™Model Logic
Actions ™ ¥ NewFiter 3¥Group Fiters = Expand
4 “
Filter set up Gl
I Object Attribute Condition
| [snness Frtitiement =l [anneas Eotittement wame =] [Fanai -l T
4 »
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View results online: Model results for Application Access Controls Governor
include users whose access violates the model, the access paths by which they
violate the model, the end access point involved in a conflict, and (if applicable)
the entitlement involved in the conflict. The following screenshot gives an example
of the online results:

Horme:

ORACLE' Governance, Risk and Compliance Controls

Tasks | Manage Incidents . Incident Dashboard

Incident Management | Incidents

Manage Incidents ¥iew By |Incident hd Report I

Manage Access Approvals

Actions © View 7 Clear View Assign  Accept  Remediate  Add Comments  Manage Saved iews  Visualize Help
Manage Access Simulations

j‘ I
Incident ID | Incident Twpe Incident Information Erouping Grouping Walue Control Mame Pricrity Skatus
I JExpense b i
167:7329  |Access Purchasing Yision Sweden-Purc|{Invoices )(Expense Approve Invoices & Create Invoices|l Assigned
167:7326  |Access Payables Yision Sweden-Payabl{Create Recurring In Approve Invoices & Create Invoices|l Assigned
167:7327  |Access Payables Vision Sweden-Payabl(Expense Reports - Approve Invoices & Create Invoices|l Assigned
167:7320  |Access Payables Yision Sweden-Payab({Invoice Apply Preps Approve Invoices & Create Invoices(l Assigned
167:7321 |Access Payables Vision Sweden-Payab|(Expense Reports - wpprove Invoices & Create Invaices|l Assigned
167:7324  |Access Payables Vision Sweden-Payab|{Expense Reports - Wpprove Invoices & Create Inwvoices|l Assigned
167:7325  |Access Payables Vision Sweden-Payab|{Invoice Apply Preps wpprove Invoices & Create Invoices|l Assigned
167:7322  |Access Payables Yision Sweden-Payabl(Expense Reports)(R Approve Invoices & Create Invoices|l Assigned
J|LE7:7323  Access Payables Yision Sweden-Payabl{Create Recurring In Approve Invoices & Create Invoices|l Assigned
167:7315  |Access Payables Vision Sweden-Payabl(Expense Reports - Approve Invoices & Create Invoices|l Assigned
167:7316  |Access Payables Yision Sweden-Payabl{Invoice Apply Preps Aapprove Invoices & Create Invoices|l Assigned
167:7317 |Access Payables Vision Sweden-Payab|(Expense Reports - wpprove Invoices & Create Invaices|l Assigned

Visualization: A graphical view of access paths causing conflicts is an easy way to
grasp the hierarchy of an access path and the various paths a user has, which causes
conflicts. The following screenshot gives an example of this visualization:

Graph X
| Select a Polcy... _if
Hahigk Si Poicy: )
Shawy 211 e 1
%(reate Recurrng lrvti'[ Apply | Q
// | S
Cw
\\t\‘ -
MM
£
(LI G %
i b &

((([Erditlement]Create Suppliers - ((Funcliorl&P_APXYDDUP(nstance: sallskel), ([Function]APXvOMYDinstance: saflskel), (IFuncticn] Sl
AP_ARKVINYD(nsiance: ssilke]), ([Function]PN_APKVIMVI(instence: safake))]) AND ([Enttlement]Creste Invoices - (JFunction]
AP_APKRICAD_CREATE(nstance; satlake)), (Funclor]aP_APYINGMB(Nslance: seitiske]), (Function]&P_APKINAKE BATCHES(nStance:

saHala] (EOnctor AT FDWIEE RDOL Y DRFD AR arce: cetlabain IEnncinnlnD A DVINANE RN TEHnanee camlabai) e

[242]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 9

Extract to Excel: Results can be extracted to Excel for further analysis. The access
path is broken out into individual columns that represent each access point in the
path. These columns can be used to create pivots in Excel to easily view who has
access to what and how. The following screenshot shows an example of this
Excel analysis:

Al ~ £ | Incident Summary Extract Report 3
A 8 c D E F G H J K T

i‘r’lncident_ ummary Extract Report

2

3 Report Run Date: 0711772011

a

5 Parameters:

6 [Incident ID_[167.7325_167.7329. 167.7326._167.7327_]

7

8

3 Tincident ID Control Hame nforcement Type | Incident Information Status _[Incident Type [Priority [Assigned To T Business Process [Risk [Conl

10 7315 |Approve nuoices -R Monitar Payahles v -Payables - Assigned [Access admin C Tocurs to Pa

11 1677316 nuoices -R Payahles ayahles = Assigned [Access admin 3

12 [ 1677317 nuoices -R Payables ayables = Assigned [Aocess admin o a

13 TH677318 nuoices -R Payables ayables = Assigned [Aocess admin Tocure to Pa

14 4677319 nuoices -R Payables ayables - Assigned | Aocess admin Tocure to Pa =|

15 4677320 nuoices -R Payables Vision Sweden-Payables = Assigned | Aocess admin Tocure to Pa

16 1677321 nuoices -R Payables Vision -Payables ~ Assigned | Aocess admin 10 a

17 | 167:7322 nvaices -R Payables Vision Sweden-Payables = Assigned | Access admin 10, 3

18 77323 nvaices -R Payables Vision Sweden-Payables = Assigned |Access admin 10, o Pa;

19 77324 nvaices -R Payables Vision Sweden-Payables = Assigned |Access admin rocure to Pa;

20| 157:732 nvoices - R Payable weden-Payables = Assigned |Access admin rocure to Pa

21| 167:7328 nvaices -R Payable: weden-Payables > Assigned |Access admin k)

22 77327 nvoices -R Payables weden-Payables > Assigned |Access admin 3

23 1677328 nvoices -R Payables Vi en-Payables = Assigned |Access admin 3

24 167:7329 nvoices - R Furchasing weden-Purchasing = | Assigned | Access admin a

25

26

27 End of Report

28 L

29

30

21 -4

4 4 » ¥ | Incident_Summary_Extract_Report ¥ 47 I »

Remediation plan: Initial viewing of results from a model may result in immediate
visibility to obvious areas that require remediation in the business system. You can
determine if you require permanent incidents to be generated before any clean up in
the business system happens, or you may choose to do some house cleaning before
deploying your model as a control.

In addition, you may find it appropriate to add some global and path conditions

to exclude obvious false positives noticed while viewing model results, or adjust
the model logic as necessary before deployment as a control. Access model false
positives are incidents that occur when the security configuration in the ERP system
does not actually grant access to the access point in the model. For example, end
dated users and responsibilities in Oracle EBS.

[ 243 ]

www.it-ebooks.info


http://www.it-ebooks.info/

IT Audit

In order to remove false positives resulting from an end dated responsibility, you
can set up a global condition to remove all incidents resulting from inactive Oracle
EBS responsibilities, which have been end dated as follows:

ORACLE Governance, Risk and Compliance Controls

Tasks Help Create Access Global Condition
Control Management Business Obijects | Conditions
Manage Controls - = *Name InFission Global Conditions| Datasource  DEMO
Manage Models View | " Add to Condition Description Status active ¥
Create Transaction Model
Create Access Model ElCondition Objects
- } Marmne Type
Manage Access Entitlements

Create Access Global Condition

EBS Access Condition X
Manage Access Global PeopleSoft Access ConditicSegregation OF Duties MO: Operating Unit ;I
Conditions Menu Function Grant Flag
Manage Access Path Conditions Menu Function Prompt _I
Manage Participant Groups Menu Mame

Responsibility End Date
Responsibility MName

L

=l Condition Logic

Actions ¥ ¥ Mew Filer Grnup Fiters ~ ~= Expand

4 " ’
Filter
Object Aftribute Condition
[EBS Access Condition = [Responsibility End Date | [Lessthan |

Advanced Options | _'LI
4 2

Deploy control: Once you are satisfied that the model identifies segregation of
duties incidents as you intend, you are ready to track incidents and their status
permanently, and deploy the model as a control.

ORACLE Governance, Risk and Compliance Controls

Tasks Manage Cantrols Controls Dashboard

Control Management l Deploy Contrel: Define Control Details
Manage Controls

Manage Models

Create Transaction Model Details
Create Access Model
Manage Access Entitlements
= Mame Description
Create Access Global Condition
Manage Access Clabal Conditions ¢ |Approve Invoices & Create Invoices - R12(1) Pracure bo Pay
Manage Access Path Conditions Approve Invoices & Print Checks - R12(1) Procure ko Pay

Manage Participant Groups Approve Purchase Orders & Create Invoices - R12(1) Procure ko Pay

Assets Workbench & Mass Transactions - R12{1) Financials | |
Create Customer & Create Sales Order - R12(1) Order to Cash
Create Customer & Release Sales Crder - R12(1) (Crder to Cash
Create Requisition & Approve Purchase Orders - R12(1) Procure ko Pay
Create Sales Order & Inventory Transactions - R12(1) Order to Cash

<

rs

1 of 1 Pages.

* Priarity 1

* Status [Active =] _|;|
4| »
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Analyzing controls

Incident analysis and remediation of control violations is an iterative process. This step
requires participation of appropriate control owners and application administrators.

Once the initial walk-through using the model analysis described in the previous
step is completed, you will have loaded the content as models and reviewed and
updated the entitlement and model definitions to ensure they are applicable to
your company, and you may have even done some initial clean up.

At this point, you should have deleted models that do not make sense for your
company and promote those models that do make sense as controls.

When deploying the models as controls —based on the subject matter expert
workshops and close interaction with the control participants who know and
understand the control and risk—you should have been able to add a priority
and any tags that will help you categorize and prioritize controls.

You are now ready to run control analysis. Your access control objectives will
determine your next steps. If you already know, for instance, that the access
controls in the Procure-to-Pay process are your highest priority, you may choose
to run analysis only on controls with that tag. If you are not sure about where to
focus your efforts first, you may want to run analysis for all controls to view the
incidents by control. Next you can select the controls with the greatest number of
incidents. This may help in giving you the direction that you need to select a focus
area to begin remediation on.

Remediation

Depending on your company's access control objectives, determine focus areas to
begin analyzing.

A focus area is any category of information on which you want to base

your remediation efforts — perhaps business process, or control, or any
’ other category that produces a large number of incidents.
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The Controls by Type and Controls by Business Process graphs provide an efficient
way to see where the volume is the greatest:

[#] Governance, Risk and Compliance Controls T v B - - (% - Page- Safety - Toos- @~
ORACLE Governance, Risk and Compliance Controls

Contrals by Type “Contrals by Business Process
-y p Y
180 = = Procure to
150 | Pay
120 Financial
2 Count of 42.93% 4511% M Close and
o ] ég!:;?n\r Reporting
50 & Human
Resources —
30
a 1.630% ™ Order to
Access 10.33% Cash

The Pending Incidents by Priority graph quickly brings focus to the distribution of
incidents across your priority ranking:

EGovemance, Risk and Compliance Controls | | fﬁi B - m - Page -~ Safety - Tools -
ORACLE Governance, Risk and Compliance Controls

Tasks Manage Incidents
Incident Management Pending Incidents By Type Pending Incidents By Priority
Manage Incidents
Mapage Access Approvals AL
- . GO0K
Manage Access Simulations
500K
$00K W Count
300K
200K
100K —
QK 100.0%
Access
]
| =

Use the Control Detail Listing Extract to create pivots, filter, and summarize data in
a variety of ways to determine your focus area:
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ORACLE Governance, Risk and Compliance Controls -:

Tasks Actions + | Display * | Help

Reports Management Report Name Control Report Parameters

Run Control Reports Please enter view information then click on Generate Report,
fun Incident Reports &l

Rup Access Approwals Reparts

Run GRCC User Reports Type Access =
Run Glohal User Reparts Status active =

Run Conditions Reports
Control Priority

N

Control Participants Paricipants I
-
Data Source Gree v

Created Date From

4 Created Date To
4 4

Last Run Date From
" Last Run Date To

Updated Date From

R £ M
CEED Updated Date Ta

comments

J | i o

In addition to the graphs and extracts, visualization provides a visual hierarchy of
the access paths causing conflicts to more easily analyze the sometimes long and
hard to read conflict paths:

f Graph |%

| (t(Eriillement Creale Suppées - (FunclorlAP_aPY\DDURnstarce: sallskel), [FunclionlPXVOM\Drinstarce salske, (IFuncticn] &
| AP_APKYIMVD(nsiance: sallizke]), ([Funclion]PN_ARXYDMyD(instance: saltake))]) AND ([EnttlementjCreste Invoices - ((Function] 5|
AP_APKRICAD_CREATE(nstance; satiake)), (FLnclior]AP_aPXINAHB(nstance: setiske)), (FUNction}AP_APXINAKE_BATCHES(nstance;

Ceabalal) FEunchonl AR SDVIBRAWS AD0L Y DRFDAYInstanca saflaban IFonctinnl A0 A DY IRAWE KA TCHInstancs sasiaba i »~
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If an initial analysis run returned a high volume of incidents, you should not only
decide on a focus area, but also create some filtered views that include only those
controls that you want to focus on. For example, if you choose to focus on the
priority area, Procure-to-Pay business area, filter on that priority and business area,
and then create a view. This will make it easy to quickly select the records you are
analyzing and working to remediate.

Reviewing intra-role incidents

Intra-role incidents are caused when access points within the same role conflict.
Clean these up first. The role has been incorrectly set up if it contains access points
that conflict with each other. When you start by eliminating intra-role incidents, you
may also clean up several inter-role incidents.

View intra-role violations by the Control report found in the Report Management
task. This gives a high-level view of roles that have conflicting access points within
themselves. You may want to focus on controls that you have rated as the

highest priority.

View access violations within a Single Role (intra-role) report. For a given role that
has conflicting access points within itself, it shows the controls that are violated and
their details —including the users and access points with incidents.

First, use the intra-role violations by Control report to determine your highest
priority controls with intra-role conflicts. Then run this report and focus on cleaning
up the roles related to those high-risk controls first.

A role may be expected to incorporate conflicts. For example, a Purchasing Super
User role may incorporate all purchasing functions, including some that conflict,
such as the ability to create a purchase order and approve it. Such a role would be
assigned sparingly, but might nevertheless be necessary for high-level managers
to do their jobs. As a result, AACG permits the creation of a sensitive access
control —one that sets a responsibility or role in conflict with itself because it
provides so much authority that any user should require approval before being
granted access to it.

In most cases, however, a role should not contain access points that conflict with one
another. The access violations within a Single Role (intra-role) report identify such
roles so that conflicts may be removed from them.
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Within the Manage Incident panel, analyze using visualization and various filters to
determine when conflicting access points for one role have been violated. Carry out
the following steps to remediate intra-role incidents:

Determine how to remediate: These reports, along with online analysis,
will help to give context to what access an individual role has, along with
the users that have those roles. It is up to the business to decide how to
remediate those incidents. Generally, the conflicting access points within an
individual role should be separated out. One of the conflicting access points
may already exist in another applicable role, or potentially a new role will
need to be created so that the intra-role conflict can be cleaned up.

Simulate: Before actually making any changes in your business system, you
may want to simulate what would happen if you were to make the change.
Navigate to Simulation and exclude an access point to see how your action
would impact your conflicts, roles, controls, and users.

Remediate: Following your company's change-tracking process, you can
initiate a corrective action so that the change is made in your Business System
Security model. For instance, if you decided to remove the Oracle Enter
Journals function from the GL_SU_JOURNAL menu, you would need to
follow your company process to request this change. Most likely the change
would be made in a development instance, possibly then a test instance, and
finally the production instance.

Repeat: Remediation is an iterative process. Continue to focus on high
priority, high risk, and high volume areas to clean up your business system.

Reviewing inter-role incidents

Inter-role incidents can be approached in a similar manner. Inter-role incidents
occur when access points conflict with each other across roles for a single user:

View users with Access Violations by Control report: This is a high-level
listing of users that violate controls.

View Access Violations by User report: This lists the top 10 users with
incidents across roles, as well as details of every user who has violated
a control, the roles and access points that cause the violation.

First, use the Users with Access Violations by Control report to determine
your highest priority controls with inter-role conflicts. Then run this report
for those controls. By doing so, you will get a list of users who have violated
those controls, and will be able to quickly see who has access to more than
one role causing conflicts.
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Within the Manage Incident panel, analyze using visualization and various filters to
determine when one user has conflicting access points that span across roles. Carry
out the following steps to remediate inter-role incidents:

Determine how to remediate: These reports, along with online analysis will
help to give context to what conflicting access an individual user has. It is
up to the business to decide how to remediate those incidents. Generally,
role access may need to be removed from a user or restructuring of a menu
related to a role may need to be considered where there are conflicting
access points.

Simulate: Before actually making any changes in your business system, you
may want to simulate what would happen if you were to make the change.
Navigate to Simulation and exclude an access point to see how your action
would impact your conflicts, roles, controls, and users.

Remediate: Following your company change-tracking process, request that
the change be made in your business system. For instance, if you decided to
revoke a role assignment for a user, be sure to let that user know your plans
and be sure this change actually makes it to the production system.

Repeat: Remediation is an iterative process. Continue to focus on high-
priority, high-risk, and high-volume areas to clean up your business system.

Additional reports to analyze incidents

Running a seeded report or extract is another way to analyze incidents and help with
remediation. You can navigate to the Reports Management page to view additional
reports, as shown in the following screenshot:

ORACLE Governance, Risk and Compliance Controls j‘

Tasks

Reports Management
Fun Control Reports

Run Incident Reports

Run Access Approvals Reports
Run GRCC User Reports

Fun lobal User Reports

Run Conditions Reports

actions + | Display + | Help

Report Mame

Last Run Date

Access Incident Details Extract Report

ot Run

Access Point Report

Mot Run

Access Violations By User Report

IHat Run

Access Violations within a Single Raole (Intra-Raole) Report

Mot Run

Incident By Contral Summary Extract Report

le Yiolations by Contral Repart

ot Run

IHat Run

Transaction Incident Details Extract Report

ot Run

Users with Access Violations by Control Report

ot Run

4|

1 of 1 Pages,

Report Mame

Run Date

I

Incident Surmmary Extract Report_2011_07_17_003521

2011-07-17 00:35:21.0
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The following reports are the additional reports that are commonly used to help
analyze incidents:

¢ Incident by Control Summary Extract report: Use this to get a summary
of pending incidents for each control. See the last time the control was run,
any comments associated and use as a general summary level report to help
determine where to focus your remediation on.

e Access Incident Details Extract report: The ability to extract data from the
Manage Incidents screen is for using pivots and filters to slice and dice data
in a variety of ways. Generally, you start with graphs and other summary
reports to understand where you should focus. Once you have determined
the area on which you want to focus for remediation (that is controls, roles,
risks, business areas, users, or a combination of these), go to the Manage
Incidents screen and enter your filter to view the data to extract. Then select
Access Incident Details Extract Report from the drop-down and click
on Extract.

Once you have the data in Excel or a similar application, slice and dice
the data to view conflicts in a way that will help you with the remediation
process. For instance, creating a quick pivot table in Excel is a great way to
see where your conflicts are and what paths are causing the incidents.

e Access Point report: This report can be used to get conflict path information,
which will help lead to access model hierarchies that need to be cleaned up
in the system. For instance, if you find that the Access Violations within a
Single Role report identifies the Vendors and Payment Actions functions
as conflicting access points, you can use the Access Point report to find the
access paths those functions are used in.

Assigning incidents to business owners

When a control is violated, all participants with assigned incident set to Yes are
assigned to the incidents generated. It may be appropriate to reassign incidents to
a business owner who is more directly interested in the incident. When that person
logs on to the Manage Incidents screen, they will automatically be viewing all the
incidents assigned to them.
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Running simulation

In order to aid in cleanup, Application Access Controls Governor enables you to
simulate graphically how incident generation would change if configuration of the
business management application were altered, and to create remediation plans
from the simulations. Each step in a simulation names an access point that might be
excluded from another access point in Oracle EBS, for example, a function that might
be excluded from a responsibility.

A simulation model enables you to select an access point and display its hierarchy —a
diagram showing how the access point connects to all other access points that relate
to it as parents and children. In the diagram, you select parent-child pairs of access
points and then remove each child from its parent. As you do, the simulation feature
builds a remediation plan, essentially listing, as steps, the child access points and the
parents from which they would be removed. Once you are satisfied with your plan,
you run statistics to determine how the removal of the child access points from their
parents would impact your incidents, roles, controls, and users. You can print the
remediation plan from your computer, in order to refer to it if you choose actually to
implement the plan in your business-management system.

For example, to remove the Supplier maintenance function from Payables Manager,
you can create the following simulation:

1. Analyze incidents in the Manage Incidents page, analyze the visualizations,
and/or various reports.

2. Determine a child access point that you would like to remove from a parent
access point.

3. Create a simulation to see how this would impact your incidents:

o

Apply the child access point to a simulation model
° Filter by user and role to limit what is shown in the model to a
readable amount of data

Add a remediation step

Run statistics

Iterate through this process until you are satisfied with
remediation steps
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The following screenshot shows a simulation for the InFission Payables Manager
Responsibility:

=l Simulations

Actions ™ Wigw e *  Help

InFission Payables Manager Clesn-up

Simulations Description Creation Date Cnner Last Run

nFission Payable Manager Clean-up

Show Reles and Users

Wigw

ayabledt

Role User

4 i T TS T TSI T T

E— “|maLl
Total Rows:1  Rows Selected:1 ables, Visian Utilities-Payables
USERO1

USEROZ
USEROG -
USERO4

ables Inquiry-Payables

ElModel ables Manager, Progress S&L-Payable

»

ables Progress BE-Payables

<)l
Ol e Access Controls: Approve Inveic |gpjeg Progress LK Central Governmer| HSERDS B
USEROG
ables Progress UK Healthcare-Payable |
Access Poink Type Kl |» | [

=
4 | »

Keep in mind that the access point grid will show all access points involved in
incidents of the selected controls. The model shows the entire access security
hierarchy of the access point applied. In other words, the simulation model shows
the data from the security model of the datasource, regardless of incidents.

The goal of using simulation is to get an idea of:

e What users and roles have access to my modeled access point?
e What access paths is my modeled access point involved in?

What conflict paths would I clean up if I remove access point A from
access point B?

°  What user incidents would that impact?
What role incidents would that impact?
What controls would that impact?

What conflict paths would remain that I still need to work on
cleaning up?

What other users and roles would I affect, regardless of incidents?

e  What is the remediation plan I am comfortable with so I can send it to the
person in charge of the business system security model to make the changes?
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During simulation, as you view the model hierarchy and add remediation steps,
you will find yourself asking the above questions mentioned earlier for various
access points. You can continue to apply different access points to the model, in
essence redrawing the model with the newly applied access point while leaving

the remediation steps you have added. The model is a means to an end. It is used to
simply view the security model hierarchy in various ways to help analyze who has
access to what, and how.

Access paths are visually represented in the model. When a child is removed from
a parent, access paths that are no longer accessible will be grayed out. Keep in mind
that there may be many paths to get to an access point. The access paths are only
gray if all ways of accessing the access point are eliminated with the remediation
steps. Be sure to also consider what is seen on the screen may not be a complete
picture of the access security hierarchy. Look for the arrows on the right and left

of each level that allow you to scroll through to see additional access points in the
hierarchy. Also keep in mind if you have filtered your model, not all access points
may be displayed on the screen.

In some cases the links that show as gray can be misleading. For instance, if not

all of the access points are displayed on the screen (you must scroll to them), it is
possible that access points off the screen would be remediated and therefore cause
their children to be remediated, and would still show links as accessible (not gray).
In order to ensure links are appropriately grayed, consider filtering results in

the model to show specific users and roles. In the end, the model is just a visual
representation of the hierarchy. The statistics will show the accurate results based on
the remediation steps.

¢ Implement corrective actions: Remediation will involve making changes in
the system that is being analyzed. For instance, in Oracle E-Business Suite, a
menu structure or responsibility may need to be changed. These changes will
generally first need to happen in a development instance, then most likely in
a test instance, and finally in a production instance. It is important you have a
change-tracking process to ensure the changes are made from system to system.

e Make changes in the underlying system: The act of remediation is to make
actual changes in the underlying system in which incidents exist. Options
for remediation may be different depending on the business system. Some
common changes that may need to be made in the business system include
inactivating users, revoking role assignments, and changing menu structures.
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Generally it is a system administrator type person who will be making the security
model change in the business system. We assume this person is familiar with the
best way to implement the remediation steps. For instance, in Oracle EBS, if we
have a remediation step that removes function one from menu one, the system
administrator type person has a few ways to do this:

e Function exclusion on responsibility form
e Uncheck grant flag on menu for that function
¢ Remove prompt for that function in that menu

e Remove entire line for that function in that menu

Remember conditions set up in AACG are considered for exclusions in results
(in the Oracle EBS example, prompt, grant flag).

A specific Oracle EBS example to keep in mind is the concept of same level
menu/functions. Oracle EBS uses this to grant access to functionality through a
form menu, for instance. In order for a user to get to the function, he or she must
go through another function (form). It is up to the system administrator to decide
the best route to remove the desired conflicting access. For instance, instead of
removing each function in a same-level sub function type menu, it might make
more sense to just remove the same level menu from the parent menu. Analysis
and simulation are just ways to analyze conflicting user access; it is ultimately up
to the system administrator and business owner to come to an acceptable solution
for remediating the incident.

Revaluate

A common approach to remediation is to analyze incidents, prioritize, add focus
with conditions, clean up, and revaluate. It is an iterative process. Initial remediation
may require new analysis runs to be executed several times in a day or —depending
on how long it takes to run through the previous steps —a longer period. Perhaps
remediation can be done throughout the week, with a new analysis run at the

end of each week to provide a fresh look at where incidents stand. Analysis and
remediation are slightly different for every company. This document was intended
to provide guidelines and example approaches based on best practices.
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Managing access approval

Once most of the remediation has taken place, and the control owners have mitigated
the access risks to an acceptable level, the AACG Manage Access Approvals feature
is enabled. This feature implements preventive SOD controls —it applies access
controls to users as they are being assigned duties in the Oracle FND Users form or
the PeopleSoft User Profile page. It rejects role assignments that violate a preventive
control, and accepts assignments that violate a monitor control (or no control). If an
assignment violates an approval required control, AACG suspends the assignment
and displays an entry for it in a Manage Access Approvals panel, for review by the
participants designated by the control. If a reviewer approves, the assignment is
allowed; if he rejects, it is disallowed.

In order to enable Access Approvals, you must not only turn it on, but also create
at least one GRCC role that incorporates the Manage Access Approvals permission,
assign that role to users, and for those users (or participant groups to which they
belong) set the Assign Incidents to Yes in Controls.

In order to turn Manage Access Approvals off in Oracle:

1. Log in to Oracle E-Business Suite.

2. Select GRC Controls in your list of Responsibilities. (First, ensure that
the GRC Controls responsibility is available to you).

3. Under the heading Preventive Controls Governor, click on the Form
Rules link.

4. A GRC Controls (Oracle rules) form appears. It provides access to three
Preventive Controls Governor applications. Make sure the Form Rules
tab is selected.

5. In the Rule Name field, query for a rule named User Responsibility
Assignment Rules. (Press the F11 key, type the rule name in the Rule
Name field, and then press Ctrl + F11).

6. With the rule loaded in the Form Rules form, clear its Active checkbox.
(Clear the one that applies to the entire rule, nearest to the top of the form.
Ignore Active checkboxes in the Rule Elements section of the form).

7. Save the rule. Click on File in the menu bar, and then on Save in the
File menu.

8. The following screenshot shows the Oracle EBS User security form with
the Actions menu to activate a requested responsibility after the preventive
control is enabled:
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Oracle Transaction Controls Governor

Oracle Transaction Controls Governor (TCG) evaluates transaction risk in Oracle
E-Business Suite and PeopleSoft. It may also be configured to work with other
business-management applications as well. TCG implements models and controls
that specify circumstances under which individual transactions display evidence of
error, fraud, or other risk.

The following figure shows the steps to set up and maintain transaction controls in

Oracle TCG:

Create .| Create | Test .| Assign Implement
Model "| Controls | Controls | Incidents Corrections
N
Monitor
controls
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Create model

The first step in setting up a new Transaction control is to create a model. A TCG
model returns temporary results —a snapshot of risk that is replaced each time the
model is evaluated. Once a model design is reviewed and approved, you can convert
it into a control. A control returns permanent results —records of violations that
remain available to be resolved no matter how often the control is run.

You cannot create a control directly in TCG. A model and the control into which it

is converted are structurally alike (the principal difference between them being the
temporary or permanent nature of the results each generates). Although the creation
of a model is a preliminary step in the creation of a control, models may be created
to run on their own, so that users, such as auditors can assess the risk inherent in a
system at a given moment.

A TCG model or control specifies circumstances under which transactions entail risk
and so require a review. A model or a control into which the model is converted,
consists of one or more elements such as filter, function, or pattern. Each, in a distinct
way, defines an aspect of the risk a transaction may present and captures records of
transactions that meet its definition.

Each of these elements cites a business object and an attribute of that object,
which supply transaction data for analysis. They identify tables and columns in
the business management application database. At the same time, they represent
components of the user interface for that application:

¢ A business object corresponds to one or more database tables, but is given a
business language name that evokes the user screen those tables support

e An attribute corresponds to a database column in a business object's tables,
but is given a business language name that evokes the Ul field that
column supports

There are two types of TCG controls or models:

e A Defined control or model contains filters or functions. These elements
enable the user creating a model to define circumstances under which
transactions are considered to pose a risk. A model or control can incorporate
any number of filters or functions (and so any number of business objects
and attributes from which they are derived).

For example, the following screenshot shows a model, which includes two
filters, both based on a Payables Standard Invoice business object. One filter
would select transactions for which an Invoice Canceled Date attribute is
not blank.
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From the transactions captured by the first filter, the second filter would
select those invoices for which an Amount Paid attribute is not equal to zero.
The model would therefore identify invoices on which payments had been
made even though the invoices had been canceled:

BUEEss OBjects | Models | Templates B
*Mame InFission AP Autornated Cantrol 101 Datasource  DEMO
Wiews  Cuskom Objects ™ +
y Add to Model Descripion  [This control will fag AP tre's canceled with amount ot zero
Shinwoicedh
= Model Objects
Mame Type
Payables Invaice Hold ~ Financials Payables Standard Imvoice -+ _ X
Payables Invaice ToleranceFinandials Amaunt ﬂ
Cancelled Date
Receivables Invoice Financils Control Amourt
Customer Reaistration Mumber
Description
Document Sub Type j
FIModel Logic
Actions ~ ¥ wewriter 2 new Function  ll New pattern Gruup Filkers = Expand
¥ " ;
Filter Cancel date in not blank -
Object Attribute Condition
[Payables standard Invoice v [Cancelled Date x| [isnot blank = —
Advanced Options
— 3
Filter amoune i nat zero
Object Attribute Condition Type Walue
[Fayables standard imvoice x| [Amount x| [poes notequat =] [vame =] ol
I [+ Advanred Nntinns I hal
4 3

e A Pattern control or model contains a pattern —an Oracle-supplied statistical
function that identifies a baseline set of transactions then uncovers outliers
to the baseline, as a way of discovering unknown risk. A control or model
can use only one pattern (which can be combined with any number of filters
or functions). The following screenshot shows a standard deviation pattern
filter for Payables Standard Invoice business object to identify invoices with
less than or greater than 20 percent deviation:

Stinvaiced -
EModel Dbjects
Mame Type
Payables Invoice Hold  |Financials Payables Invoice Tolerance Set- _ %
Description -
Payables Standard Invoice|Financials Exchange Rate Amount
Receivables Invoice Financials Wasimum Crolered
Maximum Cuantity Recaived
Mame
Price |
EModel Logic
Actions ™ ¥ mewriter = new Function 24 wew pattern Grnup Fiters | Expand
w 1

Pattern std Deviation of 205| - X
Pattern [Mean ¥
u
| Objest Attribute [
Paramster Walue Unit

Graater Than 20 Percent v
Less Than 20 Fercent x| hd
4 | »
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Testing the controls

Once you define the TCG models and controls, you can view the violations of
controls which are called incidents. So that incidents may be resolved, each control
must name one or more participants. Participants are those GRCC users who are
associated with controls either as individuals or as members of participant groups.
At least one participant (either individual or group) is assigned to address incidents
generated by the control. Other participants observe the decisions made by those
who are entitled to act.

If you have defined tags to categorize a TCG model or control, and then assign tag
values to controls, then you will be able to sort displays of controls and the incidents
they generate by tag value. For instance, one might create an Economic Region tag,
and then create values for it, such as America, European Union, Asia Pacific, and so
on. Individual controls that apply to a particular region would then be given its

tag value.

You can select one or more controls in TCG to generate the incidents and analyze
results. In order to begin, choose the controls you want to analyze from the list on the
Manage Controls homepage. In order to select one, click on its row. In order to select
a continuous set of controls, click on the first row, hold down the Shift key, and click
on the last. In order to select a discontinuous set, hold down the Ctrl key as you click
on controls.

Then, do either of the following;:

1. Evaluate the selected controls once, immediately. Before doing so, you may
consider synchronizing data from the datasources against which the controls
will run. This would ensure that transaction data is up to date. (You can
synchronize data from the Manage Application Data page, which is opened
from the Administration Management tasks.) In order to evaluate the
controls, select Actions | Run, or click on the Run button. GRCC displays
status of the run at the base of the Manage Controls home page.

2. Create a schedule on which the selected controls run regularly. In order to do
so, select Actions | Schedule, or click on the Schedule button. A Schedule
Parameter dialog will open. In this dialog, enter values that set a name for
the schedule, the date and time at which it starts, the regularity with which
the controls are evaluated, the date and time (if any) on which the schedule
expires, and whether data should be synchronized immediately before each
control evaluation. Then click on the Schedule button.
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While a control is being evaluated, you can stop the evaluation. In order to do so,
select Actions | Cancel Analysis, or click on the Cancel Analysis button. Assigning
incidents owners (participants).

You can assign the incidents generated by the evaluation of TCG controls to business
process owners and control owners using the participant assignment function. The
participants are responsible for accepting the risk or implementing corrective actions
for each incident generated from the evaluation of transaction controls where the
record of a transaction exceeds the risk defined by a control.

A participant with access to GRCC can view assigned incidents by navigating to
Manage Incidents home page which presents incidents belonging to the person
who is currently logged on to GRCC. Incidents will belong to a user that generated
the incident until the incidents are assigned to the participant. From the Manage
Incidents home page, you can navigate to other pages, which show an Incidents
dashboard or detailed records of individual incidents.

The GRCC Manage Incidents pages enable you to review incident details, and to
set the status of incidents to reflect whether anything should be, or has been, done
about them.

Initially, incidents appear in the Manage Incidents homepage at an Assigned status,
which means that you (potentially along with others) have been designated to
address them. You can update an Assigned incident to any of the following statuses:

e Accepted: It means you have determined that nothing needs be done to
resolve the incident

¢ Remediate: It means you have decided that some action must be taken in
the business management application to resolve the incident

¢ Resolved: It means you have confirmed that the remedial action has been
carried out in the business management application

Implementing corrections

The participant responsible for the incident will implement the corrective action,

as required, outside of TCG. For example, you may determine that a purchase
order should be canceled if a transaction control shows that it is suspect; that action
would be completed in the business management application to which it applies.
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As you implement correction, you can monitor the progress within TCG for
following the steps in order to manage incidents:

1.

In order to review, edit, or assign status to incidents, open the Manage
Incidents homepage. Select Manage Incidents under Incident Management
in the Tasks panel. You can set the Manage Incidents page to display either
a list of controls that have generated incidents, or a list of incidents generated
by those controls. In the control list, each control links to a list of the incidents
only it has generated. From any list of incidents, you can open pages that
provide details of individual incidents.

For a list of controls, select Control Summary in the View By listbox.

For each active control, the Manage Incidents page displays the name, type
(access or transaction), priority, the dates on which the control was most
recently updated and evaluated, tag values (user-defined classifications),
control participants (users or groups of users selected when the control was
created to resolve the incidents it generates), the datasource to which the
control applies, and comments appended to it by participants. The listing for
each control also shows the number of pending incidents it has generated.
(An incident is considered to be pending if it is at the Assigned or
Remediate status.)

For a general list of incidents, select Incident in the View By listbox. For a
list of incidents generated by a specific control, double-click on its pending
incidents value in the Control Summary list. In either case, the Manage
Incidents page displays the following values for each pending incident:

¢ ID value generated by TCG
°  Name of the control that generated it
° Status

Type (access or transaction)

Priority

Datasource in which it exists

Dates on which it was created, most recently updated, and closed,
and on which its control was last run

Participants to whom it is assigned and who most recently updated
its status

Comments configured for it
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Each record contains Grouping and Grouping Value fields. For transaction
incidents, the contents of these fields vary as follows:

e If a transaction control uses a filter to find transactions with similar values for
a specified attribute, the Grouping field displays the word Similar and the
specified attribute, and the Grouping Value field displays the value of that
attribute for a given incident.

e If a transaction control uses a function to calculate a value for a specified
attribute across a group of transactions, the Grouping field identifies the
calculation (count, sum, or average) and the specified attribute, and the
Grouping Value field displays the calculated value for a given incident.

e If a transaction control uses a pattern to create a baseline value, the Grouping
field displays the pattern type and the attribute upon which the pattern is
based, and the Grouping Value field displays the baseline value.

e Finally, each record provides an Incident Information value. For a
transaction incident, this is the value of the first attribute among those
selected (for the control that generated the incident) to characterize the
suspect transaction.

Monitoring controls

You can monitor controls in TCG by tracking incident status using summary graphs
and detail reports. By default, the Manage Incidents page shows only pending
incidents. You can, however, create views to display lists of incidents at any status.
In the listbox above the Status column, select the status for which you want to
generate a list of incidents. Then click on the View button. In order to restore the
list of pending incidents, click on the Clear View button and then click on the

View button.

A list of controls or incidents may have more entries than can be displayed at once.
If so, the list is divided into pages. Click on a right-pointing triangle to advance from
one page to the next, or a left-pointing triangle to move back one page at a time.
Click on an icon that looks like a triangle pointing rightward at a vertical line to
move to the last page, or a triangle pointing leftward at a vertical line to move to the
first page. In order to open incidents, set status, assign participants to incidents, or
add comments, you will need to select one or more controls or incidents. However,
you can select from only one page at a time. If you wish to select multiple controls

or incidents, you can define a view so that those of you who want to select appear

in one page.

Users can run summary and detail reports concerning TCG about transaction
controls and about the incidents they identify.
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All these reports can be run (or be scheduled to run) from GRCC Reports
Management pages. The control and incident reports can also be run contextually,
from the GRCC pages in which controls are managed and incidents are resolved.
Some of these reports may produce either output formatted to be printed or read
on-screen, or text files suitable for export to another program, such as a spreadsheet,
for further analysis. Others, known as extract reports, produce only the latter.

Oracle also provides Report Templates, which enable users not only to generate
reports about activity in GRCC, but also to modify the layouts of those reports.
Although the templates display information about the use of GRCC, they run
separately, using functionality provided by an instance of Oracle Business
Intelligence Publisher (BIP).

Reviewing summary graphs to monitor incidents

TCG incidents can be viewed graphically using two different graphs that display
summary information about pending incidents, which is described as follows.

In order to view them, click on the Incident Dashboard tab in the Manage
Incidents page:

e A bar graph depicts counts of pending incidents sorted by the type of control
that generated them. One bar represents access incidents, and the other
transaction incidents. The height of each is proportional to the number of
incidents generated by controls of the type it represents. Hold the cursor
over a bar, and a pop up message displays its control type and number
of incidents.

e A pie graph depicts counts of pending incidents sorted by severity. Each pie
slice represents a priority assigned to controls that have generated incidents.
The area of each slice is proportional to the number of incidents generated at
its priority. Hold the cursor over a pie slice, and a pop up message displays
the priority value and the number of incidents at that priority.

In order to return to the Manage Incidents home page, click on the Manage
Incidents tab.
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Generating reports to monitor control status
You can monitor control status using the detail reports described as follows:

A Control Detail Extract report provides information about controls configured in
GRCC. For each control, the data includes name, description and comments, type
(Access or Transaction), priority, the users who created and most recently updated
the control, the dates on which they did so, and status (active or inactive), as well
as the number of pending incidents it has generated. The report also lists tag values
assigned to the control, its participants, and related controls. Finally, it displays the
processing logic of the control and, for an access control, any conditions defined for
it and entitlements that belong to it.

The Incident Summary Extract report lists incidents generated by access and
transaction controls. For each incident, the report provides the name of the control
that generated it, its status, its type (access or transaction), its priority, the datasource
in which it exists, values of tags associated with it, dates on which it was created and
most recently updated, and on which its control was last run, the users to whom

it is assigned and who most recently updated its status, and comments configured
for it. The report also provides an Incident attribute among those selected (during
configuration of the control that generated the incident) to characterize the

suspect transaction.

The Incident by Control Summary Extract report lists access and transaction
controls that have generated pending incidents —those at the Assigned or
Remediate status. For each control, the report shows the control name, type
(access or transaction), and priority, the datasource to which it applies, values of
tags associated with it, dates on which it was most recently run and most recently
updated, participants assigned to it, comments configured for it, and the number
of pending incidents it has generated.

The Transaction Incident Details Extract report lists incidents generated by
transaction controls. For each incident, it provides not only the information that
would be included in the Incident Summary Extract report, but also the values for

all attributes selected to characterize suspect transactions. Because these attributes
are chosen during configuration of the control, they vary from one control to another,
so each run of the report must focus on a single control. You can select this control as
you run the report.
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Configuration Controls Governor

Oracle Configuration Controls Governor (CCG) provides internal control of
your ERP application setups, which enables you to take snapshots to document
ERP application setups and create comparisons of snapshots, to show how ERP
application setups have changed across time, operating units or organizations,
sets of books, ERP instance versions, and ERP instances. In addition, CCG can
also provide continuous monitoring of ERP application changes by tracking all
changes to the application objects. The following steps are needed to set up ERP
controls using CCG and monitor changes:

Test View Lock/Share Compare
Definition Snapshot Snapshot Objects

Retrieve View Setup Query

Changes Changes and Alerts

Creating definitions

You can begin using CCG by creating the following definitions:

Create Deploy
Definition Definition

e Snapshot definitions record setup data for a specified ERP application
on a specified ERP instance

e Change tracking definitions setup ongoing monitoring of specified ERP
applications and instances.

Creating a snapshot definition

Perform the following steps in order to create a snapshot definition:

1. Select Workbench | Apps from the menu bar. A list of application
definitions will appear:

ORACLE' Configuration Controls Governor

Home  Workbench  Administrator  Jubs  Help

€CG Definitions Current Location: »CC6
Revise Search
Resuts Per Page [ 10 = Resutts 1- 1001 127 First| <Prev | Next=| Last
Definition Instance  Created Type Application  Created by
AMADMIN CT Baseline: iP0 12.0.4 [DEMO] DEMO 03/06/2010  Change Tracking iP012.04 AMADMIN Occurrences Eeit
AMADMIN CT Baseline: AR 12.0.4 [DEMO] DEMO 03/05/2010  Change Tracking AR12.0.4 AMADMIN Qccurrences Bt
AMADMIN CT Bageline: GL 12.0.4 [DEMO] DEMO 03/05/2010  Change Tracking GL12.0.4 AMADMIN Occurrences Eclt
AMADMIN CT Baseline: XLE 12.0.4 [DEMO] DEMO 03/05/2010  Change Tracking HLE120.4  AMADMIN Ocourrences Esit
AMADNIN CT Baseline: 2 12.0.4 [DEMO] DEMO 03052010 Change Tracking X12.0.4 AMADMIN Occurrences Ecit
AMADMIN CT Baseline: XLA 12.0.4 [DEMC] DEMO 03/05/2010  Change Tracking HLA1204  AMADMIN Ocourrences Esit
AMADNIN CT Baseline: AP 12.0.4 [DEMO] DEMO 03052010 Change Tracking AP12.0.4 AMADMIN Qccurrences it
AMADMIN CT Baseline: PO 12.0.4 [DEMO] DEMO 03/05/2010  Change Tracking PO12.0.4 AMADMIN Occurrences Eeit
Dero_Desigh_AP_CT_1 DEMO 03182010 Change Tracking AP12.0.4 AMADMIN Qccurrences Bt
Dema_Design_AP_CT_2 DEMO 0318/2010  Change Tracking AP12.0.4 AMADMIN Occurrences Eclt
ResLits Per Page |10 = Resufts 1 - 10 0f 127 First| =Prev | Next= | Last

Fevige Search

Add definition... f§ Change Tracker I
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2. Click on the Add definition screen and enter the following information:

° Name: A short name that will identify this definition.

o

Instance: ERP instance that contains the application setup data
to snapshot, migrate or track.

Type: There are three choices in type. Snapshot—to report on
ERP application setup data, Migration — to migrate setup data,
and Change Tracking — to monitor changes to setup data. For
this procedure, choose Snapshot.

Application: ERP application to snapshot or track.
3. Click on Save. The page is refreshed, displaying the objects, Global
Conditions, Sharing, and Programs sections.

4. Click on Add object and the Objects page will appear.

The page contains the following fields:

°  Object: Group of setup data to be recorded. Clicking will list objects
that belong to the ERP applications. Configuration controls include
a wide range of objects, and you can use MetaBuilder to add
custom objects.

° Enabled: When checked, the object's setup data will be recorded
whenever the definition is executed.

ORACLE" Configuration Controls Governor Welcome ADMNETRATOR Logout
Home workbench  Administratar ~ Jobs  Help
CCG Definition Workbench Currert Location: Workbench > CCG
Definition Basics
Name‘InFlss\nn_AP_Snapshnt_Dm | Typelsrvapshcrt ‘ =
\nstance‘DEMo | r=| Apphcahurl|AP 1204 ‘ =]
™ Include in Scheculable kems list
=
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5. Operator and Value: CCG uses values are entered here to filter the data to be
recorded. The fields displayed depend on the object chosen, until you choose
an object, no fields are displayed. For example, for the AP Terms Object in
the following screenshot you see Name, Description, Cutoff Day, and so on:

ORACLE' Configuration Controls Governor Welcome ADMNISTRATOR Logout

Home ‘“Workbench Adminiskrator Jobs Help =]

CCG Definition Workbench Current Location: Workbench = CCG
Objects Defintion: InFission_AP_Snapshot_001 Instance: DEMO Type: Snapshot Application: AP 12.0.4
Add object...
Ohject (2P Paymert Terms | A enabied
=l
Operator Value
Mame |- Selectone — x| =
Description I--- Select one --- j E
Cutoff Day I - Select one —— LI E
Rank I--- Select one --- LI E fon
Etfective Date From |- Selectone — x| =
Etfective Date To |- Select one — = | P=|
Languace I——— Select one — LI E

=

6. Inorder to filter setup data, set the Operator and Value of one or more fields.
Click on Save. The page refreshes, displaying a summary of the object.

In order to include another object in the reporting, repeat steps 4 to 6.
You may add as many objects as you wish.

9. Click on Back. The definition page will reappear.
10. Check Include in Schedulable items list checkbox.

11. In order to add global conditions to the definition, enter the following
information for Oracle E-Business Suite:

°  Organization: ERP organization should be included in the snapshot.

°  Set of Books: ERP set of books should be included in the snapshot.
For PeopleSoft Enterprise, enter SetID. This gathers values, such as
vendors, ChartFields, or customers into groups. It may be used by
any number of business units.

12. Click on Save.
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Testing a snapshot definition

Once the definition is complete, test it. First, schedule the definition to run once:

1. Click on Schedule a Job. The Schedule a Job page will appear, as shown
in the following screenshot:

ORACLE’ Configuration Controls Governor Welcome ADN

Horme Workbench  Administrator  Jobs  Help 1=

Schedule a Job Currert Location: Jobs > Schedule a Job

Start

& Immedistely
Con [ ]l owearm [EemmraiGuron =

Repeat

= None (run ance only)
© Minute

o Davy

ek

© Morth

(‘ Year

il L |
& Na End Date

(‘ End Atter DCCUrENCES
7 End By

Notifiy when

I completed I Terminated ™ Error Emai I:I

2. Click on Schedule to start the job immediately. The View Current Jobs
page appears. Click on Refresh to see your job (in this example, 5444):

ORACLE’ Configuration Controls Governor Welcome ADMMI
Home workbench  Administrator  Jobs  Help 1=
View Current Johs Current Location: Jobs > View Current Jobs
Revize Search
Resuts Per Page | 10 ¥ Results 1 - 10 OF 447 First | <Prev | Mext= | Last
JobID  Status User ltems to Execute Start Date/Time
[F 5444 & RUMMING AMADMN - Configurstion Controls Governor: InFission_AP_Snspshot_001 2011-07-24 13:16:34 Americalew_york
[ 5443 +" COMPLETED AMADMIN - Configuration Cortrols Governor: Change Tracking Transfer 2011-07-22 22:00:02 AmericaMlew_ork
[* 5442 +" COMPLETED AMADMIN - Configurstion Controls Governor: Change Tracking Transfer 2011-07-21 21:59:59 Americalew _York
[ 5441 *® TERMINATED AMADMIN - Configuration Controls Governar: CCG MetaBuilder: Populate Tick Universal Ta.. 2011-07-21 06:25:50 AmericaMlew_York
[ 5440 X TERMINATED AMADMIE ‘_(.Innflguratmn Controls Governor: MetaBuilder: Copy Standard CCG Object 2011-07-21 06:10:31 Americallew _ork
F s4z9 + COMPLETED AMADMN - Configurstion Controls Governor: Synchronize Metsdsta to Target Instance 2011-07-21 05:54:25 Americalew_vork
[ 5438 ~" COMPLETED AMADMIN - Configuration Cortrols Governor: Ful_Design_MB_CT_SS 2011-07-21 03:29:32 AmericaMlew_York
#5437 " COMPLETED AMADMN - Configure Configuration Controls Governor 2011-07-21 031319 Americalew _York
[ 5435 ¥ COMPLETED AMADMIN - Restore Configuration Controls Governor 2011-07-21 03:12:35 AmericaMew_York
B 5435 X TERMIMNATED AMADMIN - Configuration Cortrols Governor: MetaBuilder: Copy Standard CCG Object 2011-07-21 02:41:16 AmericaMlew_York
Resuls Per Page | 100+ Results 1 - 1001 447 First | <Prev | Rext= | Last
Revise Search
s Joo I
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3. Inorder to add global conditions to the definition, enter the following
information for Oracle E-Business Suite:

o

Organization: ERP organization to include in snapshot.

°  Set of Books: ERP set of books to include in snapshot. For PeopleSoft
Enterprise, enter SetID. This gathers values such as vendors,
ChartFields, or customers into groups. It may be used by any number
of business units.

4. Click on Save:

ORACLE' Configuration Controls Governor

Home: workbench  Administrator  Jobs  Help

CCG Occurrences Currert Location: Workbeneh » CCG
24 Jul 11 for Defintion: InFission_AP_Snapshot_001 Instance: DEMO Type: Snapshot &pplication: AP 12.0.4
Revise Search
Results Per Page I m - Results 1-10f 1 First | =Prev | Mext= | Last
Start Date/ Time Status Instance Definition Type Application Scheduled by
[ 24 JuL 11 13:16:34 Camplete DEMO InFigsion_&P_Snapshat_001 Snapshot AP120.4 AMADMIN Compare Objects
Results Per Page Iﬂ Results 1 -1 Of 1 First | <Prev | Nesd= | Last

Bevize Search

5. Next, view the resulting snapshot reports:

e}

Monitor the job until it is completed.

o

Click on Details to the right of Generate Occurrence. The Apps
Occurrence Objects page appears. Expand the row for any object
to view its conditions.

6. Begin to generate a snapshot report. Do either of the following:

e}

Include multiple objects in the report. Click on Export all to include
all objects, or click on the checkboxes to the left of objects you want
to include and click on Export selected.

Include one object in the report, and select values for it. Click on
the Values link for an individual object to view its primary records.
(In order to filter the values, click on Revise Search.):
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ORACLE’ Configuration Controls Governor Welcome /

Hame:

m i ) o ] ] )

‘workbench Administrator Jobs Help el
Llbs UCCUTTEINCE VRJECL values

24 Jul 11 Definition: InFission_AP_Snapshot_001 Instance: DEMO Type: Snapshot &pplication: AP 12.0.4 Object: AP Payment Terms

Results Per Page [ 10 | = Results 1 - 10 OF 43 First | =Prev | Next= | Last
Hame| Language

1O MNET 30|US

10 Met fferms date + 10|US

1000 immediate, Balance 80 days|US
15 Met (ferms date + 15)|US

20 MET 30|US

2110 Met 45]US

IR30 - Fulcrurmbiay GRC Chnage|US
30 Days Met, 14 Days -2%|US

30 Met fterms date + 3M|US

30EM f3% J0MET|US

Resutts Per Page [ 10 | Fesults 1 - 10 Of 43 First | <Prev | Mest= | Last

Current Location: Workbeneh > CCG

Bevize Search

Reviss Search

i

Locking the definition

Once the definition passes its test, lock it and perform the following steps:

1.

Select Workbench | Apps from the menu bar. You are returned to
the Apps Definitions page.

Click on Edit to the right of the definition's name.
Click on Lock definition. A confirmation message will appear.

Click on OK to continue, or click on Cancel to return to testing the
existing definition.

Sharing the definition

Once you have locked the definition's conditions, you may make it visible to other
users. If those users have been assigned the necessary roles, they can view existing
occurrences (Apps User) and schedule the definition (Apps Snapshot Scheduler).

1.

o W N

Select Workbench | Apps from the menu bar.

Click on Edit to the right of the definition's name.
Click on Share. The Share page will appear.

Select the Apps users to share with, and click on Share.

Click on Save.
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Comparing snapshots

CCG lets you find the differences between ERP application setups by comparing
snapshot occurrences. You can compare occurrences from different points in time
and different ERP instances. In order to summarize, you will have to perform the
following steps:

1. Search for the occurrences to compare.
2. Run the comparison.
3. View the reports.

The following are the detailed instructions. First, search for the occurrences
to compare:

1. Select Workbench | Apps from the menu bar. A list of definitions
will appear.

2. Find the definition that generated one of the occurrences you want
to compare.

3. Click on Occurrences to the right of the definition name. A list of
occurrences will appear.

Find the first occurrence that you want to compare.

5. Click on Compare. A page will be displayed with the first occurrence
and a search form.

6. If the second occurrence was generated by the same definition as the first,
click on Search to find the second occurrence. Once you have located the
second occurrence, click on Compare. If you want to generate the second
occurrence now, click on Schedule.
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The Comparison Options page will appear:

ORACLE" Configuration Controls Governor

Home Workbench  Administrator  Jobs  Help =
CCG Occurrences Currert Location: Workbeneh > CCG
Compare Occurrences
Occurrence 1:
Start Date/Time Status Instance Definition Type Application Scheduled by
B 2400011 13:16:34 Complete DEMO InFission_AP_Snapshot_001 Snapshot AP 12.0.4 AMADMIN
Revize Search
Resutts Per Page | 10 Results 1 - 100 25 First | =Prev | Mext= | Last
Occurrence 2
Start Date/Time Status Instance Definition Type Application Scheduled by
18 MAR 10 02:07:54 Complete DEMO Demo_Design_AP_snap_1 Snapshot AP12.0.4 AMADNMIN Compare
18 MAR 1002:21:45 Complete DEMOC Demo_Design_AP_snap_2 Snapshot AP12.04 AMADMIN Compare
18 MAR 10 02:29:57 Complete DEMOC Demo_Design_AP_snap_1 Snapshot AP12.04 AMADMIN Compare
18 MAR 10 02:36:45 Complete DEMOC Demo_Design_AP_snap_2 Snapshot AP12.04 AMADMIN Compare
18 MAR 10 02:39:37 Complete DEMOC Demo_Design_AP_snap_2 Snapshot AP12.04 AMADMIN Compare
18 MAR 10055213 Complete DEMO DBD_AP_Snapshot Snapshot AP12.04 TRAINDG Compare -

7. If the second occurrence was generated by the same definition as the first,
click on Search to find the second occurrence. Once you have located the
second occurrence, click on Compare. If you want to generate the second
occurrence now, click on Schedule. The Comparison Options page
will appear:

ORACLE' Configuration Controls Governor

Hame: wiorkbench  Administrator Jobs Help

Comparison Options Current Loctior: Workbeneh > €CG

tor Defintion: InFission_AP_Snapshot_001 24 JUL 11 17:22:26 Compare To: InFission_AP_Snapshot_001 24 JUL 11 13:16:34 Version: 12.0.4 SchedulecBy: AMADMIN

Method
[ Compare same records
o Cotmpare two organizationsisets of books

© Faree comparison and map Values
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The following options are available:

o

Compare Same Records: Matches primary records in two snapshot
occurrences, and then identifies the differences in their fields' values.

Compare Two Organizations/Sets of Books: Matches primary
records in snapshots of two different organizations and/or sets of
books, and then identifies the differences in their fields' values. Both
snapshots must cover the same instance, product family version,
and objects. It must have at least one global condition and must
have global conditions on the same parameters (both must have
global conditions for Organization, for Set of Books, or for both
Organization and Set of Books).

Force Comparison/Map Values: Matches primary records according

to your specifications, and then identifies the differences in their
fields' values.

Defining change tracker

Change Tracker monitors changes to ERP application setup data.

Before you can use the Change Tracker, you must run one or more Change Tracking
definitions, which specify the objects to monitor and the level of detail to record.

Each time you configure Oracle CCG for an ERP instance, it automatically generates
Change Tracking definitions for the ERP applications that you have licensed.

You can save a considerable amount of time by using these definitions instead of
building your own from scratch.

In order to summarize, you will have to:

1.
2.
3.

Search for an autogenerated change tracking definition.

Edit the definition to specify what to track.

Run the definition to deploy Change Tracking functionality to
the ERP instance.

View the Change Tracker.

Optionally, specify Change Tracker queries and alerts.

Log in to Oracle CCG as the Baseline Definition Owner that was specified
when the ERP Instance was configured.

Select Workbench | Apps from the menu bar. A list of Apps definitions
will appear.

Find the Change Tracking definition named for the ERP application and
instance to monitor appears.
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Once you have located the definition, edit it:

1. Click on Edit to the right of the definition name. The definition page will
appear (the objects listed depend on the application).

Check the Include in Schedulable Items list checkbox.
Set the following checkboxes for each object to be tracked:

o

All: Capture all the changes listed below

o

Insert: Capture inserts and new records

o

Update: Capture updates to existing records

o

Delete: Capture deletions of existing records

4. Finally, click on Save:

ORACLE’ Configuration Controls Governor Welcome ADMMISTRATOR Logaut
Home Workbench  Administratar Jabs Help 1=
CCG Definition Workbench Current Location: Workbench > CCG
Definition Basics
Name AMADMIN CT Baseline: AP 12.0.4 [DEMO] Type Change Tracking
Instance DEMO Application AP 12.0.4

I™ Include in Schedulable ftems list

Objects

Object Al Insert  Update  Delete
r r - -
AP Payment Terms I i~ =4 =4
Aging Periods r r r r
Automstic Payment Programs r r r r
Bank Charges u - r r
Bank Transmission Details r r r r
Banks (ohsolete) r r r r
Card Programs ml ml r r ;I

Deploying change tracker
In order to deploy Change Tracking to the ERP instance:

1. Click on Schedule. The Schedule a Job page will appear.

2. Click on Schedule to start the job immediately. The View Current Jobs
page will appear.

3. Click on Refresh to see your job.
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Viewing change tracker results

In order to view the Change Tracker:

1. Select Workbench | Apps from the menu bar.

2. Click on the Change Tracker button. The Change Tracker will appear
and it will display the information.

ORACLE’ Configuration Controls Governor Welcome AGMINITRATOR Logout

Home  Worbench  Admnistratr  Jobs el

Change Tracker srent Locsben coe

Quory.  Basiing Oofion PO

Shere A0 m
Instance A A A DEMD A |
| Appcation Ches Changes Changos Chamgws Changue
APTZO& % % gl 6
| L1204 Ad Ad B4 A4
| PO1204 4 4 4 4
SYSADMEN 1204 E403 5483 5453 5483
X I T

3. Inorder to view an instance's applications, click on any button in the
Instance row and select the instance.

Note that if no applications are visible even after you choose an instance,
select Jobs | View Current Jobs. Verify that the Change Tracking Transfer
program has run at least once. (This program transfers change tracking data
from the ERP instances to Oracle CCG). If it has not, select Jobs | View
Future Jobs and see whether it is scheduled to run. If it is not, contact your
CCG Administrator.

4. If the information shown seems out of date, perhaps the Change Tracking
Transfer program has not run recently. Select Jobs | View Future Jobs and
determine when it last ran.

In order to view details about an instance's changes, click on any Changes link.

Next, to view information about specific applications' changes on an instance,
click any of the checkboxes on the left, and then click on Changes to view the
Object values.
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The following screenshot shows an example of General Ledger Open and
Close Period changes in the Demo instance:

ORACLE’ Configuration Controls Governor Walcoma ADMINGTRATOR Loged

Home  Wortbench  Admnematy  Jobw Ml
Change Tracker Object Values Ll loeaten Werkbench » COG
busharcs DEMI Agphestion L 12.0.4 Dtisct Open and Closs Pertoda. Stow, & Changed Valuss Only 1 Al Valuss
Hievse Saarch
Perbage 10 fegus 1279 0128 Forst| P | sz Lol
Agtication, Lodger, Poriod b Lot Mottt Enanges
B Gensral Ledger,Vison Operabons (USA) Feb-00 oszan 1
B General Lodgar Vision Opombons (LSA) Nov-04 OB 1
[ Gersral Ladgar Vison Oparmbons (USA)ALHD asn 1
B enral LadgerViscn Oparabans (LUSA) Mow 10 0524713 2
B Genecal Ladgar Viscn Oparmtions (USA) Dec-10 a5y 1
[ Gerseral Ledger Visicn Operabans (USA).0cH10 051 2
B el P 05241 2
) Garars] LadgarVision Opartions (USA) Aug-10 oS 2
= Caneral Lodgor Vision Oporabons (USA)Jul10 oszan 2
B General Lodgor Vision Opertions (USALuN-10 a5l -
Resuts Ferpage 10 = Aesuts - 10145 First | <Frere | Mo | Lavst
Hevsn Soan
oot ] owct]

Setting up queries and alerts

Optionally, you can set up queries and alerts. A query stores a set of criteria for
filtering the data shown in the Change Tracker. The Change Tracker automatically
loads the last query used.

An alert is an e-mail message that lists new changes. Alerts are generated when the
Change Tracking program runs. Alert recipients are specified in queries, so each alert
message contains only the changes filtered by the query.

In order to set up a query:

1. While viewing the Change Tracker, click on Query. The Change Tracker
Queries page will appear (a few sample Queries are shown in the
following screenshot).

2. You can add, edit, and delete queries using the links and buttons on
this page.

3. Click on Add query.... and the Add query page will appear.
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4. Enter a name, check the Enabled checkbox, and click on Save. The page
will be refreshed, displaying the Dates, Change Method, Types, Instances,
Applications, Objects, Responsibilities, Users, and Alerts sections, as
shown in the following screenshot:

(& Oracle - Windows Interet Explorer SHESEL S

& http://democcg fulcrumit.net/ccg/jsp/amloginframe jsp

ORACLE" Configuration Controls Governor Welcome ADMINISTRATOR Logout

Home Workbench Administrater  Jobs  Help =

Change Tracker Queries Current Location: Workbench > CCG

Add query:

Name [InFission GL Open Closs Changs Tracker | [@ Enabies

Dates

T —

Change Method

Only Application User's Changes ~

Types
Ingert Update Detete

m

Instances
Instance
DEMO Delete

Applications
Application
General Ledger 12.0.4 [GL 12.04] Delete

Objects
Responsibilities

Users

Add user...

=

®100% v

5. Inorder to find all changes for all instances, leave the rest of the query blank.
In order to narrow the query's results, set one or more items.

o

Dates: Enter both values to specify a date range. Enter only From
to specify changes since a date. Enter only To in order to specify
changes until a date or leave blank for all dates.

Change Method: Specifies the origin of the change (only application
user's changes and SQL/nonstandard changes).

Types: Check any/all, or leave all blank for all types.

Instances: Specify one or more instances, or leave blank for
all instances.
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Applications: Specify one or more applications, or leave blank for
all applications.

Objects: Specify one or more objects, or leave blank for all objects.

Responsibilities: Specify one or more responsibilities, or leave
blank for all responsibilities.

Users: Specify one or more users, or leave blank for all users.

Alerts: Specify one or more e-mail addresses to send an alert
message each time the Change Tracking Transfer program
discovers new changes.

6. Click on Save. The list of queries will reappear, as shown in the
following screenshot:

| ORACLE’ Configuration Controls Governor Welcome ADMINISTRATOR Logout

Home Workbench Administrator Jobs Help

Change Tracker Queries Current location: Workbench > CCG

Cluery in use: Receiving Option PO

Query Enabled
InFission GL Open Close Change Tracker Yes Use Edit Delete
Receiving Option PO Yes Use Edit Delete

Add query....

7. Clicking on Use to the right of any query displays the Change Tracker
with only the changes found by the query. Each time you visit the Change
Tracker, it automatically loads the last query used.

8. Inorder to set up an alert:
i. Add or edita query

ii. Inthe Alerts section, click on Add Alert.... Enter an alert recipient's
e-mail address

iii. Add as many recipients as you like

iv. Set the rest of the query's options to select only the changes to be
reported in the alert

v. Click on the Save button
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Preventive Controls Governor

Preventive Controls Governor (PCG) is a set of applications that run within Oracle.

E-Business Suite as a component of the Governance, Risk, and Compliance Controls
Suite. Preventive Controls Governor applications include:

Form Rules, which modifies the security, navigation, field, and data
properties of Oracle EBS forms

Flow Rules, which defines and implements business processes

Audit Rules, which tracks changes to the values of fields in database tables
that underlie Oracle EBS

Change Control, which regulates changes to the values of fields in Oracle
EBS forms. It can monitor change, require a reason for a change, or require
approval for a change

Moreover, each application generates reports of its results, and utility programs
provide a variety of supporting features, including the following;:

Form Rules includes a Form Extensions tool, which enables users to create
forms that open from (and so extend the capabilities of) existing Oracle
E-Business Suite forms.

Form rules and change-control rules may specify subscribers, which define
circumstances under which the rule is enforced. For example, a rule may
apply to a specified set of users or responsibilities.

Rules of any type may be migrated from one Oracle EBS instance to another.

Form rules and flow rules may be gathered into libraries, which may be
migrated from one Oracle EBS instance to another.

Creating rules

In this chapter, we provide instructions to create Form Rules, which enable users to
write rules that modify the security, navigation, field, and data properties of Oracle
E-Business Suite forms.

In order to use the Form Rules application, ensure that its Oracle Rules Form tab is
selected in the GRC Controls. Each Form Rule consists of subordinate rules, called
rule elements. Each element targets a form, a block within a form, or a field within a
block. Each form also specifies an event that triggers processing, for example, the act
of opening a target form or navigating to a target block or field. Finally, each element
defines customizations to the target form, or to its blocks, fields, tabs, or other
components. Rule elements can do the following:
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e Set security attributes. These can mandate that data entry be required; that
updates, insertions, or deletions be prevented; or that items be hidden
from view.

e Establish navigation paths from a target form to other Oracle EBS forms,
or to forms created through use of a tool called Form Extensions.

e Display the messages.

e Define default values for fields, compile lists of values to be selected from
fields, or set other field attributes.

e Run structured query language (SQL) statements.

e Execute processes defined in the Flow Rules application.

Each Form Rule may specify subscribers, which designate users, responsibilities,
or other entities to which the rule applies. If no subscriber is defined for a rule, it
applies universally. Form Rules also provides a tool for migrating rules from one
Oracle E-Business Suite instance to another.

In order to work with Form Rules, begin by naming a rule and providing basic
information for one or more elements —for each, a target and an event that
initiates processing.

As the target for an element, select, at minimum, an Oracle E- Business Suite form.

Depending on the event you intend to call, you may also specify a block or a field
on the form. If, for example, you choose a When New Form event (which triggers
the rule element to run when a user opens a specified form), you designate only the
form as a target. If, among several other events, you choose When New Item (which
triggers the rule element to run each time a user navigates to a field), you typically
designate a form, a block within the form, and finally a target field within the block.

In order to select a block or a field, you may first use a specialized event— the Event
Tracker — to capture the blocks and fields that belong to a form.

The following figure shows the steps required to set up Form Rules:

Create Create Rule Capture Update Configure
Rue | "] Elements | *| Events | Elements | ”| Element Details
J
v
Setup Select Setup Create Create
Security Components Navigation Menu Links ™ Zoom
I
v
Create Set Defaults Create List Set Field Create SQL
Message > Values of Values Attributes g Procedure
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Creating a Form Rule

When Form Rules starts, the following form opens. Use it to create or review
form rules:

3 BAC Cantrode: Oiile Ruks

[ Fom Ribe| Fiow Rules  Audi Files
Subseiiers
Fuka Mlama Déradndlsn Diobigy Aot Exki

“WSwiergaony e decasy ambstes b ths Extan Veodo ful ®

e 1
Eag EkwantMome  Fom bame  UsisFaomMass  Esat Bhok Mams  FiddName  Debig Aclia

* WM [Eniorcn UpparcasalaPovinhiD  Estar Vet EmErT - P E—— 7

Element Subairiiarn Dtk

In order to create a new rule:

1. Type a name for the rule in the Rule Name field.
2. Inthe Description field, briefly explain the purpose of the rule.

3. Select the Debug textbox to cause Form Rules to display messages as the
rule is being run. Otherwise, clear the textbox to prevent the display of
such messages.

4. Select the Active checkbox to make the rule active, or clear the textbox to
hold the rule in reserve.

5. The Subscribers Exist checkbox is read-only. It will be selected if you have
defined at least one subscriber for the rule (or any of its elements), or cleared
if you have not.
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Creating a Rule Element

Once the rule itself is named and described, you can create rule elements, one per
row in the Rule Elements grid:

In the Seq field, type a number.
In the Element Name field, type a name for the element.

Specify the form that either is itself the target of the element, or contains
a block or field that is to be the target. Do this in either of the following
two ways:

o

In the Form Name field, select the internal name for the form.
Form Rules then supplies a corresponding value in the User
Form Name field.

° In the User Form Name field, select a user-friendly display name
for the form. Form Rules then supplies a corresponding value in
the Form Name field.

Form Rules does not recognize blocks, fields, or other items on a form until you run
the Event Tracker. If the target of an element is to be a block or field, or if you expect
to cite specific items as you define how an element modifies its target, use

the fragment of the element that you have created so far, as a vehicle to run the
Event Tracker.

Capturing Events with Event Tracker

Use the Event Tracker to capture blocks and fields for either of the two purposes:
for selection in the Block Name and Field Name fields of the home Form Rules
form as you set the target of a rule element, or for selection later as you define how
the element modifies a target form or items on it. Moreover, as you run the Event
Tracker, you can set some security attributes for the target form.

Capturing Items from a Form
In order to capture blocks, fields, or other form items, complete these steps:
1. Fill in the Seq, Element Name, and Form Name fields in a row of the Rule
Elements grid.
In the Event list of values, select the value Event Tracker.

Save the rule. Click on File in the menu bar, then on Save in the file menu.
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4. Respond to two messages that appear as a result of selecting the
Event Tracker:

i. The first provides brief instructions on the use of the Event Tracker.
After reading the message, click on the OK button to close it.

ii. In the second, click on the Append button to add items to an existing
collection of metadata (items already captured) for the form that you
have chosen. Otherwise select the Replace button to discard older
metadata and begin a new collection.

5. Open the Oracle EBS application that contains the form you have chosen.

Navigate to the form and in it, navigate to each block and field that you may want
to select as you work with Form Rules rule elements. Create or update a record and
save your work.

By doing so, you capture a reference to each item you navigate with the cursor, and
you also capture the undocumented events associated with the form. The items you
capture become available in Form Rules in any rule element that targets the form, not
only in the element from which you launched the Event Tracker.

Using the Event Tracker to set security

When you open an Oracle EBS form for which you are running the Event Tracker, an
Oracle Rules Actions menu provides options for setting security properties on the
form. In order to use the menu, carry out the following steps:

1. Create a rule element, select the Event Tracker, and open the Oracle EBS
form that is the target of the element. The Oracle Rules Actions menu
appears with the Oracle EBS form only if it is the target of a rule element for
which the Event Tracker has been selected.

2. Click on a field for which you want to set security or one that exists in a block
or tab for which you want to set security.

3. Click on Oracle Rules Actions in the menu bar, and then on any of the
following options.

°  Prevent Update to Block: Prevent an existing value from being
changed for any field in the block where the cursor is located.

° Prevent Insert to Block: Prevent an original value from being entered
for any empty field in the block where the cursor is located.

° Prevent Update to Field: Prevent an existing value from being
changed for the selected field.

° Hide Field: Remove the selected field from the form.
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Make This Field Required: Prevent a user from selecting a new
record or closing a form if no value has been saved in the
selected field.

Enforce Uppercase on This Field: Requires that data entered in the
selected field should be all in upper case.

° Hide This Tab: Remove the tab that contains the selected field, and
all the fields associated with it, from the form.

Get Field Properties: Capture the properties of the selected field.
(This is essentially the same as simply navigating to the field with the
Event Tracker running.)

4. A message informs you that a rule is created. Click on the OK button to close
the message.

The security attributes you configure through use of the Event Tracker take effect
when you complete the definition of the Rule Element from which you are running
the Event Tracker.

Updating Element definition

In order to complete the rule element, open Form Rules (if you have closed it to
apply the Event Tracker to an Oracle EBS form) and select the rule with which
you want to work. If you have created a fragmentary element for the purpose of
running the Event Tracker, select that element. If you are creating a new element
from scratch, perform step 1 to step 3 of the previous section and then carry out
the following steps:

1. In the Event field, select (or replace the value Event Tracker with) an event
that determines the circumstances under which the rule element is to
be evaluated.

2. Choose among the following options:

o

When New Form: The element fires when a user opens its target
form. If you select this event, you cannot enter values in the Block
Name and Field Name fields.

When New Block: The element fires when a user navigates from
one block to another in the target form. Else, if you select a value
in the Block Name field (which is recommended), the element fires
when a user navigates to the specified block.

[285]

www.it-ebooks.info


http://www.it-ebooks.info/

IT Audit

When New Item: The element fires when a user navigates from one
field to another in the target form. Else, if you select a value in each of
the Block Name and Field Name fields (which is recommended), the
element fires when a user navigates to the specified field.

When New Record: The element fires when a user navigates from
one record (new or existing) to another. You may select a block name
if you want to restrict the firing to the selection of a record within the
specified block.

When Validate Record: The element fires whenever a user saves a
record. You may select a block name if you want to restrict the firing to
the saving of a record while the cursor is located in the specified block.

Zoom Special: This special event makes a zoom regardless of
subscribers. It ignores the subscribers until the moment the zoom
action is selected on the Oracle Form. So it enables conditional use of
the zoom to navigate to different entities. In essence, the zoom shows
up regardless of the subscribers, but does not function when a user
tries to zoom and the subscriber evaluates as false.

Undocumented events: Undocumented events associated with

the target form appear in the Event list of values if they have been
captured by the Event Tracker. You can also capture undocumented
events manually. No matter how such events are captured. However,
Oracle does not support them and the installation of a patch may
cause them to disappear.

Audit: The Audit event is no longer supported. Do not select it.

If you want the element to target a block or a field, and you have selected an
event that allows it to do so, select the block in the Block Name field, which
offers a selection of values captured by the Event Tracker.

If you want the element to target a field, and you have selected an event
that allows it to do so, select the field in the Field Name field, which offers
a selection of values that have been captured by the Event Tracker and that
exist in the block you selected in step 2.

Select the Debug textbox to cause Form Rules to display messages as the rule
element is being run. Else, clear the textbox to prevent the display of
such messages.

Select the Active checkbox to make the element active or clear the textbox to
hold the element in reserve.

Save the rule. Click on File in the menu bar, then on Save in the File menu.
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Configuring element details

When you have created a rule element —selected its target form, block, or field, and
chosen the event that triggers its use — you need to configure element details.

In order to do so, click on the element in the Rule Elements grid of the home Form
Rules form, and then click on the Details button. A Business Rule Details form
then appears. Click on its tabs to expose panels in which you can assign security
attributes, set navigation paths, create messages, define default values, lists of values,
or other field attributes, run SQL statements, and run processes defined in the Flow
Rules application.

However, note that certain fields are already completed. The values on display
reflect the selections you made for the rule element in the home Form Rules form.

These include the Form Name, Element Description, Event, Block Name, and Field.

Name fields near the top of the form. You can alter these values only indirectly, by
changing rule-element values in the home Form Rules form.

Setting up security

You can assign security attributes to forms, blocks, tabs, fields, and descriptive
flexfields (DFF). Attributes are available to each of these components in varying
combinations. You can restrict the ability to update, insert, or delete data; require
that data to be entered or those text entries to be in upper or lower case; or hide
screen items. In order to set these security attributes, use the Security panel, which
is selected by default when you open the Business Rule Details form.

If you navigate to another panel in the Business Rule Details form, you can return
to the Security panel by clicking on the Security tab.

If you have used the Event Tracker to set security attributes, each setting occupies a
row in the Security panel. In order to set security attributes for field instances, use
the Field Attributes panel, not the Security panel.

Selecting Components
In each row of the security grid, select a component whose attributes you want to set:

1. Inthe Type listbox, choose whether you want to set security attributes for the
target form, or for a block, tab, field, or DFF on the form.

2. Inthe Block/Tab and Field Name fields, select the component whose type
you identified in the previous step:

o

If you selected the Form type, leave both fields blank
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° If you selected the Block, Tab, or DFF type, choose a value in the
Block/Tab field and leave the Field Name field blank

° If you selected the Field type, choose values in both the fields

If you intend to set security for a number of fields, you can select them all at once:

1. Click on Tools in the menu bar, and then on Oracle Rules Form Elements in
the Tools menu. The following Form Elements form will appear:

s Faitn Ekanants
Bock Hame Prompt Tesl Foid Rlymes bemm Typep e o Tehtwd Cameas  nclude Flag
= DA Disirtuion: Sei [ISTRIENM0 SET el TEXT EM  ACT
VDA Ak Wihhaking Tas | ALLOW AWT_FLAS T
WHDR Cne Tme T
WL Waman Cermed CLeES
WHDR Fmonly Cwreed CLASS
WHIA K =F
WHLA Smell Bumress CLEES
« WHDA Type CLeES
Helei All A capk b
Oe-iede) All

This form displays a selection of fields that depends on the choices you made
as you created the Rule Element in the home Form Rules form:

° If you left the Block Name and Field Name fields blank as you
created the rule element in the home Form Rules form, the Form
Elements form shows all fields captured by the Event Tracker, from
all blocks on the target form

If you selected a Block Name but not a Field Name as you created
the rule element in the home Form Rules form, the Form Elements
form shows all the fields from the selected block that were captured
by the Event Tracker

If you selected a Block Name and a Field Name as you created the
Rule Element in the home Form Rules form, the Form Elements form
shows only the selected field

2. For each field you want, click on the Include Flag checkbox. Else, to select
all fields, click on the Select All button. (The De-Select All button removes
check marks from all checkboxes).

3. When you are satisfied with your selection, click on the Accept button. The
Form Elements form closes, and the fields you chose appear in the Security
grid of the Business Rule Details form. (You can click on the Close button to
close the Form Elements form without accepting any selected fields).
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Setting up navigation paths

You can create entries in the Tools, Actions, or Reports menu of a target form, each
of which, when clicked, opens another form (or, in a special case, executes a Form
Rules rule element). You can also create zooms — similar links that are activated
when a user clicks on the Zoom button in the toolbar.

Typically, such a link becomes active when a form is first opened, and so you would
create such links for rule elements that use the When New Form event. Moreover, a
navigational link works only if the source and destination forms are both available
within a single responsibility. If a user does not have access to a form, a navigational
link created in Form Rules will not take him there.

In order to create navigation links, click on the Navigation tab in the Business Rule
Details form:
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Creating menu links

In order to add a navigation link to a menu in the target form, complete a row in the
Menus section:

1. Inthe Sequence field, select a sequence number prefixed by the name of the
menu to which you want to add the link. (The higher the number you select,
the more remote is the possibility of overwriting an existing menu option).

2. Inthe Label field, type a name for the link. This name will appear as an
option in the menu you selected in the previous step.
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3. In the To Function list of values, select the user function name that
corresponds to the form to which you are creating a link. In order to
ascertain the user function name:

i. Determine the internal name for the form to which you are creating
a link.

ii. Switch to the Application Developer responsibility and select
Application | Form option. Using the form name you determined
in the previous step, query on the Form field and note the
corresponding value in the User Form Name field. (In order to query,
press the F11 key. Type the value for which you are querying in the
appropriate field, and then press Ctrl + F11).

iii. Still in the Application Developer responsibility, select Application
| Function option. In the Form field of its Form tab, query on the
user form name value that you determined in the previous step.
Then click on the Description tab and make a note of the value in
the User Function Name field.

4. If your function takes parameters, the Parameters field displays a template
indicating what those parameters are. Replace the placeholders (the text
surrounded by angle brackets) with actual values. If the Parameters field
remains blank after you select a function, you need not supply parameters.
However, you can, enter QUERY_ONLY="YES" to make the destination
form open in query-only mode.

In the Icon Name field, accept the default value.

Ensure that the Active checkbox is selected.

Creating zooms

A zoom enables a user to move from a block to another form by clicking on the
Zoom button in the Oracle EBS toolbar. You can create only one zoom per block.

In order to do so, use the Zooms section of the Navigation panel:

1. In the From Block list of values, select the block from which you want to
enable the zoom. The list of values (LOVs) presents all of the blocks for the
target form that you have captured through the use of the Event Tracker.

2. In the To Function list of values, select the user function name that
corresponds to the form for which you are creating a link.
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4.

If the function takes parameters, the Parameters field displays a template
indicating what those parameters are. If so, replace the placeholders (text
surrounded by angle brackets) with actual values. If the Parameters field
remains blank after you select a function, you need not supply parameters.
However, you can enter QUERY_ONLY="YES" to make the destination
form open in query-only mode.

Ensure that the Active checkbox is selected.

Creating messages

You can write messages that appear when a user performs an action corresponding
to the event you have chosen for a rule element —for example, opening a form,
navigating to a field, or saving a record. Click on the Messages tab in the Business
Rule Details form.

In order to create a message:

1.

In the Sequence field, enter a number that reflects the order in which you
want this message to appear in relation to other messages you may create in
other rows.

In the Description field, briefly explain the purpose of the message.
In the Message Type listbox, select one of the following:
° Note: The message appears, but the user is able to continue working
°  Error: The message appears, and the user is prevented from saving
a record
As a result, select this type for messages associated with rule elements that
use the When Validate Record event.

Write the message in the Message textbox. A message can contain

not only text, but also field names. Use the following syntax: #:BLOCK.
FIELD_NAME#. At run time, the field names are replaced by values
associated with the currently selected record.

A message can be made to appear only when certain data conditions are met,
for example, a promotional message may appear when a user enters a certain
item on an order. In order to make this happen:

i. Create the message for a rule element based on the When New
Item event.

ii. Create an element subscriber with a Data filter type so that the
message appears only when the correct data is entered.
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Setting default values

You can set the default values of fields in the form that is the target of a rule element.
In order to do so, click on the Default Values tab in the Business Rule Details form:
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Regardless of the event you select to trigger the rule element, you can set values for
any number of fields in any number of blocks on the form (provided that the fields

and blocks have been captured through use of the Event Tracker). Devote one row in
the grid to each field:

1. In the Block list of values, select the block that contains the field for which
you want to set a default value.

2. Inthe Field list of values, select the field for which you want to set a
default value.

3. In the Default Type listbox, select one of these values:

o

Static: The default value is a constant

o

Form: The default value is a copy of the value entered for another
field on the form

SQL: The default is a value returned by a SQL statement
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4. Inthe Default Value field, type an entry appropriate for the selection that
you made in the Default Type listbox:

o

If you select Static, type the value that serves as the default.

o

If you select Form, identify the field that returns a default value.
Use the format BLOCK_NAME.FIELD NAME — the internal
names for the block that contains the field and the field itself.

If you select SQL, type a SQL statement that returns values for use
as defaults.

5. Ensure that the Active checkbox is selected.

Creating and modifying lists of values

You can both alter existing lists of values or create new LOVs. Before you do so, you
must run the Event Tracker on fields for which you want to create or modify LOVs.

Altering an existing LOV

In order to alter an existing List of Value (LOV) select the field and then modify the
SQL statement that compiles the values displayed in the field. However, you cannot
modify the SELECT portion of the SQL statement, which identifies the database
columns that return values to the LOV.

You can alter only the where and sort by portions of the statement, which specify
the conditions under which records are selected to be returned, and the order in
which they are arranged.

1. In Form Rules, ensure that you have created a rule and rule element that
you want to use to modify the LOV. The element must select, as a target, the
form on which the LOV exists. (It is often the case that this element would
use When New Form as an event. If so, the form is all you need to select as a
target. If you choose an event that requires you to do so, also choose a block
and/or a field).

2. Navigate to the form that contains the LOV you want to change, and click in
the LOV.
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3. Run a trace file:

i.

ii.

iii.

iv.

Vi.

Vii.

Click on Help in the menu bar, then Diagnostics in the Help

menu, and then click on Trace in the Diagnostics submenu. Select

the Regular Trace radio button. If you have not already used a
Diagnostics option, an Enable Diagnostics dialog prompts you for
your Oracle password. Enter it and click on the OK button to clear the
dialog. A note informs you that tracing is activated and provides the
path and name of a trace file. Click on the OK button to clear the note.

In the LOV that you want to change, select any value.

Click on Help in the menu bar, then Diagnostics in the Help menu,
and then click on Trace in the Diagnostics submenu. Select the No
Trace radio button. (Another message informs you that tracing is
deactivated and provides the path and name of a trace file. Click on
the OK button to clear the note.)

Open Form Rules and use a utility called TKProf to examine your
trace file.

Click on GRC Controls Utilities in the menu bar, and then on Oracle
Rules TKProf Utility in the GRC Controls Utilities menu.

A concurrent request runs, and a message informs you of its
identification number. Make a note of the number and click on the
OK button to close the message.

Click on View in the menu bar, and then on Requests in the
View menu.

viii.A Find Requests form will open. Click on the Specific Requests

ix.

radio button and, in the Request ID field, enter the ID number for
your request. Click on the Find button.

A Requests form will appear. Its grid contains an entry for your
request. When its status is set to Completed (you may need to click
on the Refresh Data button), click on the View Log button.

In the log file, search for the SQL statement that generates values
for the LOV. (Typically, it begins as *'select displayed_
field,description, lookup_code_from™.) Leave the log file open.

4. In Form Rules, select the rule and element you want to use to modify
the LOV.

5. Click on the Details button and in the Business Rule Details form, click on
the List of Values tab:
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In the Block Name field, select the block where the LOV exists. In the Field
Name field, select the field where the LOV exists. Accept the default values
in the Record Group and LOV Name fields, and be sure the Active checkbox
is selected.

In the log file, copy the SQL statement for your LOV (highlight it and
press Ctrl + C). In the Form Rules Business Rule Details form, click on
the SQL Text area of the List of Values panel. Press Ctrl + V to paste the
SQL statement there.

Close the log file (click on the x symbol in its upper-right corner). In the
Form Rules List of Values panel, edit the SQL statement as you desire.
Remember that you can modify only the where and sort by clauses. If any
bind variables exist in the statement (they may appear as :1 or :5), you may
have to open the form to identify the actual SQL that is being executed.

Creating a new List of Value

In order to create a new List of Value (LOV) you will need to convert an existing
text-entry field for use as a list of values. The process involves identifying the field
(after first having used the Event Tracker to capture it) and creating a SQL statement
that compiles values that the field is to display. Carry out the following steps to
create a new list of values:

1.

Ensure that you have created a Form Rules rule and Rule Element that you
want to use to create the LOV. The rule element must specify, as a target, the
field you intend to make into a list of values (and therefore, of course, the block
and form that contain the field), and it must use the When New Item event.
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In Form Rules, select the rule and element, click on the Details button and
in the Business Rule Details form, click on the List of Values tab:

In the Block field, select the block where the LOV exists. In the Field

Name field, select the field where the LOV exists. The Record Group field
defaults to a value that begins with LA_ and the LOV Name field defaults to
APPCORE_ZOOM. Now, accept these values. Be sure the Active checkbox
is selected.

The SQL Text field displays a stub SQL statement. You may edit it or replace
it entirely, in order to create either a static list or one that returns values
determined at runtime. Keep the following points in mind:

o

The SQL statement can specify only two return columns, with the
aliases NAME and VALUE

The template constitutes one line of a SQL statement that returns
one value

In order to create multiple values in a static LOV, use the UNION statement. For
example, the following SQL statement returns the values High, Medium, and Low:

SELECT 'High' NAME, 'High' VALUE FROM DUAL
UNION

SELECT 'Medium' NAME, 'Medium' VALUE FROM DUAL
UNION

SELECT 'Low' NAME, 'Low' VALUE FROM DUAL
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In the template, the value DUAL is a placeholder for a table name. In order to create
a static list of values, leave it as is. In order to create a list of values determined at
runtime, replace it with the name of the table that supplies values.

Setting field attributes

You can designate the display properties of blocks and fields, such as the positioning,
color, size, and weight of items. You can also set security properties for field
instances. In order to do so, click on the Field Attributes tab in the Business Rule
Details form:
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Set an attribute for one block, field, or field instance in each row of the grid:

1. Inthe Seq field, type a number that reflects the order in which you want this
attribute to be set with respect to other attributes listed in the grid.

2. Inthe Type listbox, choose whether you want to set an attribute for a block,
field, or field instance.

3. Select the component whose type you identified in the previous step. If you
have selected the Block type, choose a value in the Block Name list of values
and leave the Field Name list of values blank. If you have selected the Field
or Field Instance type, choose values in both the Block Name and Field
Name LOVs. (The LOVs display blocks and fields that you have captured
through the use of the Event Tracker.)
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A field is a set of similar values, while a field instance is an individual value for a
field. For example, when a form presents a grid, a field is an entire column in the
grid, and a field instance is an individual cell in the column.

Field attributes apply no matter what the value of a field is. If you create field
instance attributes, you need to define the instances to which the attributes apply.

In order to do this, create a data subscriber that targets the field that you selected in
step 3. The attributes that you create would take effect when the subscriber definition
evaluates to true.

Take care that field instance security attributes defined here do not conflict with field
security attributes defined in the Security panel.

1. In the Property listbox, select an attribute that you want to set for the
component you have identified. Attributes vary by component type. For
descriptions, see the lists following step 6 of this procedure.

2. Inthe Value field, type or select the value that sets the attribute. For example,
if you selected Background Color in the Property field, you would select a
specific color, for example red, in the value field.

3. Select the Enabled Flag checkbox to activate the attribute or clear the
checkbox to deactivate the attribute.

Blocking Attributes

You can set the following block attributes:
e Blockscrollbar X Pos: Sets the horizontal starting point for the scroll bar from
the left of the block. Just type in the required number of pixels.

e Blockscrollbar Y Pos: Sets the vertical starting point for the scroll bar, from
the top of the block. Type a number of pixels.

e Current Row Background Color: For the row on which the cursor is focused,
it sets the color of the space surrounding field entries. Select from six colors.

e Current Row Font Size: Sets the type size for entries in the row on which the
cursor is focused. Select a number from 1 to 18 points.

e Current Row Font Weight: Sets the thickness of type for entries in the row
on which the cursor is focused. Select from nine weights.

e Current Row Foreground Color: For the row on which the cursor is focused,
it sets the color of field entries. Select from six colors.

e Next Navigation Block: Sets the block to which the cursor moves if a user
presses the Tab key from the last field in the current block. Type a block name.
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Previous Navigation Block: Sets the block to which the cursor moves if a
user presses Shift + Tab from the first field in the current block. Type a
block name.

Query Allowed: Determines whether a user can query fields in the
block —search for records with a field set to a value that matches a
search value. Select TRUE or FALSE.

Query Data Source Name: Sets the database table or view searched for
records in response to a query. Type the name of a database table or view.

Field attributes

You can set the following field attributes:

Background Color: Sets the color of space surrounding field entries. (For a
field instance in a selected row, the Current Row Background Color setting
for the block takes precedence.) Select from six colors.

Conceal Data: Presents asterisks rather than actual entries for a field. Enter
the value as TRUE and in order to set the value to FALSE, do not select
this attribute.

Font Size: Sets the type size for field entries. (For a field instance in a selected
row, the Current Row Font Size setting for the block takes precedence).
Select a number from 1 to 18 points.

Font Weight: Sets the thickness of type for field entries. (For a field instance
in a selected row, the Current Row Font Weight setting for the block takes
precedence.) Select from nine weights.

Foreground Color: Sets the color of field entries. For a field instance in a
selected row, the Current Row Foreground Color setting for the block takes
precedence.) Select from six colors.

Format Mask: Imposes formatting on numeric or date fields:
° 999"-"99"-"999: Social Security Number
°$999,999,999.99: Monetary value, US currency up to $1 billion

°999,999,999.9999: Numeric with thousand separators, up to
four decimals

999,999,999.99: Numeric with thousand separators, up to
two decimals

L99G999D99: Local currency with thousand separators, up to
two decimals
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0999: Number, up to four digits, with leading zeros
°  DD-MONTH-YYYY: Date, with month spelt out
°  DD-MON-YYYY HH24:MI:SS: Date and time, with month
abbreviated
Height: Sets the vertical dimension of the field. Type a number of pixels.

Hint Text: Creates a message that provides information about the field
in a status bar at the bottom of the screen. Type the message of up to
30 characters.

Next Navigation Item: Sets the field to which the cursor moves if the user
presses the Tab key. Select from a list of field names.

Previous Navigation Item: Sets the field to which the cursor moves if the
user presses Shift + Tab. Select from a list of field names.

Prompt Text: Creates a display name that identifies the field on screen.
Type the label of up to 30 characters.

Width: Sets the horizontal dimension of the field. Type a number of pixels.

X Pos: Sets the horizontal starting point for the field from the left of its block.
Type a number of pixels.

Y Pos: Sets the vertical starting point for the field from the top of its block.
Type a number of pixels.

Field instance attributes
You can set the following field instance attributes:

Insert Allowed: Determines whether a user may enter data if the field
instance is blank. Select TRUE or FALSE.

Navigable: Determines whether a user may select the field instance. Select
TRUE or FALSE.

Required: Determines whether a user must enter data in a field instance.
Select TRUE or FALSE.

Update Allowed: Determines whether a user may alter existing data in a
field instance. Select TRUE or FALSE.

Creating SQL procedures

You can create SQL statements that are executed when a user performs an action
corresponding to the event you have chosen for a rule element.

1.

In order to do so, click on the SQL tab in the Business Rule Details form.
Create any number of statements, one per row in the grid:
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In the Sequence Num field, type a number that reflects the order in which
you want this SQL statement to be executed in relation to other statements
that you may create in other rows.

In the Procedure Name field, type a name for the SQL statement.

Ensure that the Active checkbox is selected to use the statement, or clear the
checkbox to hold the statement in reserve.

The SQL Text field displays a template. Substitute actual values for
placeholder values in the template, or replace the template entirely with a
statement of your own.

[e]

You may not reference the Form Bind variables directly

o

In order to reference a field, you must use the name_in function

e}

Declare variables before BEGIN keyword. Do not use the word
Declare in the SQL text

Click on the Compile All Active SQL Rules button. (Else, as an alternative,
click on Tools in the menu bar and then on Oracle Rules Compile All Active
SQL Rules in the Tools menu.) This has the following two effects:

o

A concurrent request runs to compile the code. A message
informs you of its identification number. Make a note of the
number and click on the OK button to close the message.

A validation procedure determines whether the SQL is
syntactically correct.
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7. Review the concurrent program log for errors:

i. Click on View in the menu bar, and then on Requests in the
View menu.

ii. A Find Requests form opens. Click on the Specific Requests radio
button and, in the Request ID field, enter the ID number for your
request. Click on the Find button.

iii. A Requests form will appear. Its grid contains an entry for your
request. When its status is set to Completed (you may need to click
on the Refresh Data button), click on the View Log button.

8. If successful, exit Oracle EBS and log in. SQL rules are implemented via
the custom library, which may be cached when you log in. In order to test
recently compiled rules, log out and log in to the application.

Summary

In this chapter, you learned to establish an IT Audit management program to
mitigate information technology risks. The scope of an IT Audit plan includes
testing general computer controls, as well as application controls. IT Audit
approach requires an assessment of the controls framework adopted by the
IT organization. In addition, we have provided instruction to set up IT and
Application controls using Oracle GRC Control Suite, which can be deployed
to improve your overall control environment.

IT Audit plan starts by reviewing the control documentation that defines the IT
standards, organization structure, budgets, policies, and procedures. IT auditors
evaluate controls in many different ways, including manual control testing,
assessment of periodic end-user surveys, and effectiveness of monitoring controls.
Oracle GRC Manager can be used to manage the IT Audit plan.
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Organization can improve the overall control environment by automating IT general
controls and application controls using the Oracle GRC Controls Suite, which includes
Access Controls Governor, Transaction Controls Governor, Configurations Controls
Governor, and Preventive Controls Governor. Access Controls Governor can help
reduce the segregation of duties risk by detecting incidents where the ERP security
configuration has inherent conflicts or users have been granted access to roles and
responsibility that create a conflict. Transaction Controls Governor can indentify if the
user with access to ERP system has created transactions that violate a business policy,
or control. Auditors can use this application to improve the testing effectiveness

by continuously monitoring selected controls. Configuration Controls Governor
enables IT organization to reduce the cost and risk of maintaining, upgrading, and
implementing ERP systems by tracking configuration changes in the ERP system and
comparing results across various ERP instances as required to manage the application
lifecycle. Business Process Owners can set up fine-grain controls using the Preventive
Controls Governor to optimize the application flow and stop errors and frauds before
it is too late.
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Cross Industry
Cross Compliance

In this chapter, we change our focus to look more closely at compliance aspects. This
is a discussion of the laws, regulations, and frameworks that an enterprise is subject
to. We will present the law, regulation, or framework and then underline both the
practices and technologies that best help you meet it and confirm that it has been
met. There are different degrees of rigor in different areas of compliance in varying
industries and countries that we will focus on in subsequent chapters. This topic
should begin with a discussion involving both the head of internal audit and chief
legal counsel.

Sarbanes-Oxley

First among equals in the cross industry regulations is Sarbanes-Oxley. The
regulation resulted in real focus on risk management and controls verification.
Section 404 requires the management to state that they confirm the effectiveness
of internal controls, and for auditors to attest that the management's assertion is
well founded. Here we will run through a few key sections of Sarbanes and point
out what area of the technology and applications are most helpful in meeting the
requirement. While the act is clearly passed in the United States, it applies to any
entity that is raising money in the U.S., not just U.S. companies. As such, a very
large portion of the companies in the world are subject to the regulations under
Sarbanes-Oxley.
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Important sections of the act and the
technologies that apply

The famous sections of Sarbanes-Oxley are explained in Chapter 5, Risk Assessment and
Control Verification, Chapter 6, Documenting Your Controls, and Chapter 7, Managing Your
Testing Phase: Management Testing and Certifying Controls. What we explain here are
some sections that are also very important, that were not so much of a gold rush for
the auditing profession, but nonetheless, have some significant technology impacts.

Title 1: Establishment and Operation of the Public

Company Accounting Oversight Board

Sections 101 through 109 establish the composition of the Board of Directors and
the requirement for Public Accounting firms to register with the Public Company
Accounting Oversight Board (PCAOB).

Section 103 is probably the only section where technology may assist. It is again
more targeted at the public accounting firm than the company being audited, but it
is a great statement of best practice. It requires the accounting firm to hold working
papers that back an audit opinion for seven years. This should probably be reflected
in the document management system of the audited company and the records
retention policies for those record types. (Refer to the Managing Records Retention
Policies with Content Management Server section in Chapter 2, Corporate Governance.)

Title 2: Auditor Independence

Sections 201 through 209 are all about auditor independence.

Sections 201 and 202 are all about services that an auditor cannot provide to the
clients that they are auditing to ensure that any audit opinion is not colored by the
prospect of other business with that client. To this end you should implement Holds
with the Accounts Payable system to ensure that invoices are vetted by the audit
committee to ensure that the services rendered are actually audit services. This is the
thrust of section 202 to get pre-approval of any non-audit services. In order to set up
the Audit firm as a supplier and ensure purchase orders and payments are subject
to holds and approvals, log in using the Payables Management responsibility and
navigate to Supplier Inquiry. Inquire on a supplier and click on the Edit icon, as
shown in the following screenshot:
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In order to release holds from an invoice, find the invoice from which you want
to release holds and click on the Holds button to navigate to the Invoice Holds
window. Release a hold by selecting a Release Name. You can select from all the
Invoice Approvals defined with the type Invoice Release Reason.

Title 4: Financial Disclosures

Title 4 is all about financial disclosures and contains the famous Section 404. Section
409 is all about real time disclosures. It requires disclosure to the public on a rapid
and current basis on such additional information concerning material changes in

the financial condition or operations in plain English, which may include trend and
qualitative information and graphic presentations. Refer to the section on Monitoring
execution with Oracle Business Intelligence in Chapter 2, Corporate Governance, for
how to provide insight and early warning on the financial condition of the company.
For example, Infission might be able to see the disruption to its supply chain for its
disk drive component from the floods in Thailand.

Title 8: Legal Ramifications for Corporate Fraud

Title 8 is all about accountability for altering documents. Section 802 imposes
penalties for destroying or altering documents with intent to destroy them, and also
establishes a minimum records retention period for Audit Working papers and other
correspondence regarding the audit. (Refer to the Managing Records Retention Policies
with Content Management Server section in Chapter 2, Corporate Governance.)
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ISO 27001 — Information Security
Management System (ISMS)

The following diagram shows the key objectives for an Information Security System:

Confidentiality

\ g/

Availability

The ISMS must protect information assets from any threats to their availability,
integrity, and confidentiality. The ISMS includes Organizational structures, policies,
planning activities, practices, procedures, processes, and resources. It is set up to
ensure that processes, technology, and user behavior all align to this goal.

ISO 27001 provides a specification against which a deployment and ISMS can be
verified by an accredited certification body, such as the UK Accreditation Service.
Such organizations are permitted to grant a formal certificate.

The components of an Information Security
Management System

While the ISMS specification has other components, six of them are crucial.

e A defined scope

e Aninformation security policy
e Arisk assessment

e Arisk treatment plan

e For each risk treatment, state the control objectives and controls to
be implemented

e A Statement of Applicability for the controls listed in ISO 27001 annex A
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The risk assessment process

The following is a diagram of the information risk assessment process:

Identify assets
within scope of
ISMS

Identify threats
to confidentiality,
availability and
integrity

Identify
vulnerabilities
those threats
could exploit

>

Assesses the
impacts of those
threats

]

Accesses the

likelihood of

those threats
occuring

-

Evaluate the risk

Identify the systems and information assets that are critical to the achievement of the
organization's tasks and objectives, as well as the people who are responsible for the
protection of those assets.

Then identify what can go wrong or what can attack those assets. Next, determine
if the information assets are actually open to exploitation by the threats. If an
information asset is exploited by threat, the impact must be assessed. This is
generally done in qualitative terms, but can be monetized by evaluating the loss to
the enterprise of the information not being available. For example, if the customer
master is unavailable and orders cannot be entered for three days. The likelihood
from almost certain to highly unlikely must also be assessed before the risk level
can finally be calculated and added to the risk register.

The Risk Treatment Plan

For each risk in the risk registry, the enterprise needs to develop a risk treatment
plan. The enterprise may choose to pass the risk to another party through insurance
or other contractual means. The enterprise may choose to apply controls that will
reduce the likelihood and/or impact to acceptable levels. The management must
positively accept the residual risks they are accepting. The risk treatment plan
should also include a plan to address security incidents if a control should fail.

The Statement of Applicability

Appendix A of the ISO 27000 standard contains a set of controls arranged in control
areas and applicable control objectives. These are very generic controls that have wide
applicability and part of the process is to explain their application with the ISMS, or
explain why they were felt to not be applicable. The groupings are as follows:

e Clause A5 Security Policy

e C(Clause A6 Organizing Information Security
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Clause A7 Asset Management

Clause A8 Human Resources Security

Clause A9 Physical and Environmental Security

Clause A10 Communications and operations management

Clause A1l Access Control

Clause A12 Information System acquisition, development and maintenance
Clause A13 Information security incident management

Clause A14 Business continuity management

Clause A15 Compliance

While listing all of the controls would change the nature and utility of this book,
we have given you a sample here so that you can see how they fit into the

GRC Applications.

Clause Control Description

A5 Information Security Policy

A6 Organization of Information Security

A6.1 Internal Organization: To provide management direction and support for
information security in accordance with business requirements and relevant
laws and regulations

A6.11 Management commitment to Information Security

A6.1.2 Information Security coordination

A6.13 Allocation of Information Security Responsibilities

A6.14 Authorization process for information processing facilities

A6.1.5 Confidentiality Agreements

A6.1.6 Contact with Authorities

A6.1.7 Contact with Special Interest Groups

A6.1.8 Independent review of Information Security

A6.2 External Parties: To maintain the security of organizational information
processing facilities and information assets accessed, processed, communicated
to, or managed by external parties.

A6.2.1 Assessment of risks related to external parties

A6.2.2 Addressing security when dealing with customers

A6.2.3 Addressing security in third-party agreements

A7 Asset management

A71 Responsibility for Assets: To achieve and maintain appropriate protection of

organizational assets
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Clause Control Description

A72 Information classification: To ensure that information assets receive an
appropriate level of protection

A8 Human Resources Security

A81 Before Employment: To ensure that all employees, contractors, and third-party
users understand their responsibilities and are suitable for the roles they are
considered for, and to reduce the risk of theft, fraud, or misuse of the facilities

A8.2 During employment to ensure that all users are aware of information security
threats and concerns, their responsibilities and liabilities, are equipped to
support organizational security policy, and to reduce the risk of human error

A83 Termination or change of employment: To ensure that all users exit an
organization or change employment in an orderly manner

A83.1 Termination responsibilities

A83.2 Return of Assets

A8.33 Removal of Access Rights

A9 Physical and Environmental Security

A91 Secure Areas: To prevent unauthorized physical access, damage, and
interference to the organization's premises and information

A9.2 Equipment security: To prevent loss, damage, theft, or compromise of
assets and interruption to the organization's activities

A10 Communications and operations management

A10.1 Operational procedures and responsibilities: To ensure the correct and
secure operation of information processing facilities

A10.2 Third-party service delivery management

A10.3 System planning and acceptance: To minimize risks of system failures

A10.4 Protection against malicious and mobile code

A10.5 Back up

A10.6 Network security management

A10.7 Media Handling: To prevent the unauthorized disclosure, modification,
removal, or destruction of assets, and interruption to business activities

All Access control

All11 Business requirement for access control: To control access to information

All.2 User Access Management: To ensure authorized users' access and to prevent
unauthorized access to information systems

Al11.3 User responsibilities: To prevent unauthorized user access and compromise
or theft of information

All4 Network Access Control: To protect networked services from

unauthorized access
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Clause Control Description

Al1l5 Operating System Access Control: To prevent unauthorized access to
information systems

All.6 Application and Information access control: To prevent unauthorized access to
information held in information systems

Al11.7 Mobile computing and telenetworking: To ensure information security when
using mobile computing and telenetworking facilities

Al12 Information Systems acquisition, development, and maintenance

Al121 Security requirements of Information Systems: To ensure that security is an
integral part of information systems

Al12.2 Correct processing in applications to prevent errors, loss, unauthorized
modification, or misuse of information or applications

A12.3 Cryptographic controls: To ensure confidentiality, authenticity, or integrity of
information by cryptographic means

Al124 Security of system files: To ensure the security of system files

Al12.5 Security in development and support processes: To maintain the security of
application system software and information

A12.6 Technical Vulnerability Management: To prevent the damage resulting from
exploitation of published vulnerabilities

A13 Information Security Incident Management

A131 Reporting information security events and weaknesses: To ensure timely,
corrective action is taken

A13.2 Management of information security incidents and improvements: To ensure a
consistent and effective approach is applied to the management of information
security incidents

Al4 Business Continuity Management

Al4l Information Security aspects of Business Continuity Management: To counteract
interruptions to business activities, to protect critical business processes from the
effects of major failures or disasters, and to ensure timely resumptions

A15 Compliance

A15.1 Compliance with legal requirements

A15.2 Compliance with security policies and standards

A153 Information Systems Audit

Oracle's products and ISO 27000

The first component of the ISMS that we need to identify is where the list of critical
information assets can be seen. Those information assets that are subject to data
security through FND Grants are exposed as FND_OBJECTS in the Grants User
interface. The following is a screenshot of the Grants user interface:
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You can navigate to the Grants user interface from the Functional Administrator
responsibility, by selecting the Security tab.

You can also see the list of database resources in Authorization Policy Manager
(APM). APM is the successor to the E-Business Suite security model from Fusion
Middleware. When you open the Authorization Policy Manager, you can either
choose the Search Database Resources in the main area or choose Database
Resource in the Search drop-down in the left-hand search panel:

ORACLE Entitlements Server Accessth

s I Search - Fushos Databiee —

Manage Database Resources and Polides
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In Oracle, the risk library would be stored in the eGRCM Risk Registry. I have
generally found standards' bodies reluctant to give a standard list of risks, although
they do give a standard set of control objectives. To my eye the list of control
objectives is a rewording of the risks. A risk is something that can go wrong and the
control objective is to prevent it from going wrong. In this example, we have taken
some of the higher-level control objectives in the appendix and translated them into
risks for illustrative purposes. The following is a screenshot from the eGRCM

Risk Registry:

Manage Risk @

~|Search: Risk Advanced

Match &l any
Mame | A
Description

Status

Search Reset

~| Search Results: Risk

Ackions + Yiew ~ @ 4 3¢ | Efibetech | AddtoFavorites

Mame \Descr\ption \Status Skate

A8 1R Lack of management direction and support For information security in accordance with business requirements and relevant laws and regulations, Active  In Review
A6.2R The loss of confidentiality or availability of organizational information processing facilities and information assets accessed, processed, communicated ko or managed by exter Active  In Review
A8.1R Rrisk of theft, Fraud or misuse of the Facilities. Active  In Review
AB.ZR Failure of employees to be are aware of infarmation security threats and concerns, their responsibilities and liabiltties, Failure ofemployess to support organizational security Active  In Review

The controls from Appendix A of ISO 27000 would be stored in the eGRCM Controls
Registry. The statement of applicability can be derived from whether the control is
deemed to be applicable to any risk:

Manage Controls

~|Search Contrals Advanced

Makch @ all ™ any

Mame | A Status
Description Type
State Enforcement Type

Search Reset

~| Search Results: Controls

Actions + View + 7# R 8 i Detach Add To Favarites

Nams |Descr\ption Status State |Method
AG1.2Z Information Security Coordination Active In Review Manual
Ab L4 Authorization process for information processing Facilities Active In Revisw Manual
AB.2.Z Addressing security when dealing with customers Active In Review Manual
A61 Inkernal Organization: ta provide management direction and suppart For infarmation security in acce Active In Review Manual
A6 1.5 Confidentiality Agreements Active In Revisw Manual
Ab L1 Management Commitment to Information Security Active New Manual
AGL3 Allocation of Information Security Responsibiliies Active In Review Manual
AB2 External Parties: To mainkain the security of arganizational information processing Facilities and infor Active In Revisw Manual
ABZ.1 Assessment of risks related to external parties Active In Review Manual
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Control Objectives for IT (COBIT)

COBIT provided by ISACA provides control objectives for IT processes. While COSO
gives a general framework, COBIT provides control objectives for each IT process.
We will demonstrate where those processes are likely to be running in the Oracle
solution and show the settings and configurations that may best meet those

control objectives.

Managing IT processes in Oracle GRC
applications to support COBIT Framework

InFission IT Audit team has implemented IT controls by following the COBIT
standard that is supported by Oracle GRC applications. The COBIT framework
is supported as follows:

COBIT Objective  Control description InFission IT Control management
system

Plan and Organize Provides direction to IT plans, policies, and budgets

(PO) solution delivery (Al) and are maintained in Oracle GRC
service delivery (DS) Manager

Acquire and Provides the solutions and  IT project policies and procedures

Implement (AI) passes them to be turned documents are maintained in
into services Oracle GRC Manager

Deliver and Receives the solutions and ~ Oracle GRC Controls

Support (DS) makes them usable for
end users

Monitor and Monitors all processes to Oracle GRC Controls

Evaluate (ME) ensure that the direction

provided is followed

InFission COBIT Framework setup in
Oracle GRC Manager

InFission IT audit team has implemented the COBIT Framework using the Oracle
GRC Manager Perspectives to support hierarchical structure to meet COBIT
objectives. This approach enables the audit team to reuse components that support
other GRC initiatives such as Sarbanes-Oxley (SOX). The common components
include risk, controls, and process documents. In addition, this approach also
enables the IT audit team to share information with other auditors and managers.
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The InFission COBIT Perspective is set up as follows:

ORACLE Enterprise Govemnance, Risk, and Compliance Manager
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The perspective hierarchy and the structure of the perspective items, is set up
as follows:

ORACLE' Enterprise Governance, Risk, and Compliance Manager

Home Preferences Llogout admin ()

_I_riavigator
Perspective Management
~| Tasks o - - .
= 2 Manage Perspective Hierarchy: InFission Cobit Framework® Actions v Add to Faverites | Done
Perspectives View As OF Date: 01/08/2012 19.27.22
Create Perspective Hierarchy
Manage Perspective Hisrarchies ~| Definition e
Mame  InFission Cobit Framework
Type Standards and Framework
Description  » Plan and Crganize (PO) =
« Acquire and Implement (AL
« Deliver and Support (DS)
~| Favorite Perspective Hierarchies « Monitor and Evaluate (ME)
Add i |
[Name | Remove | |
2L
Mo rows yet. - =
f ~| Hierarchy Details
Hierarchy Issues Assessments
Hierarchy | Ttem Details l |
Vit | Nothing selected

% IPission Cobit |
PO - Plan and Organize
Al - Acquire and Implement
D5 - Deliver and Suppart
ME - Monitor and Evaluate

4 i

Copyright @& 2011, Cracle andfor its affiliates. Al rights reserved.
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InFission IT Controls Management Approach

InFission's approach to managing IT Controls consists of managing the COBIT
domains as explained in the following sections.

Plan and Organize (PO)

InFission IT management is responsible for strategy and tactics to develop the annual
IT plan and origination structure that can best contribute to the achievement of the
business objectives. The CIO is responsible for the strategic vision that is planned,
communicated, and managed for different perspectives. An effective organization
structure and technological infrastructure is put in place to ensure successful
execution of the plan.

The InFission IT plan consists of the following planning documents that are
maintained in Oracle GRC Manager and Process elements:

e Annual IT Goals

¢ Information system architecture

e Technological direction statement

e IT organization structure

e IT Budget

e Annual IT Management Letter

e Compliance Requirements

e IT Risks

e Project Plans

¢ Quality Plans
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The following screenshot shows the Annual IT Goals process in Oracle GRC Manager:

ORACLE’ Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout (=]
Havigator

Financial Governance > Process Management

| Tasks Create Process® save |+ | submit | cancel
Process

) .
Creste New P Details

Manage Process

*Name | InFission Annual IT Goals

4 -

N | InFission Annual IT Goals for 2012

| Favorite Process 3

Add [ Audit Testing Assessment

Maone o
Active v

Mew

Name Remave
Mo rows yet,

IT Goals inleude servcie levels for business applications, projects to support
business goals and IT infraturcture upgrades

~| Related Objects
Risk

Actions ~ View 3 8 Hpetach

Name Description Status State v
j Save || Submit Cancel

Copyright ® 2011, Orade and/or its affiliates. All rights reserved.

Once the plan and the organization structure are approved by the board, the IT
Audit Director is responsible for assessing the controls to address the following
management questions:

e Are the IT and business strategies aligned?

e s the enterprise achieving optimum use of its resources?

e Does everyone in the organization understand the IT objectives?

e Are IT risks understood and managed?

o Is the quality of IT systems appropriate for business needs?

Acquire and Implement (Al)

InFission IT management implements the annual plan to meet its strategic objectives
by indentifying the IT solutions needed to support business processes. Once the IT

needs are approved, the solutions are developed or acquired, as well as implemented
and integrated into the business process.

In addition, IT management manages the changes in and maintenance of existing
systems by using the COBIT AI domain to make sure the solutions continue to meet
business objectives.
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InFission uses Oracle GRC Manager to acquire and implement IT services. The IT
acquisition and implementation process consists of the following elements:

e Documentation for all automated solutions

e Policies to acquire and procedures to maintain application software

e Policies to acquire and procedures to maintain technology infrastructure

e General IT development and maintaining procedures

e Methodology to install and validate systems

e Procedure to manage changes

The InFission Change Management process is set up in Oracle GRC Manager
as follows:

e
Wi [ -

The IT Audit assesses the effectiveness of IT controls related to this COBIT
domain by asking the following management questions through a survey in
Oracle GRC Manager:
e Are new projects likely to deliver solutions that meet business needs?
e Are new projects likely to be delivered on time and within the budget?
e  Will the new systems work properly when implemented?

e Will changes be made without upsetting current business operations?
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The following screenshot shows the assessment setup in Oracle GRC Manager to
answer these questions for the Oracle E-Business Suite Upgrade project:

erhig ot vt Lapieost pewebded by Hable sty

The assessment may include activities, risks, and controls based on the COBIT
framework to select IT solutions, develop, or acquire these solutions and
implement/integrate them into the current business process.

Deliver and Support (DS)

InFission IT support organization is responsible for actual delivery of all mission-
critical enterprise applications, which includes Oracle E-Business Suite for Financial,
Distribution, and Supply Chain Management, JD Edwards for Manufacturing
Plants, PeopleSoft for Human Capital Management, Seibel for managing Customer
Relationship, and Hyperion for Financial Consolidation and Disclosure. Oracle
GRC Controls suite (Application Access Controls Governor, Transaction Controls
Governor, Configuration Controls Governor, and Preventive Controls Governor) is
deployed to maintain effective IT controls over the Delivery and Support process.
Application Access Controls Governor (AACG) and Transaction Controls Governor
(TCG) maintain security and transaction controls within and across all the mission-
critical applications. Preventive Controls Governor (PCG) provides the fine-grain
controls embedded within Oracle E-Business Suite to prevent Financial Misstatement
Risks in the Financial Close Process, as well as Fraud Risks (FCPA) in the Procure

to Pay process. The Change Controls Governor controls configuration changes in
PeopleSoft and Oracle E-Business Suite.
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These control modules provide assurance over the Delivery and Support process by
enabling IT management to address the following questions:

o Are IT services being delivered in line with business priorities?

e ArelT costs optimized?

e Is the workforce able to use the IT systems productively and safely?

e Are adequate confidentiality, integrity, and availability in place for

information security?

The reports provided to IT management with the GRC Controls Suite, deliver
visibility to the following aspects:

e Manage third-party services

e Manage performance and capacity

e Ensure continuous service

¢ Ensure systems security

e Identify and allocate costs

e Educate and train users

e Assist and advise customers

e Manage the configuration

e Manage problems and incidents

¢ Manage data

e Manage facilities

¢ Manage operations

The following example shows how InFission has implemented a PCG control on
the Sales Order form to require Sales Channel information.
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The seeded Oracle Order form, shown in the following screenshot shows that Sales
Channel is not mandatory:

Order Information _Line ltems

Shipping Instruclions
Tax Handling

Standard

Exempt Reazon |
Armount L
Croddt Card Type |

Packing Instructions
Tax Exernpt Mumbar
Payment Type

Check Munber |

Credit Card Murm

=
Main
Paymant Terms :3“ Het Sales Channel |
Warehouse | Shipping Method
Line Set | Fraight Terms |Prapay & Add
FOB | Shipment Priority

Card Holder | Card Expiration Date
Approval Code | Frepaid Amount |
Cirder Source | Drder Source Reference
[ Actions I [ Belmeduem [ Cofaurat Availability | Book Order )

Using the PCG Event Tracker for Form Rules, the PCG controls administrator
can make the Sales Channel field mandatory by selecting the OracleFormsRules
Actions menu:

Eile Edit View Folder Tools )
3 % @ | §& o & ( OradeFormRules -

T —— OracleFormRules -

iRy ) Window Help

Prevent Update to Block

Prevent Inser to Block

Frevent Update to Field

Hide Field

Hake this figld Reguired

Enfarce UpperCase on this Fiald
Hide This Tab

GetField Propemties

T

QracleFormRules -

Order Information Line | OracleFormRules -
E]

QracleFormRules -
OratleFormRules -
QracleFormRules -
QOracleFormBRules -

Others

Customer
Custamer Number

Order Mumber
Order Type

Date Crdered |17-NOV2008 043505
Price List ’a;ﬂﬂtﬂ

Salespersan |-Nu Sales Credit

Customer PO
Customer Contact

I

Ship To Location

Next, select the option Make this Field Required from the Oracle Form Action
menu, as shown in the following screenshot:
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QracleFormRules - Prevent Updale 10 Fiald
Line | OracleFormRules - Hide Field

ald Raquirad

armRul &l
ormRulas - Enforce UpparCasa on this Field

Oraclef

OracleFormRulas - Hide This Tab
©_ OracleFormRules - Get Figld Properties N
Payment Terms [ihm ales Channel w
Warehouse Shipping Mathod
Line Set | i Freight Terms |Prepay & Add

The PCG administrator can add other fine-grain controls at the field, block, or form
level available under the Form Rules tabs:

© Business Rula Details

Form Mame |OEXOEQORD Element Deseription [ITT S0 Mandatory Flelds  Event When New Form
Block Name [7 Field Mame [
Narigati I il Default Values  List Of Values  Field Attributes SGL Cracle Flow
Type Elock/Tab Field Name Case Required  No Update MNolnset Mo Delete Hide  Actie
= JFiend -|ORDER [sALES cHamnEL | <] W [ I I I v
Field vIlJRDER SHIFPING_METHOD L » 74 [ [ [ [ I
-] I -l T = [ G m
| [ L = = C B 5 B
= | I -l m = g = =

Once the control is implemented, Sales Channel is now a mandatory field:
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Monitor and Evaluate (ME)

InFission IT management is responsible for regular evaluation of quality and
compliance controls that mitigate the risks within significant IT processes. The Oracle
GRC Controls suite enables the IT management to take action on issues related to
performance management, monitoring of internal control, regulatory compliance,
and governance. IT Controls monitoring and evaluation requires the management to:

e Monitor the processes
e Assess internal control adequacy
¢ Obtain independent assurance

e Provide for independent audit
With the Oracle GRC Controls tools, IT managers can address the following questions:

e IsIT's performance measured to detect problems before it is too late?

¢ Does management ensure that internal controls are effective and efficient?
e Can IT performance be linked back to business goals?

e Are adequate confidentiality, integrity, and availability controls in place for

information security?

For example, IT managers responsible for Oracle E-Business configuration controls
review the Change Tracker Alerts to see Who, When, What, and Where a setup
control was changed:

Additionally, the CCG Snapshot Comparison Reports ensure that Application Setup
controls are monitored:

ORACLE Configuration Controls Governaor

Snapshot Detaits ORACLE Configuration Controls Govermor .
2

Type SNAFTROT o

matance aguatag

Lppicatcn Purhasing 1204 Termu Date BaES | Mvwoice.

b o Sianaa Suppmer Prygroup
Gacbat Constions o
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H Tt Reeang Lhow e
Consmons:  Buppase Nama = 30 Communteston

Copect Supplieny. Tabie: HI_PANTIES :IT.I—I":.’, IR BrABTACHILAUN M Otgantiation_S53% 36 Communications. ing ot
Table: AP_SUPPLIERS Loager, Suppl

meansang N
Bany! Epmon i Tt MIGETY 10 40634
Tix RegaTaos Namee
Doy UG Bant Brangn 200y ST ORICTL A MA Name
34 Communications, Inc

ceourt : WO

Tupoher Name | 3G Commmnications, Inc.
Afemaie Tpoier Name
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California Breach Law

The California Breach Law imposes duties on any company that employs or sells to
people in California. It imposes a duty of care not to disclose personally identifiable
information to other parties and to take reasonable steps to protect the information
from purposes other than those for which it was released. Any person or business
that conducts business in California, which owns or licenses computerized data
that includes personal information, must disclose any breach of the security to any
resident of California whose unencrypted personal information was acquired by an
unauthorized person.

Personal information means an individual's first name or first initial and last name
in combination with any one or more of the following data elements, when either the
name or the data elements are not encrypted:

e Social security number

e Driver's license number or Identification Card number

e Account number

e Credit or debit card number, in combination with any required security
code, access code, or password that would permit access to an individual's
financial account

The following tables show some examples of data, which might be considered as
Personally Identifiable Information (PII).

Pll Columns: Trading Community Architecture

The following are the columns holding Personally Identifiable Information (PII) in
the Trading Community Architecture tables:

PII Attributes Table Column

Person name HZ_PERSON_PROFILES PERSON_FIRST_NAME, PERSON_LAST
NAME, PERSON_LAST NAME_PREFIX,
PERSON_MIDDLE_NAME, PERSON_
NAME, PERSON_NAME_SUFFIX,
PERSON_PREVIOUS_LAST_NAME,
PERSON_PRE_NAME_ADJUNCT,
PERSON_SECOND_LAST_NAME,
PERSON_TITLE, PERSON_ACADEMIC_
TITLE, PERSON_INITIALS
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PII Attributes

Table

Column

Maiden name

Business address

Business telephone
number

HZ_PARTIES

HZ_ADDTNL_PARTY_
NAMES

HZ_PARTIES

HZ_ADDTNL_PARTY_
NAMES

HZ_PARTIES

HZ_ADDTNL_PARTY_IDS
HZ_LOCATIONS

HZ_LOCATION_
PROFILES

HZ_PARTIES

PARTY_NAME PERSON_FIRST_
NAME, PERSON_LAST NAME,
PERSON_LAST_NAME_PREFIX,
PERSON_MIDDLE_NAME, PERSON_
TITLEPERSON_ACADEMIC_TITLE,
PERSON_NAME_SUFFIX, PERSON_PRE_
NAME_ADJUNCT, PERSON_SECOND_
LAST_NAME, PREFERRED_NAME,
SALUTATION

PERSON_FIRST_NAME PERSON_LAST
NAME, PERSON_LAST_NAME_PREFIX,
PERSON_MIDDLE_NAME, PERSON_
NAME_SUFFIX, PERSON_PREVIOUS_
LAST_NAME, PERSON_PRE_NAME_
ADJUNCT, PERSON_SECOND_LAST
NAME, PERSON_TITLE

PERSON_PREVIOUS_LAST_NAME
PARTY_NAME

COUNTRY, ADDRESS1, ADDRESS2,
ADDRESS3, ADDRESS4, CITY,
STATE,POSTAL_CODE, PROVINCE,
COUNTY, HOME_COUNTRY

COUNTRY, STATE_PROVINCE

ADDRESS1, ADDRESS2, ADDRESS3,
ADDRESS4, COUNTRY, CITY,
POSTAL_CODE, ADDRESS_LINES_
PHONETIC, POSTAL_PLUS4_CODE,
SALES_TAX_GEOCODE, GEOMETRY

ADDRESS1, ADDRESS2, ADDRESSS,
ADDRESS4, CITY, POSTAL_CODE,
COUNTY, COUNTRY, STATE,
PROVINCE

PRIMARY_PHONE_COUNTRY_CODE
PRIMARY_PHONE_AREA_CODE
PRIMARY_PHONE_NUMBER, PRIMARY_
PHONE_EXTENSION
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PII Attributes Table Column

HZ_CONTACT_POINTS  PHONE_AREA_CODE, PHONE_COUNTRY
CODE, PHONE_EXTENSION, PHONE_
NUMBER, RAW_PHONE_NUMBER,
TRANSPOSED_PHONE_NUMBER, TELEX_

NUMBER

Business e-mail HZ_PARTIES EMAIL_ADDRESS
address

HZ_CONTACT_POINTS EMAIL_ADDRESS

JTF_RS_SALESREPS EMAIL_ADDRESS
User Global Identifier HZ_PARTIES USER_GUID
Account name HZ_CUST_ACCOUNTS ACCOUNT_NAME
Mail stop HZ_PARTY_SITES MAILSTOP
GPS location HZ_PERSON_PROFILES LAST_KNOWN_GPS

Student examination HZ_ADDTNL_PARTY_IDS Row
hall ticket number

Club Membership ID HZ_ADDTNL_PARTY_IDS Row

Instant Messaging HZ_CONTACT_POINTS INSTANT_MESSAGING_ADDRESS
address

Personal phone HZ_CONTACT_POINTS N/A - Row
number

HZ_PARTIES PRIMARY_PHONE_CONTACT_PT_ID,
PRIMARY_PHONE_PURPOSE, PRIMARY
PHONE_LINE_TYPE, PRIMARY_PHONE_
COUNTRY_CODE, PRIMARY_PHONE_
AREA_CODE, PRIMARY_PHONE_NUMBER,
PRIMARY_PHONE_EXTENSION

Personal e-mail HZ_CONTACT_POINTS N/A - Row
HZ_PARTIES EMAIL_ADDRESS
Personal address HZ_PARTY_SITES N/A - Row
HZ_PARTIES COUNTRY, ADDRESS 1, ADDRESS 2,

ADDRESS 3, ADDRESS 4, CITY,
POSTAL CODE, STATE, PROVINCE,
COUNTY

HZ_LOCATIONS N/A - Row
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PII Attributes Table Column

National Identifier, ~HZ_ADDTNL_PARTY_IDS N/A - Row

Passport number,
Drivers License
number, Residency
number (19

attributes)

Tax Registration HZ_PERSON_PROFILES TAX_REFERENCE
number

Tax Payer ID HZ_PERSON_PROFILES JGZZ_ FISCAL_CODE
Tax Payer ID HZ_PARTIES JGZZ_FISCAL_CODE
Person Identification HZ_CONTACT_POINTS PAGER_PIN

number

Citizenship number HZ_CITIZENSHIP DOCUMENT_REFERENCE

Pll Columns: Procurement

The following are the columns holding Personally Identifiable Information (PII) in

the Procurement tables:

PII Attributes Table

Column

POZ_SUPPLIER_
Business address REGISTRATIONS

Business telephone ~ PO_REQUISITION_LINES_
number ALL

POZ_CONTACT_REQUESTS
POZ_SUPPLIER_SITES_
ALL_M

POZ_ADDRESS_REQUESTS

Business e-mail POR_CAT_FAV_LIST_

address LINES_TLP
POR_NONCAT_TEMPLATES _
ALL_B
PO_REQUISITION_LINES
ALL
PO_REQUISITION_LINES_
ALL

ADDRESS_LINE1, ADDRESS_
LINE2, ADDRESS_LINE3,
ADDRESS_L INE4

REQUESTER_PHONE SUGGESTED_
VENDOR_PHONE

PHONE_AREA_CODE, PHONE_
EXTENSION, PHONE_NUMBER

PHONE

PHONE_AREA_CODE, PHONE_
EXTENSION, PHONE_NUMBER

SUGGESTED_VENDOR_CONTACT _
EMAIL

SUPPLIER_CONTACT_EMAIL
REQUESTER_EMAIL

SUGGESTED_VENDOR_CONTACT _
EMAIL
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PII Attributes Table Column
Business telephone PO_REQUISITION_LINES_ REQUESTER_PHONE SUGGESTED _
number ALL VENDOR_PHONE
PO_HEADERS ALL EMAIL_ADDRESS
PO_HEADERS_ARCHIVE_
ALL EMAIL_ADDRESS

PO_HEADERS_DRAFT_ALL  EMAIL_ADDRESS
POZ_ADDRESS_REQUESTS  EMAIL_ADDRESS
POZ_CONTACT_REQUESTS  EMAIL_ADDRESS

POZ_OSN_REQUESTS EMAIL_ADDRESS
POZ_SUPPLIER_SITES
ALL_M EMAIL_ADDRESS

Tax Payer ID POZ_SUPPLIERS INDIVIDUAL_ 1099

Tax Registration POZ_SUPPLIER _

number REGISTRATIONS TAX_REGISTRATION_NUMBER
POZ_SUPPLIER_

Tax Payer ID REGISTRATIONS TAXPAYER_ID

Pll Columns: Financials

The following are the columns holding Personally Identifiable Information (PII) in
the Financials tables:

PII Attributes  Table Column

Business e-mail

address IBY_TRXN_CORE INSTR_OWNER_EMAIL
IBY_PAYMENTS_ALL REMIT_ADVICE_EMAIL
IBY_TRXN_SUMMARIES_ALL DEBIT_ADVICE_EMAIL
IBY_EXTERNAL_PAYEES_ALL REMIT_ADVICE_EMAIL
IBY_EXTERNAL_PAYEES ALL DEBIT_ADVICE_EMAIL

National Identi-

fier EXM_CARD_HOLDER_DETAILS NATIONAL_IDENTIFIER

Tax

Registration TAX_REGISTRATION_

number ZX_LINES NUMBER
ZX_REGISTRATIONS REGISTRATION_NUMBER
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PII Attributes  Table Column
TAX_REGISTRATION_

ZX_PARTY_TAX_PROFILE NUMBER
EXM_EXPENSES MERCHANT_TAX_REG_NUMBER
EXM_CREDIT_CARD_TRXNS MERCHANT _TAX_REG_NUMBER

National

Taxpayer

Identifier JE_ES_MODELO_190_ALL VENDOR_NIF
EXM_EXPENSES MERCHANT_TAXPAYER_ID
EXM_CREDIT_CARD_TRXNS MERCHANT _TAX_ID

It is important to note that California Breach is the law that actually states that the
breach must be notified to consumers if the information was not encrypted. Notice
may be provided in writing, or electronically if the electronic notice is consistent with
federal law regarding electronic records and signatures.

Gartner Research estimates that organizations are being required to spend at least
$90 for each personal electronic record affected by a data security breach. The
Ponemon Institute claims the cost is even higher, reporting that organizations spend
as much as $140 per lost customer record.

Oracle's products and California Breach Law

There are some key technologies to be examined that protect data through
encryption. First among equals is transparent data encryption.

Transparent data encryption

Transparent data encryption enables simple and easy encryption for sensitive data
without requiring users or applications to manage the encryption key. This freedom
can be extremely important when addressing, for example, regulatory compliance
issues. No need to use views to decrypt data, because the data is transparently
decrypted once a user has passed necessary access control checks. Security
administrators have the assurance that the data on disk is encrypted, yet handling
encrypted data becomes transparent to applications. The following diagram shows
the flow from unencrypted to cipher text and back:
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E-Business Suite with transparent data encryption

Oracle Advanced Security is an optional licensed Oracle 11g Database add-on. Oracle
Advanced Security Transparent Data Encryption (TDE) offers two different features
Column encryption and Tablespace encryption. 11.2.0.1 TDE Column encryption
was certified with E-Business Suite 12 as part of our overall 11.2.0.1 database
certification. As of today, 11.2.0.1 TDE Tablespace encryption is now certified with
Oracle E-Business Suite Release 12.

You can find more information from support note 828229.1, Using TDE
Tablespace Encryption with Oracle E-Business Suite Release 12 or Steven Chan's
blog at https://blogs.oracle.com/stevenChan/entry/tde_tablespace_
encryption_11_2. Tablespace encryption enables you to encrypt an entire
tablespace. All objects created in the encrypted tablespace are automatically
encrypted. Tablespace encryption is useful if you want to secure sensitive data
in tables. You do not need to perform a granular analysis of each table column to
determine the columns that need encryption.
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Tablespace encryption is a good alternative to column-based transparent data
encryption if your tables contain sensitive data in multiple columns, or if you
want to protect the entire table and not just individual columns.

Tablespace encryption encrypts all data stored in an encrypted tablespace. This
includes internal large objects (LOBs) such as binary large objects (BLOBs) and
character large objects (CLOBs).

Transparent Data Encryption encrypts the data as it is written to disk. Data is
transparently decrypted as it is retrieved from the disk for an authorized user.
The user is not aware of the fact that the data is being encrypted and decrypted.
However, if the backup media gets lost or stolen, the data is not compromised.

It is very important to note that this protects the data in the files. If you have an
intruder penetrating as far as your filesystem, or your backups get lost, the data
in those files is secure. However, if someone gets access to a running database,
they can see the information in the clear.

Healthcare Information Portability and
Protection Act (HIPPA)

Title II of HIPPA, known as the Administrative Simplification (AS) provisions,
requires the establishment of national standards for electronic health care
transactions and national identifiers for providers, health insurance plans, and
employers. This is intended to help people keep their information private.

We will take you through the duties imposed by HIPPA. We will also help you
identify information that is subject to HIPPA and explain some of the protections
afforded by the applications and technologies to protect this data.

In order to quote a little from the legislation, a paraphrasing from section 1173 is
as follows:

"Each person who maintains or transmits health information shall maintain
reasonable and appropriate administrative, technical, and physical safeguards:

e to ensure the integrity and confidentiality of the information

e to protect against any reasonably anticipated

o

threats or hazards to the security or integrity of the information

o

unauthorized uses or disclosures of the information
e otherwise to ensure compliance with this part by the officers and employees
of such a person."
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Further, the health care transactions are as follows:

e Health claims or equivalent encounter information.
e Health claims attachments.

e Enrollment and disenrollment in a health plan.

o Eligibility for a health plan.

e Health care payment and remittance advice.

e Health plan premium payments.

e First report of injury.

e Health claim status.

e Referral certification and authorization.

Oracle's products and HIPPA

From the preceding information you can see that the information that needs
protection is concentrated in the benefits and payroll modules of E-Business
Suite. That having been said, it will be quite pervasive.

Scrambling and data masking

One needed technology to ensure that the information is not available to developers
is masking, or the practice of safe cloning.

Many copies of production environments are created, also known as cloning, for
various purposes. These copies are typically used for performance tests by DBAs or
developers or to test upgrade/patching of the production database. Cloning of the
production environment to the test area introduces several risks to an organization.
Oracle provides a rapid clone utility to clone Oracle applications environment.

Following are some of the key steps that need to be considered:

e Change all the passwords in the cloned environment

e Scramble sensitive and critical data including social security number, credit
card information, salary, and so on

e Update DB links information in the cloned environment to point to the
corresponding development environment

The OEM Data Masking is a part of Database Management Pack, whereas OEM
Data Scrambling is a part of Application Management Pack for EBS.
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Enterprise Manager 10g Grid Control allows you to manage all of your Oracle
E-Business Suite systems from a single console. The Application Management Pack
(AMP) for Oracle E-Business Suite, Release 2.0.0 and 2.0.1 extends EM 10g Grid
Control to manage Oracle Applications systems.

One of the key features of the Applications Management Pack is the ability to clone
an Oracle E-Business Suite system automatically. While cloning environments,
administrators can modify the standard cloning process to include some custom
actions. One such custom action is data scrambling.

Data scrambling is the process of obfuscating or removing sensitive data, and can
be used by functional administrators and database administrators when cloning an
environment that contains sensitive information:

Name Health_Claim Health_Claim_Date

Bob Smith Back Pain 1/1/2010
John Doe Stress 6/28/2004
Fred Bloggs Eye Strain 4/19/2007
Name Health_Claim Health_Claim_Date

ghgjhgd Back Pain 1/1/2010
jhgihgkkj Stress 6/28/2004
kihkkssff Eye Strain 4/19/2007

The scrambling process is irreversible, so the original data cannot be derived from
the scrambled data.

The scrambling process is repeatable (with the same parameters) and can be used for
multiple cloning processes.

The Applications Management Pack has predefined masking for EBS.

In order to configure data scrambling, use Oracle Applications Manager, and
navigate to Sitemap | Maintenance | Cloning Data Scrambling Configuration.

Data scrambling is configured through the Oracle Applications Manager. In order
to enable data scrambling, set the site-level profile option OAM: Data Scrambling
Enabled to Yes.
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Functional administrators define the attributes and map them to database columns.
They then collect attributes together to define policies and policy sets. The
following diagram shows the flow of instance creation from production through

to test environments:

T N
v v

Masked > Test
v
- I —
v v

Production Staging Test
v v

The configuration defined in Oracle Applications Manager for data scrambling can
be utilized within the Apps Management Pack during the cloning process.

The Database Administrator specifies the policy sets to scramble the source data,
initiates, and then monitors the data scrambling process. The source data from the
original instance is then sent through the data scrambling engine. Test Instances are
then cloned from the scrambled instance:
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You can also use the data masking pack from within Enterprise Manager if you
particularly wanted to define your own masking formats or wanted to have a
consistent approach to both E-Business Suite and other applications in your portfolio.
The following is a screenshot of the Enterprise Manager Column Masking Definition:

ORACLE Enterprise Manager 10g =Elun Preferences Helo Loao
Grid Control
D H S
Define Column Mask
Owner HR Column  NATIONAL_ID (Cancet) (oK)
Tabls EMPLOYEES Data Type VARCHAR2{20)
By default all records in the table will be masked using the specified format. You can aptionally idenlify more than one subset of records using
conditions. Each subset can ba ked using a c ponding masking format. The subsets will be masked in the order they are specified. A
subset will not be masked again even when it matches a subsequent condition.
(Import Format ) Format Entry [Post Processing Function =] ((Adid )
Expand All | Collapss Al
Format Entry Properties
Select Condition Property Value Property Value Sample Remove
r ¥ [counTRY=Ug' 123456789 B, F
Random Digits Statlength ([3 |  Endlength |[3 | .4
Fixed Stiing String [ ] 4
Random Digits StatLength ([2 |  Endlength [2 | ¥
Fixed String String 7
Random Digits Start Length |d End Length Id ?
o b [COUNTRY=CA 123456709 B,  F
& ¥ |COUNTRY=EN' 4
Preserve Original Data 4
Post Processing Function Function Name Wg z
o] ¥ Default
Drop Data Rows 4

Data vault

Another important technology that ensures that access to data at the database level
can be limited appropriately to the authorized individuals is data vault. Data vault
restricts the access of DBAs to appropriate realms. A realm is a collection of schemas
within the database. The following diagram shows realms protecting against highly
privileged users:
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Oracle Database Vault restricts access to specific areas in an Oracle database from
any user, including users who have administrative access. For example, you can
restrict administrative access to employee salaries, customer medical records, or
other sensitive information. The following diagram shows administering the data
vault from within Oracle Enterprise Manager:

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Grid Control Home JMETITE Deployments Aerts Compliance Jobs Reports
S s | All Targets

Datahase Instance: DV1 Dats > Database Wault > Logged in As AM_DV_CWHER

Database Yault Policy Management

The Database Yault Policy Management feature enables the propagation of database vault policies lke Realms, Command Rules,
Secure Application roles, Factors and Rulesets from a source database to rultiple destination databases. This allows to propagate
database security policies across an enferprise.

Cancel ) | ShowSQL ) ((OK )

¥ Awailable Policies
The following is the list of all the available database vault policies.Select the policies that need to be propagated to the destination databases.
Select all | Select Nore | Expand &1l | Collapse Al
Select Name Status
¥ Falicies

B-Realms

B> Command Rules

¥ secure Application Roles

APPROLEL Enabled
APPROLEZ Enabled
P Rule Sets

Destination Databases

Select the databases to which these policies need to be applied. Database vault administrator credentials are required for each of the destination databases to
successfully propagate the policies.

The table below shows the list of database targets to which these database policies will be applied.
Add Remowe

Select Database Name Database Type Database Vault Administrator User Name Database Yault Administrator Password
Add destination databases.
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Database vault allows you to configure separate realms for different security
classifications. You can also restrict the privileges of administrators within their
realm. Backup and recovery, performance turning, and high availability are all part
of the job description of a DBA. However, the ability to view sensitive application
data is beyond what is needed for that job. Database vault splits up the duties

into three:

Role Privileges
Account Management Create, drop, or modify database users
Security Administrator Set up database vault realms, command rules,

and authorizing authorize accounts to them

Resource Administration Normal backup and maintenance activities

Oracle Database Vault prevents the DBA from accessing the schemas that are
protected by the realm. Although the DBA is the most powerful and trusted user,
he/she does not need access to application data residing within the database.

Protecting database objects with realms and rules

Oracle Database Vault uses realms to set up boundaries around a set of objects in
specific schemas; specific conditions must be met to access data protected by those
boundaries. Realms specify a set of conditions that must be met before a given
command can be executed on a set of database objects.

This provides very granular control over what can be done to certain objects, and by
whom. You can define rules to restrict access based on business-specific factors such
as data access connections from a particular database, from a particular machine,
and from specific IP addresses. You can also specify the time of day or authentication
modes for data access.

Preseeded realms for the E-Business Suite

Oracle delivers a set of preseeded Database Vault Realms for your E-Business Suite
Release 11i environment via the following patch:

Oracle E-Business Suite Release 11i Realm Creation Patch (Patch 5999012).

This patch contains the master fnddvebs.sql script. The fnddbvebs.sql script
creates realms around Oracle E-Business Suite 11i product schemas and gives
authorization only to those users required to allow the Oracle E-Business Suite
to function normally.
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The fnddvebs.sqgl script creates six realms. Each realm protects different product
schemas and has its own set of user authorizations.

Realm What is Protected

E-Business Suite Realm All tables in Oracle E-Business Suite 11i
Product Schemas

EBS Realm - Applsys Most tables in the APPLSYS Schema

Schema

EBS Realm - Applsyspub Objects required for E-Business Suite

Schema authorization

EBS Realm - Apps Schema  All objects in the APPS Schema (except the
views)

EBS Realm - MSC Schema  Tables in the MSC Schema (except those that
require partitions to be exchanged)

CTXSYS Data Dictionary Objects in the CTXSYS (Oracle text) Schema

The following screenshot is the realms definition within Oracle Data Vault:

ORACLE Database Vault Help Logout
Help Logout
Database Instance: dvdb > QZ Logged in as DBV_OWNER
Realms
Database Vault realms provide a 1o classify chemas and roles into functional groups in order to provide fine-grained access control of the ability to use
system level privileges againstthese types of database objects
Create )
Edit )| Remove
Select Name Audit Options Oracle Defined Realm? Objects Protected? Users Authorized? Status |
@ Database Vault Account Management Audit On Failure v v v v
Oracle Data Dictionary Audit On Failure v v v v
Oracle Database Vault Audit On Failure v v v v
Oracle Enterprise Manager Audit On Failure v v v v
ORDER_ENTRY Audit On Failure v v x
Ediit ) | Rernove |

Database | Help | Logout
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Pre-seeded Realm Authorizations
Within the realm creation patch the realms are authorized to a set of users.

Realm Who is authorized

E-Business Suite Realm All Oracle E-Business Suite 117 Product Schemas,
and APPS, APPLSYS, SYSTEM, CTXSYS

EBS Realm - Applsys APPS, APPLSYS, SYSTEM, and CTXSYS

Schema

EBS Realm - Applsyspub APPS, APPLSYS, SYSTEM, APPLSYSPUB, and

Schema CTXSYS

EBS Realm - Apps Schema  APPS, APPLSYS, SYSTEM, CTXSYS, and all
product schemas

EBS Realm - MSC Schema  APPS, APPLSYS, SYSTEM, CTXSYS, and MSC

CTXSYS Data Dictionary All Oracle E-Business Suite 117 Product Schemas
and APPS, APPLSYS, and SYSTEM

Note that Apps is a schema that does not contain any tables. It contains
synonyms of all the tables in Oracle Apps. However, it also contains

packages, functions, and procedures.
s

Applsys schema contains all the tables required for administrative
purpose. All the technical products' database objects are consolidated into
this schema. Applsyspub schema is responsible for checking passwords.

Payment Card Industry (PCI)

The Payment Card Industry Data Security Standard (PCI DSS) is a worldwide
information security standard defined by the Payment Card Industry Security
Standards Council. The standard was created to help organizations that process card
payments, prevent credit card fraud through increased controls around data, and

its exposure to compromise. The standard applies to all organizations, which hold,
process, or exchange cardholder information from any card branded with the logo
of one of the card brands. The main requirements are as follows:
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e Install and maintain a firewall configuration to protect cardholder data
e Do not use vendor-supplied defaults for system passwords

e Protect stored cardholder data

e Encrypt transmission of cardholder data across open, public networks
e Use and regularly update anti-virus software

e Develop and maintain secure systems and applications

e Restrict access to cardholder data by business need-to-know

e Assign a unique ID to each person with computer access

e Restrict physical access to cardholder data

e Track and monitor all access to network resources and cardholder data
e Regularly test security systems and processes

e Maintain a policy that addresses information security

Oracle's products and PCI

Oracle Payments serves as a payment data repository on top of the Trading
Community Architecture (TCA) data model. The TCA model holds the party's
information. Oracle Payments stores all of the party's payment information and
its payment instruments, such as credit cards and bank accounts. This common
repository for payment data provides data security by allowing central encryption
management and masking control of payment instrument information.

Oracle Payments

Oracle Payments integrates with other Oracle applications, such as Oracle
Receivable, iStore, and Order Management. You can access this credit card
security feature setup by selecting the Payment Administrator responsibility
in Oracle Payments and then clicking the System Security Management link.
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The following screenshot shows the Oracle Payments Setup screen:

ORACLE" Payments

N Navigalor ¥ B Favorites v Diagnostics Home Logout Preferences Help Personalize Page
Oracle Payments Setup Ky  Key
Expand All | Collapse All s @ Mot Started
'
K (@ InProgress
Go To
. ~  Completed
Focus Task Hame Description Status Task
= Payments Setup Task Status
< [ Shared Setup Please note that even if
= a task status is set to
System Security Options Set security options for encryption, masking, and credit card control. = R Completed you can
Validations View validations that can be assigned to formats or disbursement payment methads. B always go back to the
- task and change its
& & Farmats status
XML Publisher Format Create and register format templates needed for your payment processing. >
Templates b
Formats Define formats, link them to your XML Publisher Templates, and assign validations. - 178
& [=l Payment Systems
Transmission Configurations Review transmission protocels and add parameter values to create configurations. ™ B
Payment Systems Define the external organizations that process your funds capture and disbursement - o
transactions. "

In the System Security Options task, you set up the masking and verification
options. The following image is a screenshot of the System Security Options page:

C)'QAC'-En Payments

N Navigator v B Favorites v Diagnostics Home Logout Preferences Help Personalize Page

Oracle Payments Setup >
System Security Options

[ cancel | TaskStatus [ot Started || | Apply_

_ Encryption of Payment Instrument Sensitive Data

Wallet Setup

Payment Instrument Enabled Type ‘Wallet File
Credit Card ‘NU b
Bank Account No [
Payment Instrument Masking
Credit Card Masking Setting |D\5p\ay Last Digits ¥ External Bank Account Masking Setting | Displ, v
Number of Digits to Display | 4| Number of Digits to Display \ 4

Require Security Code Entry |Nn v
Require Statement Billing Address Entry | Mo %

[ m—— .
| Cancel | TaskStstus | ot Started | | Apply
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The following is a diagram of the key entities in the encryption process, which shows
how the entities are related in Crows foot notation:

CREDIT CARD ISSUERS

AN

EXTERNAL BANK ACCOUNTS

o Bank Account Number
o Bank Account Number Hash

CREDIT CARD

o Credit Card Number
o Credit Card Number Hash

o IBAN Number
o IBAN Number Hash

I S

T
1
|

e
1
L

-

SECURITY SEGMENTS
o Segment Cipher Text

4 SECURITY OPTIONS )

o Key File Location

o Encryption Mode

o Credit Card Mask Setting

o Credit Card Unmasked Length

o External Bank Mask Setting

o External Bank Unmasked Length

o Maximum Subway Use )

WALLET

[ Master Security Key ]

CREDITCARD ISSUER
NUMBER RANGES

SECURITY SUBKEYS
o Usage Count
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The following bullets explain the entities and give examples of the data that would
be held in them:

e Credit Card Issuers: For example, VISA, Mastercard
e Credit Card: For example, John Doe's VISA Card
e Bank Account: For example, John Doe's bank account

e Security Segments: This holds the encrypted credit card or bank
account numbers

e Security Subkey: A random number that is used as a key to encrypt
a subset of the bank accounts and credit cards

e Master Key: The master key encrypts the subkeys

In R12 Payments, encryption is optional and the customer can choose to enable it.
As per Payment Card Industry Data Security Standard (PCI DSS), it's required to
encrypt payment instruments such as Credit Card Number and Bank

Account numbers.

Key management

Oracle Payments uses a chained key approach wherein the master key encrypts

the subkeys and the subkeys in turn encrypt the credit card numbers. Subkeys are
system-generated random numbers, which are rotated periodically. If the current
subkey has exceeded its usual count, then a new one is generated automatically
using a random number function. This means that in the event of a single key being
compromised, the exposure is limited to a smaller number of credit card numbers.

In order to rotate the keys, you can go to the setup UI and change the master key.
That only re-encrypts the subkeys but does not touch the payment instrument data.
If you want to re-encrypt the payment instruments then you will have to decrypt
both the encryption keys and the payment instruments and re-encrypt with a new
master key and subkeys.
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The following diagram shows the encryption and decryption hierarchy:

Master Key
[
[ ]
Subkey Subkey Encrypts
Cipher Text 1 Cipher Text 2
)p(i* &i*4$
I
Subkey 1 Subkey 2
1234 4567
I I
) Payment Payment
T Stored in Instrument 1 Instrument 3 Encrypts
Database 234 567 567 123
l Not Stored in Instrt’j)r?\yemn;e r(lltipher Instrfzﬁmnf r(WZtipher
Database Text $5T Y Text e$5R6

Federal Sentencing Guidelines

On May 1, 1991, as an extension of the Sentencing Reform Act, the United States
Sentencing Commission submitted the Federal Sentencing Guidelines for
Organizations (FSGO) to the Congress. It is a set of standards that govern the
sentences the federal judges impose on organizations convicted of federal crimes.
Enacted on November 1, 1991, core to the guidelines was the Commission's

intent to "prevent and deter organizational wrongdoing" through its design of

the organizational sentencing guidelines. These guidelines describe the elements
of an organization's compliance and ethics program that are required to be
considered for eligibility for a reduced sentence if convicted. Revisions to the
Federal Sentencing Guidelines for Organizations that took effect in November 2004
contain requirements for companies to heighten their efforts to detect and prevent
violations of law, and to implement efforts to establish an ethical culture.

The amended guidelines stated the need for directors and executives to take

an active role in the management of its compliance and ethics program and the
importance of promoting an organizational culture that is compliant with the
law and demonstrates ethical culture. The amended guidelines outline minimum
requirements for an effective compliance and ethics program and the amended
FSGO has become synonymous with an effective compliance program.
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Under the Federal Sentencing Guidelines, an effective compliance and ethics
program is one that is intended "to achieve reasonable prevention and detection
of criminal conduct". Maintaining an effective program can help a company to:

e Avoid prosecution
e Advocate for a nonprosecution or deferred prosecution agreement

e Mitigate the penalty imposed

It also has benefits in civil and administrative litigation.

Standards for an effective compliance
and ethics program

In order to be effective, the program must be both documented and demonstrably
pervasive inside the corporation. Under the guidelines, in order to have an effective
program, the company must, at a minimum, adhere to the following;:

e Establish standards and procedures to prevent and detect criminal conduct

e Ensure that the governing authority (most often, the Board of Directors) and
all high-level personnel exercise oversight with respect to the implementation
and effectiveness of the program

e Exclude from positions of substantial authority any individual that the
company knows, or should know, is engaged in illegal or unethical activities

e Conduct training on and disseminate information about the program's
standards and procedures

e Monitor, audit, and evaluate the program, as well as provide a mechanism
for anonymous or confidential reporting

e Promote and enforce the program through appropriate incentives and
disciplinary measures

e Respond appropriately to criminal conduct that is detected and act to prevent
further similar conduct

The recent amendments stress that responding appropriately includes taking

steps to provide restitution or remediate harm if there is an identifiable victim or
victims, as well as self-reporting, cooperating with authorities, or undertaking other
remediation. These are important steps in the civil arena as well. The amendments
also add that to prevent further criminal conduct after learning of misconduct, the
company should take steps to assess risk and enhance the compliance and

ethics program.
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The head of compliance, most likely the chief audit executive must be able to talk
directly to the board or the audit committee if a breach of ethics is discovered.

Oracle's products and Federal Sentencing
Guidelines

We will show how Oracle's learning tools address some of the most important
requirements under the Federal Sentencing Guidelines.

Creating the ethics program in iLearning

You will remember the Communicating and confirming Corporate Strategy with iLearning
section on iLearning from Chapter 2, Corporate Governance. In that chapter we
described how Infission created the learning content. At that time, we were mostly
concerned with the governance imperative of communicating corporate strategy,

but from this chapter we can see the compliance imperative and risk management
imperative from the Federal Sentencing Guidelines.

The example that we used for course content in Chapter 2, Corporate Governance,
is instructive for the Federal Sentencing Guideline:

e Course Category: Governance and Compliance courses

e Course: Business Ethics for Salespeople

e Class: Foreign Corrupt Practices Act training on July 15th 2010

e Enrollment: John Doe enrolled in California Breach Laws training
on July 15th 2010

e Learner: John Doe
e Offering: California Breach Laws web-based training
¢ Learning Materials: Data Privacy Awareness training courseware

e Test Bank: questions on California Breach Law
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The following screenshot shows the course catalog in Oracle iLearning;:

ORACLE (saming Managoment

Home Logeat Preten
Catalog | Resources | Learner | Content | Finance | Setup

Select Catakog Obfect: Copy | | Delele [Create  Catogory - | Go |
Select Focus Name Detads Start Date End Date offerings (=
|53 vinon Comporaton = 01-Jan-1590
Complance A D1Jn-1990
Cormplance - Othes =] 018-Jan-2000
» 'L Safety and OSHA 3 1-lan-1590
& = 1 Sarbanes-Orey ] Ol-Jan-2002
& 1 vison Corporate Code of Conduct ] 01-Jan-1 998
& 1 U il Busaness Conduct (Secured) = 02 -Sep-2004
snadian French, Sef Paced Orine 02-5ep-2004
¥ Engish, Sa¥ Paced Onine 02-5ep-2004
#h Latn American Spanish, Seff Paced Onine ] 02-Sep-2004
. spanen (Span), Sef Paced Ovina ] 72-Ape-2005
H 12 gy Awarnes Govermance n APAC and EMEA F 02560

2 0 Tachnical

1l &2l umual Marassimeent Awareness Coutve (Secured) L 01Jar

Corsuling I} 01-Jan-1990
L 10 Customer Ralations Skils 3 04-Jan-19%0
4 “J Management and Frofessonal Development ¥ ti-Jan-1990
& H 54 new Employes Onentation | 01-Jan-1990
o | 8- Jan-2000
H50 Products and Services | 01-Jar-1530

4 Professional Certfications 0

G 90 sals skis o

0

O

Select Catalog Object: | Move | | Copy | Delebe Creste  Catagory - GO

Cataleg Hesources Leames Gonben! Fmonoe Selup Homo Logoul Profirences Hiip Didgnosbos

Monitoring the ethics program in iLearning

You can see how your learners have done on a class or set of classes by navigating to
the Learning Management Administrator responsibility and clicking on the Learner
tab to review the enrollment and subscriptions, as shown in the following screenshot:
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DRACLE‘ Learning Managemeant

it Nmvgatee B Favorites v Homa Logout Praferences Help Parsanalize Page Disgnostics
Cataloqg | Resources | Learner | Content | Fnance | Setup
Lozner Enrcllments and ptons > Iy
E
Select 2 catalog object type before entering sddibonal search criteria. The search results display enrollments for dagses, or subscriptions for learning paths or certifications.
Search
Catnlog Object Type | Class & Enroliment Siatus Type | NN
Name |Ethics and Business Conduct (Engly =, Enroliment Status ]
Learner Type | A A Ennoliment Justification Q
Encoliment Humber | Envallment Frionty w
[eo] | chear
Select Enraliment: | Unenroll | | Delete | | update Enrolinents | | | Add Enroliments |
galace Al | Salact tons
Persan Enral Enroliment  [Mandatory  [Phayer F—u\-‘l\lmrhn \Complation
Select Liamir Contact{Type ganization CustomsenCliss fame . |Phees] TmbirStatus. (Enroliment Status  [Status Date Update Attachimentd
Mavery, Ms. Emglayes  Corperate Human Ethics and Business Conduct | 67033 Requested Mo Hex
O enzabath Resources (English, S Paced Onling) pra—
9336

Calder) Retcasiceri Loommot Coefoen Financo Sedup Hoeo Logout Profmncess Help Personalizn Pago. Disgausticn

About this Page  Praacy Statamant

You can orient your search by class to check, for example, how employees are doing
in absorbing the data privacy laws and regulations as part of your security awareness
program. You can orient your search by learner to confirm that the business ethics
course has been taken and successfully completed by a new Sales Manager.

There are also a number of reports to help you track the absorption of compliance
or strategic concepts. An example is the Evaluation Master Report that will show
evaluations for a course and class name with a summary of the questions.

Summary

This is the first chapter where we started to look at compliance. In this chapter
we looked at compliance issues that will be faced by companies in almost any
industry. We started off looking at Sarbanes-Oxley and moved on to ISO 27000
that defines the Security Management System Requirements, and then on to
COBIT that defines control objectives for Information Technology. Aspects of all
three of these regulations fit very well as a perspective in the eGRCM application.
Next, we looked at the California Breach Law, HIPPA, and Payment Card
Industry regulations. These have the common theme of privacy and we showed
Oracle capabilities for hiding, encrypting, and masking values. We rounded out
our examination of cross industry compliance by looking at federal sentencing
guidelines and showed how a learning management solution provides a defensible
position and demonstrates due diligence.
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Industry-focused Compliance

In this chapter we shift our focus to look at compliance in particular industries. There
are different sets of regulations that apply to different industries. Not only will these
conversations involve the Head of Internal Audit and the Chief Legal Counsel, but
they will also bring in the Chief Operating Officer. In this chapter, we also leave our
friends at Infission and talk to some colleagues at a pharmaceutical company and at a
bank to get a feel of the regulations they are subject to. Of course with Infission being
a high-tech manufacturer, this is where we will start.

Hi-tech manufacturing

We are going to look at a couple of regulations in the hi-tech manufacturing
arena. They are standards put forward by the International Organization for
Standardization (ISO).

ISO 9000

Next, we will sit with the VP of operations to discuss quality processes and audits.
ISO 9000 is a quality standard that originated in the manufacturing world, although
it has now spread to non-manufacturing industries as well. The quality system goes
through formal verification by an outside auditor. The standard is very process and
procedure manual centered.
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The ISO 9000 family of standards represents an international consensus on good
quality management practices. It consists of standards and guidelines relating to
quality management systems and related supporting standards.

ISO 9001:2008 is the standard that provides a set of standardized requirements for

a quality management system, regardless of what the user organization does, its
size, or whether it is in the private or public sector. It is the only standard in the
family against which organizations can be certified, although certification is not a
compulsory requirement of the standard. ISO 9000 requires that you fully document
your business processes that ensure high quality product and service. You must then
prove that you do what you have documented.

The following diagram shows an overview of the ISO 9000 process:

Develop your .| Document your +| Implement your .| Measure your R Monitor your
Process e Process i Process - Process e Process

We will now take a look at the components of the Oracle solution that best address
this standard, namely Oracle Tutor and Oracle Quality.

Oracle Tutor

Oracle Tutor is both a set of template procedure manuals and an authoring tool
to modify or create procedure manuals from scratch. While we have written about
Oracle Tutor in the ISO 9000 compliance area, those of us who were active in the
compliance space when Sarbanes first became a business issue, saw a great deal
of time and money was spent establishing procedure manuals.

Oracle Tutor is broken down into:

e Alibrary of about 400 model procedure documents

e A specialized authoring tool running in Microsoft Word

e A publication tool that automatically builds the role index
¢ A methodology for generating procedure manuals

Your end product is a set of desk manuals that are published to a website and are
organized by the role that uses them:
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ORACLE" Tutor

Process Flows Document Impact Analysis Sample UPK Sample UPK
Register Reports Player Topics

N

Accountant

Accounting Clerk

Accounts Payable Clerk
Accounts Payable Supervisor
Accounts Receivable Clerk
Accounts Receivable Supervisor
Administrative Assistant

Desk Manual Index

Human Resources Manager
Human Resources Representative
Human Resources Specialist
Information Services Manager
Inventory Control Manager

Legal Affairs Representative
Manager

Assembler Manager's Manager
Auditor Manufacturing Clerk

Benefits Analyst

Manufacturing Engineer

Oracle Tutor's appeal is that it is very simple. The Tutor's Author component runs
inside Word, and hence becomes familiar immediately. You can start from a model
document with standard sections and modify the content to tune it to your precise
process. The following is a screenshot of the Tutor running inside Word:

Page:1 of 6

‘Words: 1,288

& =

English (U.S))

PRO1005Y [Compatibility Mode] - Microsoft Word - B X
Home Insert Page Layout References Mailings Review View Develaper Add-Ins Acrobat @
Author ~ Author Tutorial | Actor Task Note Motelist Box Body *= @ # # @ If Goto End ReferTo || #E Flow HTML A
Style Bar About Authar Page Title Section Title Subhead Import PFT PDF Import Maodel DRACLE N
Author Help W
Menu Commands Custom Toolbars
NESR AR &9 0 F[EE/A T ntense reterer - [T H[R =
(5] BN R RN RREN KA RN KA AN KR SRR RS KRN RRRI RIS, LA
Section Title Prior Activity
Body Text Selecting & Supplier [PRO1181Y]
pctor Requester
Task 1 1 Complete a Supplier Maintenance form.
Task 1 2 Forward the form to the Accounts Payable Supervisor.
pctor Accounts Payable Supervisor
Task 1 3 Verify that all the required supplier information is complete.
Task 2 = Verify that the paperwark is complete.
Task 2 = Verify the supplier's address information.
Task 2 = Verify the supplier's federal Taxpayer ldentification Number (TIN) status.
hlote 2 Determine whether the Company is required to complete an IRS 1098-MISC form on
payments to the supplier.
hate 2 Refer to company policies regarding 1099-MISC requirements and to the current IRS
codes.
hlots 2 Check whether the supplier has provided:
hlote list 2 - asocial security number
hate list 2 - acompleted W-9 indicating a TIN
Task 2 = Verify that required IRS 1099-MISC information and documents are provided.
Directive If the paperwork is complete, goto task #6. Otherwise, goto task #4,
Task 1 4. Request the missing information.
Task 2 = Contact the Requester to abtain any additional required information.
Qualfier Supplier's IRS 1099-MISC information missing
Task 2 = Inform the Requester that the supplier's TIN has not been provided.
hote 2 The Requester needs to know that the supplier will be placed on hold until the problem +
is resolved. o
Task 2 = Run Tax Verification Information Letter. s

[353]

www.it-ebooks.info


http://www.it-ebooks.info/

Industry-focused Compliance

One of the biggest headaches of the procedure manual is that the procedure is
probably developed as text but can be very easily followed if we represent it in the
form of a diagram. Keeping the diagram and the text in sync is painful. However,
Tutor builds the process diagram from the paragraph headings automatically. The
newest release of Tutor also allows you to import the paragraph headings from Visio

as well as interoperate between different process modeling tools. The following
screenshot shows an example of a flow diagram in a Tutor document:

=

Mfg Engineer
- Complete an Assembly
Process Change
Notice.(1)

Mfg Engineer
- Foward Assembly
Process Change Notice
to Production Control
Mgr. (2)

Production Control
Mgr
- Approve Assembly
process change. (3)

Production Control
Megr

- Return Assembly
Process Change Notice
to Mfg Engineer.(4)

Assembly Process Change

]

]

Mfg Engineer

Mfg Engineer

- Forward Assembly
Process Change Notice
to Quality Mfg.(5)

- Distribute assembly
process change
documentation.(9)

Quality Mgr

- Approve assembly
Process change.(6)

Quality Mgr
- Return Assembly
Process change Notice
to Mfg Engineer.(7)

Mfg Engineer

Mfg Engineer

- File assembly
process change
documentation.(10)

Quality Mgr

- Update quality
specification impacted
by assembly process
change.(11)

- Determine whether any
routing changes
required as result of
assembly process
change.(8)

Production Control
Megr

- Determine whether
assembly process
change impacts
Production schedule.
(12)

Routing Maintenance

L)

L

Assembly
process change
impacts production
schedule?

Production Control
Mgr

- Nooty Production
Control Planner(3)of
production schedule
change.(13)

>

Changing Discrete
Jobs/Repetitive
Schedules.

A\ 4

Oracle Quality

The next piece of the ISO 9000 process is to define the measurements and tolerances
for the process. Oracle Quality is integrated with the Oracle Applications product
suite to provide unified quality data definition and data collection throughout the
enterprise and across your supply and distribution networks. Once you have the
procedures in place, it is the function of Oracle Quality to measure that process

and confirm that it is improving. Much of the quality management theory is

setting targets, tolerances around those targets, and measuring the proportion of
transactions that fall outside of those tolerances.
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Oracle Quality components and how they are

related

The following diagram shows the main components of the Oracle Quality system

and how they are related to each other in Crow's foot notation:

Collection Plan
Type

Quality Collection
Plan

Collection Plan

Transaction Type

Collection Plan
Transaction
Trigger

Collection Plan

Collection Plan
Element Action

Element Trigger
Collecti Collection
; ec 'Otn Element Action
emen Trigger
Quality
Specification
Element
Quiality
Specification

Quality Collection
Result

Quality Result

Action
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Each component can be described as follows:

Quality Collection Plan: The collection plan is a set of collection elements
and their tolerances. For example, Infission purchases the chassis for its
computers. These chassis are stamped, drilled, folded, and black powder
coated. All folds must be between 89.850 and 90.150. The surface must have
powder coating to a depth of between 0.2 and 0.3 of a millimeter. The surface
must be flat within a range of 0.005 and 0.007 millimeters.

Collection Plan Transaction Type: The Collection Plan Transaction Type

is the transaction that causes the data collection to occur. For example, a
receipt from production to finished goods may cause an inspection and data
collection to occur.

Collection Element: A collection element is any fact or measurement that
could be collected by the inspection. For example, the depth of the powder
coat on the surface of the aluminum.

Collection Plan Element: A Collection Plan Element is the collection
elements under the plan. For example, flatness.

Quality Specification Element: A Quality Specification Element is the limits
for a given collection plan element. For example, a surface is expected to be
flat to within 0.005 and 0.007 millimeters.

Quality Specification: A Quality Specification is the assignment of a
specification to a customer, supplier, or item.

Quality Collection Result: A Quality Collection Result is the collection
of observations.

Quality Result Action: The results may be out of tolerance requiring
corrective actions, such as returning product to a vendor or creating a
rework job in manufacturing.
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The following diagram shows collection plan results flowing through the quality

system:

J J
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Collections can be triggered by a transaction type such as a supplier receipt. Quality
results are recorded according to the defined collection plan. The collection plan
results are compared against the specification limits and if necessary corrective
actions are taken. The results are pooled to allow inquiry, analysis, and reporting.

Responsibilities for accessing Oracle Quality

You can access Oracle Quality from the Manufacturing and Distribution Manager
responsibility. The Quality Workbench is also available as a separate responsibility,

which is limited to recording and reviewing collection results.
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Creating a collection plan
The following screenshot shows the Collection Plans definition:

Collection Plan 405 ASSEMBLY COLLECTION PLAN iews, .

Description 405 Digital Camera Collection Plan
Effective | 25-AUG-2006
Plan Type WIF Inspection In-process inspection plans [ 1

[ Display Multiple Raws in Workbench

Record Option | Per Row - Enahle Deferred Signature J

Copy Elements. .. Transactions Specifications. . )I

Quality Collection Elements

MName Seq Prompt Mandatory  Enabled Read-Only  Displayed []
. m 10 Job 2 2 O 2 -]
ltemn 20 ltern v v [ v
Quantity Tested 30 Qty Tested v v [ v
Quantity Rejected 40 Oty Reject v v [ v
Reason Code a0 Reason Code [ v ] 2 -
1] »
“Walues | | Actions )

In order to create a collection plan, choose the Manufacturing and Distribution
Manager responsibility and choose the Set Up menu. From the Set Up menu,
choose Collection Plan.

The collection plan allows you to specify the collection elements that you will
record on each transaction listed in the collection plan transactions. In order to
associate a collection plan to a type of transaction, click on the Transaction button:
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In order to set up collection elements, choose the Manufacturing and Distribution
Manager responsibility and choose the Set Up menu. Now, choose the Collection
Elements tab.

© Collection Elements (1)

Collection Elerment W Epabled

Element Type

Label
Prompt |DriverRear Tread Depth mm
Hint |Driver Side Rear Tire Tread Depth

Data
Data Type |Mumber - [ ttandatory
Reporting Length 5
Decimal Precision 1
LDk |hdhd hhd
Default “alue [ ]

SOL Yalidation
Statement -

Seguence Spec Limits Values | Actions I

I3

;  Note that access to the Collection Plan Element Ul should be
& closely controlled as being able to introduce raw SQL into the
application opens the application to SQL Injection attacks.

For each collection element, you can state the data type, valid values, and
validation as well as the tolerances around the Target Value, as shown in the
following screenshot:

O Specification Limits (M1) - DriverRear Tread Depth mm

Target “alue

User-Defined Range

Specification Range

Reasonable Range

In order to set specification limits for a specification element, click on the Spec Limits
button from the Collection Elements Ul This is a very important UI because a lot

of the quality management theory is all about bringing a process under control.

This generally means reducing variability in the process. Once variability has been
reduced, the process can be reliably brought into specification. As shown in the
following screenshot, you are setting control limits around the specification:
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O Specifications (W1}

Specification Mame |[8 Status |Mo Approval Reguired

Effective 10-APR-1997 - [ !

' ltem Spec T Supplier Spec * Cystomer Spec
* ltem C Category O Category Set
em |Ch52293 FPower Supply
Revision
Custorner [World of Business 1000

Spec Subtype

Reference Spec ( Ory Assignments. .. || Spec Elements. . )

You can optionally create a specification that is specific to a supplier, customer, or an
item. For example, you may have a specification imposed on you from a customer to
test the color match of your PC's casing because they are using them onboard with
their own test and measurement equipment, such as a chromatograph.

In order to create a specification, you are again in the Manufacturing and Distribution
Manager responsibility in the Set Up menu, this time in the Specification tab:

tion Elements i) - C
Spec Range User-defined Range  Reasonable Range
Specification Enahlad
Element Lo Target Walue Lower Upper []
R -] El] 72 =
Copy Fram...

For each element in the specification, you can set the target value and tolerances
within the specification.
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Entering collection results

Now that the Collection Plan is set up, when a triggering event occurs, the quality
results will have to be entered:

r!:) Enter Quality Resul
=
Collection Plan  |CERTIFICATION PLAM Ch357E7 ﬂ:‘ Find Plan )
Results
ltem Quantity ||UOM | Power ||Insp Res Trangaction Date Defect Code|| Comments
l ChI3FET 1 Ea 27-FEB-2011 23:28:00 =1
4 »
Spec Name LOm WY Upper Lirmit 80
Target 70 Lower Limit B0
Child Plan Enter Find Spec )

In order to enter results, navigate to the Results menu under the Manufacturing
and distribution manager or navigate to Collection Results under the Workbench
menu. You can enter results against a collection plan. Corrective actions may result.
Results can be collated for reporting. For example, control charts or pereto charts can
be generated from the quality results data:

[361]

www.it-ebooks.info


http://www.it-ebooks.info/

Industry-focused Compliance

'O Cantral Cha

Chart Mame Infizsion Cantral Chart
Collection Plan |OUT OF TOLERANCE]
Chart Title |Chassis Supplier Process Capability Chart
Description |Receiing Inspection for Chassis
Chart Type |* Bar/R -

Collection Element Dccurrence \/w

% Group By |Occurrence Cantral Limits. ..

Show Results Where

Caollection Element Condition From To

| »

Copy Settings... Save Settings | | Wiew Chart

Auditing 1SO 9000

The ISO 9001:2008 standard requires that every element of the quality system

should be internally audited every year. The development of an internal audit
system includes the selection and training of auditors, maintaining an internal
audit schedule, and using a standard operating procedure for management of
your internal audits.

Of course the audit procedure and internal audit schedule should be represented

in the GRC Manager.

There are great examples and resources available from ISO 9000 Resources
(http://www. iso9000resources.com/).
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Section 4 is a great place to start an internal audit because it addresses the "big
picture" items. If there are any non-conformances from a Section 4 audit, fix
the problems before auditing Sections 5 through 8. This will save a lot of effort
documenting the same problem over and over.

Questions

1. General quality system requirements

Has the organization established, documented, implemented, and maintained a
quality management system in accordance with the ISO 9001 Requirements?

Is the Quality Management System (QMS) continually improving?
Has the organization:
1) Identified the process needed for the QMS throughout ISO 9001 organization?

2) Determined the proper interaction between the process ISO 9001. Is there a flow
chart that shows the process flow for the entire organization?

3) Determined and documented criteria and methods to ensure that the ISO 9001
operations and process control are effective?

4) Got resources and information necessary to support ISO 9001 operations and
maintenance of their process?

5) Got resources to measure, monitor, and analyze their processes?

6) Implement corrective and preventive actions needed to achieve the planned
results as documented in the quality plans?

7) Does the company have documentation to show continuous improvement in
their process?

Does the organization have documentation in accordance with the requirements
of the ISO 9001 Standard?

How does the company control quality processes that are performed outside of
the ISO approved facility?

2.Documentation requirements

2.1 General

Does the QMS documentation system include:

1) Quality Manual?

2) Documented company quality policy and quality objectives?

3) Documented level 1 and level 2 procedures as required by ISO 9001?

4) Documentation on how the company can effectively plan, operate, and control
its processes?

5) Creation and management of records that demonstrate compliance with the
ISO standard?
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Questions
2.2 Quality manual

Has a quality manual been created and maintained that includes:

1) The scope of the quality management system and any justification for exclusion to
the standard (such as obsolete product lines)?

2) Description of the interaction between the process of the quality management
system (usually in the form of a flow chart showing product flow from design and
order to delivery and service)?

3) The procedures required by the ISO standard or references to the required
procedure control numbers.

2.3 Control of documentation

Are all QMS documents (manuals, procedures, data sheets, work instructions,
records, and procedures) controlled (including revision control, controlled access to
originals, and control of distributed copies)?

Does the company have a document control procedure that includes:

1) Notification of the ISO approval body prior to implementation of any change to an
agency controlled document?

2) Approval, update, and distribution processes for changes to all quality documents.

3) Ensures that the current revision documents (with no confusion about the current
revision) are available at the point of use?

4) Ensures that the documents remain legible and easily identifiable?

5) A process for controlling documents of external origin.

6) Control of obsolete documents to ensure they are not used in current production.
2.4 Control of records

Does the company create and maintain records?

Does the company have records to provide evidence that the QMS is effective
(examples include management review records, corrective and preventive actions
logs, customer survey, or feedback records)?

Has a documented procedure been written to define the following record control
mechanisms:

1) Identification and retrieval?
2) Storage and protection?

3) Retention time and disposition?

Environmental compliance and ISO 14000

We continue our conversation with the VP of Operations and the Manufacturing
Manager by discussing the environmental management aspects that should conform
to ISO 14000. We look at how environmental audit procedures fit into GRC Manager.
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Requirements of ISO 14001

ISO 14001 is a voluntary international standard developed by the International
Organization for Standardization (ISO), based in Geneva, Switzerland. At its core,
it sets the requirements for establishment of an Environmental Management
System. The following diagram shows the environmental impacts and sphere of

the environmental management system:

Industrial Ecology

Design for Environment

Waste Minimization

Waste Treatment

Pollution Prevention

Raw Material
Energy Design

The implementation of ISO 14001 is a cyclic process requiring the development

of a comprehensive environmental policy statement, a planning process to
operationalize the policy, its implementation and operation, checking and
implementing corrective action if needed, and management review, which feeds

back to rewriting the environmental policy statement. The following diagram is

a pictorial representation of that process:
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Some of the procedures required in order to obtain ISO 14001 Certification include:

Identification of significant environmental aspects
Identification of legal and other requirements

Internal and external communication and awareness building
Information collation and analysis

Operational control

Emergency preparedness and response

Monitoring and measurement of resource consumption
Equipment calibration

Evaluating legal and regulatory compliance

Maintaining records

Audit and management review

ISO 14000 compliance auditing

ISO 14001 specifies the need to conduct periodic environmental management system
audits. Basic level internal industrial environmental audits have several purposes,
such as to assure the investors through the board of directors of compliance status
and to assist manufacturing sites in their environmental efforts. The environmental
audit will cover: environmental labeling, environmental performance evaluation,
and manufacturing lifecycle assessments. Internal environmental audits are
generally carried out by the internal audit staff and follow the same structures as the
financial and operational audits, such as planning, scoping, gathering findings, and
recording issues and recommendations. You will notice that other aspects of the ISO
14000 compliance problem also fit into components of the Oracle solution, which we
have mentioned earlier, for example:

Section 4.2.3 of ISO 14001 deals with objectives and targets as we have
reviewed in balanced scorecard

Section 4.3.2 of ISO 14001 deals with training and education as we have
reviewed in iLearning
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e Section 4.3.4 of ISO 14001 deals with document control as we have reviewed
in Universal Content Manager

e Section 4.4.4 of ISO 14001 deals with EMS Audits as we have reviewed in
GRC Manager

Organization certification

While ISO 14000 is a voluntary standard, an organization can have its Environmental
Management System certified by an external accredited registrar. The external
auditor will typically review:

¢ The EMS Manual

e Analysis of environmental impacts
¢ Regulatory requirements

e Audit reports

e Improvement plans

How ISO 14000 fits into GRC Manager

Mostly, GRC manager addresses the audit and management review aspects of the
Environment Management System (EMS). However, the risk assessment and risk
management protocols within GRC Manager provide a great framework for the EMS.

The first thing to note about GRC Manager is that the risk and controls can be looked
at from many perspectives. Environmental compliance is just another perspective.

In order to set up perspectives, you can click on the navigator and navigate to Setup
and Administration. Expand Object Type maintenance from the table and click on
Manage Perspectives:

-ISearch Results: Object Types
Actions +  Wiew v 2 ﬂj‘ Dietach
Marne Descripkion
Corporate Risk Corporate level Risks
Financial Governance Risk Financial Governance Risk UDT
IT Risk IT Risk
Risk] Risk Chiject
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You would set up environmental checklists in the Survey Section of GRC Manager.
In order to navigate to the Set up surveys, choose GRC Tools from the navigator,
and then choose Manage Survey Templates from the Tasks pane:

GRC Toals
[ [l Tasks

Assessment Management
Create Assessment Template
Manage Assessment Templates
Create Assessment Plan
Manage Assessment Plans
Initiate Assessment
Manage Assessments
Complete Assessment

Survey Management

The following is a General information data sheet. This is a standard part of
constructing the information that you need for an environmental audit:

General information data sheet

Plant name:
Address:
Contact person:

Date:

Major products:
10 most used raw materials:

Recent changes in products or manufacturing
processes:

Is the property owned or leased:
When was the property first acquired:
Provide the history of the land use of the property:

Describe the other industries (light, heavy industrial,
refineries, steel mills, and so on):
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The general information data sheet fits into the GRC Manager's survey capability.
In order to create a survey in Enterprise GRC Manager, you will need to have the
GRC Administrator job role. In order to create a survey, select the New icon from
the Manage Survey screen and then select the template on which you wish to base
the survey:

Survey Template: 302 Certification @
View As Of Date:
=l General

Mame 302 Certification
Description 302 Certification
Type 302 Certification

Version Date  12/15/2009 Status Active
Revision Date  12/18/2009 Revision 1of 1
[ Survey Content
Detsle | Questions [}
Actonsv View Efpetas  Prevew
Order [ID Question Text Question Format Type Mandatory
1)1 Have there been any changes in the key controls for your functional area? Single Response
22 Have you had significant turnover, either in number of employees or a key employee in your functional area? Single Response
3(3 Have there been any new computer systems implemented or automation of existing controls? Single Response
4|4 Have you had any significant changes to your IT systems or other data processors that have not been reviewed and approved?  |Single Response
5|5 Has there been any detection of fraudulent activities? Single Response

You can also expand your information on environmental risks and controls. The
following is an Air emissions data sheet. It would also fit well into the survey
capability. You can also see that we will discover both the risks that will need to
go in the risk register as well as the controls that will need to go in the controls
register as a result of this survey.

Air emissions data sheet

Plant name:
Address:
Contact person:

Date:
Number of stacks
Sources being vented by stacks:

1) Heat (y/n)
2) Manufacturing (y/n)
3) Other (y/n)

Nature of emissions:

Toxic gases and vapors

Aerosols
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Air emissions data sheet

Irritant gases
Asphyxiants
Dust and ash
Air Permits:
Name
Permit number
Regulated and permitted emissions:
Volatile organic compounds
Carbon monoxide
Nitrogen oxides
Sulfur dioxide
Lead
Control equipment:
Filters
Scrubbers
Backwashes
Baghouse

Incinerator

Example environmental risk portfolio

An emissions data sheet could be represented in either a survey or in the risk
library. We are going to show it in the Risk Library. Navigate to Risk Management
capabilities, choose GRC Tools from the navigator, and select Risk Management:

Rigk Management
[ [l Tasks l

Risks
Create New Risk
Manage Risks
Propose Risk
Manage Proposed Risks
Events
Create Mew Event
Manage Events
Consequences
Create Mew Conseguence
Manage Conseguences
Risk Administration
Class
Risk Analysis
Risk Evaluation

[370]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 11

The list of environmental risks would be represented in the Risk Library, as shown in
the following screenshot:

El search Results: Risk

Actions »  View +

& 38 Efpetach

Add to Favorites

Mame

Description

Accuracy of automated posting

Accuracy of automated posting were generated

Atriance and Neutropenia

Signal of neutropenia occurrence in patients taking Atriance

Authorized purchazes - PO not obtained.

Authorized purchases - PO/EMR not obtained.

Back dated entries passed in previous y...

Back dated entries passed in previous year for raudulent ressons

Back dating entries to previous year (e...

Back dating entries to previous year (even after books closed for the year) to manipulate dats

Breach of limit and approved counterpa...

Breach of limit and approved counterparties list {intentionally)

Cash misappropriated- intentionally

Cash misappropriated- intentionally

Change to requirements projects

Adding or changing requirements without consideration for the IT project’s overall objectives or the associated increases in time, costs or resources,

Contractual terms and conditions impac. ..

Contractual terms and conditions impacting revenue recognition are not reviewed and transactions are accounted for inaccurately

Credit/Debit memos and adjustments ar...

Credit/Debit memos and adjustments are inaccurate or unauthorized

Customer set-up in the system is unaut...

Customer set-up in the system is unauthorized or inaccurate

Doubtful accounts are not accurately st...

AR and doubtful accounts are not accurately stated

Duplicate invoices paid on the same inv...

Duplicate invoices paid on the same invoice

Duplicate payment for expense report.,

Provide validation to ensure we don't make two payment for an expense report.,

Embezzlement of cheques

Embezzlement of cheques

Employee earnings are mis-reported

Employee earnings are mis-reported

The best way to show the controls in place to mitigate for those risks is by
documenting the relationship between risks, such as Toxic Gases and Vapors
being released into the environment, and mitigating controls, such as Filters
and Scrubbers in the Related Controls tab of the Risk. Click on a risk and you
can view and manage the related controls of that risk:

Manage Risk: Out-of-Policy Expense Reporting

@ Guide  Ad
View A

[ Summary\{ Deﬁniﬁonﬂ’ Analysis\{ Evaluaﬁonw Assessment ‘| Issues .

[=] Risk Details

MName
Desaription
Detail Description

Class Accounts Payable
Currency USD
Context Financial Governance Context
Version Date  1/23/2010 Status Active
Revision Date  1/28/2010 Revision 3of 3

= Analysis Details

Analysis Date

Inherent

Out-of-Policy Expense Reporting
Out-of-Policy Expense Reporting

2010-01-28 11:26:47 PM Created By GRC Super User

=] Control Impact

Inherent Likelihood High Inherent Risk Level Medium High
Inherent Impact Medium High
Residual Likelihood Low Residual Risk Level Low

Residual Impact

[l Related Controls

Medium Low Total Control Cost (USD) O

View = % Detach | =FE W
|Name |5Uan‘ﬁcah‘on |Type | Cost (USD) \Desu’ipﬁon
| Split Expenses on Expense Reports |Key |Detective | ‘Spht Expenses on Expenss Reports
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Beyond the risks, GRC Manager also maintains a registry of consequences. A
consequence is the outcome when and if a risk event happens. For example,
consequences of a failure in the control of heavy metals disposal may include
factory shutdown, environmental cleanup and restoration, employee health
costs, and workers compensation.

RoHS WEEE

RoHS stands for Restriction of Hazardous Substances and is a directive, which
came into effect on 1st July, 2006.

WEEE stands for the Waste Electrical and Electronic Equipment Directive. In
this section, we expand our environmental conversation with the Manufacturing
Manager to include how he manages heavy metal content in his electronics. We
will show how Oracle has expanded the governance and compliance theme into
the Product Lifecycle Management (PLM) applications.

RoHS WEEE and hazardous substance
compliance

The RoHS regulations implement the provisions of the European Parliament and
Council Directive on the Restrictions of the Use of Certain Hazardous Substances
in Electrical and Electronic Equipment (2002/95/EC).

This directive was established to:

e Protect human health and the environment

e Complement the Waste of Electrical and Electronic Equipment (WEEE)
directive (2002/96/EC)

Who needs to comply?

The RoHS directive places the responsibility for electrical or electronic equipment
compliance on the producer of the electrical or electronic equipment. It is the
producer who must determine whether his/her product is electrical or electronic
equipment under the directives, and if so, then ensure its compliance.

[372]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 11

Oracle Agile Product Governance and Compliance

This product by Oracle best addresses the hazardous substance compliance regulations
such as RoHS and WEEE. It is a part of the Agile Product Lifecycle Management
Suite, Product Governance and Compliance (PG&C). The following diagram depicts
the process flow through the Product Governance and Compliance process:

Product Governance And Compliance Process
3 .
5 )
& 8| | 'dentify Parts Create and Route Validate and Add
a Without .
€S : Declaration to Product Record
S= Declaration
. A
h 4 v
IS . .
) . ) Notify Compliance Manage Product
2 Notify Suppl
(% otify Supplier Manager Record
A
\ 4
o]
= Fill Out ] .
o »  Sign and Submit
S Declaration 8 ubmi
7}

In the product governance and compliance process, the Original Equipment
Manufacturer (OEM) sends parts composition requests to a supplier. The supplier
makes a declaration of composition and returns it back to the originator. The
originator then goes through a roll-up to work out the Bill of Substances of the
OEM's parts.
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Major components of PG&C and how they relate to
each other

The following diagram shows the major components of the PG&C system and how
they relate to each other in Crow's foot notation:

SUPPLIER DECLARATION COMPOSITION
A A
SUPPLIER FOR INFORMATION DECLARATION LINE j
/L A
PART
SPECIFICATION SPECIFICATION SUBSTANCE
BILL OF SUBSTANCES
BILL OF SUBSTANCES SUBSTANCE

The major components of the PG&C system are as follows:
e Substance: The substance that is subject to reporting, certification, and waste
management responsibilities.

e Part: The part within which the substance is incorporated and for which
quantities of the substance be accounted.

e Specification: The weight and parts per million limits to which the
substances must comply for a part.

e Bill of Substances: The bill of substances is a hierarchical list of substances
contained in parts that require compliance.
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e Supplier: In PG&G, it is the supplier of the declaration of composition.

¢ Request for Information: The supplier is sent a request for information
for the composition of parts.

e Declaration: Declaration is a response to a request for information. A
declaration can confirm that a part or parts are within the specification.

e Composition: The composition shows the weights of substances within a part.

Defining specifications

PG&C introduces the notion of specifications, which define what a substance that is
subject to product governance needs to be compliant with. The actual specifications
are likely to be unstructured data held in the attachments associated to the
specification. In order to create a specification in PG&C, click on the Create New
drop-down button to activate the menu and click on the Specifications link:

&) MEPOAITS

& NAVIGATOR

B [ 4 1 Creste hew = B - e = ar
80~ Search Criteria
.. FOLDERS
EEETT - - AoHs - |
I
Search Results for "RoHs"

Narvspatar
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Specifications have their own attributes, attachments, and change history. They also
define at which level of a product hierarchy to validate for compliance and which
potential exemptions are allowed. Specifications can optionally contain substances
including threshold based constraints or constraints based on intentional adding.
The following screenshot shows the Substances within a specification:

OFaCLE 4 4 » c # Cresis New ~ B~ Rons - | QT
8llo- @ ra o £l FioHS
|, FOLDERS: EU RoHS Active
Th M| 2 s | SPeCifcation s EUSTRLAN UNGH RONS SSECFCATON

Substances BaseView* v | Persseakos

» Name Substance Descri CASNumber  Lifecycle Phase Threshold M Reportng  Disaliow intention

R

& RLPORTS

2 NAVIGATOR 0016 rows seiectes

Non-substance based specifications are handled as well. For example, to allow for
disassembly and recovery of materials it may be specified that components may
not be glued.

Defining substances

It is possible in PG&C to keep track of thousands of substances, including very
detailed information per substance such as trade names, where a given substance
is used, other common names for the substance, and the CAS number. A Chemical
Abstract Service (CAS) is a service of the American Chemical Society that issues
unique and authoritative numbers identifying tens of millions of substances.
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Using the aliasing feature, import will automatically convert incoming data into the
official substance name used within Agile PG&C.

Besides substances, PG&C has support for substance groups and materials as
well. The following screenshot shows the Search Results for screen for searching
a substance:

[PRACLE e [ # Create New ~ EES
Blle~lz2- Search Criteria
|4 FOLDERS

IRV Substances - ~ [ poly [ |[a*

¥ [4 searches
™ Include Attachments Text

¥ |4 compliance Searches

Custom Parts wihout Composiion ina T| || Search Results for "Poly"
©, Manufacturer Parts without Composition

©, Manufacturer Parts for an tem Navigator More ™
©, Pparts without Compliance Data
b B Guba Searches +Name & Description CASNumber  Lifecycle Phase ~ Substance Type
b L change Anaiyst Searches =l A 11“BPHENYL,CHL  Polychiorinated biphenyis (PCBs) 1336-36-3 Active Substance
Component Engineer Searches & 11-BPHENYL 22, Polychiorinated biphenyls (PCBs) 41464419 Active Substance
b L4 content Manager Searches
B A 11-BPHENYL 2.2, Polychiorinated biphenyls (PCBs) 37680-65-2 Active Substance
Program Searches
B qusity Searches & 11-BPHENYL 2.4~ Polychiorinated biphenyls (PCBs) 33284-50-3 Active Substance
b sourcing Searches A 4-BROMOBPHENYL  Polybrominated Biphenyls (PBB) & Polybrominated Dipheny! Et 82-66-0 Active Substance
[ supplier RFQ Searches & 4-BROMODIPHENYL Polybrominated Biphenyls (PBB) & Polybrominated Diphenyl £t 101-55-3 Active Substance
Recycle Bin Searches A AROCLORS442 (P Polychiorinated terphenyls (PCTs) 12642238 Active Substance
Personal Searches by
v B Price Searches A AROCLORS450 (PC  Polychiorinated terphenyls (PCTs) 11126-42-4 Active Substance
A SROMNATEDFOLY  Brominated and Other Halogenated Flame Refardants. S7T137-107 Active Substance
Vo T T
A DECABROMOEPHE|  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyl Et 13654-08-6 Active Substance
¥ ¥ My Bookmarks
A CECABROMODFHE|  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyi Et 1163-1-5 Active Substance
b [ covidien Demo
b b 1P vid Demo Foider | |& DIEROMODPHENYL  Polybrominated Biphenyis (PB) & Polybrominsted Diphenyl £t 2050-47-7 Active Substance
v [ BDS Testlogess A HEPTABRONODIPHE  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyl Et 63928-80-3 Active Substance
v [& standara pemo A HEXABROMODPHE|  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyl Et 35433-50-0 Active Substance
T ....
:; F2112 Heam A NONABRONODFHE  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyi Et 63936-56-1 Active Substance
108903
A& MNONYLPHENOLPOL  Nonylphenols (HP) & Nonylphenol Ethoxylates (NPE) 9016-45-9 Active Substance
I} iLearn Sourcing Project b
» O Thumbnais A OCTABROMODPHE  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyl Et 32536-52-0 Active Substance
» B Life science & OXIRANE, METHYL- (P & Ethoxylates (NPE) 37251687 Active Substance
- ....
B 03-0320-02 & PHONYLPHENOL P (NP) & Ethoxylates (NPE) 26027-38-3 Active Substance
Ef HFAT1000 (Heavy Loader Hodel) & rcaizs0 Palychiorinated biphenyls (PCBs) 11096-82.5 Active Substance
B cpsarsez P
@ sazist A FENTABRONODIPHE  Polybrominated Biphenyls (PBB) & Polybrominated Diphenyl Et 32534-81-9 Active Substance
B Assases 1 & Pouvioxy-126TH (P & Ethoxylates (NPE) 1270378701 Active Substance
< w ' A POLY(0XV-12€TH | Nonylphenols (NF) & Nonylphenol Ethoxyiates (NPE) 37205-87-1 Active Substance
(i) REPORTS & POLY(OXY-12-ETH (P & Ethoxylates (NPE) £8412-544 Active Substance
5% navieaTor 00734 rows selected
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From here you can edit a substance by clicking on the Create New button to create a
new substance. The following is a screenshot of the Define Substance page:

loracLE <« 4 y ¢ # Create New ik, Foi w | OF
B o - ? - ] Search Results » 1,1,-BIPHENYL, 2,2, 5-TRICHLORO- (PCB 18)
/) FOLDERS 1,11-BIPHENYL, 2,2{,5-TRICHLORO- (PCB 18) Active

“e, it ! g .| Substance - Polychiorinated biphenyls (PCBs)

> [ searches e
¥ |4 complance Searches
O, Custom Paris without Composition in a T
©, Manufacturer Paris without Composition
Q. Manufacturer Parts for an tem
Q, paris without Compliance Data I}
» [ Giobal searches

Generalinfo | Where Used = Attachments | History

b L4 change Analyst Searches

m

Name: 111 BIFHENYL, 22,5 TRICHLORG- (PCB 15)
b [h component Engineer Searches am e

» [ Content Manager Searches Description: Polychlorinated biphenyls (PCBs)
» Li program Searches CAS Number: 37680-65-2

b [h qualty Searches
b [h sourcing Searches

» [ supplier RFQ Searches
» [ Recycle Bin Searches
b [h personal searches Page Two
¥ Lo Price Searches

Classification No:

¥ [” My Bookmarks
» [ covidien Demo
» [ Hp VI Demo Folder
» L4 BDS Test Models
¥ L& standard Demo
B 1211z1Leam
¥ 1089-03
iLearn Sourcing Project
ThumbNails
Life Science
03-0320-02
HFAT1000 (Heavy Loader Model)
CB-8375-42
532157

AS54888 -

BEQEILBERES

« I 3

(@] REPORTS

|3 NAVIGATOR

Defining declarations and compositions

For each Internal Part Number (IPN), Manufacturers Part Number (MPN), and
assembly, PG&C allows us to track down the specifications. Specifications are
pushed down as bills of materials to notify each assembly level and component
within the Bill of Material (BOM) about what it has to be compliant with across
the Approved Manufacturer Lists (AML) and Approved Vendor Lists (AVL).

Compliance data collections happen through a declaration process. Declarations

are used to gather data at different levels of granularity from a simple part level
"yes or no" type declaration to full disclosures at the homogeneous material level.

A homogeneous material might be a metal or plastic. A non-homogeneous material
might be a wire that has copper wire, sheathing, and plastic coating. All kinds of
partner, part, and/or substance related information can be requested from a supply
chain. The following screenshot shows the declarations and compositions associated
to a specification:
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The declaration process with suppliers and content providers can be managed
electronically online through a configurable workflow process, including the ability
for electronic sign-offs. The following screenshot shows the declaration workflow for
the collection of product data. You can see the status of each action in the workflow
in the lower section of the screen:
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Sebmt ity
Parden v mnml .I Uaager v Memw ’ Paieased +  Implemented
!
i
s Cancees
Workflow e Banm Ve v | Parnasae
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The solution supports out of the box integration with industry formats such as IPC
1752-1 and 1752-2 XML as well as Japan Green Procurement Survey Standardization
Initiative format for collecting data from supply chain partners. IPC-175x standards
family establishes a standard reporting format for material declaration data exchange
between supply chain participants. PG&C also supports integration of custom excel
formats. The following screenshot shows a printed declaration from PG&C:

v | (@
MDOOOT1 Implemented
Swkstance Declaratian « ACAT ROHS DECLARATION TOR P01 FDA CASING ASSENGRLY
I¥T ASSEVE
Tt
e Ly [Specification | Calenlated Complismce | Doclared Complisace | Eumptions | Enmpeion xpiratien Dute | Ellective From Dure | Mana [stass Disciomers |
[r—— [mumatts | Complm | [ossrount | Parsany Duscores |
v | Threshald Mass 0| Mass | Bevals Mans Rexsh FIAL € I3 Tormpciens | Esempion Expiracion Dose | Raporsing | Comersion Facior | €
3 DO TINTELS .
i Complant Atamdatory
Complant Mandatory
1000 i ST | TERITRL T Comphant Mamdatory
----- 19 -4 Complant Atamdatory

Reviewing compliance data for assemblies

For any given component in the bill of material, there may be many manufacturers
and vendors. Once compliance data is collected, the compliance information is
rolled up by Rev throughout the BOM across Approved Manufacturers Lists and
Approved Vendors Lists using a best or worst case algorithm. The roll-ups can be
initiated by a user, triggered by events in Agile PLM (through process extensions),
and scheduler driven to automatically synchronize all BOMs in the system with the
latest compliance information. The following is a screenshot of the BOM tab where
you can review the compliance status of the assembly:
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You can use the screens, compliance reports, or searches to identify suspect parts.
The following screenshot shows one such report:

« Save =

ORACLE BOM Compliance

item Number:  03-0320-02

item Revision: D CD0215

Specification: EU RoHS

Level  PartType Part Number Rev

Mfr %rl Type Manufacturer Part Manufacturer Name

Number
0 Assembly 03-0320-02 D cooz21s

1 HP-Z 4878-01 D coooss

2 |HPZ 301-1458 A 00045
Manufacturer Part 487-884H/A AVX
Manufacturer Part BL123444 BELKIN
Manufacturer Part S053HDE1KI0F PHILIPS

1 Capacitor 12-0252-00 A 00045
WManufacturer Part 06032G334ZAT2 AVX
Manufacturer Part GRIA39Y5V334Z10  MURATA

1 Capacitor 12-0014-00 A 00045
Manufacturer Part TAJA4TSMO0ER AVX

Created By:
Create Time:

Dan Carlisle (dc)
07/06/2012 07:54:54 Al PDT

Description

Description

PCB ASSY, MAIN
BOARD, ZAP 800,
PHASE I

PROGRAMMED BIOS

IC, BIOS CHIP

IC, BIOS CHIP

IC, BIOS CHIP

IC, BIOS CHIP

CAP, CERANIC, SID,
0803, 0.33UF,Y5V,
10V, -20/+80%
0803,Y5V, 33UF,
+801-20%,10V,
UNIARKED, 7N TR
CAP, CERAMIC, SMD,
0803, 0.33UF,Y5V,
10V, -20/+80%

CAP, TANTALUHN, SHD,

A-SIZE, 4.7UF, 8.3V,
20%

CAP, TANTALUM, SMD,

A-SIZE, 4.7UF, 8.3V,
20%

<[ [

4 1 - 128 [:
Page 1 0of 28
Lifecycle Phase  Compliance  Calculated Declas
Calculated Date  Compliance
Lifecycle Phase  Compliance  Calculated Decla
Calculated Date  Compliance
Production 1218/2011 01:45:41 | Missing Info
Pli PST
Production 1218/2011 01:45:41 | Compliant
Pl PST
Production 12/18/2011 01:45:41 | Compliant
Pl PST
Active 12/18/2011 01:45:41 | Compliant
Pli PST
Active 1218/2011 01:45:41 | Compliant
Pli PST
Active 1218/2011 01:45:41 | Compliant
Pl PST
Production 12118i2011 01:45:41 | Missing Info
Pli PST
Active 12118i2011 01:45:41 | Missing Info
Pli PST
Active 12/18/2011 01:45:41 | Hissing Info
Pli PST
Production 1218/2011 01:45:41 | Missing Info
Pl PST
Active 1218/2011 01:45:41 | Missing Info
Pl PST
v
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You can instigate an engineering change or corrective action request to manage the
compliance risk with the Approved Manufacturer List on this part. Alternatively,
every time you create a new pending Rev, the system will calculate the compliance
impact of the change.

Life sciences and medical instrument
manufacturing

Next, we will leave the Infission corporation to talk to some colleagues who manage
manufacturing at a medical instruments company — Lilean Brosh. We will interview
them on what they consider to be their most urgent compliance issue. We will dive
into the details of CFR 21, and show how the audit procedures of this standard

fit into GRC Manager. We will also show how some of the records management
requirement of CFR 21 Part 11 are managed through digital signature aspects of
Oracle Workflow.

Title 21: Code of Federal Regulations

This regulation relates to the Food and Drug Administration's primary jurisdiction
for the premarket review and regulation of products that comprises any combination
of a drug and a device; a device and a biological product; a biological product and

a drug; or a drug, a device, and a biological product. An example of a biological
product is a vaccine.

The thrust of CFR 21 is good manufacturing practices to protect human health. It
requires product sampling and testing, which proves that the manufacturing practice
is sufficiently good, and an electronic records protocol that brings about personal
accountability for signing those records.

There are many aspects of good manufacturing practices that support food and drug
manufacturers in Oracle E-Business Suite Process Manufacturing. They are as follows:

e Stability studies management: These studies characterize the effects of aging
on the quality and shelf life of a material

¢ Receiving holds: They help companies validate the quality of expired or
expiring material

® Quality controlled batch processing: This gives you a view of the grade and
quality of your on-hand materials before you begin production
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In this book, our focus is on audit and compliance activities, so we will not expand
the manufacturing pieces. The main compliance issue is that if you are manufacturing
food, pharmaceuticals, or medical devices, you must keep records according to the
standards in CFR 21 Part 11. Electronic record keeping is available on critical business
events including:

e Approval of specifications

e Creation and approval of manufacturing samples
e Entry and evaluation of results

e Approval of stability study stages

The penalties under CFR 21 are substantial, such as $1,000,000 for any 30-day period,
where the amount doubles for every 30-day period of continued violation after the
first 30-day period. The respondent must prove any affirmative defenses and any
mitigating factors by a preponderance of the evidence.

The requirements of electronic records

We need to point out that CFR 21 Part 11 is a pretty broad set of requirements, and
many of its requirements are also part of the overall ERP system itself. For example,
Sec. 11.300 Controls for identification codes/passwords quotes, " Maintaining the
uniqueness of each combined identification code and password, such that no two
individuals have the same combination of identification code and password."

You can review the entire document at http://www.accessdata.fda.gov/
scripts/cdrh/cfdocs/cfCFR/CFRSearch.cfm.

As such, we are going to concentrate on the requirements that are uniquely met by
the E-records management solution. These requirements are as follows:

e Electronic records, electronic signatures, and handwritten signatures executed
to electronic records must be trustworthy, reliable, and generally equivalent to
paper records and handwritten signatures executed on paper.

e Electronic records shall contain information associated with the signing that
clearly indicates all of the following;:

o

The printed name of the signer

o

The date and time when the signature was executed

o

The meaning (such as review, approval, responsibility, or authorship)
associated with the signature

o

In a human readable form of the electronic record

o This last point is more complex than it might at first seem, because the
electronic record has to be readable at some arbitrary point in the future
when the application that created it may no longer be available.

[383]

www.it-ebooks.info


http://www.it-ebooks.info/

Industry-focused Compliance

Oracle's E-records Management Solution

Oracle delivers an E-records management capability as part of its manufacturing
execution system, where the framework is configured to capture signatures at many
events. You must follow the steps listed in the Implementing E-records section of
the Oracle E-Records Implementation Guide. If you do not follow these steps, then
these E-records or E-signatures will not be required at all. You must set up the profile
option EDR: E-records and E-signatures:

E-Records can be enabled in the following applications:

Oracle Engineering
Oracle Inventory
Oracle Bills of Material
Oracle Work in Process
Oracle Quality

Oracle Shipping

Oracle Purchasing

The best way to explain how it works might be through a transaction flow such as a
new product introduction.

The following diagram shows the procedure for the online flow using Item Creation:

E-Records Management Flow

New product Introduction

— Select Approve \ p ’
F:":\gaal; Enter New |} o item from the |—»| |CNEYOUKNOW | | iy i || The Electronic

Dialogue Appears
Click Add User Name Notify Next
the transaction is "Approve" and Password Approver

subject to approval

Item Record Displays

Add Approval
Response.

Acton Menu

T

Other e "
Click “Sing’

Add Approvers

ck "Reject’ | Add User Name
Click "Reject’[—| 0% 19 —>(_ End

E-records management features

The following are the features of the E-records management system:

E-signatures: When providing an approval response for any transaction for
which electronic signatures have been configured, you must provide your
login credentials.
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Electronic records: Records are extracted into an applications agnostic (XML)
format and stored in an evidence store. The records are presented to the
signer to ensure that the user signs what he/she sees at the time when they
give their approval response.

E-records management components

The following are the components of the E-records management system:

Workflow business events: The E-records framework makes use of Business
Events that are subscribed to by approval workflows.

XML gateway: The XML gateway extracts records from the application's
tables into XML format to populate the evidence store.

Workflow Notification system: The workflow notification system prompts
the users to provide their approval response.

XML publisher: XML publisher formats the XML extracts from the evidence
store to ensure that the user signs what he/she sees.

Evidence store: The evidence store is an XML repository, which is extracted
from the tables that store the transactions that are signed in E-records. As
they are not the raw application's tables and the fact that they are in XML,
there is some chance that they remain human readable, even when the
applications are upgraded and the tables become obsolete.

Responsibilities in E-records management

The following are the responsibilities seeded with, and used to access the E-records
functionality:

ERES Administrator: This person has the responsibility for overall
administration of the Oracle E-records application. Only a small number
of people should be assigned this responsibility.

ERES User: This person can access the Oracle E-records application for
user tasks such as querying the evidence store. No administration-related
functions are exposed to this responsibility.

iSignatures Administrator: This person is the administrator for the
iSignature process. This person can do all the functions of a user, in addition
to updating and deleting other users' files.

iSignatures User: This person can upload files and send them for approval.
However, they can only update or delete their own files.
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Functions in the E-records process

The following are the functions in the E-records process. The details of setting up

for E-records management are beyond the scope of this book and are very well
explained in Oracle Manufacturing Implementing Oracle E-records in the Discrete
Manufacturing Guide. In short you enable a business event that is seeded by Oracle
for a transaction that you wish to capture E-records for and set up the approval rules
and routing rules to route notifications to approvers. The style sheet that determines
the format of the E-record and whether an E-signature is required is set in the
configuration option. When a transaction that is set up for e-records occurs, it is
extracted into the evidence store and the approver(s) is/are notified. Once approved
in E-records, the original transaction is marked as approved.

Upload and approve files

The first step is to upload a file. Remember that this process is triggered from
a business event and it is automatically extracted. As shown in the following
screenshot, in this example, the E-record that is extracted is a quality test assay:

ORACLE' Electronic Records

Home

Files Approval

You can upload files into the Oracle E-Business Suite and send them for approval, A set of approvers is defined in your organization
for each file based on its attributes ke File Category and so on. Once the files are uploaded and approved, they can be attached to
atw business entity such as Item of Purchase Order,

Search
File Name | %LCF% Q,
[Search on file extension using %% or *, For example, %6 .doc, 2% a3l
Uploaded By Q,
Status | &l [+]
Cateqgory Q,
Echow More Search Options
[ee]
%elect Files: | Delete | Send for Approval | | Upload File |
Select &l | Select Mone
Uploaded
Select|File Name ¥ersion|Category |Status Description By Last Modified + Details Update
GMO LCF Support ME v 2.0.doc dssay  Waiting for LSF  EDRGMO 03-May-2006 00:58:04
Y Info Approval - SWppartin E
PO
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ORACLE" Electronic Records

Home Logout Help Perzonalize Page Disgnostics

List Of Signers
Event Name  ERES File Approval Event Evecord ID 920004 o G
ancel | | Submit
File GMO_LCF_Support_ME_v_2.0doc Timsstamg 03-May- —————
Defer Signature Alowed  Yes 2006
00:41:48

Click the Sign icon to complete authentication. Click Subrrit if you do not want to complete
the e-signature process at this tme, Workflow Notifications are then sent out to obtain
other e-signatures,

The following users have to sign the business transaction,

__Update Signers

Sequence  Signer Signature Type  Additional Status  Signature Time  Sign Overriding Details
1 EDRFHDUSER Pending W
]
2 EDRFHOPARAPPL Panding %
3 EDRFHOPARAPPZ Pending v

-Cancal_ ]I ;. Subimit ]

configuration variable to enable this feature. This feature

» Note that the user must set up an ad hoc signer capability
! was available in the 11:.10 release.

You can select the file and click on the Send for Approval button to send it for
approval, as shown in the previous screenshot.

Signers can modify the approvers list by clicking on the Update Signers button.
Click on the sign icon to authenticate.
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Notify approvers

In order to set up E-records, a notification workflow subscription for the appropriate
business event is created and approvers are notified. In the following screenshot, we
will see the notification details, which indicate that the users need to sign-in:

ORACLE’

E-signature Event: ERES File Approval Event, E-record ID: 929004 for File:GMO_LCF_Support_ME_v_2.0.doc

approve | [ Reject | [ cancel | [ Reassign

From EDRGMO Event ERES File Approval Event
To EDRFNDPARAPP1 Time zone  America/Los_angeles

Sent  03-May-2006 03:50:00 Timestamp  03-MAY-2006 00:41:44
I 4618379 E-record ID 929004

Styleshest  edrfilks.xsl
Stylesheet version 1.0
Attachments GMO LCF Support ME v 2.0.doc, GMO LCF Support ME v 2.0.doc

Flease click on the attachment link to vieo the file to be approved. The details of the file bering approved are
File Rawe: GM0_LUF_Suppere ME_v_i.0.dor
Original File Rame: G0_LUF_Support_ME. doc

Category: Assay Inde Creaved On: 02-MRZ-2006 10:80:19
Last Updsted On: 02-MAP-£006 10:70:19

E-signature History
Sequence  Signer Status E-signature Time E-signature Type Reason Code  Comments Overriding Details
1 EDRFMNDUSER  Approved  03-MAY-2006 00:453.29 Author Rework Approved

References

Response

Signature Type '
Signing Reason

Signer Comment Approvecﬂ

I have read the e-record

Return to Worklist Approve ‘ Raject‘ Cancel‘ Reassign |

In the paper world, if you are a signer of a document, you can easily see who signed
it before you, and any other comments that they may have included with their
signatures. Extending this concept to the electronic recordkeeping world, Oracle
E-records gives the signers of electronic records an ability to view previous signers'
comments during their signing process.

This improves the usability and aids in collaboration, so that signers can see if any
prior signers had rejected the record, and for what reason. They can also see who
else had approved the record before them.

You can click on the Attachments link to view the E-record. The signer enters
his/her Signature Type, Signer Reason, and Signer Comment for approval,
and then clicks on Approve, Reject, Cancel or Reassign to take action:
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| ORACLE" Electronic Records

= Home Logout Prefere Perzonalize Page

Sign Notification: E-signature Event: ERES File Approval Event, E-record ID: 929004 for File:GMO_LCF_Support_ME_v_2.0.doc

Subject:E-signature Event: ERES File Approval Event, E-record 100 929004 for File:GMO_LCF_Support_ME_v_2.0.doc
To: EDRFMDPARAPFL

Signature Type: Reviewsr

Signing Reason: Mone

Signer Commment: Approved

I have read the e-record: Yes

Motification Response: Approve

lUser Mame E RFMDPARAPPL I

Passywiord |
= TIP Enter vour Lsername and Password here ko electronically sign this document

Return to Worklist i_ai-'n_&al_

Searching the evidence store

If at a later stage you wish to review the evidence store to verify whether a given
transaction was approved and who reviewed it, the E-records functionality allows
you to search the evidence store as part of the administrative tasks.

DRAC'_E. Electronic Records

Home Logout Help Preferences Personalize Pesge Disgno:

Utilities

E-record Details

The Evidenre Store stores all the e-records created for an organization, Each e-record contains biusiness transaction details,
approver information and in some cases approver e-signatures.

search
Event Name | Q
E-record ID
Signer Name Q
From To |04-May-2006 | (&

Transaction Status

P=Show More Search Optie

Select E-records: Collate and Print |

select all | select Nore

Related
cord E-
Identifier v Status records

[ SEsfefonmd  920004Fie GMO_LCF_Support_ME_v_20.cloc 03-May-2005 00:41:44 Pending
el |

Select
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Once you have located the E-record, you can click on it to open it, see the attachments,
which are the transactions that were approved, and also the list of signatories who
signed the transaction.

Evidence Stare =
& E-record & Sighature Detals @ Acknowledgernent Details & additional Information W Related E-records

E-record: 929004 {ERES File Approval Event)

Collate and Print

ERES File Identifier  File

Event Mame
Approval Event Identifier Walue GMO_LCF_Support_ME_v_2.0.doc

E-record ID 929004 Stylesheat Mame  edrfilas.xsl

Event Dgte 03 ™May-2006 Aftachment GMO LCF Support ME v 2.0.doc, GMO LCF Support ME v 2.0.doc
00:41:44

i T EDRGMO
Styleshest Wersion 1.0 BruSstar

Frint Count O

E-record
Pleasze click on the attachment link to wiew the file to be approved. The details of the file being approved are:

File Name: GMO_LCF Support ME_w_Z.0.doc
Original File Name: GMO_LCF Support_ME.doc
Category: Assay Info Created On: 02-MAY-Z00& 10:20:19
Last Updated On: 02-MAY-2006 10:20:19

Signature Details A Return to Top
The following users approved and signed the transaction.
Signer Change
Sequence Signer Response Date Signed Reason Type Comments Overriding Details Details
1 EDRFMDIISER. Approve  03-May-2006 00:42:27 Rework Avthor Approved
2 EDRFMDPARAPPL  Approve  03-May-2006 01:02:40 Mone Author
3 ECRFNDPARAPPZ  Waiting for
Signature
Acknowledgement Details & Return to Top
The busingss transaction resulting in the creation of this e-record sent an acknowledgernent with the following details.
Status  Successful Acknowledgement Date  03-May-2006 00:58:04
Acknowledged By - File Approval Page Comments [v]

The E-record details page has the following details:

e  E-record number
e Signature details includes signer, date signed, reason, comments

e Acknowledgement details includes whether the transaction was
a success/ failure, who acknowledged it, and the date

e Additional Information includes print history

e Related E-records includes all e-records for related events
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Banking and financial services

Infission has a plan for expansion. These plans are more than can be financed out of
profits, so the treasurer, being the guy who is responsible for the corporate finance,
is off to talk to some old colleagues who now find themselves in the financial sector.
While we are there, we will talk to them about the major compliance issues in the
banking and finance sector.

Basel

The first compliance issue that they tell us about is the Basel accords. The purpose
of Basel II, which was initially published in June 2004, is to create an international
standard that banking regulators can use when creating regulations about how
much capital banks need to put aside to guard against the types of financial and
operational risks that the banks face. While not a law, in and of itself, the signatories
of the G10 are requested to advise their banking supervisory organizations to
implement its directives. Advocates of Basel II believe that such an international
standard can help in protecting the international financial system from the types

of problems that might arise should a major bank or a series of banks collapse. In
practice, Basel II attempts to accomplish this by setting up rigorous risk and capital
management requirements designed to ensure that a bank holds capital reserves
appropriate to the risk the bank exposes itself to through its lending and investment
practices. It needs to ensure that the accord is implemented uniformly else a short
term advantage accrues to the country with lower capital adequacy requirements,
and that country becomes a point of weakness in the global system.

Requirements of Basel

The requirements of the Basel accord are grouped under three pillars which aim
to have a holistic approach to managing risks.

The three pillars

The first pillar — Minimum Capital — focuses on capital requirements to better
reflect the true nature of risks. The second pillar — Supervisory Review —aims
at a more involved supervisory and regulatory system. The last pillar — Market
Disclosure — will potentially result in greater discipline imposed by the market.
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The first pillar—Minimum capital requirements

In the first pillar of the accord, the calculation of the total minimum capital
requirements for credit, market, and operational risks is explained. The capital
ratio is calculated using the definition of regulatory capital and risk-weighted
assets. It boils down to having enough money in reserve to cope with the vagaries
of being in business. There are a number of methods discussed in the accord.

The objective here is simply to give you a sense of what the methodologies are
for assessing risk and valuing it:

e Credit risk is the risk of not being paid by a borrower.

e  Market risk is the risk that the value of a marketable asset decreases.
The risk factors include stock prices, interest rates, exchange rates, and
commodity prices.

e Operational Risk is the risk inherent in participating in a given industry
or market. It includes the risk of human and procedural failures and errors.

Credit risk

In order to assess the capital requirements to cover the credit risk, the institution is
required to have classified their marketable assets for their risk weighting. The risk
weighting is a multiplier that is applied to a class of assets in order to arrive at a
"value" for the exposure. Very risky assets have a high multiplier. Very safe assets
have a low multiplier. An institution is required to have qualifying capital reserves
that cover a percentage of that exposure.

Market risk

Market risks are broken down into:

e Interest rate risk: The way that the interest risk is valued is based on the net
balance of what is owed and owing within maturity bands. For example, if
a bond is expected to mature within the next year, it represents less of a risk
than the one that will mature after 20 years, because the amount by which
prevailing interest rates can change is commensurably less. The way you
turn that into a value for the risk is that each maturity band is given a risk
weighting to factor it up or down.

e Currency risk: You can calculate the net present value of the projected cash
flows in each currency and convert it back to the reporting currency at the
current spot rate. The standard assumption is that you should provide eight
percent of the exposure to foreign exchange rate variation.
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e Commodity risk: The first thing the bank must do is express its commodity
holdings in a standard unit of measure and value them at the current spot
rate in the national currency. Then it has to value the commodities that it
currently owns separately from the commodities that it has agreed to buy
or sell in the future. It must apply a spread rate to the net of what it has
agreed to buy and sell, to account for any movement in prices in the future.

Operational risk

Operational risk can be quantified using very simplified assumptions. The
standardized approach uses revenue as a proxy for both scale of operations and
their complexity and a percentage of that revenue is added to the "exposed" value.
The different lines of business have different factors to account for their risks.

Business line Required capital as a percentage of sales
Corporate finance 18 percent
Trading and sales 18 percent
Retail banking 12 percent
Commercial banking 15 percent
Payment and settlement 18 percent
Agency services 15 percent
Asset management 12 percent
Retail brokerage 12 percent

According to the accord as part of the bank's internal operational risk assessment
system, the bank must systematically track relevant operational risk data, including
material losses by the business line. Its operational risk assessment system must be
closely integrated into the risk management processes of the bank. For instance, this
information must play a prominent role in risk reporting, management reporting,
and risk analysis. The bank must have techniques for creating incentives to improve
the management of operational risks throughout the firm. There must be regular
reporting of operational risk exposures, including material operational losses, to
business unit management, senior management, and to the board of directors.

The bank must have procedures for taking appropriate action according to the
information within the management reports.
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The second pillar—Supervisory review process

In the language of the accord, the four key principles of supervisory review are:

e Banks should have a process for assessing their overall capital adequacy in
relation to their risk profile and a strategy for maintaining their capital levels.

e Supervisors should review and evaluate the banks' internal capital adequacy
assessments and strategies, as well as their ability to monitor and ensure their
compliance with regulatory capital ratios. Supervisors should take appropriate
supervisory action if they are not satisfied with the result of this process.

e Supervisors should expect banks to operate above the minimum regulatory
capital ratios.

e Supervisors should seek to intervene at an early stage to prevent capital from
falling below the minimum levels required to support the risk characteristics
of a particular bank and should require rapid remedial action if capital is not
maintained or restored.

The third pillar—Market discipline

The committee aims to encourage market discipline by developing a set of
disclosure requirements, which will allow market participants to assess key pieces
of information on the scope of application, capital, risk exposures, risk assessment
processes, and hence the capital adequacy of the institution. The committee
believes that such disclosures have particular relevance under the framework,
where reliance on internal methodologies gives the banks more discretion in
assessing capital requirements.

Oracle's solutions in the banking sector

Oracle Reveleus delivers a suite of analytical applications for multi-jurisdictional
Basel II compliance and risk management. The following diagram shows the Oracle
Financial Services Data Warehouse architecture:
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Comply with pillar one—Capital adequacy

Oracle Reveleus embeds a process called Internal Capital Adequacy Assessment
Process (ICAAP), which models a firm's internal assessment of capital that it

considers adequate to cover all material risks to which it is exposed.

The objective of ICAAP is to ensure that a bank understands its risk profile and has
systems in place to assess, quantify, and monitor risks. While regulatory capital is the
capital that the regulator requires a bank to maintain, economic capital is the capital
that a bank needs to maintain and is in general, estimated using internal risk models.

Theoretically, a bank could suffer losses causing a complete erosion of its asset value.
It is reasonable to look at the erosion, which would almost never happen. We need to
consider losses so big that there is a very high probability that they will never occur
and then see what would be the erosion in equity in that scenario(s). This forms the
basis of economic capital measurement. The following Reveleus Ul shows some good
examples of scenarios that have been considered during a stress testing exercise:

Stress Scenarios employed under ICAAP
Stress Scenario
Aslan Criziz
Agzian Criziz-Mansgement Action 1
Black Monday
Black Monday-Management Action 1
Deprecistion of USD
General Liguidty Crisis

General Liquidiy Crisis-Management Action 1

Brief Particulars of Stress Scenario
Mild Recezzion

Asian Crizsiz-Management Acton 1

Medium Rec

Efack Mondsy-Management Action 1

Severe Recession

General Liquidty Crisis-Management Action 1
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The following Reveleus report shows the liquidity gap for a set of stress testing
scenarios and also for a particular scenario over time:

07 Liquidity Risk Welcome, Administratorf  Dashboards - Asswers = Vere Prodects ¥ = Sennga v = |
LR - Home = LR- Gap Anslysis LR - Key Measuses | LR - Stress Testsg {'p;;_;}_,l;n:
Entty Corsolidaton Type  Stress Scenario. Time Budiet Dotz
Eank Ore, LS4 ¢ || Consoldated 3 B A3an Cras >4 080-10ny a banoez-21 (il Go |l
ET3
@g Liquidity Gap across Stross Scenarios I“M‘&‘ Liguidity Gap under Stress Scenario across Time

Eriacny mrgLatn

g
d

é?é Bucketwise Liguidity Gap Repon under Stress Scenario

Comply with pillar two—Management review

The Basel II Accord has mandated the need for financial institutions to develop
suitable internal procedures and systems in order to improve risk management
practices. The following screenshot shows a sample risk registry for a bank:
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Bank's Risk Identification, Materiality and Assessment Methodology - An Example

Risk Category  Risk Sub-Category Risk Justification (if Risk assessment
Materiality immaterial) methodology used
Credit Risk WVerv High Internal EC MModel
Counterparty Credit Risk High Internal AModel
Equity Risk in Banking Book Immaterial Equity Assefs as share  Simple Risk Weight
of total assets < 1% Approach
Country / Transfer Risk Aledium Strict Limitation (Structural
Credit Risk Limnit)
Securifisation Risk Immaterial No involrement in Not considered
zecusitization as
originator or mvestor
Concentration Risk High Factored in to EC Model
Residual Risk from CRAL AMedium Factored in to EC Model
Interest Rate Rizk Low Standard supervisory
metheds
Laket Risk Equitr R.l{ in ]?a.m_'«:ing Book High . ) o Y_aR _\[ccllel
Commoedities Risk Immaterial No dealing in Not considered
commodities
Foreign Exchange Risk Low Shorteut Methed
Operational Risk Low Basic Indicator Approach
Interest Rate Rizk High VaR AModel
in Banking Book
Liquidity Risk Low Qualitative Measure
Strategic Risk AMedium Factcred in to Business Rizk
Other Risks Reputational Risk Low Factored in to Business Risk
Pension Risk Immaterial Bank does not have Not considered
pension habilities
Business Risk Aedivm Earning-at-risk Modelling

Oracle Reveleus Basel II Analytics provides a host of powerful dashboards and
reports to help strengthen the senior management's ability to manage risk such as the
following heat map:

Risk Materiality Asseaament

Cisplay Aeross |Line Of Business

Advisory
Services

Agency Asset Commercial Corporate Merchant Payment and Private Retail Retail
Services Management Banking Finance Banking Settlement Banking  Brokersge

Risk CategornySub Category .Group Sales Treasury

Crexit Risk
----- -Secaizobon Risk

..... Resihusl Risk
———Courderparty Cred? Risk
..... Concentration fizk
iberest Rete Riskin Banking
Book

Liquiity Risk

Warket Risk

--—Foreign Exchange Risk
wsanEtpaty Risk
———Cermadiy Ritk
Operaticnal Rizk
Reputational Rizk

Sirategic Risk

This heat map shows the degree of risk that remains in each operational risk category
across each line of business.
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Comply with pillar three—Disclosure

Oracle Reveleus Basel II Analytics provides pre-configured reports covering all
market disclosure requirements of Basell Il related to capital, credit risk, market risk,
and interest rate risk.

Patriot Act

The following are the requirements under the Patriot Act on financial institutions:

e To strengthen U.S. measures to prevent, detect, and prosecute international
money laundering and financing of terrorism

e To subject to special scrutiny foreign jurisdictions, foreign financial
institutions, and classes of international transactions or types of accounts
that are susceptible to criminal abuse

e Torequire all appropriate elements of the financial services industry to
report potential money laundering

e To strengthen measures to prevent the use of the U.S. financial system for
personal gain by corrupt foreign officials and facilitate repatriation of stolen
assets to the citizens of countries to whom such assets belong

Oracle's solution for Patriot Act — Oracle Mantas

The Oracle Mantas Behavior Detection Platform is the industry's most
comprehensive solution for anti-money laundering, and detecting risks in
both client and broker activities. The following flow diagram shows the
Mantas information flow:

Data ingestion Behaviour Alert
Detection Management

Money Laundering Monitor

Enterprise Data

Department
Manager
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The following are the examples of behavior that could be indicative of
money laundering:

e Transactions to or from high risk geographies or entities

e Structuring/avoidance of reporting thresholds

e Change in behavior (activity, income, or source)

e Account activity (ATM, escalation, or control changes)

Transactions that conform to the identified patterns are reported and alerted
to risk analysts and auditors through Mantas's alerting capability.

Major components of Mantas

e Data Ingestion Engine: The data ingestion engine manages the
extraction, transformation, and load of data into the normative
Financial Services data model

e Detection and Correlation Engine: The detection and correlation
engine discovers patterns and anomalies in the ingested data

The following screenshot shows the correlated events in Oracle Mantas:

ORACLE mantas

Kiosk

Investigation Research Reports Advanced Preferences Logout

Investigation > Search > List > Alert » Aleri |

Alert Association

| History | Eniity Summary | Acfions |

Focus: EE JOHN H DEBELLIS Score: 40 Create Date: 07/10:2007
Scenario: Employee Joumals

Owner: TCSup02 Same Scenario Prior: 0 Status: Open

Org: TrainingCompliance Same Class Prior: 0 Due: ~

Domain: RET Linked Cases: 4

Highlights: Tot Journal Amt = 10,000;Tot Journal Ct = 1; Empl Acct Ct = 1:0ffset Acct Ct = 1

COR? - Potential Identlty Theft Case: CASH0S Score: 13 Created: 07/10/2007 Updated: 07/10/2007 =

From To

AlertID | Scenario Ovmer Status AlertID | Scenario Qumer Status | Associated Through Correlation Date
200 Change Bene/Owner Followed by Disbursment TCSup02 Follow-Up 590 Anom ATIVBC - Foreign Trans TCSup02 |Open  |CU:MR FRANK LIVELY 071012007
200 Change Bene/Owner Followed by Disbursment TCSup02 Follow-Up 3050 Geo Plausibiliy TCSup02 |Open  |EE:MRSBLAKE LIVELY 07/10/2007
590 Anom ATWBC - Foreign Trans TCSup2 Open 3050 |GeoPlausibility TCSup02  |Open  |EE:JOMNHDEBELLIS 0711072007
2161 Journzl Bet Unrelated AC Compliance Monitoring Closed 2200 Employee Joumals TCSup02 |Open  |CU:VICTORIA WANG 071242007
Correlation Business Enfities for Alert: 2200 -
Entity [Retatonship [Total #ofcorretated s |
CUVICTORIA WANG |Cust Acctto Emp Acct - Focus 3|

IS | Self- Focus 2]

Preferences

Copyright Statement & 1936-2008 Oracle Financial Serices Software. Inc
mantas_$.7.2_608.03
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In order to review correlation details, navigate to Investigations | Search | Lists |
Alert. From the Alert section click on Alert Associations.

The detection and correlation engine monitors transactions for suspicious activities.
The detection engine may note a precipitous drop in a position in an account.

This drop may not be outside the normal boundaries of the account holder's
trading pattern.

e Scenario modeling: Oracle has developed the sequence matcher, link
analysis, outlier detection, and rule matcher. For instance, Oracle scenario
allows a firm to configure sixty different parameters to look at the rapid
movement of funds through wires. The parameters can be set separately
based on whether the account is new or seasoned, based on risk levels
associated with the account, and with the other parties on the wire.

e Case management: Oracle Mantas Case Management is a comprehensive,
enterprise-wide investigations platform. Oracle houses the workflow
and document management needs of investigating a prima facie case of
malfeasance. Alerts track suspicious activity and an alert can be promoted
to a case if deemed worthy of further investigation. The following is a
screenshot from the Case Management capability in Mantas:

ORACLE mantas

Kiask: Advanced  Preferences Logout

Invessgaticn Researen  Repors

Wveationton > Search » List » Case » Detaly

Score: 100

“Account Balance

Titte: Fraud kavestipation

Ovmer: TCSupl2 Org: TramingComgphance Type: Fraud
Linked Alarts: 3 Domain: GEN Sub : Employes Fraud investigation
# Due: 10:022008 2359 e o e
tame: imestigatn : 10022 s —
9 Investment Advisor

DeSCAPON: MvESUFaNan MNtD SUSPIOUS 3ty

Manace Linky £
ScoreFocus Scenarks Highlights Crnstad . £ /' ¥ d CasesDomains Alnc 10
ta%an n inacth mEhan:
D80 ACKAKRWIN i by ENctRISKLW = 7, To1 305 Amit = USD 150,832.00; Tot Trans GL= 1 05012007 Closea- oTE e ' 2 GEN 211

acceunt Woaitoring

Prior Het Wodth = USD 51.410.00: Acct Depeecia¥on = 110%:; Tot Debi Amd = USD 50,000.00; Tet Debit Cl=
: i - ! = OT0ZIDTCIe0g-  TCSUR0T 00 7 GEM 30

0353 ASVICTORKWWANG LpDeprecistion AcctValue

EEJOHNH

@40 Emgiaygs Journals TetJoumal Amt = 10,000:Tot Joumal Ct= 1: Empl Acct Ct= 1.0%set Acct Gl = 1; 071020070pen ~ TCSLR02 90 4 RET 2200

DEEELLIS
© show Merged View

3 Back Offico Transaction Tranapction Botalls | | =
Arcount Offset Account
Data Time o Risk o Ritk over Baso Ameunt Ropert ama
O7THR200T 16:30:30 A2 BELLIS-2TOS 0 IAE-WANG-1234 0 Creot 50 10,000.00 USD 10.000.00
a L]
[ Account —
Atcount D ALCOUN Hame Typeis) Rép Pay Basis. Branch

1A2-BELLIS-2704 Joha Detetiis EE.CR Retail Bank =D Fee Only
o b
Empioyos =

EmpioyeeiD Hame. Tite CostCenter Cftice. Supsntsor Spovey CigiD
208250 John H Degeis Assotiate TROODA BGHCO0S FETER ADANS B008302
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In order to manage cases click on Investigation and then search for Search List
of Cases:

e Analytic reporting: The fraud analytics and business intelligence capabilities
of Oracle Mantas provide comprehensive reporting and dash boarding for
financial crime and compliance management. The following screenshot
shows the compliance dashboard:

ORACLE Mantas

InvesSgation Research  Reperts Advanced  Preferences Logot

Active Pages Applications 2 Ovacte Bl Interactive Dashboards - Microsolt Internet Explerer provided by Mantas, Inc.

Compéance Dashboard
The Compliance Dashbeard proddy
fren. ORACLE Interactive Dashboards  MyDashboard  Manta Global Complance:
Samgte Security Applicat
This applicatic

ani
aity difd Mantas Global Complance Welcome, Administratorl  Dashbourds - Asgwtrs = Uzrs Frodea v - e

¢ utlity
Assets. or OFAC)

Fee Anatysis R
iows you 10 identify im 1

Transacton Guery Utisy Alert By Jurisdiction Alart By Scenario Alert By Organization
The Transacticn Cluery Utlity provicd | * - - : L o:

ity provides us
of Reported 5

Lo
Last Faiea L

Jurisdkticn | Jurisdiction vmer Organizason Alerifs)
Code~ Diaplay Hame | Adertia)

(s (0]

Staturs Ty Status

In order to navigate to Fraud Analytics, click on Advanced from the main menu and
then click on Compliance Dashboard.

¢ Regulatory reporting and filing: Filing of regulatory reports with regulators
and law enforcement officials continues to be an integral part of the war
on financial crimes such as fraud, money laundering, terrorist financing,
and drug trafficking. Oracle Mantas Regulatory Reporting Electronic
Filing, assists financial institutions in gathering investigation information,
generating regulatory reports, and filing for submissions with regulatory
bodies. It provides a global coverage of regulatory reporting requirements
and supports report management and report workflow capabilities.

[401]

www.it-ebooks.info


http://www.it-ebooks.info/

Industry-focused Compliance

Summary

In this chapter, we looked at regulations that apply to particular industries. We
showed the major compliance issues in high-tech manufacturing, pharmaceutical
and life sciences, and banking industries. These compliance issues will generally
still involve audit staff, but will require specializations of audit procedures and
will definitely involve other departments such as Chief Operating Officer, QA
Managers, Manufacturing Managers, and Compliance Officers. We also showed
the more specialized tools that are available for each of these compliance issues.
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Regional-focused
Compliance

In this chapter, we will discuss how organizations can build and manage an
integrated compliance platform to address regional regulations in major economic
zones around the world. Many of the successful organizations must operate

in a global economy to meet market demands, optimize supply chain, employ
skilled workers, and acquire assets. As a result, such organizations are impacted
by regional regulations that vary by country. The cost of compliance is growing
for organizations that operate in multiple economic regions with the rise in the
penalties imposed for non-compliance by the regional regulators. According to
the Competitive Enterprise Institute report on U.S. federal regulatory compliance,
the cost for compliance had reached an estimated $1.157 trillion in 2007.

Many organizations that manage compliance in silos are seeking ways to take a
more holistic approach to implement an integrated framework for coordinating and
monitoring compliance activities. The increased risk exposure in complex and global
business processes requires that compliance management be part of an integrated
framework. Redundant and disparate compliance activities create barriers for
regional process owners.
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In this chapter we will cover the following topics:

Provide an approach to establish a common framework for assessment and
monitoring of regional controls.

Share how InFission has set up an integrated financial governance
framework using Oracle GRC Manager to replace regional compliance
silos, which are reactive, unreliable, inefficient, and inconsistent. You will
learn how this Financial Governance framework has lowered the barrier to
do business across the borders. For example, this framework enables the
compliance team to use different perspectives in Oracle GRC Manager to
comply with data privacy and bribery laws in the United States, the United
Kingdom, and the European Union, which are markedly different. These
benefits achieved by InFission should help you identify sources of value

to create a business case for a similar framework in your organization.

You will also be able to use the InFission benchmark to control the cost

of compliance, which is growing for most organizations.

We will discuss how you can manage regional compliance programs
including the United States' Sarbanes-Oxley, Canada's Bill 198, the United
Kingdom's Corporate Governance Code, the European Union's 8th Directive,
Japan's Financial Instruments and Exchange Law, and Australia's Corporate
Law Economic Reform Program (CLERP) in Oracle GRC Manager Financial
Governance module.

Describe a holistic view of compliance InFission Financial Governance
framework that has streamlined regional compliance process and provided
the management with full visibility into the risks across its local entities

and global processes that are distributed across the USA, Canada, the UK,
Germany, Australia, and Japan. We provide examples of managing different
regional compliance activities within the Oracle GRC Manager platform. We
will also discuss how InFission is using this platform to manage compliance
activities with overlapping control objectives to comply with regional
regulations and how this platform can efficiently address the requirements
under various local regulations.

Regulatory compliance in major
economic regions

In this section, we will provide a brief overview of regional regulations that impact
InFission financial reporting and disclosure compliance activities:
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The Sarbanes-Oxley Act of 2002 (USA)

The Sarbanes-Oxley Act of 2002, enacted July 30, 2002, also known as Sarbox or SOX,
is a United States federal law enacted on July 30, 2002, which set new or enhanced
standards for all U.S. public company boards, management, and public accounting
firms. It is named after sponsors U.S. Senator Paul Sarbanes (D-MD) and U.S.
Representative Michael G. Oxley (R-OH).

The bill was enacted as a reaction to a number of major corporate and accounting
scandals including those affecting Enron, Tyco International, Adelphia, and
WorldCom. These scandals, which cost investors billions of dollars when the share
prices of affected companies collapsed, shook public confidence in the nation's
securities markets.

It does not apply to privately held companies. The act contains 11 titles or sections,
ranging from additional corporate board responsibilities to criminal penalties. It
requires the Securities and Exchange Commission (SEC) to implement rulings on
requirements to comply with the new law. Harvey Pitt, the 26th chairman of the SEC,
led the SEC in the adoption of dozens of rules to implement the Sarbanes-Oxley Act.
It created a new, quasi-public agency, the Public Company Accounting Oversight
Board (PCAOB) charged with overseeing, regulating, inspecting, and disciplining
accounting firms in their roles as auditors of public companies. The act contains 11
titles that describe specific mandates and requirements for financial reporting. Each
title consists of several sections, which are summarized as follows:

Public Company Accounting Oversight Board
(PCAOB)

Title I consists of nine sections and establishes the Public Company Accounting
Oversight Board, to provide independent oversight of public accounting firms
providing audit services (auditors). It also creates a central oversight board
tasked with registering auditors, defining the specific processes and procedures
for compliance audits, inspecting and policing conduct and quality control, and
enforcing compliance with the specific mandates of SOX.

Auditor Independence

Title II consists of nine sections and establishes standards for external auditor
independence, to limit conflicts of interest. It also addresses new auditor approval
requirements, audit partner rotation, and auditor reporting requirements. It restricts
auditing companies from providing non-audit services (for example, consulting) for
the same clients.
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Corporate Responsibility

Title III consists of eight sections and mandates that senior executives take individual
responsibility for the accuracy and completeness of corporate financial reports.

It defines the interaction of external auditors and corporate audit committees,

and specifies the responsibility of corporate officers for the accuracy and validity

of corporate financial reports. It enumerates specific limits on the behavior of
corporate officers and describes specific forfeitures of benefits and civil penalties

for non-compliance. For example, Section 302 requires that the company's principal
officers (typically the Chief Executive Officer and Chief Financial Officer) certify and
approve the integrity of their company's financial reports quarterly.

Enhanced Financial Disclosures

Title IV consists of nine sections. It describes enhanced reporting requirements for
financial transactions, including off-balance-sheet transactions, pro forma figures,
and stock transactions of corporate officers. It requires internal controls for assuring
the accuracy of financial reports and disclosures, and mandates both audits and
reports on those controls. It also requires timely reporting of material changes

in financial conditions and specific enhanced reviews by the SEC or its agents of
corporate reports.

Analyst Conflicts of Interest

Title V consists of only one section, which includes measures designed to help
restore investor confidence in the reporting of securities analysts. It defines the
codes of conduct for securities analysts and requires disclosure of knowable
conflicts of interest.

Commission Resources and Authority

Title VI consists of four sections and defines practices to restore investor confidence
in securities analysts. It also defines the SEC's authority to censure or bar securities
professionals from practice and defines conditions under which a person can be
barred from practicing as a broker, advisor, or dealer.

Studies and Reports

Title VII consists of five sections and requires the Comptroller General and the SEC
to perform various studies and report their findings. Studies and reports include the
effects of consolidation of public accounting firms, the role of credit rating agencies
in the operation of securities markets, securities violations and enforcement actions,
and whether investment banks assisted Enron, Global Crossing, and others to
manipulate earnings and obfuscate true financial conditions.
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Corporate and Criminal Fraud Accountability

Title VIII consists of seven sections and is also referred to as the Corporate and
Criminal Fraud Accountability Act of 2002. It describes specific criminal penalties
for manipulation, destruction, or alteration of financial records or other interference
with investigations, while providing certain protections for whistleblowers.

White Collar Crime Penalty Enhancement

Title IX consists of six sections. This section is also called the White Collar Crime
Penalty Enhancement Act of 2002. This section increases the criminal penalties
associated with white-collar crimes and conspiracies. It recommends stronger
sentencing guidelines and specifically adds failure to certify corporate financial
reports as a criminal offense.

Corporate Tax Returns

Title X consists of one section. Section 1001 states that the Chief Executive Officer
should sign the company's tax returns.

Corporate Fraud Accountability

Title XI consists of seven sections. Section 1101 recommends a name for this title

as Corporate Fraud Accountability Act of 2002. It identifies corporate fraud and
records tampering as criminal offenses and joins those offenses to specific penalties.
It also revises sentencing guidelines and strengthens their penalties. This enables
the SEC to resort to temporarily freezing transactions or payments that have been
deemed large or unusual.

Canada Bill 198 (Canadian Sarbanes-Oxley)

In Canada, Bill 198 is an Ontario legislative bill effective April 7, 2003, which
provides for regulation of securities issued in the province of Ontario. The legislation
encompasses many areas. It is perhaps best known for clauses that provide
equivalent legislation to the U.S. Sarbanes-Oxley Act to protect investors by
improving the accuracy and reliability of corporate disclosures. Thus, it is also
known as the Canadian Sarbanes-Oxley Act or C-SOX (pronounced as see-socks).

In October 2002, the Provincial Government of Ontario, Canada introduced an
omnibus bill in the legislature entitled Keeping the Promise for a Strong Economy Act
(Budget Measures), 2002, now simply referred to as Bill 198. It was enacted as Chapter
22 of the Statutes of Ontario, 2002. Bill 198 received Royal Assent on December 9, 2002
and the amendments to the securities provisions were proclaimed in force on April 7,
2003. Bill 198 amends Part XXI11.1 of the Ontario Securities Act.
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As a budgetary legislation, it touched on many different aspects of government
operation. Provisions included measures about corporate disclosure, auto insurance,
and tax. Thus, only a small portion of Bill 198 was relevant to Sarbanes-Oxley issues.

In June 2003, all Canadian securities commissions (except the British Columbia
Securities Commission) issued three regulations for public comment designed to
build on Bill 198:

e Multilateral Instrument (MI) 52-108, which would require issuers of
securities to employ only those auditors participating in an independent
oversight program established by the Canadian Public Accountability Board.

e MI52-109, which would require chief executive officers and chief financial
officers to personally certify that their company's annual and interim
filings do not contain any misrepresentations and that such filings fairly
present the corporation's financial condition. MI 52-109 has been agreed to
by the Canadian Securities Administrators (CSA), and covers additional
Sarbanes-Oxley issues.

e MI 52-110, which regulates the role and composition of the audit
committees of any company issuing securities.

UK Corporate Governance Code 2010

The UK Corporate Governance Code 2010 (from here on referred to as the Code)

is a set of principles of good corporate governance aimed at companies listed on

the London Stock Exchange. It is overseen by the Financial Reporting Council and
its importance derives from the Financial Services Authority's Listing Rules. The
Listing Rules themselves are given statutory authority under the Financial Services
and Markets Act 2000 and require that public listed companies disclose how they
have complied with the code, and explain where they have not applied the code—in
what the code refers to as comply or explain. Private companies are also encouraged
to conform; however, there is no requirement for disclosure of compliance in private
company accounts. The Code adopts a principles-based approach in the sense that
it provides general guidelines of best practice. This contrasts with a rules-based
approach, which rigidly defines exact provisions that must be adhered to.
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European Union's 8th Directive

The 8th EU Directive, also known as the audit directive or Euro SOX, regulates the
auditing of financial statements in the European Union (EU). Its aim is to ensure
that investors and other interested parties can rely fully on the accuracy of audited
financial statements, thereby helping to prevent corporate scandals in the EU. Its
similarity to the Sarbanes-Oxley Act (SOX) in the U.S. explains why the directive is
often referred to as Euro SOX. EU member states were required to translate it into
national law by June 29, 2008.

The 8th EU Directive sets out the duties of auditors and defines certain professional
principles to ensure their impartiality and independence. It calls for external
quality control, robust public scrutiny of the auditing profession, and improved
cooperation between the responsible EU entities. In addition, international
accounting standards must be applied to all audits conducted within the EU,

thus laying the foundation for balanced effective international cooperation with
regulatory authorities of non-EU countries, such as the US-based Public Company
Accounting Oversight Board (PCAOB).

Where public interest entities are concerned, only article 41 (para. 2) of the directive
is directly relevant, under which the audit committee is obliged to:

"(a) monitor the financial reporting process;

(b) monitor the effectiveness of the internal control system (ICS), internal audit
system where applicable, and risk management system;

(c) monitor the statutory audit of the annual and consolidated accounts."

The Directive requires the use of international accounting standards (IAS, IFRS,
SIC/IFRIC). There is no prescribed procedure similar to that defined in section 404
of the Sarbanes-Oxley Act.

Financial Instruments and Exchange Law
(Japan SOX)

The internal control portions of the FIEL were largely enacted in response to
corporate scandals such as the Kanebo, Livedoor, and Murakami Fund episodes.

The Internal Control Committee of the Business Accounting Council of the

Japanese Financial Services Agency provided final Implementation Guidance for
Management Assessment and Audit of Internal Controls over Financial Reporting
(ICFR) in February 2007. The Implementation Guidance provides details to Japanese
companies on how to implement a Management Assessment of Internal Control over
Financial Reporting as required under the Financial Instruments and Exchange Law.
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Corporate Law Economic Reform Program
(CLERP - Australia)

Commonly called CLERP 9, it is the most recent reform to the Corporations Act
2001 (Commonwealth), which governs corporate law in Australia. It was enacted
in July 2004.

It is based on the reform proposals contained in the CLERP 9 discussion paper,
Corporation disclosure: strengthening the financial reporting framework, which was
released by the Australian government in September 2002. The CLERP Act also
contains a number of reforms flowing from the recommendations contained in
the report of the HIH Insurance Royal Commission released in April 2003.

The CLERP Act proposes three bodies to represent a range of interests:

1. The Financial Reporting Council to oversee standard setting for audit
and accounting

2. The Australian Securities Exchange's Corporate Governance Council
to oversee the development of best practice guidelines for corporate
governance within listed companies

3. The Shareholders and Investors Advisory Council to provide a forum
for the consideration of retail investors' concerns

CPA Australia suggested that the legislation should build a framework that also
identifies the conduct and practices of board of directors, staff who prepare financial
reports, and internal and external audit functions. It also suggested including

the roles of institutional investors, credit rating agencies, financial analysts, and
investment banks.

InFission approach to Regional Compliance

At InFission, the Director of Compliance is responsible for the regional compliance
program. The Director of Compliance manages the enterprise compliance program
based on the regional requirements and oversight from the Chief Audit Executive
(CAE). The enterprise compliance program is based on an integrated framework,
which includes regional compliance requirements. Regional Compliance Managers
are responsible for compliance within their respective regions. The following figure
shows the InFission Compliance PMO structure:
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InFission
Compliance PMO

l
l l

United States Canada United Kingdom European Union Japan Financial Australia
Sarbanes-Oxley Bill 198 Code 2010 Eighth Directive Instruments Law CLERP

The InFission regulatory compliance program is designed to maintain oversight and
control over business processes, transactions, and information systems, which are in
scope for each regional regulation. Regional Compliance Managers determine scope
of the compliance program by identifying the compliance requirements, changes to
the local regulations and impact of these regulations on the organization. The impact
assessment is based on the risk of non-compliance, appropriate level of response

to mitigate the risks and budgeted cost of compliance management. Regional
Compliance Managers are also responsible for communicating and training regional
business process owners that are responsible for monitoring the controls to provide
assurance as to the effectiveness of compliance.

Each regional compliance program follows a company's standard approach for
compliance program management, which includes:

e Document controls such as objectives, policies, procedures, control
classification, control owner information, and control automation details

e Walk-through significant business processes to ensure that all the managers
responsible for controls within the business processes have the knowledge
and training to ensure that the controls are operating effectively for
compliance with the regional regulation

e Test and monitor business activities for ongoing control assessment, and
reporting across standardized compliance framework

e Manage incidents of compliance gaps reported by management and auditors
e Mitigate compliance risks through the measurement of loss events and root
cause analysis of control failure

This standard approach to regional compliance management helps InFission identify
and prioritize major risks resulting from regulatory mandates, as well as maintain
oversight and control over business processes to mitigate these risks.
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Managing regional compliance using
Oracle GRC Manager

The InFission Compliance department has built an integrated compliance platform
using Oracle GRC Manager. This platform enables the firm to support all regional
compliance requirements, provide central reporting and management, and replace
error-prone spreadsheets that cannot provide a global view of compliance risks the
company faces in each region.

Oracle GRC Manager provides reports and management dashboards on
consolidated compliance data across all regional operations with the ability to

drill down into each region. Managers are able to track critical issues in real time
and make decisions based on complete, consistent, and current information. This
integrated controls monitoring capability helps InFission reduce compliance

risks by shortening the cycle time between the occurrence of an issue (control
failure, fraud incident, and so on) and its remediation actions. It allows issues to be
detected quickly and dealt with in a timely manner, and provides better visibility
on compliance risks across different mandates and methods of mitigation. Failures
can be treated individually, as well as aggregated to track areas of weakness and to
implement remediation more efficiently.

Setting up Financial Governance module

InFission has configured the Financial Governance module in Oracle GRC Manager
to comply with all regional regulations for financial reporting. The following figure
identifies the steps that InFission has followed to enable GRC Manager to support
regional compliance needs:

Configure Setup Content R Update Create User
Objects Type Lookup Tables Defined Attributes
Setup User P Setup
Profiles Load Data Perspectives

The Financial Governance module includes the following objects:

e Process
e Risk
e Event

e Consequence
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e Control
e [ssue
e DPerspective

These objects are related together in the Financial Governance module, as shown in
the following figure:

=

L J_ Organization

Process

.

Events T Risks

Consequences Controls

| —— | ——

Can be used with all objects Test Plans

2] | f——
Issues Assessments
Test Instructions

&) | e— |

— Remediation Plans } Surveys

Regionalizing your Financial Governance
Framework

Within the Financial Governance module, InFission has configured the objects that
support all the regional compliance requirements. Objects are reusable, and are the
fundamental building blocks that describe common core objects such as risks or
controls. There are also base objects, which are general-purpose objects that are used
as defined in the module template. For example, in the Financial Governance module
template, a base object is defined as a process. When included in a business model,
objects support specific GRC initiatives, such as regional compliance requirements.

The type and number of objects that you can use are defined by the template used
when you create a module. User-defined attributes can extend objects.

In order to configure an object:

1. From the Navigator, choose Setup and Administration.
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2. Inthe Module Management task list, choose Configure Module Objects, as

shown in the following screenshot:

ORACLE" Enterprise Governance, Risk, and Compliance Manager

Navigator

Setup and Administration

Tasks

Administration
Manage Application Configurations
Manage Installation Options
Manage Lookup Tables
Manage Content Types
Manage URL Repositories
Manage Assessment Results

Security
Manage Roles
Manage Users

Module Management
Manage Modules
Configure Module Objects
Manage User Defined Attributes
Manage Module Perspectives
Data Migration

Jobs and Scheduling
Manage Jobs

[
-

Home Preferences Logout admin ()

Copyright € 2011, Orade and/or its affiliates, All rights reserved.

3. Select an object in the Financial Governance module, for example, Risk:

ORACLE Enterprise Governance, Risk, and Compliance Manager

Havigator

| Setup and Admi

Edit Configure Options: Riskid
Nzme Risk
Code GRC_RISK

| Configurable Options

Indicate which of the features to expase

Home Preferences Logout admin ()

Save |w| Cancel

Festure Options
Consequence Hide ~
Event Hide v

Treatment Hide and Default (%

| Assessment Activity Definitions

| Assessment Activities

~| Guidance Text

Risk Certification step is part of the Assessment process, Allresources that have an
active role in the accracy of the Assessment are typically required to provide an
answer to the Certification Statement and provide supportive comments to their
anser,

| Activity Question

The information in this assessment is accurate and complete to the best of my
knowledge.

| Response Details

view v ‘ i Detach

[Type [pescription | |
CERTIFY Certify

AUDIT Audit

ASSESS_RISK Assess Risk

Revert to Default | Edit

Edit

Response Response Name

DO_NOT_AGREE
AGREE _VWITH_EXCEFTION
AGREE

I do not agree with the statement
1 agree with the statsment with noted exception
T agree with the statement

{

Save |w| Cancel

Copyright @ 2011, Orade andfor its affiiates. Al rights reserved.
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For each object, within the Financial Governance module, the configuration options
can be set to meet the regional compliance requirements.

For example, the Compliance PMO has configured risk objects to show events and
consequences based on the regional regulatory events and consequences. Each
Regional Compliance Manager is responsible for identifying events by monitoring
the circumstances that can place InFission's regional business at the defined risk. For
each event, the Compliance Manager also determines the consequence by projecting
the outcome or impact of an event. This approach ensures that enterprise risk
response is regionalized based on regional compliance risk analysis.

Once the risk analysis is approved by the Compliance PMO, the Regional
Compliance Manager determines the risk treatment to mitigate the risks that fall
outside a tolerance level defined by the Compliance PMO. The Regional Compliance
Manager reviews the risk treatment options with the regional process owners to
leverage the internal controls that mitigate the risks. In GRC Manager, mitigating
controls are associated with risks under a Related Controls tab within Manage Risk
pages to capture the outcome of the regional risk treatment discussions.

In certain locations, where regulatory compliance laws do not apply, the Compliance
PMO can disable the compliance risk analysis by simply disabling risk events,
consequences, and treatments so they are unavailable to users.

Assessment Activity Definition option is configured to select only those activities
that apply to the InFission regions. The Regional Compliance Managers have the
option to select from multiple assessment activities including Design Review,
Operational Assessment, Audit, Documentation Update, and Certification.

For each activity you select, use a Guidance Text option to configure a description of
how to complete the activity, and an Activity Question option to create the question
that the users are required to answer while performing assessments.

Setting up Content Type for Regulatory
Documentation

Regional Compliance Managers are required to collect the necessary documentation
from the Business Managers to ensure that the compliance evidence is available to
regulatory auditors and management. Compliance Managers set up Content Type
in GRC Manager to identify regulatory documentations attached to objects such as
risks, controls, and issues. When a manager uploads the documentation to an object,
she or he must specify a Content Type.
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In order to create a Content Type:

1. From the Navigator, choose Setup and Administration.
2. In the Administration task list, choose Manage Content Types.

3. Add, edit, or delete Content Types on the screen, as shown in
the following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager

Home Preferences Logout admin )
Navigator

Setup and Administration
Tasks

Administration

Manage Content Types@

Done

Actions »  View ¥ Detach
Manage Aghration Configurations M M B / x ﬁ%
Manage Ins-Hlation Options |" Content Code |" Description |
:‘:anage Ennl:;p ;I'_?hles AUDIT_PAFER Audit Paper
Manage Content Types ; ;
Manage URL Repositories Misc Attachments Miscellaneous Attachments
Manage Assessment Results OTHER Other
Security PROCESS_FLOW

Process Flow
Manage Roles PROCESS_MNARRATIVE
Manage Users

Module Management
Manage Modules
Configure Module Objects
Manage User Defined Attributes
Manage Module Perspectives
Data Migration

Jobs and Scheduling
Manage Jobs

Process Marrative
TESTING_EVIDEMCE Testing Evidence

Test_Results Test Results

iﬂ Done

Copyright & 2011, Orade and/or its affiiates. Al rights reserved.
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When creating a new Content Type, specify:

e Content Code: This is an internal identifier and must be unique

e Description: This appears on the menu where users select the attachment
Content Type

Attachments are supporting documents that are associated with objects. You

can attach documents in many formats, including URL references, documents
produced from many popular software applications, or other formats available to
an organization. Examples of an attachment include business process narratives,
business process flow charts, control test instructions, and supporting issue
remediation documentation.

When you specify an attachment, you must choose the following;:
e The type of attachment, either a desktop file (a file located on your PC)

or a URL (a link to a website)

e A filename or URL. If you enter a URL, it must be fully qualified, for
example, http://www.riskslibrary.com

Updating Lookup tables

Each Regional Compliance Manager has the ability to update lookup types in the
user-defined attributes specific to that region. A lookup table provides a list of values
for a specific type of lookup. Lookup tables are associated with various attributes
across the eGRCM business components. For example, InFission's Compliance PMO
can monitor regional compliance activities by assigning assessment types and survey
types for each regional compliance framework.

In order to update Lookup tables:

1. From the Navigator, choose Setup and Administration.

2. In the Administration task list, choose Manage Lookup Tables.
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3. Add, edit, or delete Lookups on the screen, as shown in the following

screenshot:

Navigator

Setup and Administration
Tasks

Administration

Manage Installation Options
Manage Lookup Tables
Manage Content Types
Manage URL Repositories
Manage Assessment Results

Security
Manage Roles
Manage Users

Module Management
Manage Modules
Configure Module Objects
Manage User Defined Attributes
Manage Module Perspectives
Data Migration

Jobs and Scheduling
Manage Jobs

Manage Application Configurations

Manage Lookups@

~|Search:Lookups

Match @ &l QO any
Lookup Type
Meaning

Desaription

~|Search Results:Lookups

ORACLE Enterprise Governance, Risk, and Compliance Manager

Home Preferences Logout admin (O

Advanced

Search Reset

Actions + View» | [ /2 S Detach
[ Jookup Type |Lookup cade Meaning Description
+ GRCM_OBIECT_TYPE_CODE  GRC_ASMT_TEMPLATE Assessment Temglate Assessment Template A
GRCM_OBJECT TYPE_CODE  GRC_ASMT_ASSESSMENT  Assessment Assessment =]
GRCM_OBIECT_TYPE_CODE  GRC_ISSUE Issue Issue
GRCM_OBJECT_TYPE_CODE  GRC_REMED_PLAN Remediation Plan Remediation Plan
GRCM_OBIECT_TYPE_CODE  GRC_REMED_TASK Remediation Task Remediation Task
GRCM_OBIECT_TYPE_CODE  GRC_ACTION_ITEM Action Ttem Action Ttem
GRCM_OBIECT_TYPE_CODE  GRC_PROCESS Process Process
GRCM_OBIECT_TYPE_CODE  GRC_RISK_ANALYSIS_MODEL  Risk Analysis Model Risk Analysis Model
GRCM_OBJECT_TYPE_CODE  GRC_CONSEQUENCE Consequence Consequence
GRCM_OBJECT TYPE_CODE  GRC_EVENT Event Event

B

|E3

Copyright © 2011, Orade and/or its affiiates. Al rights reserved.

Consider the following choices when you create Lookup codes:

e  What will be the code for the lookup value? This is the identifier for the

lookup value. For example, if a lookup is to be a range, the codes in the
lookup might be integers from 1 to 5.

e What is the meaning for the lookup code? This is the descriptive term used
for the code and is the value that the user selects from a list of values. For
example, the meaning of the code 1, on a scale of 1 to 5, might be lowest.

e  What is the description for this lookup value?

e Select the Used for User Defined Attribute checkbox for each value that is
to be used with a UDA.
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For example, say you have created a new UDA called Risk Level, and you need to
create a Lookup table that contains the list of values for it. You might define the first
Lookup as follows:

Type: GRC_VALUESET_RISK_LEVEL

Code: 1

Meaning: Low

Description: Low risk level

Used for User Defined Attribute: Selected

Creating user-defined attributes (UDA) for
regional compliance

UDAs are additional metadata associated with records to capture specific business
information details to meet the guidelines for regional regulations. These details can
vary across regions, and the ability to configure them accommodates that variation.
UDAs can be added to objects such as risks, controls, process, perspectives, issues,
assessments, and survey templates in the Financial Governance module. These
attributes appear automatically in the Additional Information region of the object
Create, Edit, and Manage pages. When creating a user-defined attribute (UDA), you
can select properties, such as data type. You can create unlimited UDAs for an object.

InFission uses UDAs to specify additional information for an object, meet regional
compliance requirements, and to track compliance activities within a region.

For example, a control object that exists in Financial Governance module has been
configured to mitigate the regulatory compliance risks specific to each region, as
shown in the following figure:

InFission
Compliance Control

l
I l l l l l

US-SOX Canada-SOX
Control

Control Control Directive Control Control Control

UK Code 2010 EU-Eighth Japan-SOX Australia-CLERP

[419]

www.it-ebooks.info


http://www.it-ebooks.info/

Regional-focused Compliance

In order to create a user-defined attribute:

1. From the Navigator, choose Setup and Administration.
2. In the Administration task list, choose Manage User Defined Attributes.
3. [Edit a User Defined Attribute for the Object Types:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout admin (O

Navigator

Setup and Administration
=+ - :
Manage User Defined Attributes for Object Types@ Done

~|Search Results: Object Types

Actions = View v /

>

Assessment
Consequence
Control
Event

Issue

Perspective Item
Process

Proposed Risk
Remediation Plan
Remediation Task.
Risk.

Risk Analysis

Risk Context Model
Risk Evaluation

I3

{

Copyright & 2011, Orade and/or its affiliates, All rights reserved,
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4. For example, to add an InFission Compliance Coordinator to the Control
Object, edit the Control Object on the Control page, as shown in the

following screenshot:

ORACLE' Enterprise Governance, Risk, and Compliance Manager

Havigator

Setup and Administration

| Object Type

Name Control
Description

~| User Defined Attributes

actions - view = | [} 2 R | Hivesch

Manage User Defined Attributes for Object Type: Control()

Home Preferences Logout admin ()

Save |+ | Cancel

Order | Display Label Name

Data Type Status

0 Control Owner Control Owner

{

Copyright © 2011, Crade andor its affiliates. All rights reserved.

Required

String Translatzble Active No

Save |+ [ Cancel

5. Next, add the Compliance Coordinator UDA:

Navigator

Setup and Administration

s

Create User Defined Attribute@
x| Attribute Details
* Display Label ICo?phaEe Coordinatar

#Name E.Comp\iance Coordinator

Description | InFission Compliance Coordinator

Module Finandal Governance
Object Control

* Control Type |TextEnx7v
Lookup Type | 5
* Order |
Assessment Types |Cethv ﬂ
*Status |Active M

* Required |-Yes R

{

Copyright © 2011, Orade andjor its affiliates. All rights reserved.

ORACLE' Enterprise Governance, Risk, and Compliance Manager

Home Preferences Logout admin ()

Save |« | Cancel

Save |w | Cancel
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UDAs support multiple datatypes, such as String non-translatable, String
translatable, Date, and Number. If you want to use a lookup value set with the
UDA, it should be defined as String non-translatable. Use the String translatable
datatype when the display type is free-form text or multiple-line text.

Setting up Regional Compliance Framework
using perspectives

Perspectives provide hierarchical shape, structure, and organization for core business
components such as risks, controls, and GRC components. They also support key
user activities such as analytics and reporting. Perspective management provides a
centralized interface for users to define different views into the GRC data.

InFission uses perspectives to relate regulation mandates to key compliance risks,
while assessing and prioritizing these risks. Each regulation implies a number of
risks, which can sometime span other regulations. The Compliance PMO has a
central view of these compliance risks, which are evaluated to identify the most
critical areas and priorities for action. In particular, this is important for InFission
because it follows a compliance management approach based on risk and materiality
(scoping) to determine key controls and to optimize their compliance practice.

By using a compliance perspective, InFission is able to implement controls that
ensure compliance to multiple regulations to reduce risks. By centralizing the
controls in a unified environment and moving away from fragmentation across
various systems, redundancies can be removed. Additionally, a number of key
controls that fulfill similar requirements originating from different regulations
are maintained and tested at the same place.

Before creating a new perspective hierarchy, consider the class of perspective that
you need to create. In addition to any perspective classes created by your GRC
Administrator, there are the following five pre-seeded perspective classes:

e Organization describes the internal structure of a business. It is empty
by default, and you must populate it to describe your organization.

¢ Financial Governance Accounts is a delivered perspective, but it does
not contain any values. You can add accounts to fit your business needs.

e The Major Process perspective hierarchy does not contain any values as
that depends on how your company is structured.
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¢ A Laws and Regulations perspective describes Sarbanes-Oxley regulations.
You can create other law and regulation perspectives when needed.

e A Standard and Framework perspective describes the COSO Internal
Control Framework. You can create others when needed.

InFission has implemented the following perspective hierarchy using the seeded
perspective classes:

InFission Organization Structure perspective

The following figure shows the InFission corporate structure hierarchy:
Corporation

Perspective
Item
[

North American EMEA Division APAC Division Perspective
Division Item

Perspective
Hierarchy S

United States ‘ Mexico ‘ United Kingdom ‘ Finland ‘ Japan ‘ Australia er?t;f::t\ve

Retail ‘ Retail ‘ Retail ‘ Retail ‘ Retail ‘ Retail
Government ‘ Government ‘ Government ‘ Government ‘ Government ‘ Government
Education ‘ Education ‘ Education ‘ Education ‘ Education ‘ Education

InFission Regulatory Compliance perspective

The following figure shows the InFission perspective hierarchy for U.S.
Sarbanes-Oxley:

Sarbanes Oxley

Sarbanes Oxley Sarbanes Oxley
Title 1: Public Sarbanes Oxley Sarbalnes Oxley Title VI: Sarbanes Oxley
Company Title Ill: Corporate Title I\_/' Enhanced Commission Title VII: Studies
Accounting Responsibilty D’i:s”;\aolﬂfels Resources and and Reports
Oversight Board Authority
] ] ] — 1

— s0x Section 101 ]

— s0x Section 301 |

—{ SOX Section 401 ‘

SOX Section 601 |

—{ s0x section 701

— s0x Section 102

—{ s0x Section 302

—{ SOX Section 402 ‘

SOX Section 602 |

—{ s0x Section 702

1 sox section 103 ]

1 s0x section 303 |

| 50X section 403 |

SOX Section 603 |

- sox section 703 |

- sox section 104 ]

1 s0x section 304 |

| 50X section 404

SOX Section 604 |

- sox section 704 ]

1 sox section 105 |

1 sox section 305 |

| sox section 405 |

g

]

SOX Section 705
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InFission Standard and Framework perspective

The following figure shows the InFission perspective hierarchy for regional
compliance framework:

InFission Compliance
Framework
Qontrol Risk Co_n_tr_ol Informatlgn a_md Monitoring
Environment Assessment Activities Communication

The perspective hierarchy can be created and managed as follows:

1. From the Navigator, choose Perspective Management.
2. In the Perspective task list, choose Manage Perspective Hierarchies.
3.

Add, edit, or delete Perspective Hierarchies on the screen, as shown
in the following screenshot:

ORACLE" Enterprise Governance, Risk, and Compliance Manager liome Preferences Logoat
liavigator
Eerspective Hansgement
=l Tasks Create Perspective Hierarchy: General s s |_| et I..mg- |
| Details A
t
[
i
Mansger Finandal Governance Modue.
~ Favorte Perspective Hierarchies
[riame | ngmove s
et | Perspective Details
=En EE4 § Perspective: European Union 8th Directive ®
= General
iame Eurcpesn Urion Bth Directive
Laris and egudaors
Atiachment tore e
4 Soer | | Subet | Coel
Copynight B 2011, Crace andjor s ey 4.
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You can manage perspectives for compliance in the Financial Governance module to
add or delete associations with perspectives, and specify whether they are required.

In order to associate a perspective with an object:

1.

2.
3.
4

From the Navigator, choose Setup and Administration.

In the Module Management task list, choose Manage Module Perspectives.

Select the module for which you want to associate perspectives with objects.

Choose Create from the Actions menu or select the Create icon, as shown in

the following screenshot:

Navigator

Data Migration

Manage Jobs

ORACLE" Enterprise Governance, Risk, and Compliance Manager

Setup and Administration

Home Preferences Logout admin )

Manage User Defined Attributes
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%
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5. Enter the following required values:

°  Name: Choose the name of the perspective.

° Associated Object: Select the object that you want to associate with
the perspective.

°  Required: Specify if the user must always choose this perspective for
the object. For example, you might require that a user always selects
the Organization perspective when he/she creates a new process
object for the Financial Governance module. You can modify this
setting later.

Status: Specify if this association is active or inactive. You can modify
this setting later.

The following screenshot shows the dialog box to add the InFission compliance
perspective to the Financial Governance module:

ORACLE" Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout admin O |

Navigator

Setup and Administration
i Module: Finandal Governance Done
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Manage URL Repositories i 2 | & - . L

Manage Assessment Results lMame #MName | InFission Cobit Framework | Biect |Required [statis
Securil e e = e

TR InFission Complanic=ra = Associated Object [Risk 1% yes Actie

Mana; e Organization = Yes Active || .
Modulé Mar;agement Business Locations *Required |Yes (W -, Status Mo Active

Manage Modules Business Locations =ctatus [Active |% Mo Active

Configure Module Ohiects

Manags User Defined Attributes 5

ave | Cancel
Manzge Module Perspectives J 4

Data Migration
Jobs and Scheduling
Manage Jobs

4

Dune_
i‘_
3
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Once the InFission Compliance Perspective is successfully added to the Financial
Governance module, you can maintain it as shown in the following screenshot:
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Users can associate perspective hierarchies to objects within a module and specify
UDAs for a perspective hierarchy. When a perspective hierarchy is associated with
a given object, it appears in records for that object under a special perspectives
section. If the perspective hierarchy is marked as required, this information must
be provided for records when they are created or edited.

A perspective associates a record with a specific piece of information, and that
information can serve as a filtering value as users search through large sets of data
or run reports. It can also serve to allow or deny access to a record, based on how
data roles are constructed.

Specific perspective hierarchies may be associated with specific objects within
specific modules. This gives a lot of flexibility in how you set up your perspectives
within the modules. Start with a few simplistic perspectives until you understand
better how you may want to use them in future.

Perspective hierarchies provide structure to the objects being managed in the
application by grouping objects together with a common category, which can then
be used for sorting, filtering, and reporting. Perspectives are also the drivers for
data-level security.
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Once the perspective is created within a module, you can maintain it as follows:

e View perspectives, define their association with the module, and edit the list.

e Associate a perspective with objects within the module, and specify if a
perspective is required for each object. This allows the same or different
perspectives to be associated to objects within modules.

e For example:

o

You may want to put perspective values on control objects to identify
the region to which each belongs, whereas you may not want this on
your corporate risk

You may want to associate the risk object, but not the control object,
to a project perspective

You may want the organization perspective to be used for both the
risk and control objects

You cannot delete a perspective if data is associated with it. The Delete icon and
button are inactive for rows representing these perspectives in the perspective grid.
But the perspective can be disabled through use of the status flag, which can be set to
Inactive. The version history is updated for this change as well.

If the perspective is changed from not required to required, nothing happens to the
data. This indicates only that the perspective value is required when a save action is
initiated on an object.

Loading data
eGRCM provides the ability to upload the initial set of operational data by using
seeded import templates. Two templates are provided for this purpose:

o Financial Governance Import Template: Use this template
(FinancialGovernancelmportTemplate.xml) to load data into the
Financial Governance module

¢ New Module Import Template: Use this template (NewModuleTemplate.xml)
to load data into a custom eGRCM module

The import templates support the following objects and associations:
e Processes (base object).

° Risks.

e Controls.
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e Perspectives.

e Associations between risk and control that is identifying which risks
are associated with which controls.

e Associations between process (base object) and risk that is identifying
which processes are associated with which risks.

e Perspective associations for objects.

e Perspective hierarchies.

e Additional details for objects such as user-defined attributes.

¢ Loading in a library from a provider. In order to load data, the user
must map it to the import template. The data can be incorporated with

the initial import.

In order to load data into the Financial Governance module:

1. From the Navigator, choose Setup and Administration.

2. Inthe Module Management task list, choose Data Migration.

3. Select the module for which you want to import the data file:

Navigator

Setup and Administration
Tasks

Administration
Manage Application Configurations
Manage Installation Options
Manage Lookup Tables

Data Migration

Actions = View

ORACLE' Enterprise Governance, Risk,

| Available Modules for Data Migration

and comp]iance Manager Home Preferences Logout admin ()

Impart Data File | i Detach

Manage Content Types Jl\lama

‘Descnpuon

Manage URL Repositories W Finzncial Governance
Manage Assessment Results

Security
Manage Roles
Manage Users

Module Management
Manage Madules
Configure Module Objects
Manage User Defined Attributes
Manage Module Perspectives

Financial Governance

Data Migration +
Jobs and Scheduling
Manage Jobs
=]
A
Copyright @ 2011, Orade and/or its affiliates. All rights reserved.
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Note the following points:

e The data migration process supports only an initial
load, and it is a one-time process. Data load cannot
be run iteratively.

4 e Imported data will not go through the review and
%‘ approval process.
e Imported records appear immediately in the
application. Their state is defined in the import
template.

e The imported data log is associated with the
username of the user who ran the report.

Setting up user profile for regional roles

eGRCM GRC security employs a standard Role-based Access Control (RBAC)
model. You can combine security components — privileges, data roles, duty roles,
and job roles —to define who can do what on which set of data. Within the job role,
two types of duty role, (which ultimately invoke sets of privileges) determine what
set of data, and data roles determine which set of data.

This structure supports reusability. In order to define new job roles, you can use
a given functional-access definition (set of duty roles) over and over again with
varying data-access definitions (sets of data roles). Likewise, you can use a given
data definition with any number of functional definitions. Keep the concept of
reusability in mind as you build out duty and data roles.

GRC assigns individual users distinct combinations of rights to data and functionality.
In order to define access to functionality, it uses the following components:

e A privilege is a specific feature that GRC can make available to users.

e A duty role is a set of privileges. Each duty role defines one or more tasks
that a user can complete in the application. For example, creating controls or
approving changes to them.

e A job duty role is a set of duty roles. It encompasses the functionality
that a user needs to do a large-scale job such as Control Manager or
Risk Manager.
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In order to define access to data, GRC uses the following components:

e A primary data role defines a set of data that satisfies (in most cases)
three conditions:

o

The data belongs to a specified module

The data exists in one or more specified states, such as New,
In Edit, or Awaiting Approval

The data is subject to a particular action, for example, Create
or Delete

e A primary data role that supports assessment activities additionally grants
access only to data associated with a specified value for a seeded perspective
called Activity Type.

e A composite data role is a set of primary data roles. It defines the data to
which a user can apply the functionality granted in a job duty role. Users
may create custom perspective data roles, each of which combines a
composite data role with a filter that allows access only to data associated
with a specified perspective value.

In order to combine functionality and data access, GRC uses the following
components:

e A job role comprises a job duty role and a composite data role (or custom
perspective data role)

e Each eGRCM user is assigned one or more job roles

The following figure illustrates the relationships among these components:

Security Component Hierarchy

Duty Role
Job DutyRole | | --memmmemee-- TR

,,,,,,,,,,,,,,,,,, The collection of i i
The duties of a person - functional privileges - Igz&aﬁﬁ;?g&gm

Privilege

— assigned to this Job need to perform a "
,,,,LE(?[,,, Job Role role performs certain duties within thai;rsedist?tggid to
isned Job | | TTTTTTTmmmmmmmo a Job.
Is assigned J(.)b K== The functional access
Roles as their
N and the data access
security access )
0 EGRCM for this Job. )
\ Composite Primary Data Role
DataRole | | "TTTTTTTTTTTTTTTTY

7777777777777777 Criteria for which data
Which data a user in = is accessible based
this Job Role has on module, state and
access to. state action
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A privilege is the most granular aspect of the functional access within the
application. The privilege is a reference to a specific application resource and is the
means to grant functional access to the user. Each privilege has a name that describes
the functionality it grants, a navigator entry that identifies the navigator component
within which it is included, and an activity that identifies the type of activity within
the application it is part of. A privilege grants the user access to a page, but it also
enables navigation links as well as page and table actions.

The following figure illustrates elements of the user interface that can be enabled by

a privilege:

Risk Management
Control Management
Process Management

Issue Management

~| Tools
Perspective Management
Assessment Management
Survey Management
Report Management
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Assessing Regional Compliance using Oracle
GRC Manager

InFission Compliance PMO initiates quarterly assessment of regional compliance
risks and controls to ensure that the appropriate levels of documentation and control
are in place. This process utilizes the GRC Assessment tool, where an evaluation is
made about the validity and effectiveness of controls, risks, perspectives, and other
regional components.

The following flowchart shows the risk and controls assessment flow in eGRCM:

Component Owner
Creates and Submits an
Adhoc Assessment Assessor Receives
Assessment Assessor Assessor Makes Worklist and Email
Crgated it Compleﬁ csjand «— Corrections to Notification that the
Assessment AssAgned e iubmlts thi the Component Assessment Results
Administrator or ssessor ssessmen are Approved
Assessment Manager L t Y
Initiates and Submits an
Assessment Reviewer Reviews
the Assessment
Results

Reject or
Accept
Assessment
Results

Reject

Assessment is
Marked Complete

Reject
Accept '}
Reject or
Approver Reviews Accept Accept

the Assessment Assessment

Results?

When a perspective assessment is initiated, the assessor delegate for each perspective
item receives a worklist item to complete the assessment. Note that the assessment
must be completed hierarchically, from the lowest level up.

[433]

www.it-ebooks.info


http://www.it-ebooks.info/

Regional-focused Compliance

The certification process of a perspective is performed from the bottom of the
perspective hierarchy to the top node. A parent node cannot be certified until
all its subordinates have been certified. The certification process is as follows:

1. A user (usually the perspective hierarchy owner) creates an assessment to
certify the perspective hierarchy.

2. Worklist entries are created for the delegates who are assigned the assessor
responsibility for the perspective items within the hierarchy.

3. A worklist entry is sent to the delegates assigned to perform the certification
activity for the lowest level within the hierarchy. The certification process
controls when it is appropriate for the assessors at each level to complete
the certification.

The following screenshot shows the InFission Compliance PMO view of
the certification, which includes perspectives for the United States, United
Kingdom, Canada, and European Union:

ORACLE' Enterprise Governance, Risk, and Compliance Manager Home Preferences Logout admin O
Navigater
+Persgact'ma Management
~| Tasks Certify Perspective@ Done Perspective Details
Perspectives - - - " InFission Compliance
Create Perspective Hierarchy ] Perspective Hierarchy Meme e
Manage Perspective Herarchies View = Type Laws and Regulations
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Sarbanes-Oxley,
Canada’s Bil 198,
United Kingdom's
Corporate Governance
Code, European Union's

Description 8th Directive, Japan's
Finzncial Instruments
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wil | (|

. Canada's Bil 195 B and Exchange Law,
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Copyright © 2011, Orade and/or its affiiates, All rights reserved,

[434]

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 12

The Certify Perspective page only shows that they certify actions for the
items that the manager with a region owns and the subordinate items that
have already been certified. All subordinate perspective items must have
the certification completed before moving up to the next level within the
perspective hierarchy.

4. All the subcertifications within a regional perspective must be certified at
the lowest level before the process moves up to the next level within the
certification hierarchy. The assessors responsible for those items can then
perform the certification activity.

5. The process continues until the principal officer for the region certifies at the
top level. The certification at the top level ensures that all subcertifications
within the hierarchy are completed. The certification is complete when the
top level (root node) is certified.

Unlike other object assessments, perspective assessments do not go through review
and approval cycles. Once the root node is certified, the assessment is complete and
can be closed.

Monitoring Regional Compliance in Oracle GRC
Intelligence

InFission Corporate Compliance team monitors all the regional compliance activities
using Oracle Fusion GRC Intelligence (GRCI), which provides dashboards and
reports that present summary and detailed views of regional compliance data
generated in Oracle Enterprise Governance, Risk and Compliance Manager (eGRCM).

Managers responsible for compliance with a region use the GRCI dashboards
embedded within e GRCM. The dashboard contains the three tabs Certifications,
Issues, and Analysis in which reports display graphic and tabular views of eGRCM
data, highlighting potential trouble areas such as ineffective controls, processes with
issues, and unmitigated risks. The GRC dashboard includes a set of reports that
display broad views of data; from each of them, you can drill-down to other reports
that provide more detailed and focused views.

Regional Compliance Dashboards

eGRCM InFission Compliance Managers can access GRCI dashboard from eGRCM
by selecting the Analytics tab. Each of the primary GRCI reports provides a graph,
as well as a table that displays values depicted in the graph.
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Within a graph, you can position the mouse cursor over a bar to reveal a display of
the data that the bar represents. In the following illustration, for example, the cursor
is positioned over the InFission Procurement Process bar, and a pop-up window
reveals that the bar represents an issue as shown in the following screenshot:

ORACLE Enterprise Governance, Risk, and Compliance Manager
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InFission Revenue Procurement Remediation Plan
Process - US Process - UK

Remediation Plans
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Mo rows yet.

1

Home Preferences Logout admin (O

Select *| | |»| Issues Awaiting Remediation

Select =

Copyright © 2011, Oracle and/or its affilates. Allrights reserved.

Moreover, you can select a bar within a graph to open a subsidiary report that
provides details about the item that you have selected. For example, from the issue
graph, which is shown in the previous screenshot, you can select a bar representing
an issue that has been open past the due date to open an Issue Detail report. The
subsidiary report would present information about the bar that you select, for
example, issue details for the InFission Procurement Process - UK perspective.
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Regional Compliance reports

In this section, we will provide information on reports that are frequently utilized
within the three dashboard tabs that are available to Compliance Managers:

Certification reports
Click on the Certifications tab to view the following Compliance Status report:
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In this report, certified means simply that an assessment has been completed by

a manager responsible for compliance over a process, risk, or control within an
InFission business unit. It also indicates if the manager certifies with issues. The
graph presents pairs of bars, each of which applies to assessments of process, risks,
or controls associated with a specified regional compliance framework. In each pair,
the height of one bar shows the number of complete assessments, and the other
shows the number with issues.
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You can review the control assessment results that show the number of controls that
have passed or failed assessment, as shown in the following screenshot:

Fin Governance Control Fail Count, Fin Governance Control Pass Count

Fin Governance Control Pass Count, ..
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0.00
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In the Control Assessment report, each bar in the graph represents controls
associated with a specified perspective hierarchy; each includes a segment for passed
controls and another for failed controls. The table contains a row for each assessment
in which controls have passed or failed (and a given control may be included in any

number of assessments). It displays the total number of controls in each assessment,

the number (and percentage) of passed and failed controls, and the compliance
framework with which the assessment and its controls are associated.
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Issue reports

Compliance Managers can view the open issues by severity within the compliance
framework by clicking on the Issues tab to see the following report:
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As issues are created by Regional Managers, they are assigned labels that rate their
severity. In the previous report, the graph presents pairs of bars, each of which
represents issues at a given severity, raised against objects associated with a specified
compliance framework. In each pair, the height of one bar corresponds to the
number of total issues, and the other to open issues. The graph may contain a pair
with no severity label; if so, the pair represents issues that have not been assigned
any severity.
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The following issue reports are available in GRC Intelligence to help you track and
analyze regional compliance issues:

e Issues by Likelihood of Recurrence: Compliance Managers also analyze
issues using the Issues by Likelihood of Recurrence report. As issues
are created, they may be assigned labels that rate their likelihood of
recurring — for example, high, medium, or low. In this report, the graph
presents pairs of bars, each of which represents issues with a given
likelihood. In each pair, the height of one bar corresponds to the number
of total issues, and the other to open issues. The graph may contain a pair
with a no likelihood label; if so, it represents issues that have not been
assigned any likelihood. The table not only shows issue counts, but also
identifies perspective hierarchies, assessments, and risks with which the
issues are associated.

e Impact of Issues: The impact of issues is defined as the cost of their
remediation. In the graph for this report, each bar represents the number
of issues within an impact cost category —a range of cost percentiles. The
0.75-1 category, for instance, represents the number of issues above the
seventy-fifth percentile. In the table, each row shows an issue and the process
it affects (an issue may apply to more than one process, so the table may
contain more rows than the number of issues in the graph). Each row also
shows the perspective hierarchy with which an issue is associated in addition
to its impact cost category, its impact cost percentile, and impact cost.

o Issues by Certifications in Progress: This report compares the number of
issues to the number of open issues raised in assessments of the Certification
type. Each pair of bars in the graph represents issues raised against objects
associated with a given perspective hierarchy. In each pair, the height of
one bar corresponds to the number of total issues, and the other to open
issues. The table shows the number of Certification assessments for objects
associated with each perspective, as well as the total and open issue counts
for those assessments.

Analysis reports
Click on the Analytics tab to view the following reports:

e Control Count Trend: This report shows the change in the number of
controls implemented as time passes. The graph is a linear track of control
counts from one quarter to the next. The table shows the controls created
within each perspective hierarchy from one quarter to another.
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The following screenshot shows control count for InFission Compliance

framework:

Control Count Trend
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Control by Risk Type: Each risk is assigned a type value. Each control

is created to address one or more risks. This report shows the number of
controls created for each risk type. The graph includes a bar for each risk
type, the height of which corresponds to the number of controls. The table
includes a row for each risk type within each perspective hierarchy, showing
the number of controls and the percentage that value is over the number for
the previous period.
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Standard reports

InFission Compliance PMO also utilizes the out of the box reports available in the
GRC Manager's Reports menu, as shown in the following screenshot:
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Oracle GRC Manager has the following reports available:
e Assessment Activity Detail: Displays all details related to a set of activities
included in an assessment
e Assessment Detail: Displays all the details related to a set of assessments

o Certification Detail Report: Displays all the details related to a set of
Certification activity assessments

e Control Detail: Displays all the details configured for a set of controls
e Issue Detail: Displays all the details related to a set of issues

o Issue Detail - As of Date: Displays all the details related to a set of issues
as of a specified date
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e Issue Remediation Cycle Time: Displays the cycle time for remediating
open issues

¢ Risks by Open Issues: Displays the risks associated with each open issue
e Risk Detail: Displays all the details related to a set of risks
¢ Risk Level Reduction: Displays the reduction in risk level by control type

e Treatment Cost Benefit: Displays the cost and benefit of each risk treatment

Summary

Organizations can gain efficiency and reduce compliance costs by taking a more
holistic approach to implement an integrated framework for coordinating and
monitoring compliance activities.

A holistic compliance approach requires a central compliance management office to
identify common regulatory requirements across the regions. The COSO framework
can serve as a template for building an integrated framework to comply with
regional regulations across major economic zones including the United States'
Sarbanes-Oxley, Canada's Bill 198, the United Kingdom's Corporate Governance
Code, the European Union's 8th Directive, Japan's Financial Instruments and
Exchange Law, and Australia's Corporate Law Economic Reform Program (CLERP).

Oracle GRC Manager can be easily configured for managing different regional
compliance activities. This application provides options to create perspectives, select
compliance objects such as process, risks, and controls, add user defined attributes,
document types, and create security roles to ensure that all regional compliance
activities can be managed within the same platform. Compliance Managers can
also use this platform to manage compliance activities with overlapping control
objectives to comply with regional regulations. The compliance self-assessment can
be performed for each regulatory region using this platform to identify issues and
assign remediation tasks.

Purpose-built business intelligence tools, such as GRC Intelligence, can provide a
holistic view of compliance across the integrated framework to streamlined regional
compliance activities and full visibility of the management into the risks across its
local entities and global processes. Regional Compliance Managers and corporate
compliance PMO can see a common view through dashboards. The out of the box
dashboard and reports can be used to monitor certification process, track issues and
actions, as well as analyze regional compliance trends.
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Symbols
8th EU Directive 409

A

AACG
controls, analyzing 245
controls, selecting 240
incidents, assigning to business owners 251
Model walk-through 241
objectives, identifying 238, 239
remediation 245
Absence dashboard 75
Access Control Objectives, AACG 238
Access Controls Governor 11
Access Controls Matrix 238
Access Incident Details Extract report 251
Access Point report 251
access violations
viewing 248
Accountability Hierarchy
about 26
setting up 28
Accountability Hierarchy Member 26
account provisioning
and identity management 114
Accounts Payable system
about 115
Application submenu 115
Role and Role Inheritance tab 118
Security submenu 117
Acquire and Implement (AI) 318
ad-hoc assessment
audit test 202
certification 201

Index

design review 201
documentation update 202
initiating 201
operational assessment 201
administrative web pages
protecting 127
Age Discrimination in Employment Act
(ADEA) 50
Agile Product Lifecycle Management Suite
373
Air emissions data sheet 369
All Controls Validated by Organization
report 231
All Key Controls Certified by the
Organization report 231
American Chemical Society 376
Americans with Disabilities Act (ADA) 50
analysis reports
about 440
Control by Risk Type 441
Control Count Trend 440
analytic reporting 401
Annual IT Goals process 318
APM 313
Applications Management Pack
about 100
features 334
application tier
about 126
administrative web pages, protecting 127
desktop security 129
E-Business Suite security 127
approval workflow 177
Approved Manufacturer Lists (AML) 378
Approved Vendor Lists (AVL) 378
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assessment
closing 203
completing 202
evaluating 155
initiating 200, 201
starting 148

assessment criteria
selecting 216

assessment management, GRC Manager

ad-hoc assessment, initiating 201
assessment, closing 203

assessment, initiating / completing 200,

201
assessment plan, creating 199, 200
assessment results, reviewing 202
assessments, completing 202
assessment template, creating 198, 199
delegate, assigning 200
assessment plan
creating 199, 200
assessment results
reviewing 202, 203
assessment setup 320
assessment template
about 198
creating 198, 199
assessment type
selecting 146
assessment workflow 177
Assessor Responsibility 199
Audit and Compliance process
about 16
audit planning 17
diagrammatic representation 16
documentation phase 17
example 18
relationships 18
reporting phase 18
risk assessment 17
testing phase 17
Audit Committee member 13
auditor independence 306
audit report
about 228
Controls Management Report 231
Executive Reports 231
InFission's approach 228

Issues Management Report 230

obtaining, in Oracle GRC Manager 229, 230
audit rules, PCG 280
Authorization Policy Manager. See APM
Autoconfig and Patch Tools (AD)

about 124

B

Balanced Scorecard
about 22
Accountability Hierarchy, setting up 28
assembling 28
about 10
Corporate Strategy, communicating with
22
Corporate Strategy, developing with 22
data, loading 31
diagrammatic representation 25
four perspectives 22
goals, ceating in HCM 34
high level strategic objectives, breaking into
lower level objectives 29
Infission strategic initiative 25
main components 26
managers, authorizing to 30
measures 23
measures, setting up 27
objectives, assigning to managers 34
Perspective Definition UI 23
strategic planning process 25
strategy map, developing for Infission 32-
34
strategy map, reviewing 32-34
strategy maps 24
banking and financial services
Basel 391
Oracle solutions 394
Patriot Act 398
bar graph 264
Basel
about 391
requisites 391
Bill of Material (BOM) 378
Bill of Substances 373, 374
binary large objects (BLOBs) 332
Business Intelligence 10
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business intelligence applications
Oracle Financial Analytics 65
Oracle Human Resources Analytics 73
Oracle Procurement Analytics 70
Oracle Sales Analytics 67

Business Process
creating, in Oracle GRC Manager 165

C

California Breach Law
about 325
personal information 325
Canada Bill 198 407
Canadian Sarbanes-Oxley Act 407
Capability Maturity Model 19
case study 12,13
Cedar Sinai 86
certification reports 437, 438
CFR 21
about 382
aspects, good manufacturing practices 382
penalties 383
CFR 21 Part 11
about 382
electronic records requisites 383
change control, PCG 280
Change Controls Governor 320
change tracker
queries and alerts, setting up 277-279
results, viewing 277
character large objects (CLOBs) 332
Chemical Abstract Service (CAS) 376
Chief Audit Executive (CAE)
about 14, 135
duties 14
Chief Financial Officer (CFO) 15,135
Chief Information Officer 15
Chief Operating Officer 16
Chief Security Officer 107
choice sets 191

COBIT Framework 137,139, 315
COBRA 50
Collection Element 356
Collection Plan Element 356
Collection Plan Transaction Type 356
Column encryption 331
commodity risk 393
Compensation dashboard 75
Competitors dashboard 69
Compliance dashboard 75
compliance data
reviewing 380-382
compliance management 7
Compliance Program Management Office
(CPMO) 136
Compliance Program Management Office
(PMO) 135
components, Balanced Scorecard
about 26
Accountability Hierarchy 26
Accountability Hierarchy Member 26
Objectives 26
Person 26
Scorecards 26
Strategy Hierarchy 26
Strategy Hierarchy Membership 26
Strategy Map 26
components, Hyperion Financial Planning
and Analysis system
account balance fact 64
account dimension 64
actual balance 63
business unit dimension 64
calendar period 64
code combination 63
company dimension 64
cost center dimension 64
Ledger dimension 64
period dimension 64
scenario dimension 64
value set value 64

Class 36 components, iLearning
CLERP 9 410 Class 36
CLERP Act 410 Course 36
COBIT Course Category 36
about 315 Enrollment 36
control objectives 315 Learner 36
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Learning 36

Offering 36

Test Bank 36
components, Mantas

data ingestion engine 399

detection and correlation engine 399
components, Oracle Quality. See Oracle

Quality components

components, PG&C system

bill of substances 374

composition 375

declaration 375

part 374

request for information 375

specification 374

substance 374

supplier 375
composite data role 431
composition 375
compositions

defining 378-380
Configuration Controls Governor 11
configuration management 85, 99
Consolidations and Financial Reporting 11
Content Management applications 12
Content Type

setting up 415, 417
Control Assessment by Process report 231
Control by Risk Type, analysis reports 441
Control Count Trend, analysis reports 440
Control Detail Extract report 265
control documentation lifecycle

about 176

basic stages 177

data collection workflow, using 178, 179
control objectives

Acquire and Im-plement (AI) 315

Deliver and Sup-port (DS) 315

Monitor and Eva-luate (ME) 315

Plan and Organize (PO) 315
Control Objectives for IT. See

COBIT Framework

controls

about 170

managing, in Oracle GRC Manager 174-176

verifying 142, 143

controls, AACG
analyzing 245
selecting 240
Controls Assessment Workflow 218-221
Control Scope Report report 231
controls framework
COBIT Framework 139
COSO Framework 137
Controls Management Report
about 231
All Controls Validated by Organization 231
All Key Controls Certified by the Organiza-
tion 231
Control Assessment by Process 231
Control Scope Report 231
control verification
about 133
InFission approach 135
Corporate and Criminal Fraud
Accountability Act of 2002 407
Corporate Fraud Accountability Act of 2002
407
Corporate Governance 21
Corporate Strategy
communicating, with Balanced Scorecard
22
communicating, with iLearning 35
confirming, with iLearning 35
developing, with Balanced Scorecard 22
corrective actions 101
correlated events, Mantas
about 399
reviewing 400
COSO ERM 138
COSO framework 137
COSO Framework
about 138
COSO ERM 138
Course 36
course catalog, iLearning
entry, adding 37, 38
Course Category 36
course content, iLearning
uploading 38
credit risk 392
Critical Patch Updates (CPUs) 124
Crow's foot notation 343, 355
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C-SOX 407
currency risk 392
Current Liabilities 156
current year risk

rating 141
Customers dashboard 69

D

dashboards, Oracle Financial Analytics
General Ledger 66
Payables dashboard 67
Profitability dashboard 67
Receivables dashboard 67
database tier
about 125
Oracle database security 126
Oracle TNS listener security 126
data collection review
changes, canceling 183
process, approving 182
process, rejecting 183
process, reviewing 181, 182
Data collection workflow
about 176
data, reviewing 181
process, reviewing 181, 182
using, for updated documents 178, 179
data ingestion engine 399
data scrambling
about 334
configuring 334
data vault 336
declaration
about 375
defining 378-380
de facto standard 101
Defined control, TCG controls 258
delegate
about 200, 222
assigning 200
Delegation Responsibility 199
Deliver and Support (DS) 320
Demand Generation dashboard, Oracle
Sales Analytics
metrics 69
design-time at runtime pages 121

desktop security
about 129
auto-complete, turning off in
browser settings 129
detection and correlation engine 399
Disposition Schedule Rule 43
Document 43
documentation phase, Audit and
Compliance process 17
documentation requisites, ISO 9000
control of documentation 364
control of records 364
general 363
quality manual 364
Document Category 43
document disposition check
running 52-54
document process narrative, Oracle Tutor
166-168
duties policies
segregating 121
duty role 430

E

E-Business IT Infrastructure
application tier 126
database tier 125
operating environment security 129
E-Business Suite
about 114
with, transparent data encryption 331
E-Business Suite security 127
economic capital 395
eGRCM 428
eGRCM GRC security 430
eGRCM Risk Registry 314
Electronic records 385
element definition, PCG
updating 285, 286
element details configuration, PCG
about 287
security, setting up 287
element details, PCG
configuring 287
Employee Expenses dashboard 73
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Employee Retirement Income Security Act
(ERISA) 50
EM System Dashboard 101
end user support 85
Enrollment 36
Enterprise Manager 10g Grid Control 99
Enterprise Performance Management
(EPM) product 56
Enterprise Risk Management
about 76,77
Audit Plan, developing 78
board, briefing 79
Risk Assessment, conducting 77
Scope Controls, testing 78
Enterprise Risk Management (ERM)
framework 133
environmental audit procedures
fitting, into GRC Manager 364
environmental management system
diagrammatic representation 365
Environmental Management System 365
environmental risk portfolio
example 370-372
Equal Pay Act (EPA) 50
E-records management components
evidence store 385
Workflow business events 385
Workflow Notification system 385
XML gateway 385
XML publisher 385
E-records management features
Electronic records 385
E-signatures 384
E-records Management flow 384
E-records management responsibilities
ERES Administrator 385
ERES User 385
iSignatures Administrator 385
iSignatures User 385
E-records Management System
about 384
applications 384
components 385
features 384
functions 386
responsibilities 385
ERES Administrator 385

ERES User 385
E-signatures 384
European Union's 8th Directive 409
Evaluation Master Report 40
events, capturing in PCG
Event Tracker used 283
Event Tracker
used, for capturing events in PCG 283
used, for setting security 284, 285
evidence store 385
Executive Reports
about 231
Processes Sorted by Organization 231
Processes with Key Control 231
Risk Control Matrix 231
Status of Compliance by Regulatory Re-
quirements 232
Summary of Aggregated Deficiencies 232

F

Fair Credit Reporting Act (FCRA) 50
Fair Labor Standards Act (FLSA) 50
Federal Information Security Management
Act (FISMA) 15
Federal Sentencing Guidelines
about 345
benefits 346
effective compliance and ethics program
346
ethics program, creating in
iLearning 347, 348
ethics program, monitoring in iLearning
348, 349
Federal Sentencing Guidelines for
Organizations. See FSGO
financial disclosures 307
Financial Governance Framework
regionalizing 413, 415
Financial Governance module
objects 412, 413
setting up 412
Financial Instruments and
Exchange Law 409
financial model
developing 57, 58
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financial plan
constructing 59, 60
publishing 61
Financial Planning and Analysis 11
financial planning tool
accessing 56
Financial Reporting process 13
Financials tables 329
flow rules, PCG 280
FND Grants 312
FND_OBJECTS 312
FND_USERS 114
focus area 245
Form Functions 116
form rules, PCG
about 280
creating 282
event 280
Form Extensions tool 280
libraries 280
rule elements 280
subscribers 280, 281
Fraud Risks (FCPA) 320
frequency levels, InFission controls
annually 172
biweekly 172
daily 172
monthly 172
multiple times per day 172
quarterly 172
weekly 172
FSGO 345
functional administrators 335
functional security administrative pages
121
functions, E-records process
about 386
approvers, notifying 388
evidence store, searching 389, 390
files, approving 387
files, uploading 386
Funding Approval Status 97

G

General information data sheet 368
General Ledger Posting Date 56

governance
about 7,9
reference link 9
GRC
composite data role 431
duty role 430
job duty role 430
job role 431
primary data role 431
privilege 430
GRC activities
roles 13
GRC Capability Maturity Model 19
GRC components 218
GRC Intelligence 11
GRC Manager 11
GRC Manager Risk Register 155
GRCMI application
risk assessment and control verification
process 143
GRCMI functionality 143
GRC Survey tool
survey choice sets, managing 191
survey questions, managing 190, 191
survey templates, managing 192, 193
Green Giant 86

H

hashing 128
Healthcare Information Portability and
Protection Act. See HIPPA
Heartland 86
HIPPA
about 15, 50, 332
data scrambling 334
data vault 336
masking 333
safe cloning 333
hi-tech manufacturing arena
about 351
ISO 9000 351
Oracle Quality 354
Oracle Tutor 352
Human Capital Management (HCM) 22
Human Resource Performance dashboard
about 74
metrics 75
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Hyperion 320
Hyperion Financial Management (HFM)
135
Hyperion Financial Planning and
Analysis system
about 55
accessing 56
account balance data cube,
constructing 56, 57
components 63
financial model, developing 57, 58
financial plan, constructing 59, 60
financial plan, publishing 61
planning assumptions, developing 58, 59
results, analyzing 61, 62
results, publishing 62, 63
Hyperion FP 56

ICAAP
about 395, 396
objective 395
Identity and Authorization Management
applications 12
iLearning
about 35
Corporate Strategy, communicating
with 35
Corporate Strategy, confirming with 35
course content, uploading 38
employee's understanding, monitoring 40
entry, adding in course catalog 37, 38
Infission Strategic Objectives Classes 41
learning assets flow 35
major components 36
question bank, developing 39
responsibilities 37
illustrative retention policies 48-50
Immigration Reform and Control Act
(IRCA) 50
impact 155
incident 101
Incident by Control Summary
Extract report 251
Incident Management 101

incidents, AACG
assigning, to business owners 251
simulation, running 252-255
incidents, TCG 260
Incident Summary Extract report 265
InFission
perspective hierarchy 423
InFission approach
about 135
for managing procedure document 162
for managing process document 162
for, regional compliance 410, 411
risk and controls documentation 171, 172
InFission approach, risk assessment and
control verification
about 135
controls framework, selecting 137
controls, verifying 142, 143
current year risk, rating 141
prior year documentation, reviewing 140
Program Office, establishing 136
survey and interview process 140
InFission Change Management process
setting up 319
InFission Chief Audit Executive 156
InFission COBIT Framework setup
about 315
InFission IT Controls Management
Approach 317
InFission COBIT Perspective
setting up 316
InFission Compliance department 412
InFission Financial Controls Assessment
initiating 216
InFission IT Controls Management
Approach
about 317
Acquire and Implement (AI) 318
Deliver and Support (DS) 320, 321
Monitor and Evaluate (ME) 324
Plan and Organize (PO) 317
InFission IT plan
planning documents 317
InFission Organization Structure
perspective
about 423
diagrammatic representation 423
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InFission Program office 136
InFission Regulatory Compliance
perspective
about 423
diagrammatic reprtesentation 423
InFission's approach, to audit report 228
InFission Standard and Framework
perspective
about 424
creating 424-427
diagrammatic representation 424
Infission Strategic Objectives Classes 41
information assets 308
information security
about 111
availability 111
confidentiality 111
integrity 111
Information Security Governance
about 111
performance measures 112
Information Security Management System.
See ISMS
Information Systems Audit and Control
Association. See ISACA
Information Technology Infrastructure
Library. See ITIL
integrated controls monitoring 412
intentional adding 376
interest rate risk 392
Internal Capital Adequacy Assessment. See
ICAAP
internal controls assessment, using Oracle
GRC Manager
assessment, closing 227
assessment, initiating 216
components, selecting 217
Controls Assessment Workflow 218
criteria, selecting 216
issues, managing 222-227
participants, selecting 217
internal large objects (LOBs) 332
Internal Part Number (IPN) 378
intra-role incidents
access violations, viewing 248
intra-role violations, viewing 248
remediating steps 249

intra-role violations
viewing 248
investment criteria
deciding 91
IP packets
filtering 130
ISACA 86
iService product 80
iSignatures Administrator 385
iSignatures User 385
ISMS
about 308
components 308
groupings 309-312
key objectives 308
risk assessment process 309
risk treatment plan 309
Statement of Applicability 309
ISO 9000
about 351
diagrammatic representation 352
documentation requisites 363
general quality system requisites 363
overview 352
ISO 9000 Resources
URL 362
ISO 9001 352
ISO 14000
fitting, into GRC Manager 367-369
organization certification 367
ISO 14000 compliance auditing 366
ISO 14001
about 365
certification, obtaining 366
implementing 365
requisites 365
ISO 17799
about 111
specific objectives 112
ISO 27001 308
issue reports 439
issues, GRC Manager
managing 223-227
Issues Management Report 230
iSupport product
configuring, for whistle-blower
protections 81
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setting up, for whistle-blower protections
81
IT acquisition and implementation process
elements 319
IT-balanced scorecard
diagrammatic representation 88
IT governance 85
IT governance balanced scorecard 85
IT Governance Institute 111
ITIL 101
IT infrastructure 7
IT project portfolio planning
about 89
investment criteria, deciding 91
planning cycle, closing 96
planning cycle, initiating 93
portfolio, creating 92, 93
projects, submitting for inclusion in portfo-
lio 94
roles, for accessing portfolio analysis 91
scenario, approving 96
scenario recommendations, implementing
96
scenario, recommending 96
scenarios, comparing 95
scenarios, creating 95
score projects 94
IT strategy
communicating, with balanced scorecards
87
developing, with balanced scorecards 87
map 87

J

JD Edwards 320
job duty role 430
job role 431

K

Keeping the Promise for a Strong Economy
Act 2002 407
key 171
key management, Oracle Payments
about 344
encryption and decryption hierarchy 345
Key performance Indicators (KPIs) 24

L

Learner 36
Learner Manager 37
Learner Self Service 37
Learning 11, 36
Learning dashboard 75
Learning Management Administrator 37
likelihood 155
Lilean Brosh 382
Lilly Ledbetter Fair Pay Act 50
looukp tables

about 417

updating 417, 418

M

Management Discussion and Analysis
(MD&A) 14
management review 396
Mantas
about 398
analytic reporting 401
case management 400
components 399
correlated events 399
correlated events, reviewing 400
examples 399
regulatory reporting and filing 401
scenario modeling 400
Manufacturers Part Number (MPN) 378
market discipline 394
market risks
about 392
commodity risk 393
currency risk 392
interest rate risk 392
masking 333
measures
setting up 27
medical instruments company
manufacturing 382
menu exclusion rules 114
MetaLink Note 290525.1 118
minimum capital requirements
credit risk 392
market risk 392
operational risk 392, 393
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model analysis process, AACG
about 241
deploy control 244
remediation plan 243
results, extracting to Excel 243
view results online 242
visualization 242
models 240
Model walk-through, AACG 241
Monitor and Evaluate (ME) 324
MSRP 60

N

National Labor Relations Act (NLRA) 50

O

Objectives 26
objectives, AACG
identifying 238, 239
objects, Portfolio Planning System
Planning Cycle 90
Portfolio 90
Portfolio Plan 90
Project 90
Project Scenario 90
Project Scorecard 90
Project Scorecard Objective 90
Project Scorecard Objective Score 90
Scenario 90
Occupational Health and Safety Act
(OSH Act) 50
OEM Data Masking 333
Offering 36
Ontario Securities Act 407
operating environment security
about 129
IP filtering 130
security incident response, through Oracle
service 130, 131
operational risk 393
Oracle
E-records Management System 384
Oracle Application Access Controls
Governor 121
Oracle Applications Manager with Grid
Control 99

Oracle Bills of Material 384
Oracle Business Intelligence
about 65
execution, monitoring with 65
Oracle database security
about 126
database links, reviewing 126
XDB, disabling 126
Oracle Database Vault
about 337, 338
database objects, protecting 338
pre-seeded realm authorizations 340
preseeded realms, for E-Business Suite 338,
339
Oracle E-Business Suite 135 320
Oracle Engineering 384
Oracle Enterprise Manager 11
Oracle Financial Analytics
about 65, 67
dashboards 66
Oracle Financial Services Data Warehouse
architecture
capital adequacy 395
diagrammatic representation 394
disclosure 398
management review 396
Oracle Fusion GRC Intelligence (GRCI)
regional compliance, monitoring 435
Oracle GRC applications
IT processes, managing 315
Oracle GRC Controls Suite
PCG 280
TCG 257
Oracle GRC Intelligence
about 144
Risk of Material Misstatement (ROMM) 155
Oracle GRC Intelligence, risk assessment
and control verification system
assessment, evaluating 154
assessment workflow 144
quantitative risks, accessing 155
Oracle GRC Manager
about 135, 143
audit report, obtaining 229, 230
InFission COBIT Framework setup 315
management assessment survey 145
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control documentation lifecycle, managing
176,177
controls, managing 174-176
ISO 14000, fitting into 367-369
process documents, managing 163, 164
regional compliance, accessing 433, 434
risks, managing 172,173
Oracle GRC Manager Assessment workflow
about 144
assessment, certifying 154
assessment, initiating 144, 145
assessment, starting 148
assessment type, selecting 146
control, selecting in scope 148
controls, verifying 151-153
diagrammatic representation 144
risks, assessing 149
risks, reviewing 151
risks, selecting in scope 146
Oracle Human Resources Analytics
about 73
Absence dashboard 75
Compensation dashboard 75
Compliance dashboard 75
Human Resource Performance
dashboard 74
Learning dashboard 75
Recruitment dashboard 75
Retention dashboard 76
Workforce Development dashboard 76
Workforce Profile dashboard 76
Oracle Hyperion's Balanced Scorecard
accessing 25
Oracle Inventory 384
Oracle Mantas. See Mantas
Oracle Mantas Behavior Detection Platform
398
Oracle Mantas Case Management 400
Oracle Mantas Regulatory Reporting
Electronic Filing 401
Oracle Payments
about 341, 342
Bank Account 344
Credit Card 344
Credit Card Issuers 344
key management 344
Master Key 344

Security Segments 344
Security Subkey 344
Oracle Procurement Analytics
about 70
Employee Expenses dashboard 73
Procurement Performance dashboard 73
Spend Analyzer dashboard 71
Supplier Performance dashboard 73
Oracle products
and, California Breach Law 330
and, Federal Sentencing Guidelines 347
and, HIPPA 333
and, ISO 27000 312
and, PCI 341
Oracle Project Portfolio Analysis 94
Oracle Purchasing 384
Oracle Quality 384
about 354
accessing 357
collection plan, creating 358-360
collection results, entering 361
components 355
ISO 9000, auditing 362, 363
Oracle Quality components
about 355
Collection Element 356
Collection Plan Element 356
Collection Plan Transaction Type 356
Quality Collection Plan 356
Quality Collection Result 356
Quality Result Action 356
Quality Specification 356
Quality Specification Element 356
Oracle Reveleus 394
Oracle Reveleus Basel II Analytics 397
Oracle Sales Analytics
about 67
Competitors dashboard 69
Customers dashboard 69
Demand Generation dashboard 68
Pipeline dashboard 70
Sales Effectiveness dashboard 70
Oracle Service
Security Governance 107
Oracle Shipping 384
Oracle solution components 366
Oracle Survey 80
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Oracle TNS listener security 126
Oracle Transaction Controls
Governor. See TCG
Oracle Tutor
about 166, 352
Author component 353
components 352
document process narrative 166
running, in Word 353, 354
Oracle User Management. See User
Management (UMX)
Oracle Work in Process 384
Original Equipment Manufacturer
(OEM) 373

P

part 374
participants, TCG 260
Patriot Act
Oracle Mantas 398
requisites 398
Pattern control, TCG controls 259

Person 26
personal information
data elements 325
Personally Identifiable Information. See PII
perspective classes
Financial Governance Accounts 422
Laws and Regulations perspective 423
Major Process perspective 422
organization 422
Standard and Framework perspective 423
perspective hierarchy, InFission
implementing 423
InFission Regulatory Compliance
perspective 423
InFission Standard and Framework
perspective 424, 425
InFission Organization Structure
perspective 423
perspectives, Balanced Scorecard
customer 22
financial 22
learning and growth 22
processes 22

Payables dashboard 67 PG&C
Payment Card Industry. See PCI about 373
Payment Card Industry Data Security compliance data, reviewing 380-382

Standard (PCI DSS) 15, 340
PCAOB 306, 405
PCG
about 280
audit rules 280
change control 280

compositions, defining 378-380
declarations, defining 378-380
major components 374

process 373

specifications, defining 375, 376
substances, defining 376

element definition, updating 285, 286 pie graph 264
element details, configuring 287 PII 325
events, capturing with Event Tracker 283 PII Columns

Event Tracker, used for setting
security 284, 285

flow rules 280

form rules 280

Financials 329

Procurement 328

Trading Community Architecture 325
Pipeline dashboard 70

items, capturing from form 283, 284 Plan and Organize (PO) 317

rule elements, creating 283

rules, creating 280

SQL procedures, creating 300-302
PCI

about 340

requirements 340, 341
PeopleSoft 320

planning assumptions
developing 58, 59
planning cycle
initiating 93
portfolio
about 92
creating 92, 93
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Portfolio planning 85
Portfolio Planning System 90
Preventive Controls Governor. See PCG
primary duty role 431
prior year documentation
reviewing 140
privilege 430
privileged employees 239
procedure document
about 162
managing, with InFission approach 162
process document
about 161, 162
managing, with InFission approach 162
process documents, managing in Oracle
GRC Manager
about 163
Business Process, creating 165
Oracle Tutor, used 166
requisites 163
Processes Sorted by Organization
report 231
Processes with Key Control report 231
Process Management applications 12
Procurement Performance dashboard 73
Procurement tables 328
Product Governance and Compliance. See
PG&C
Profitability dashboard 67
Project Portfolio Analysis tool 89
Public Company Accounting Oversight
Board. See PCAOB

Q

qualitative assessment 133

Quality Collection Plan 356

Quality Collection Result 356

Quality Result Action 356

Quality Specification 356

Quality Specification Element 356

quantitative assessment 133

quantitative risk assessment
conducting 155-158

quantitative risks, Oracle GRC Intelligence
assessing 155-158

question bank, iLearning
developing 39
quotes, Security managers 113

R

realm 336
real time disclosures 307
Receivables dashboard 67
records governance components
about 43
Disposition Schedule Rule 43
Document 43
Document Category 43
Retention Schedule 43
Security Group 44
Security Group Authorized Role 44
records governance process
steps 42
records retention policies
document disposition check, running 52-54
illustrating 48-50
managing, CMS used 41
records governance components 43
records governance process 42
roles, for accesssing UCM 44
security groups 47
standard sensitivity classifications 45
Recruitment dashboard 75
regional compliance
accessing, Oracle GRC Manager
used 433, 434
dashboards 435
InFission approach 410, 411
managing, Oracle GRC Manager used 412
monitoring 435
regional compliance dashboards 435, 436
Regional Compliance Framework
data, loading 428, 429
setting up, perspectives used 422
user profile, setting up 430, 432
regional compliance, managing using
Oracle GRC Manager
about 412
Content Type, setting up 415,417
Financial Governance framework,
regionalizing 413-415
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Financial Governance module,

setting up 412
lookup tables, updating 417, 419
UDA, creating 419-421

regional compliance reports
about 437
analysis reports 440
certification reports 437, 438
issue reports 439
standard reports 442
registration processes,

User Management (UMX)
Creation by Administrators 120
Requests for Additional Access 119
Self-Service Account Requests 119

regulatory capital 395
regulatory compliance
Canada Bill 198 407
CLERP Act 410
European Union's 8th Directive 409
FIEL 409
Sarbanes-Oxley Act of 2002 (USA) 405
UK Corporate Governance Code 2010 408
Related Controls feature 174
Related Risks feature 174
remediation, AACG
about 245
Controls by Business Process graph 246
Controls by Type graph 246
inter-role incidents, reviewing 249, 250
intra-role incidents, reviewing 248, 249
Pending Incidents by Priority graph 246
reports, for analyzing incidents 250
visualization 247, 248
remediation steps, simulation model
corrective actions, implementing 254
underlying system, making changes in 254
reporting phase, Audit and Compliance
process 18
reports, for analyzing incidents
Access Incident Details Extract report 251
Access Point report 251
Incident by Control Summary
Extract report 251
reports, TCG controls
Control Detail Extract report 265
Incident Summary Extract report 265

Report Templates 264
request for information 375
requisites, Basel
Market Disclosure 391
Minimum Capital 391
Supervisory Review 391
three pillars 391
responsibilities 114, 239
Restriction of Hazardous Substances.
See RoHS
Retention dashboard 76
Retention Schedule 43
Reveleus report 396
Reveleus UI 395
risk
about 9, 170
compliance 9
managing, in Oracle GRC Manager 172,
173
risk and controls documentation
InFission approach 171,172
risk assessment and controls verification
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diagrammatic representation 136
risk assessment process 309
Risk Control Matrix report 231
Risk Delegation Model 199
risk likelihood 171
risk management 7
Risk Management Applications
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GRC Manager 11
Oracle Enterprise Manager 11
Transaction Controls Governor 11
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155
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risks assessment
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regulatory compliance 171
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about 280
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functions 280, 281

S

safe cloning 333
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about 305

auditor independence 306

financial disclosures 307

Legal Ramifications for Corporate Fraud

307

PCAOB, establishing 306

PCAOB, operations 306
Sarbanes-Oxley Act of 2002

about 405

analyst conflicts of interest 406

auditor independence 405

commission resources and authority 406

Corporate and Criminal Fraud
Accountability Act of 2002 407

Corporate Fraud Accountability Act
of 2002 407
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corporate tax returns 407
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White Collar Crime Penalty Enhancement
Act of 2002 407
Sarbox 405
scenario
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recommending 96
scenario modeling 400
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about 108
account provisioning and and identity
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diagrammatic representation 108
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quotes, from Security managers 113
roles, designing 114-118
threats, reacting to 123
security, element details configuration
attributes, blocking 298
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navigation paths, setting up 289
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Security Governance
about 107
security balanced scorecard 108
system wide advise 124
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Security Group Authorized Role 44

security groups
about 44

FIN Confidential business information 48

FIN Routine business information 48

HR Confidential business information 48

HR Personal Information 48
HR Public 48

Sales Confidential Business Information 48

Sales Routine Business Information 48
Seibel 320
sensitive access control 248
service desk administration
about 100
problem details 103
problem details, packaging 104
support workbench 102
Signing Officers 14
simulation model
about 252
goal 253
Smart View 58
SOX 405
specification
about 374
defining 375, 376
Spend Analyzer dashboard
about 71
metrics 72
SQL procedures, PCG
creating 300, 301
standard reports
about 442
Assessment Activity Detail 442
Assessment Detail 442
Certification Detail Report 442
Control Detail 442
Issue Detail 442
Issue Detail - As of Date 442
Issue Remediation Cycle Time 443
Risk Detail 443
Risk Level Reduction 443
Risks by Open Issues 443
Treatment Cost Benefit 443
standard sensitivity classifications
about 45
confidential business information 47

personal information 46

private information 46

public information 46
Statement of Applicability 309
Status of Compliance by Regulatory

Requirements report 232

Strategy Hierarchy 26
Strategy Hierarchy Membership 26
Strategy Map 26
Sub Certification applications 12
submenus 114
substance

about 374

defining 376, 378
summary graphs, TCG controls

bar graph 264

pie graph 264
Summary of Aggregated Deficiencies

report 232

super user rights 239
Supervisory review process 394
supplier 375
Supplier Performance dashboard 73
survey and interview management 140
survey choice sets

managing 191
survey questions

managing 190, 191
survey templates

about 192

deleting 195

managing 192, 193

questions, adding 194, 195
Sustainability Course Category 41
system wide advise 124

T

Tablespace encryption 331
TCA model 341
TCG
about 257
model, creating 258
transaction controls, maintaining 257
transaction controls, setting up 257
TCG controls
Defined control 258
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Pattern control 259

testing 260, 261
TCG controls, testing

controls, monitoring 263

corrections, implementing 261, 263

reports, generating 265

summary graphs, reviewing 264
TCG model

attribute 258

business object 258

creating 258

permanent results 258

temporary results 258
TDE Tablespace Encryption 331
Test Bank 36
testing phase, Audit and Compliance

process 17
testing workflow 177
Threat and Vulnerability Matrix 123
Title VII of the Civil Rights Act 50
top-level menus 114
Trading Community Architecture. See TCA
model

Trading Community Architecture tables 325
Transaction Controls Governor 11
transparent data encryption

about 330

Column encryption 331

Tablespace encryption 331

U

UK Corporate Governance Code 2010 408
Uniformed Services Employment and
Reemployment Rights Act (USERRA)
50
Universal Content Manager (UCM) 51 41
user-defined attributes (UDA)
creating 419, 420, 422

user profile, for regional code
setting up 430
US Sarbanes Oxley Act of 2002 (SOX) 136

\'

valid configuration
maintaining 98
managing, Applications Manager used 98,
99
managing, Enterprise Manager Application
Management Pack 99
Val IT Framework 86

W

Waste Electrical and Electronic Equipment
Directive. See WEEE
WEEE 372
whistle-blower complaints
processing 80
Whistle-blower protections
about 79
iSupport, configuring 81
iSupport, setting up 81
template, creating 82
White Collar Crime Penalty Enhancement
Act of 2002 407
Workflow business events 385
Workflow Notification system 385
Workforce Development dashboard 76
Workforce Profile dashboard 76

X

XML gateway 385
XML publisher 385

Z

User Management (UMX) zoom 290
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provisioning workflows 120
registration processes 119
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