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Introduction

Tle enterprise begins when you carefully put the first two computers
together, and complexity grows with every step thereafter. Haphazard
IT building practices can easily lead to an enterprise network that is poorly
planned or composed of random, one-off projects undertaken as standalone
goals. An e-mail consolidation project can unexpectedly derail concurrent
licensing projects intended to vastly reduce expensive software licensing
costs by carving the authentication domain into separate silos unable to
share resources. A server virtualization project may run into difficulties if
not coordinated properly with server consolidation projects to make sure
that sufficient bandwidth and host resources are available when systems are
transferred from physical to virtual states.

Obviously, these scenarios are simply examples of potential conflicts that
may occur when enterprise realignment and cost-saving strategies drive inde-
pendent projects without coordination and guidance at the strategic level.
Many other conflicts are much more subtle and not apparent until well along
a new path, such as an incompatibility between communications protocols
that support new equipment or a lack of executive support that leaves adop-
tion of enterprise practices in a loose “opt in by choice” state.

After reading this book, you’ll have a better grasp of the interconnected
nature of enterprise architecture realignment. We hope the information we
provide encourages you to look around your own enterprise and find some
low-hanging fruit opportunities for quick savings or other proof of value to
help develop executive support for additional changes. Few enterprises lack
such opportunities because technology and its uses tend to fall into stable
practices users describe as “the way we’ve always done it” rather than
changing to adopt the best or most efficient ways.

About This Book

This book is not a checklist for efficiency, although it does present some
strategies that may improve cost and operational efficiencies. It is not a step-
by-step guide that will lead to a secure and risk-free network, although it pro-
vides some examples of projects that may help to reduce risk. Instead, this
book introduces you to enterprise architectural planning from the theoretical
viewpoint and then drills down to the meat and bones of enterprise technolo-
gies and functions.
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You should recognize elements of your own environment reflected here and
take advantage of my past experience in dealing with challenges faced during
realignment, consolidation, and other re-engineering practices within an
extended enterprise network. Although the content of this book is suitable
for globally distributed enterprises of significant scale, the topics covered are
useful for resource and availability planning in networks of any size.

Conventions Used in This Book

This book is, after all, a reference book, and we expect that using conven-
tions will make it easier for you to find exactly what you’re looking for by
quickly scanning through chapters. The conventions for this book are as

follows:

v ltalics emphasize important terms the first time they’re defined.

v Web site addresses, or Uniform Resource Locators (URLs), are provided
for Web sites referenced in this book and appear in a special typeface,
such as www . dummies . com.

v Because the Web is such a dynamic environment, provided URLs may
change at any time.

What Vou're Not to Read

In order to make a technical topic more interesting, we include interesting
tidbits of information and anecdotes based on our professional experiences.
You can find this information in sidebars throughout the book. You don’t
have to read the sidebars to understand IT architecture, but if you do, we
hope you find them as interesting as we do.

Occasionally, we're guilty of outright techno-babble, but fortunately we mark
those discussions with Technical Stuff icons so that you can skip right over
them if that sort of thing makes your eyes glaze over.

Foolish Assumptions

We assume this book is going to be read by CIOs, chief architects, network

planners, IT operation managers, and front-line technical implementers. We
don’t delve deeply into specific technologies, but instead present consider-
ations for integration of whatever technologies are already in place.
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We also assume that you're not looking for someone to tell you exactly what
hardware and software to buy. We won't tell you that open-source is the best
solution for every problem, any more than we’ll suggest that a particular
vendor’s commercial off-the-shelf line of products is best. In general, the best
choices for technology are based on those already in place and familiar to
users and support staff alike.

Finally, we assume that you need help identifying areas of focus and strate-
gies for sustaining your enterprise year to year in the face of constant tech-
nological evolution. We trust this will spark many ideas you can leverage
toward management of your extended enterprise. By starting at the theoreti-
cal level and progressing through the book into ever-more-direct technology
approaches and strategies, you can develop a better framework for evalua-
tion of your own enterprise setting.

How This Book Is Organized

We divide this book into several parts based on topic. The following sections
describe what you can expect to find in each part.

Part I: Developing the Architecture

Part I establishes the fundamental concepts of what defines an enterprise
and then examines the value provided by this definition.

Part II: Defining the Role
of IT Architecture

Part Il addresses the identification of challenges and advantages in enterprise
reconfiguration. It further examines the need to prove value to the organiza-
tion as a result of change.

Part I11: Creating an Enterprise Culture

Part Ill discusses the fundamental aspects of identity management, develop-
ing an enterprise culture, and specific collaborative options that can be used
to reinforce this cultural evolution.
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Part IU: Developing an Extended

Network Enterprise

Part IV covers elements of a distributed network and its resources, identify-
ing areas of planning that must play a part in enterprise reorganization and
long-term operational strategies.

Part U: Obtaining Value beyond
the Basic Enterprise

Part V examines technical considerations and projects that may or may not
apply to some enterprises, although many of the strategies listed can be
applied at any level.

Part Ul: Protecting the Enterprise

Part VI defines strategies for protecting resources and services within the
enterprise network environment.

Part VlI: The Part of Tens

Part VII offers lists of ten useful items in enterprise architectural planning,
together with references to areas of the book focusing on each.

Icons Used in This Book

A\

WBER
‘x&
&

The familiar For Dummies icons offer visual clues about the material con-
tained within this book. Look for the following icons throughout the chapters:

Whenever you see a Tip icon, take note and pay particular attention. Tips
address special-case items or strategies that come up often.

The Remember icon points out key concepts that will be helpful in under-
standing later topics in this book. And here’s your first thing to remember:
There is an online cheat sheet for this book that you can find at www .
dummies . com.
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§§‘ Warning icons draw your attention to potential pitfalls and particularly diffi-
cult challenges. Pay attention to these factors in your enterprise because they
have a habit of coming back to bite you.

Although this book attempts to avoid advocating specific technologies or
alternatives in favor of a more generally useful examination of architectural
strategies appropriate to any enterprise, technical details are indicated with
a Technical Stuff icon. These items may prove of greater use to implementers
than to pure strategists, but you will likely wear many hats over the course of
enterprise realignment. It can’t hurt to review a few technical details!

Where to Go from Here

The goal of this book is to get you thinking about your own enterprise and
the opportunities it presents to the users, partners, and clients who access
its resources. You don’t have to read this book cover-to-cover, although

you can, if you want. Either way, we hope that you walk away with dozens of
ideas for improvements in your own setting, whether your server room is a
converted broom closet or you support hundreds of thousands of users scat-
tered around the globe.
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In this part . . .

rlis part offers a high-level overview of enterprise
architecture. If you're not intimately acquainted
with the topic of enterprise architecture, you may find
this part particularly helpful. In addition to covering
basic concepts, we include guidelines for determining
success and preventing failure, establishing proper

IT governance and management practices, and using
enterprise architecture frameworks.
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Planning for Enterprise
Realignment

In This Chapter

Defining the enterprise

Defining success

Preventing failure

nformation technology (IT) is everywhere in the business world, and

you’d be hard pressed to find a business larger than a sole proprietorship
that does not utilize some type of IT. When an IT decision is made, its effect
can be felt throughout the organization. Poor decisions, such as those made
without consideration of the impact on other elements of the enterprise, can
create both immediate and long-term problems.

In this book you focus on enterprise architecture strategies and mechanisms
that support both immediate and long-term (three to five years) planning.
These strategies are used successfully in all types of enterprises, including
small to mid-sized offices, educational institutions, and global commercial
enterprises.

Defining an Enterprise

NBER
\x&
&

The enterprise is a fluid term encompassing all technologies and tech-related
policies that relate to services provided to clients, partners, and customers
during operation of the organization. The more the enterprise interconnects
elements, the more it becomes like a living organism — growing to meet
emerging opportunities; consuming resources for sustenance; and generating
piles of outdated, outmoded, or outright broken equipment that must be dis-
posed of carefully. The enterprise requires planning to control its growth into
useful areas, guidance to maintain its security and integrity during operation,
and leadership to face the myriad personal preferences users will bring to
their expectations of service value and function.
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The strategies you explore in this book enable the enterprise to be stable but
agile, which allows for both continuity of operations and the integration of
new technologies.

Finding the Best Solution

There’s no perfect solution, no one-size-fits all strategy for enterprise archi-
tecture. As long as the technology meets the requirements, performs effi-
ciently, supports business processes, is cost-effective, and can be supported
and maintained, it’s an acceptable solution, perhaps even a good one. There
is no “best” technology, only the best technology for your enterprise.

Technology supports business, not the other way around. Technology should
support business processes and align with strategic goals of your organiza-
tion. Your technology choice should not limit your organization’s functional-
ity or future goals.

The strategies you look at in later chapters will help you make the right deci-
sions for your organization, minimize cost, foster long-term planning capabili-
ties, and create a stable and agile enterprise.

Providing Leadership

To be an effective enterprise architect, you must provide leadership for the
decision-making process; understand the impact generated by each technol-
ogy selection; and facilitate communication of strategies, policies, and con-
trols to implementation staff and clients.

An enterprise architect must possess both business alignment and broad
technological skills in order to filter through user requirements and separate
user preferences (“wants”) from requirements (“needs,”) while also seeing
past the technobabble jargon that tech savvy clients and IT staff members
often use when dealing with normal mortals.

As an architect, you must identify future technology trends, up-and-coming
opportunities, and evolving security requirements to ensure that the
current-state enterprise is properly prepared to meet emerging solutions and
technologies. If not planned carefully and tested thoroughly, integrating new
items like the immensely popular Apple iPad can be catastrophic on enter-
prise networks.
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You must have the strength of vision necessary to stand firm and persuade
concerned individuals and key stakeholders that some choices have got to be
made from a larger perspective in order to reap the greatest benefits for the
organization overall. You must be able to speak comfortably with chief officers
and end-users, but also have sufficient technical credentials and understand-
ing to be taken seriously by front-line technical staff members.

The worst thing you can do is present strategies to technical implementers
and display a lack of real-world implementation experience, without suffi-
cient updated and personal technical ability to be taken seriously. When lost,
respect and support from the IT geeks may be impossible to recover, and
the best possible strategies ignored or circumvented as a result. To perform
effectively, you are obliged to continually extend your own IT skills through
study and training. A purely nontechnical managerial staff member should
never attempt to dictate technical policies or strategies because they lack
understanding of the complex web of interconnection that forms the modern
enterprise network.

The technical lead who fails to keep his skills current rapidly becomes a non-
technical lead due to the rapid evolution of both technologies in use and the
manner in which they’re consumed by clients and knowledge workers. As an
example, consider an IT architect whose skills were developed prior to the
evolution of service-oriented architectural design, cloud computing, virtu-
alization of storage and hardware, VDI implementation, Green IT initiatives,
privacy and encryption regulatory mandates, and a myriad of other emergent
options. This architect won’t be able to effectively recognize the potential
value these technologies can add to the organization’s operations —

or understand the limitations, cost, and impact of integrating them into the
existing enterprise.

We discuss many of the IT leadership roles that may be present in an enter-
prise architectural project, together with a review of common IT governance
and architectural frameworks, in Chapter 2.

In the Traditional Enterprise, Everything
May Be Independent

NG/
Q\“\ H

Many organizations still have traditional networks that are structured the
same way they were 10 or 20 years ago — often due to a lack of technical
knowledge update within the senior technical staff members, leading to a
simple repetition of the same outdated functionality simply on updated hard-
ware. Even if your organization isn’t that old, chances are that unless modern
enterprise architecture principles were involved in its initial design, you will
still run into some of these old-school issues:

www.it-ebooks.info


http://www.it-ebooks.info/

12

Part |: Developing the Architecture

v Too many resource silos
v Too many platforms

v Too many people with root access

Too many resource silos

In a traditional enterprise, it isn’t unusual for each business unit to maintain
control over its own information systems, including servers, workstations,
data, and even networking hardware. Along with information systems, each
unit also has its own technical personnel, makes its own purchases, and is
responsible for backing up its own data. In essence, each business unit is its
own autonomous network. This autonomy creates difficulties when anyone
tries to access resources in another silo or share data between business
units. It also leads to excessive duplication of resources and efforts, as each
unit may have its own database server, file server, or e-mail server. As an
example, | (Kirk) have seen multiple million-dollar-plus document imaging
systems implemented by different business units using incompatible technol-
ogies, only because there was no enterprise-level coordination of an IT proj-
ect portfolio. As enterprise architect, one of your tasks will be to consolidate
these resource silos into a single, centralized data center.

Because local silos of information resources create inefficiencies and barriers
to architectural design, we address the elimination of silos in many chapters
throughout the book. Deal with this pervasive problem early in enterprise
planning.

Too many platforms

In information technology, a platform refers to a hardware or software frame-
work. Examples of platforms include operating systems, hardware, program-
ming environments, database management systems, and desktop or server
configurations. In the old-school enterprise, you may find that many different
platforms are in use. Administrators all have favorite technologies, and without
a directive for standardization, administrators will push management to pur-
chase these favored technologies. You may have to deal with a wide variety of
operating systems, both server and workstation; multiple database solutions;
or each programming team using a different programming language.

Another task will be to standardize platforms, which requires your vision and
understanding of the organization’s business requirements in order to keep
the realignment process going even through the conflicts that will surely
arise.
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Chapter 3 includes an examination of technology standardization and its
attendant benefits. Standardization is also key to adoption of new technolo-
gies enterprise-wide and to disaster recovery procedures, where complexity
and customization can extend the recovery window significantly.

Too many people with root access

Often, too many administrators have high levels of administrative access.
This type of access is referred to as root, superuser, enterprise admin, super-
visor, or admin, depending on the operating system or application in use.
These accounts may even be used as the administrator’s normal logon
account, in defiance of security best practices. Unfortunately, root accounts
are sometimes considered a status symbol and an indicator of the organiza-
tion’s trust. You may even find that nontechnical staff possesses this access.
Managers may insist on root access simply because they’re managers or
because they want to keep an eye on their administrators, even though they
don’t have the skills or knowledge to actually do so. Yet another of your
tasks will be to remove root access from people who don’t truly need it.

In the Modern Enterprise,
Everything Is Connected

You can’t decide on one particular technology without considering how
it will affect all other technologies used in your enterprise now and in the
future. For example, the selection of a new e-mail platform may seem simple,
but it affects more than just how users get their e-mail. It also concerns the
following:

v Directory services and authentication

1 Network fax or voice mail solutions

v Instant messaging solutions

v Existing and future e-mail integrated applications

v Backup and recovery

v Data storage

v Security solutions
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Selecting a particular application or programming language can affect your
enterprise’s future agility and impact business operational procedures. You
have to base your technology selection on more than just user requirements
and cost analysis; it must align with your organization’s strategic business
plan. Unless you have full understanding of both technical and business
requirements, you risk limiting your organization’s options. This understand-
ing is necessary for success.

We discuss common collaborative technologies in Chapter 8. However, these
technologies are not alone. A central set of standards should drive selection
of platforms, standards for interoperability and communication, identify and
access management, and all other functions within the enterprise to ensure
that you can effectively integrate all existing functionality as well as newly
emergent options into the enterprise fabric.

Defining Success

A\\S

To be successful, enterprise architecture must provide value to the organiza-
tion. Change for the sake of change alone is counterproductive.

Although some criteria for success may be specific to your organization,
enterprise architecture may generally be considered successful if it does the
following:

v Reduces support and operational costs

v Defines technical standards

v Reduces risk

v Improves continuity of operations

v Reduces undesirable redundancy while retaining fault tolerance

v Facilitates business processes

v Allows for a clear upgrade path to future technologies
These indicators are all fairly straightforward, but another sign of successful
enterprise architecture is that the organization sees it as valuable. Because
enterprise architecture can have a significant effect on your organization’s
current and future capabilities and opportunities, your organization needs to

be aware of the value provided by the architecture so that costs remain justi-
fiable in the overall business plan.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 1: Planning for Enterprise Realignment

Using Maturity Models

Maturity models measure how your organization is progressing through an
improvement process, and they’re used extensively in process improvement,
project management, and software development. The models consist of a
number of levels, and as your organization matures and improves, it moves
up in level. For example, the lowest level of maturity may be None, but when
your organization begins to establish processes, even informally, it rises to
the next level, which may be Informal or Initial. This process continues until
the final level is reached, which is usually Continuously Improving, Audited,
Measured, or something similar to indicate that the process is reviewed.
Carnegie Mellon’s Capability Maturity Model Integration (CMMI) is an exam-
ple of such a model.

You can also use maturity models for enterprise architecture. Following are
some of the more well-recognized enterprise architecture maturity models:

v Carnegie Mellon - Capability Maturity Model Integration (CMMI) (www .
seil.cmu.edu/cmmi)

v National Association of State Chief Information Officers (NASCIO) -
Enterprise Architecture Maturity Model v1.3 (www.nascio.org/
publications/documents/NASCIO-EAMM.pdf)

v United States Department of Commerce - Enterprise Architecture
Capability Maturity Model (ACMM) v1.2 (ocio.os.doc.gov/
ITPolicyandPrograms/Enterprise_Architecture/
PRODO01_004935)

v United States General Accounting Office - Enterprise Architecture
Maturity Management Framework (EAMMF) v1.1 (www.gao.gov/new.
items/d03584g.pdf)
N Maturity models are undoubtedly useful, but you may find that no published
maturity models are a perfect fit for your organization. If that’s the case, tailor
the maturity model to your organization.

Preventing Failure

\NG/
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R Unfortunately, not every enterprise architecture project is successful, but how

do you know if you're on the path to failure? Some of the indicators to watch
for include
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1~ Allotting too much time to respond to problems and too little to plan-
ning and actually architecting. If you're constantly putting out fires,
you can’t make progress.

v Poor leadership skills. To be an effective enterprise architect, you must
be a leader. It isn’t enough to have the technical knowledge; you must
be able to take charge when necessary, foster open communication, and
think strategically.

1 Neglecting to include business staff. Remember that information tech-
nology supports business processes, and you must include business
staff in enterprise architecture decisions in order to ensure that technol-
ogy is aligned with business goals.

v Lack of executive support. For any enterprise architecture project to
succeed, it must have the support of executive staff. Executives have got
to understand the value of enterprise architecture so that they can pro-
vide proper support. When your executives back the project, corporate
culture dictates that the changes to come are not optional.

If you notice any of these problems, it may be time to take a step back and re-
evaluate your methods.
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Chapter 2

Exploring Tasks, Roles, and Tools

In This Chapter

Discovering common tasks

Identifying enterprise architecture roles

Investigating enterprise architecture frameworks

n transforming the theoretical concept of the enterprise into concrete

components, the enterprise architect brings together a wide assortment
of business guidelines, rules, and framework elements. You may work alone
or as the head of a team, depending on the enterprise’s size and complexity.

In this chapter, I identify common enterprise architecture tasks and the oper-
ational roles responsible for them. I also explain the rich set of tools for the
enterprise architect: information technology governance, enterprise architec-
ture frameworks, and project management techniques.

Examining Common Enterprise
Architecture Tasks

A\

As an enterprise architect, you perform many tasks when you design and
implement an enterprise architecture plan, and those tasks vary widely in
scope and focus. For example, finding ways to align technology and business
needs is a high-level strategic task, whereas determining which anti-malware
product to use is more of a focused operational task. The exact tasks depend
on the organization and the scope of the plan, but the following sections list
some general tasks that the architect should do.

As you read through the following sections, make notes regarding the rel-
evancy of each task to your business environment. That’ll help you identify
what you need to do when you implement your own enterprise architecture
plan.
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Identifying data requirements

An organization’s business processes are built around its data, and changes
to the way data is handled (for example, how it’s input, stored, moved,
archived, and eliminated) can improve (or harm) those processes. To ensure
that changes result in improvement, you must incorporate the organiza-
tion’s data requirements into the plan. Start by identifying the following three
items:

v Classifications of data used by the organization. This determines the
appropriate security measures.

1 Location of the data, such as on desktop computers, on servers, or in
databases. This identifies redundancy.

v Users of the data, including employees, customers, partners, or the
general public. This aids in defining security controls and mechanisms
for availability and access management.

Integrating existing resources

Technology resources, including everything from servers to applications and
the people who manage them, are used to support business processes. You
must identify the resources currently in use in order to see whether they’re
being used effectively and whether they’ll be integrated into the new archi-
tectures. Even resources that are not the “best” choice may need to be inte-
grated into the new architecture for legal, regulatory, or contractual reasons,
or because they’re impractical to replace in a short time frame.

You also have to identify embedded systems, such as security systems, tele-
communications systems, network infrastructure components, and highly
specialized systems like medical or manufacturing equipment that you may
integrate into your new architecture. These systems have special security
needs that are often overlooked, such as hard-coded device authentication
mechanisms or fixed communications protocols used for device-to-device
coordination of large SCADA environments.

Defining technical standards

It’s the enterprise architect’s responsibility to define the organization’s fech-
nical standards, which are the rules and guidelines that the organization uses
when making decisions regarding information technology and related acquisi-
tions, procedures, configuration specifications, and policy.
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Here are some examples of technical standards:

v Workstation and server configurations, including fair use and storage
limitation policies.

v Approved software, from operating systems to business productivity
suites, including malware defense policies.

v Network hardware components, such as routers and switches, together
with remote access and mobile access policies.

v Application development methodologies, including policies for docu-
mentation and code review.

v Networking and communication protocols, in addition to VPN and
RADIUS policies.

These standards are also used when your organization creates or modifies
information security and computer-use policies.

Justifying changes

Enterprise architects make changes that have the potential to affect every
employee in an organization. So you must ensure that changes aren’t made
simply for the sake of making changes. Changes have to provide value to

the organization in some fashion, such as direct cost savings, reduction in
administrative overhead, or improvements to business processes. (Chapter 4
shows you how to find value in architecture, particularly standardization and
consolidation initiatives.)

Communicating effectively

Designing and implementing an enterprise architecture plan involves so
many tasks that you may need more than one architect to complete them.
Communication is essential to all phases of enterprise architecture planning.
You must explain the benefits of the plan to the stakeholders (interested and/
or affected parties) in both technical and nontechnical terms. In addition,

the enterprise architect has to develop plans that define how changes will

be communicated to the users, how directions will be communicated to the
implementers, and how feedback will be gathered from everyone.
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Knowing the Roles of Enterprise
Architecture

The larger the enterprise, the more difficult it can be for a single person to
manage all the tasks that must be performed when structuring an IT archi-
tecture. It isn’t uncommon for multiple architects, each with a particular area
of expertise, to work together under a chief architect. The following sections
identify some of the types of architects that are commonly found in medium
to large organizations.

Chief architect

The chief architect identifies opportunities for improvement in technology
and ensures that technology aligns with business requirements. Depending
on the structure of the organization, a likely candidate for the chief architect
is the CIO (Chief Information Officer). The CIO should have the background
to move effortlessly between business and technology and be able to commu-
nicate equally well with executives and technical staff while aligning technol-
ogy selections with business requirements.

In addition to the general tasks discussed in the “Exploring Common
Enterprise Architecture Tasks” section, earlier in this chapter, the chief
architect is responsible for the following specific tasks:

v Identifying and analyzing risk factors, such as the potential of exposing
protected data or creating security vulnerabilities during transition from
one solution to another

v Acting as the final arbitrator in solution negotiation for conflicts that
arise from changes

v Providing leadership

Essentially, the chief architect is the individual ultimately responsible for
planning, directing, and monitoring the process of enterprise architecture
and its associated business processes and technologies.

QNING/ Significant problems can arise in the project if the chief architect’s techno-

Y logical knowledge is lacking or is out of date. Lack of personal technical skills
may cause the architect to make uninformed decisions or rely too heavily on
advice from others who may have their own personal agendas. Similarly, a
lack of soft skills may impair effectively aligning technologies with business
needs or prevent conveying the value of technical changes to nontechnical
stakeholders.
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Several operational roles support the chief architect. They require special-
ized knowledge and skills that the chief architect may not possess or have
time to use.

Lead architect

Typically found only in larger enterprises, a lead architect provides assistance
and support to the chief architect. Acting as the chief architect’s executive
officer, the lead architect may attend meetings and resolve issues in the chief
architect’s place, which requires close communication with the chief architect.

The lead architect’s other duties may include

v Leading implementation teams
v Establishing operational standards

v Coordinating change management

Technology architect

A technology architect is useful when the enterprise involves multiple tech-
nology solutions, and members of this role must have extensive knowledge
of the enterprise’s infrastructure and technology requirements. Technology
solutions must meet the organization’s operational requirements. As a result,
the technology architect is concerned with elements such as the following:

v Network components, including routers, switches, and firewalls

v Enterprise software solutions, including e-mail, messaging, and content
management

v Computing platforms and operating systems

v Integration of dissimilar technological components into a single func-
tioning architecture, such as servers with different operating systems or
a mixture of open source and commercial enterprise applications (see
Chapter 3)

Software or application architect

A software or application architect is responsible for higher-level aspects of
application design and development, ensuring that they’re aligned with the
chief architect’s plans and the organization’s business processes. The duties
of the application architect include, but aren’t limited to, the following:
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v Determining the software development process to use
v Creating application deployment strategies
v Integrating applications

v Providing data resource management and coordination between soft-
ware development and resources managed by the data architect role

v Specifying requirements for reusable components

The technology architect and the application architect must work very closely
together to achieve proper integration of applications and infrastructure.

Business architect

A business architect may be necessary for organizations with complex line-of-
business applications (critical applications that are crucial to the operation
of the business, such as inventory control); e-commerce solutions; or execu-
tive information systems such as business intelligence software, dashboards,
and decision support systems. This architect’s primary duty is to analyze
business processes and strategies and determine the related technology
requirements. Here are some examples:

v Identifying the need for a customer relationship management (CRM)
solution and determining its appropriate use

v Deciding whether to extend the organization’s intranet to business part-
ners, thereby creating an extranet

v Identifying the need for a network fax solution to replace standalone fax
machines

Data architect

A data architect is a highly specialized role that may be necessary in organi-
zations that have large amounts of data, utilize business intelligence or data
warehousing solutions, or receive data from multiple sources. The data archi-
tect performs data management functions such as these:

v Analyzing the organization’s data requirements and designing appropri-
ate data repositories (as in data modeling)
v Creating and maintaining data dictionaries

v Defining and designing the flow of data internally (between applications)
and externally (to and from a customer or partner)

v Planning data migrations

v Providing guidance to database administrators
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Outsourcing and offshoring

Your organization may find that it doesn’t have
personnel with the necessary skills or knowl-
edge to fulfill the supporting architect roles or
to implement the plans. When this challenge
occurs, the organization can choose to either
outsource roles in which skills are lacking or
train its employees to fulfill those roles.

In general, you should outsource only if there is
a benefit beyond cost-saving, as the initial cost
of outsourcing is often lower but the long-term
costs are greater. Additional benefits to out-
sourcing may include the following:

v Allowing your organization’s IT staff to be
trained while contractors handle migration
to or implementation of a particular tech-
nology

v Adding legitimacy to compliance or secu-
rity audits by having them conducted by an
uninvolved entity

v Avoiding internal bias and preference
during technology testing

v Saving time and cost training employees in
skills that won't be used except during the
migration

Outsourcing firms may in turn outsource some
of their functions, requiring all contracts involv-
ing sensitive data to have provisions restricting
secondary outsourcing.

Even if benefits exist, be cautious if you're con-
sidering outsourcing enterprise architecture
functions to an offshore company (a practice
called offshoring) for the following reasons:

v+ Some laws and regulations restrict where
sensitive data can be moved or stored, par-
ticularly to foreign countries. This limitation
may prohibit offshoring any functions that
deal with protected data.

v Your organization’s internal operational
mandates or contractual obligations may
also place restrictions on the capability to
offshore some functions.

v Prosecuting legal action across geopo-
litical boundaries can pose a problem for
businesses whose data becomes exposed
in foreign countries.

\3
P The data, application, and business architects work closely together to ensure

that data and application requirements are complementary and support busi-
ness Processes.

Using the Right Tool for the Right Job

“The right tool for the right job” is a well-known principle in construction
that has spread to information technology. This adage also applies to enter-
prise architecture, and the right tools for that job are these:
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v IT governance

v Enterprise architecture frameworks

v Project management
These three tools are distinct elements, and you should keep them as separate
as possible. While you may have some overlap in personnel, ideally the same

individual or team is not in charge of all three because the skills and knowl-
edge needed for each of these elements vary widely.

IT governance

You can’t make technology-related decisions in a vacuum; you must coordi-
nate and communicate with other business roles. You have to skillfully and
consistently manage technology so that all IT decisions align with strategic
and operational business requirements. This management is referred to as
information technology governance, and it helps to ensure the following:

v Communication among the following organizational roles, with regard to
information technology:
e Strategic (chief officers, vice presidents, directors)
¢ Operational (managers, team leaders, partner representatives)
¢ Infrastructure (technology implementers, training staff)
v Technological decisions in alignment with business requirements
v Mitigation of IT risks
v Proper management of technological resources
v IT performance measurement
IT governance has many models, each with its own strengths, weaknesses,

and specific areas of focus. The following sections introduce a few of the
best-known models.

Technology doesn’t determine business mandates; business mandates deter-
mine technology. IT governance helps make sure that technology and busi-
ness align.

coBIT

Control Objectives for Information and related Technology (COBIT) is a highly
detailed governance model developed by the Information Systems Audit and
Control Association (ISACA) and managed by the IT Governance Institute
(ITGI). COBIT defines control objectives (high-level requirements) for 34
processes to assist with managing and controlling information in order to
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support business objectives. It also provides guidance on using metrics to
determine a maturity model for your organization’s IT processes.

ITiL

Developed by the Office of Government Commerce (United Kingdom),
Information Technology Infrastructure Library (ITIL) is a framework of best
practices covering IT services and operations management. This model
requires strong management support and commitment, and it may take three
to five years to implement fully. Proponents of ITIL are currently working

to adapt its use for “black box” cloud computing service environments. For
more information, visit wow.itil-officialsite.com.

ISO/IEC 38500:2008

ISO/IEC 38500:2008 is a standard for IT governance, published by the
International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC) in 2008. This high-level standard provides
guidance to management on the role of the governing body and the use of
information technology in your organization. It’s applicable to public, private,
and not-for-profit corporations, as well as government entities, regardless of
size. The ISO Web site offers more information on this standard:

www.1s0.0rg/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=51639

Enterprise architecture frameworks

Formal architecture supplies guidance, verification, and structure for
long-term enterprise viability. In support of this goal, formal frameworks
have developed criteria that you can use to establish value from proposed
changes to the enterprise. Many frameworks exist, but the following sections
describe some of the more well-known ones.

Not every framework is a one-size-fits-all model. Some organizations may find
it beneficial to mix and match elements from multiple frameworks to suit a
specific environment.

A number of more complex frameworks, such as those in the following sec-
tions, may require training to implement effectively; your organization may
want to consider bringing in a trained or certified consultant for assistance
with the appropriate framework. A number of enterprise architecture certifica-
tions are available, including both framework-specific certifications (Zachman
and TOGAF), which are managed by the developing organizations, and vendor-
specific certifications, such as Microsoft Certified Architect and Sun Certified
Enterprise Architect. In addition, some educational institutions, such as The
Ohio State University and California State University, offer certification and
training as part of their continuing education or engineering programs.
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Zachman Framework

The Zachman Framework is a high-level model developed by the Zachman
Institute. It contains no methodology or processes; instead, it focuses on
views, definitions, relationships, and objects, both physical (such as equip-
ment or facilities) and conceptual (such as a business unit or an enterprise).
It asks the simple questions of who, what, how, when, where, and why as
they apply to concepts such as scope, business processes, requirements,
solutions development, and deployment. The Zachman Framework is an
excellent starting point for mapping out architecture processes and for iden-
tifying gaps. More information on the Zachman Framework is at www .
zachmaninternational. comn.

TOGAF

The Open Group Architecture Framework (TOGAF) was developed by the
Open Group, a platform-neutral, vendor-neutral consortium whose mem-
bers include vendors, colleges and universities, and technology companies.
TOGAF consists of a methodology as well as a modeling system and is
compatible with other enterprise architecture frameworks. Its architecture
development method begins with analysis and ends with an implemented
enterprise architecture. For more information on the TOGAF framework, go
to www. opengroup.org/togaf.

FEAF

The Federal Enterprise Architecture Framework (FEAF) is designed for federal
agencies. FEAF includes comprehensive modeling and methodology compo-
nents that are designed to work in highly complex environments. Its model-
ing components focus on business; IT system components, technologies, and
standards; data; and performance. Its methodology includes analysis, defini-
tion, funding, and project management. The FEAF may not be useful to pri-
vate sector companies unless they do business with the federal government.

The Chief Information Officers Council Web site at www.cio.gov/library_
category2.cfm/structure/Enterprise%20Architecture/category/
Enterprise%20Architecture has more information about FEAF, including
guidelines and tools.

Gartner Enterprise Architecture Framework

Gartner Research, a well-known IT research and consulting organization,
developed the Gartner Enterprise Architecture Framework to work with both
commercial and open source environments. The framework provides a model
for examination of business, information, and technology requirements and
concerns in the overlapping context of both enterprise architecture and busi-
ness. While it may not have as many reference guides as some other frame-
works, it’s supported by a large body of ongoing research. More information
about this framework is at www.gartner.com.
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Gartner provides research and advising as a commercial, fee-based service. In
my experience, it has proven to be an excellent resource for medium to large
enterprises.

Project management

Project management involves breaking projects into planned stages, each
with its own specific activities and requirements, identifying roles, and bud-
geting costs. General project management elements include

v Initiation

v Planning

v Implementation
v Monitoring

v Completion

General project management approaches may, in some cases, have greater
benefit than a formal project management methodology that’s highly focused
on a specific area such as quality control or constraints.

Project management methodology

The chief architect (and the lead architect, if that role exists) needs experi-

ence with some type of formal project management methodology or at least
needs to be comfortable with project management concepts. The size of the
enterprise and the level of complexity of the project determines the level of
management used. For example, small changes may not need a comprehen-
sive risk analysis or approval by the change advisory board.

Some organizations, particularly larger ones, have a Project Management
Office (PMO). The PMO primarily provides guidelines, standards, and docu-
mentation on the organization’s project management processes, and metrics
for measuring project success. The PMO may work as consultants with unit-
level project managers, providing guidance and training, or may directly
manage projects throughout the organization.

Project management across the enterprise involves development of a portfo-
lio of all resources, constraints, service level agreements (SLAs), and other
factors that may constrain or facilitate the successful completion of indi-
vidual enterprise architectural projects. The PMO acts to develop metrics for
measuring success, developing scoping constraints and completion criteria,
and establishing milestones and project terminus to avoid the “never-ending
project.” The portfolio can act to consolidate similar projects and identify
opportunities where new technology implementation may prove more cost-
effective than continuing support for legacy systems, and other similar func-
tions to improve the effectiveness of your efforts.
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Project management methodologies

There are several types of formal project man-
agement methodologies, the most comprehen-
sive of which include the Project Management
Institute’s (PMI) Project Management Body
of Knowledge (PMBOK) and the United
Kingdom's Office of Government Commerce’s
(0OGC) PRINCE2. Many organizations choose to
develop their own methodology that's a com-
bination of elements tailored to their particular
environment.

You can also supplement project management
methodologies with techniques and tools such
as these:

v~ Capability Maturity Model Integrated
(CMMI): Process improvement

v Six Sigma: Quality control

v~ Critical Path Analysis: Planning and sched-
uling

v Program Evaluation and Review Technique
(PERT): Task analysis

\\3

The Chief Architect must have a thorough grounding in project management
practices. In any environment lacking a dedicated project portfolio man-
ager or PM Office, the Chief Architect must support this function directly
or through his immediate staff. Project management can’t be buried deeply
in the organization structure if reporting of project criteria for success and

completion is to be accomplished successfully. It is very difficult for a lower-
level functionary to effectively report the failure of a project lead by someone
higher up the organizational food-chain.

Project or program?
Is enterprise architecture a project or a program? Programs and projects are
similar, but they differ in the following ways:

v A program is continuous, whereas a project has a specific end.

v A program is made up of integrated projects.

v A program focuses on improving business processes, whereas a project

focuses on individual deliverables.

Because the process of enterprise architecture is complex, continuous, and
comprised of many integrated projects, it can be considered a program and
is referred to as such throughout the rest of this book.

Multiple projects that are related are also referred to as portfolios, and other
sources may use the term portfolio management instead of portfolios.
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Pondering Platform Pros and Cons

In This Chapter

Understanding the benefits and drawbacks of platform standardization
Solving problems with standardization
Comparing open source and closed source standards

Seeing beyond standards to business requirements

Before you can build or restructure an enterprise network, you must lay
down detailed plans to ensure that the necessary resources are pres-

ent, technologies are both compatible and useful, and the proper infrastruc-
ture is in place to support the enterprise.

This chapter introduces the concept of platform architecture, its benefits,
and the obstacles that lie in the way of standardization. We also discuss open
source versus closed source software and issues with each that you need to
understand when you consider these options.

Standardizing Your Platform — or Not

An enterprise architecture plan is much like a construction blueprint. Just as
the foundation of a building determines whether you will build a shack or a
skyscraper, choice of platform architecture helps you determine what com-
puting environment and administrative methods may work best.

A common first step of architectural planning is to establish suitable stan-
dards for the body of technologies used by the enterprise. These platform
architecture standards can include the following:

v Approved hardware platforms

v Operating systems

v Programming environments (languages and development tools)
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v Database management systems
v Desktop and server configurations
v Mobile technology solutions

v Information worker software suites

Your choice of platform architecture lays the foundation for the construction
of your enterprise and is critical because it both provides opportunities and
places restrictions on the solutions that you may employ. In making your deci-
sion, you need to consider the benefits and challenges of various standards.

Recognizing the benefits
of standardization

Some platform architects choose to go with a single vendor’s product stack,
which includes server and workstation technologies, user productivity suite,
and vendor-specific communication protocols. Others choose to implement a
set of standards upon which they then base purchases. Regardless, standard-
izing platform architecture provides several direct benefits that you can com-
municate to stakeholders:

+* Economy of scale: Buying in bulk is often cheaper, as evidenced by
the popularity of warehouse shopping clubs. Platform standardization
allows your organization to take advantage of bulk discounts when pur-
chasing both hardware and software licenses. Each vendor has its own
volume licensing program, but it’s not unusual to see substantial dis-
counts when the number of licenses purchased becomes large enough.
Alternatively, some vendors offer per-processor, per-seat, or concurrent-
use-limit licenses, which may save a medium to large organization a tre-
mendous amount of money compared to per-user licensing.

v Ease of integration: Standardization also allows applications to be
integrated more easily due to the commonality provided through
specification. Greater commonality means greater ease of both initial
implementation and later upgrade. Whatever platform or standards you
select, ensure that enough compatible vendor or third-party solutions
are available to allow your organization to implement emergent tech-
nologies easily.

v+ Improved efficiency: Users and technical staff can obtain greater
knowledge and proficiency with a smaller number of solutions, thereby
increasing efficiency. Improved efficiency can reduce both training and
staffing needs.
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v Greater support options: Selecting commonly used platforms provides
your organization with a greater level of community support than select-
ing little-used ones. This type of support is valuable when troubleshoot-
ing technical or user issues. Support resources include community,
vendor and developer Web sites, user forums, and customer support
options.

v~ Simplification of future control: Initially, a great deal of effort goes
into the platform selection process as you research and evaluate vari-
ous platforms for use in your enterprise. After you set your standards,
however, future selections are much easier because you only need to
evaluate solutions available within the standard platform. Remember
to include potential future needs when selecting a standard platform in
order to ensure a variety of choices for future purchases.

Platform standardization is almost always beneficial, and we discuss stan-
dardization in more detail in Chapter 4. The next section explores a few situa-
tions where exceptions to platform standardization are necessary.

Overcoming challenges in standardization

Although platform standardization has obvious benefits, as detailed in the
preceding section, you are likely to encounter some hurdles during the selec-
tion process:

v Cost: Replacing existing, working systems is often difficult to justify and
may also be prohibitively expensive for some organizations. So make
sure that your plans allow for evolutionary change to the new platform
as you make new purchases.

v Opposition to change: Opposition to standardization can arise through-
out your organization, whether from business units or key stakeholders.
For whatever reasons, some people may refuse to accept the new speci-
fication, and opposition is more likely to occur when the new specifica-
tion differs greatly from the platform currently in use. (See Chapter 4 for
suggestions on how to deal with opposition to standardization.)

1+ Reliance on existing technology: Your organization may have critical
business solutions that depend on a particular set of technologies:

¢ Applications may rely on a specific operating system or database
management system.
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¢ Business functionality may rely on legacy hardware, such as older
fax or video processing cards that only work with specific comput-
ing hardware.

e Automation and equipment control systems may rely on embed-
ded technology.

Attempting to impose new standards on these types of systems can be
difficult, requiring time and effort, and may also be expensive. In some
cases, standard alternatives may not exist.

v Risk of falling behind the change curve: Changes in both hardware and

software technology come quickly, and new options are always being
offered. By the time the specifications for the new standard have been
approved, new versions of your identified platform may be available.
Alternatively, if an organization transitions to the new technology in an
evolutionary manner, it may find that it is falling behind. Your planning
process must remain flexible to avoid standardizing on what is soon to
be legacy technology.

Educational systems, governmental agencies and other entities with
complex bureaucracy are particularly vulnerable to this hurdle, due to
complex procurement regulations. The time between specification and
purchase can stretch out to months or longer. Even smaller organiza-
tions may need to wait until the next fiscal year for funds to become
available. The “best” selection at the time of specification may no longer
be the best at the time of purchase.

v Differing partner standards: When partner organizations don’t follow

the same standards, difficulties in interoperation between the organiza-
tions can arise. Difficulties may also occur even if similar platforms are
used, but with a different upgrade cycle. A poor platform selection may
have a long-term impact on business opportunities.

The problem of differing standards may also arise during mergers and
acquisitions when the organizations involved use different platforms.
Integration of noncompatible platforms has the potential to cause
disruptions in service as well as incur significant expense in trying to
remedy the problem. Don’t immediately assume that the solution cur-
rently in use is the best one. Instead, examine the technology used in
each organization and select the best and most appropriate one.

v Differing scales of need: The scale of need may vary widely within an

organization, and a one-size-fits-all platform specification may not be
appropriate for the needs of some business units. For example, a small
business unit may find that a personal or workgroup database manage-
ment solution (such as Microsoft Access or Microsoft FoxPro) is most
appropriate because its database needs are limited and enterprise-level
features are unnecessary. Upgrading this unit to a larger, enterprise-
level relational database management solution such as Oracle, Microsoft

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3: Pondering Platform Pros and Cons 33

SQL, or Sybase requires creation of a user interface in addition to migra-
tion of the data. Conversely, allowing the smaller unit to continue to use
workgroup solutions requires additional administrative overhead in sup-
porting both solutions.

Forced standardization within an enterprise can be expensive when exist-
ing nonstandard technologies are already in place. A good example is in the
case of mobile technologies, where users may already have smartphones and
other mobile devices according to personal preference. The elimination of
functional technologies that don’t fit the mandatory standard entails loss of
user preference and additional cost to the organization. However, extending
support skills and synchronization services necessary to include all possible
devices can prove even more costly. In addition, if a standard you select isn’t
based on the most common or most familiar technology option, user opposi-
tion may present new challenges to the enterprise architectural effort.

Making the Hard Software Choice:
Open Source or Closed Source

The open source versus closed source debate is a hot one that has been
going on for many years and shows no signs of cooling down. Proponents of
each side often argue with religious fervor, citing issues with security, flex-
ibility, and even ethics. What the debate all boils down to, though, is which is
“better”:

v Commercial open-source (like SUSE Linux) or free open-source software
(FOSS), in which the source code is available for review and modification.

v Commercial-off-the-Shelf (CotS) software, in which the source code is
not provided by the vendor and generally is not easily modified in its
most basic functions.

gMBER Source code refers to the actual instructions used to control the actions per-
formed by the computer. The instructions are written in a programming lan-
guage, such as C, Java, Visual Basic, or dozens of others. By having access to
the source code, an organization’s developers can customize it based on busi-
ness needs, creating a unique version of the software for the enterprise.

While a full examination of the pros and cons of each side is outside the

scope of this book, I do discuss both open and closed source software as
they relate to platform architecture standardization.
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Open source

Open source software is distributed under a licensing agreement in which you
can view and modify source code. In addition, many FOSS solutions are devel-
oped outside the corporate environment. This approach allows for fairly
rapid application development and modification, creating new or updated
versions of software. For example, hundreds of distributions of the Linux
operating system are available.

Many businesses that produce FOSS code generate their income by provid-
ing support, updates, and more robust versions of their free products. When
considering open source products, take into account the shift in costs from
product to support in order to predict the long-term financial impact of open
source platforms.

Not all open source software is free. Commercial versions of Linux are avail-
able, while some open source vendors charge for upgrades or professional
editions of their free software. For example, the popular Groundwork Monitor
software (www.groundworkopensource. com) used in many enterprises
has a community-supported free version and a for-pay enhanced version
available as an upgrade.

Open source enthusiasts often point to LAMP as a case study of a success-
ful open source Web application platform. LAMP stands for Linux (operating
system), Apache (Web server), mySQL (database application), and Perl/PHP/
Python (programming languages). LAMP has been around since the late 1990s
and has spawned open source platforms such as MAMP for Apple’s Mac OS X
and WAMP for Microsoft Windows.

The upside of open source
Open source solutions have many benefits:

v Many FOSS packages have no licensing fees or have low up-front costs.

v Many useful tools and utilities have been released into the open source
community, particularly in the areas of security, server management,
and application development.

v Your organization may want to shift software-related costs from capital
expenses to operational expenses, and paying for support as opposed to
licenses accomplishes this goal.

You may find that one of the best uses of FOSS is to test new technologies.
Because FOSS is generally community-created, it often implements new tech-
nologies much earlier than final versions of commercial software are avail-
able. You can use FOSS to test the usefulness of the new technology without
significant investment.
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In addition, you can find many widely used FOSS security utilities, such as the
network instruction detection software (IDS) Snort (www. snort . org) and the
network mapper Nmap (nmap . org). When evaluating FOSS security utilities,
consider the reputation of the development team and whether the utility has
been reviewed by a trusted third party, such as a government agency, a univer-
sity’s computer engineering program, or a respected security organization.

The downside of open source
Open source also has some drawbacks:

v The benefit of cost reduction comes with a price in the form of technical
expertise. It is generally considered to be more difficult to manage an
open source platform than a closed source platform.

v Because multiple developers or groups may work on different parts of
an application, the user interface may lack a consistent look and feel.
This inconsistency may cause the application to seem overly complex
and inaccessible, which can impact productivity and user morale.
However, you can minimize that impact with user training and by con-
sidering usability when implementing standards.

v Users of accessibility technologies such as screen readers or Braille
displays may not find some FOSS solutions accessible, and you should
consider accessibility in standards development if it is an issue in your
organization.

v Global organizations may find that some FOSS software isn’t fully com-
patible with the international character sets in use in their organization.

v FOSS solutions may suffer sudden and unexpected end of life when a
primary developer is lost or the development team moves on to other
projects.

v Because products in use by an open source enterprise may be devel-
oped by many (if not hundreds) of different developers, there may be a
great deal of effort and cost required to integrate the products.

1 Malicious material injected into community-created code may also play
arole in long-term softening of enterprise security.

This concern is addressed in the Institute of Electrical and Electronics
Engineers (IEEE) paper “Poisoning the software supply chain,” which
you can find at doi . ieeecomputersociety.org/10.1109/
MSECP.2003.1203227.

v Some organizations, whether by legal, regulatory, or operational man-
date, are required to identify all intellectual property in use. The use of
FOSS solutions may require additional effort to identify the authors of
the application code.
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able technical and help desk resources should not adopt an open source plat-
form architecture for the following reasons:

v Although FOSS has a lower upfront cost, it’s typically more difficult and
costly to support.

v Integration and unexpected end-of-life issues may be addressed by modi-
fying the source code in-house and maintaining the result as a custom
application. You can even recode and recompile the base operating
system if sufficient manpower, time, and technical expertise are available.

v Even when sharing common labels, the lack of standardization extends
throughout the open-source space. More than 700 variants of the Linux
operating system exist, and even the more common applications fork
into different product lines. The OpenOffice Linux user suite, for exam-
ple, has forked into separate development lines maintained at http: //
openoffice.organd http://go-00.org.

Closed source

Closed source software is proprietary and is licensed to be used by the cus-
tomer, not modified. The source code is typically not available for review.
Although restrictive compared to open source, this type of commercial
software is popular because it tends to integrate well with other commercial
products, and those products by the same vendor will generally integrate
seamlessly.

Open source equivalents are available for almost all commercial software,
but they’re often cited by commercial software champions as having fewer
features or more performance problems than their commercial counterparts.
Even open source developers admit this issue, as is evidenced by the 2006
LinuxWord presentation in which a Novell developer stated the need for
improvement in OpenOffice’s Calc after it took three hours to perform calcu-
lations that took Microsoft Excel 30 seconds to complete.

The upside of closed source
Some of the benefits of closed source solutions include the following:

v Commercial technologies generally follow accessibility guidelines,
making them more compatible with assistive devices.

v+ In the event of a disaster, recovery and equipment replacement may be
easier for large enterprises that can buy computers with well-supported
and documented device drivers.
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v The interface for user and administrative applications is more likely to
be standardized by product than by customer, which makes it easier to
train new hires with previous experience in that technology.

v Because organizations can’t modify the source code to customize com-
mercial software, many commercial software solutions are highly con-
figurable, allowing users to add custom fields, logos, and content from
within the application’s configuration module.

v Large commercial software vendors typically try to provide a clear
upgrade path for their customers. Easy upgrades encourage organiza-
tions to move to the latest versions of software, which allows them to
take advantage of new features and increased compatibility with new
hardware.

v Commercial software may have more robust user manuals and easier
access to vendor support services.

Consider selecting commercial closed source software if your organization
has no need for code-level customization. Additionally, if you desire a turnkey
solution supporting common business functions, commercial closed source
software lets your organization implement applications with minimal configu-
ration and installation effort. The widespread success of these products in
enterprises of all scales is due at least in part to this simplicity of installation.

The downside of closed source
Like open source, closed source also has a few drawbacks:

v Organizations may get locked into a particular vendor’s products and
find it so difficult or costly to migrate to another solution that they stay
with the original vendor.

v+ Customizing commercial software may require more effort or may
involve hiring the vendor or the vendor’s partner to perform the cus-
tomization. In many cases, closed source applications are consumed
as-is without change, although well-document application programming
interfaces (APIs) and vendor-provided software development kits (SDKs)
provide opportunities for in-house customization.

v+~ Unlike open source applications, when a closed source product is no
longer supported, organizations typically can’t continue internal devel-
opment. Security vulnerabilities may go unpatched, and business func-
tionality may be curtailed due to a lack of new software features after a
commercial product has reached end of life. Software licensing agree-
ments may include provisions that the source code be held in escrow
to ensure that the customer can continue its use for a set period of time
even if the vendor goes out of business. Other vendors may later choose
to make their previously CotS/closed-source software available as an
open-source or customer-available legacy product.
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If your organization requires long-term (15+ years) electronic records reten-
tion, consider solutions using open standards instead of those using pro-
prietary formats. Upgrades in commercial software may render older file
formats unreadable, and if products are discontinued, they may not run on
future operating systems. Traditionally, FOSS solutions have been more likely
to use open standards, due to efforts of the open source community to pro-
mote their products as more viable long term than commercial software. This
movement has seen enough success that even commercial software vendors
are implementing open standards for document storage, such as the Office
Open XML (OOXML) format used in Microsoft Office 2007 and later.

Working with Open Standards

Open standards is a variation on the open source-versus—closed source
debate. The term open standard has been characterized in various ways by
governments and industries around the world, but it’s generally defined as
being approved in some fashion by one or more standards organizations (for
example, ISO), published in sufficient detail to support interoperability and
portability, and available to the general public. Examples of open standards
include

v Hypertext Markup Language (HTML)
v Portable Network Graphics (PNG)

v Transmission Control Protocol/Internet Protocol (TCP/IP)

Anyone can use these standards to develop solutions that are interoperable
with others of the same type. You can view HTML documents that conform

to the standard, for example, in any Web browser that also conforms to the

standard.

As you can imagine, open standards are crucial to the Internet and therefore
are crucial to organizations that conduct business over the Internet, whether
it be directly through retail Web sites or indirectly by exchanging information
via e-mail and other communication mechanisms.

Open standards also allow modern software to be backward-compatible
with older versions and allow for competing software to have a common file
format that can be shared. For example, most, if not all, word-processing
applications can read and save documents as plain text files, and nearly all
spreadsheet and database applications have the capability to import data
formatted as comma separated text.
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Before adopting an open standards platform architecture, consider how
widely the standards are being used currently and are projected to be used
in the future in order to remain agile, flexible, and able to communicate with
partners.

Not all proprietary standards present problems for the enterprise, as they
may be patent-protected but commonly available for use. As an example,
the file allocation table (FAT) file system is patented but widely adopted.
Although you should consider open standards for interoperability purposes,
it should not be the sole driver for product selection.

Lock-in to open standards is just as possible as lock-in to a vendor’s product
stack. Without a well-defined, long-term update plan, either situation can
prove difficult for your enterprise’s evolution.

Looking Past Specifications
to Business Needs

The pros and cons of various platforms, as discussed in this chapter, demon-
strate why enterprise architecture isn’t solely about platform specification.
You must also consider the requirements for many constraints of an enter-
prise network and its business environment, including the following:

v Business functionality

v Technology integration

v Specific applications

v Communications

1 Reporting requirements

v Support requirements

v Scale and scope

v Regulatory and legal mandates
By failing to consider these constraints in both their current and future
states, you run the risk of making short-term decisions that don’t hold up

long term. Beyond just reducing long-term efficiency, poor choices can create
long-term financial burdens.
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Keep the following guidelines in mind when considering platform selection:
v Platform standards must align with strategic business goals.
v Specifications should be based on user and business requirements.

1 Negative effects on end users should be minimized.
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Defining the Role
of IT Architecture

By Rich Tennant

“Tt worked, honey! T'm connected to
the network!”
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In this part . . .

Elterprise architecture is all about identifying chal-
lenges and advantages for enterprise coordination
and planning endeavors, all while demonstrating value.
This part takes a look at those challenges, along with a
variation of the 80/20 rule that is useful for enterprise

planning.

In addition, we talk about why you must know the impor-
tance of the information you’re working with in order to
best determine how to organize and protect it. We also
highlight any legal mandates or industry regulations, such
as Sarbanes-Oxley or Payment Card Industry Data Security
Standards, that apply to your organization, as well as look
at managing risk and compliance in your enterprise.

www.it-ebooks.info



http://www.it-ebooks.info/

Chapter 4

Reducing Complexity through
Standardization and Consolidation

In This Chapter

Identifying sources of complexity

Finding value in standardization and consolidation
Applying the 80/20 rule

Understanding opposition to standardization

Planning for data-center consolidation

George Earle Buckle, a British author and newspaper editor, once said,
“To simplify complications is the first essential of success.” Although
he was referring to the written word, his assertion also applies to enterprise
architecture, particularly in the early stages of a consolidation project. A
common rule is that “It’s cheaper to buy one hundred of one item than to buy
one each of a hundred different items.” In reducing enterprise complexity,
this advice applies to selection of software, hardware, and services as much
as the consolidation of authentication silos and physical machine rooms.

Like entropy, complexity requires effort to control because even the simple
replacement cycle of equipment will create undesirable variation in any siz-
able enterprise. Proper planning and change controls are the only tools capa-
ble of drawing order as the enterprise grows and evolves to meet change in
business and technology. This chapter explores simplifying your enterprise
through consolidation and standardization, with a focus on the enterprise’s
data center.

Recognizing Complexity in the Enterprise

The complexity of the technological environment increases both costs and
support requirements. A useful rule is that cost and support increases can
be generally said to be the square of the number of equivalent solutions in
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use. For example, two different workstation operating systems will require
roughly four times (2 x 2) the level of effort and cost to support. Three differ-
ent workstation operating systems will require approximately nine times

(3 x 3) the resources to maintain, update, configure, support, and secure than
if only a single operating system were in use. This assertion also applies to
applications, programming languages, and even hardware.

Common sources of complexity

You can find complexity throughout your enterprise, and it can result
from events such as mergers and acquisitions or from a business model
that allows technology planning or purchasing at the business unit level.
Examples of common sources of complexity follow.

Application stack

Application stack refers to the operating system, applications, services, user
applications, and other solutions that together form the operating environ-
ment for a computer. Application stack may also refer to the technology stack,
particularly in reference to suites of integrated products by a single vendor
or partner vendors.

Both commercial and open-source stacks — including IBM’s WebSphere envi-
ronment; Microsoft’s technology stack; and LAMP (Linux Apache, mySQL,
Perl/PHP/Python) — are popular in enterprises. In organizations without
standardization, multiple stacks may be in use, which leads to support com-
plexities as well as difficulties when users move from one part of the organi-
zation to another.

Hardware

Multiple equivalent hardware solutions create as much, if not more, complex-
ity than multiple equivalent software solutions. Here are some examples of
the additional work created when you use multiple hardware configurations:

1 Keeping track of multiple vendors, warranties, and contracts increases
administrative overhead and makes procurement more difficult.

v The time between software update/patch release and implementation
increases due to requirements for testing on multiple hardware configu-
rations. Testing before deployment avoids interruption of service should
it fail on a particular hardware build. Unfortunately, it isn’t unusual for
software updates to be incompatible with drivers for individual
components.

v The more types of hardware you have, the more complex and costly
disaster recovery efforts become.
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QgN\BEH Some diversity in hardware may be necessary to support legacy or mission-
& critical functions. For example, accessibility devices, such as foot mice, ergo-
nomic keyboards, and Braille keyboards, are unlikely to be standardized, as
each employee may require a unique solution. Alternately, buying all equip-
ment from the same production run can have negative consequences if a bad
batch of components causes multiple simultaneous failures, but this occur-
rence is very rare.

Identity management

Identity management, including directory services, is the core of an enter-
prise network. It handles user identification, authentication, and authoriza-
tion as well as other functions discussed in detail in Chapter 7. Complexity
arises when multiple directory services or identity management solutions
exist in resource silos throughout your enterprise; integration must occur
across different directory services; or multiple vendors’ products are in use,
even though the organization has the option to use only a single standard or
product if mandated by a particular business function or application.

<P Realignment initiatives of all types can benefit from some type of central-
ized or federated identity management solution — Novell Identity Manager,
Microsoft Identity Lifecycle Management, or IBM Tivoli, for example — that
facilitates authentication as well as access control across the enterprise.
Reducing complexity in identity management also enhances security by
decreasing the number of logons a user needs to conduct business. This
lessens the tendency to use the same password everywhere or write logon/
password credentials on sticky notes stuck to monitors or “hidden” under
keyboards.

Application development

Programming style and languages are the foundation of your organization’s
application development and customization efforts. The programming model
(object-oriented or nonstructured, for example) determines the way in which
data will be accessed and manipulated. Complexity most often occurs in
application development when multiple programming languages are in use.
Although some development platforms, such as Microsoft’s .NET, support
compatibility among different languages, that compatibility does not exist
between all languages. As a result, you may have problems with application
integration, and you may wind up with equivalent custom code libraries for
multiple languages. (You may be able to solve these problems by applying
service-oriented architecture development practices — see Chapter 11.)

Another problem with lack of standardization and use of multiple languages
is finding developers who are familiar with all programming languages in use.
As a result, some programmers may recode applications in their preferred
languages in an ad-hoc manner.
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In addition, development costs can be increased by the number of computing
platforms in use, due to more complex design and testing requirements.

Legislative and regulatory mandates

Several laws and regulations — such as the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) and Payment Card Industry Data Security
Standards — require specific security measures for particular data types.
These security measures can include

v Encryption
v Segregation of data
v Mandated protocols

v Data classification systems that support mandatory access controls

These measures alone may increase complexity, and if they conflict or other-
wise interact negatively, difficulty may increase even more. Chapter 6 tackles
legal and regulatory compliance in more detail.

Connectivity

It is a rare organization that does not need communication among different
technologies. Modern networks may require connectivity for various types of
mobile devices (such as cellphones and laptops), internal and external users,
and applications.

Complexity arises not just from connectivity requirements, but also from
underlying requirements for security such as encryption and authentication.
You must ensure that a reduction in complexity does not result in a reduc-
tion in connectivity.

Complications of complexity
Having multiple equivalent solutions can create a variety of problems:

v Higher personnel costs: Your organization can employ a smaller
number of individuals with knowledge of multiple solutions or a larger
number of individuals with more specialized knowledge. The costs for
either solution are similar because those individuals with knowledge
of multiple solutions generally command higher salaries. Relative costs
may vary slightly between industries, where the cost of benefits, such as
health insurance, may impact the relative cost per employee.
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v Increased costs for business continuity and disaster recovery:
Recovering from a disaster is difficult in the best of circumstances and is
made more so if planning has to include requirements such as restora-
tion of customization and integration between multiple vendors’ prod-
ucts. Cost is also increased, particularly in the case of hot and warm
recovery sites, if multiple hardware types must be maintained.

+~ Higher software costs: Multiple equivalent solutions often require multi-
ple tools and utilities, including anti-malware software and management
tools, to secure and maintain each solution according to its own require-
ments. In a large enterprise requiring license control, splitting licensing
among multiple products may result in the organization missing out on
volume discounts.

+ Redundancy: In addition to complexities in technology, you must con-
sider the number of resource silos and other types of inappropriate or
undesirable redundancy in place in the existing enterprise configuration.

Some types of redundancy are beneficial, however (See the “Implementing
desirable redundancy” section, later in the chapter.)

Planning for Consolidation

<MBER

In almost all enterprise realignments, a conflict exists between the invest-
ment in the existing environment and the cost of a rip-and-replace clean start.
It’s imperative that you take a complete accounting of skills, technologies,
facilities, service agreements, licensing contracts, and existing strategic plans
to identify elements that can be used in the new architecture.

The most important thing to remember during this analysis is very simple:
Sunk costs should never be the sole deciding factor for staying with an existing
solution.

Additionally, while you don’t want to throw good money after bad by allow-
ing sunk costs — that is, money already spent on an existing solution — to be
the deciding factor for future purchases, you can conserve value by reallocat-
ing or reusing existing technological and human resources when possible.

Even when efforts require rip-and-replace changes, you can often reuse com-
ponents and technologies for salvage and transfer to the new architectural
format. Don’t overlook existing skill sets and detailed knowledge of localized
network and system issues when planning for major change.
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Levels of planning

Planning is the process for making decisions
about the future. In business, it involves iden-
tifying goals and objectives, determining the
steps necessary to achieve them, arranging
for necessary resources, and developing a pro-
cess for implementation and monitoring.

Planning has three fundamental levels:

v~ Strategic planning, which is long term
(at least 3 to 5 years out), encompasses
the entire organization, and occurs at the
executive level.

v~ Tactical planning, which is medium-term
planning (1 to 2 years) and occurs at the
middle-management level. Tactical plans
are developed from strategic plans.

v+~ Operational planning, which is short term,
occurs at the business unit or workgroup
level and is concerned with day-to-day
operations. Operational plans are devel-
oped from tactical plans.

A\\S

Applying the 80/20 rule

You may have heard of the 80/20 rule, also known as the Pareto Principle. In
essence, the 80/20 rule states that 80 percent of consequences come from 20
percent of possible causes. In technology, applying a similar 80/20 split aids
in understanding the impact of application development, resource allocation,
user productivity suite selection, and a variety of other broadly applied
strategies.

You can apply a variation of the 80/20 rule when selecting standard tech-
nologies for use across your enterprise. First, identify the technologies that
make up the bulk (approximately 80 percent) of the current environment.
Identification of the majority of affected technologies may be as simple as
looking at workstation operating systems, or as complex as weighing par-
ticular pieces of hardware or software based on their importance to critical
business processes. These become the standard technologies. Next, look at
the remaining 20 percent and determine whether they can be converted to the
standard technologies you identified. Aiming for 80 percent rather than 100
percent compliance ensures that projects can move forward to address the
majority of cases, without stalling until you have a perfect 100-percent capabil-
ity for compliance with project directives and policies.

When making this decision, keep in mind that no technology fulfilling a role
in the existing architecture is wholly without value. Otherwise, it would likely
not be in place, and not all business processes may be supported by stan-
dard technologies. This decision isn’t simply a case of majority rules. Instead,
it is recognizing the value of using established solutions wherever possible.
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QgN\BEH Keep the 80/20 rule in mind whenever you're confronted by the full expanse of
<

an enterprise network. It isn’t always possible to impose 100 percent solu-
tions, such as a completely standardized workstation hardware and software
package used by every person in the enterprise. Enterprise architectural proj-
ects become nearly impossible when aiming for unattainable goals, so con-
sider the strategies presented when aiming for the first 80 percent of the
desired solution. After that goal has been attained, you can begin planning for
80 percent of what remains.

Finding value

<P Standardization and modernization initiatives offer distributed and complex
organizations opportunities to decrease both support complexity and acquisi-
tion cost by taking advantage of economies of scale. Managing 1,000 of one
item is cheaper than managing one each of 1,000 similar-but-different items.
Vendors often agree to better per-item costs when you contract to purchase
large quantities. And when you employ a standard across the extended enter-
prise, support requirements are greatly simplified.

Workstation hardware and software are often the first elements identified for
bulk management, but the selection of a standard server virtualization solu-
tion, e-mail service, document imaging system, or authentication mechanism
can provide a significant cost savings in terms of support, hardware, soft-
ware, and facilities management.

Planning for technology end of life

\‘&N\BEB Before beginning an architectural realignment, you must work through all
<
<&

aspects of the process from the high-level strategic vision down to the speci-
fications necessary for evaluation and implementation of each element. This
planning doesn’t stop at a completed solution, however, because the end of
the technology life cycle doesn’t always provide a clean expiration.

Planned obsolescence

You must introduce the concept of planned obsolescence into technology-
related business processes. For example, you must make decisions regarding
lease agreements versus outright purchase before procurement can occur,
identify retirement strategies for solutions being phased out, and make sure
that media and hardware disposal strategies encompass all solutions
eventually.
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At times, you may find it necessary to maintain legacy equipment because
an alternative doesn’t exist or has been deemed too costly to acquire. The
worst-case scenario here is that a large segment of the enterprise (all the
legacy equipment) may be rendered obsolete or unusable.

Long-term enterprise planning should include cyclic modernization of hard-
ware, software, and media throughout the enterprise to ensure that obsoles-
cence is managed in a planned manner.

Hidden obsolescence

The emergence of service-oriented architectural programming methods

has given new viability to legacy systems near the end of their life cycle. By
providing a Web service wrapper and securing these systems behind more
modern technologies, the lifespan of legacy technologies and old big iron
systems may be stretched out almost forever. Prolonging the technology
life cycle in such a manner affords time to transfer services to more modern
alternatives, but should not be regarded as a permanent long-term strategy.

Hardware replacement, service patch and update, maintenance skills, and
even data center facilities requirements can become risks to continued opera-
tion when legacy systems are maintained beyond obsolescence. An enterprise
architect must identify these systems and plan for their retirement in a con-
trolled fashion or one day they will retire themselves through lack of suitable
replacement parts or other similar unplanned events.

Cyclic replacement

The rate of change in both hardware and software means that modern tech-
nology is not designed to be used indefinitely, or even simply until it fails.
Using outdated hardware places limits on your organization’s performance
and its ability to implement modern software.

Replacing resources in an improvised manner, such as when they fail or
when funds become available, may appear to be cost-effective in the short
term, but your organization suffers for it long term. That approach keeps
technology as a tactical issue when it should be a strategic issue. You must
update and modernize systems on a cyclic basis so that you can effectively
create long-term technology strategies and budgets. (For more information
on this process, see the sidebar “Levels of planning.”)

Cyclic replacement, in which a percentage of resources is replaced yearly,
also allows for better resource management so that you can plan and
schedule a fixed number of upgrades. In addition, cyclic replacement all but
eliminates the possibility of having to replace every system at once due to
evolutions in critical business technology that suddenly render legacy com-
puting equipment into expensive paperweights.
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Maintaining the help desk

Centralization of IT governance and management is often used to gain
access to enterprise-wide efficiencies of scale, standardization of technolo-
gies and policies, together with support cost reductions. Consolidation of IT
operations and services, storage, data centers, and other functions provide
additional low-hanging fruit for early enterprise architectural realignment —
providing a stable, standard base for future projects.

You must ensure that you have proper help desk functionality during and
after consolidation. Employees used to local IT support may become con-
cerned that a centralized help desk won’t be as available or responsive, or
that nonlocal support personnel won’t have knowledge of specialized IT
solutions. In addition, cached user credentials, hard-coded hosts, and other
issues can create technical difficulties for users during consolidation
projects.

Considerations for consolidated help desk functions include

v Help desk staff must have the necessary administrative privileges or
access to tools that proxy those privileges in order to troubleshoot
issues in a timely manner.

v Help desk staff must also have access to all technologies in use through-
out the enterprise, including multiple versions, if applicable.

v Planning should include that today’s mobile and geographically diverse
workforce is likely to require 24 x 7 help desk support.

While a business unit’s IT staff can track problems in a spreadsheet or work-
group-level database, a centralized help desk requires a more robust track-
ing solution. Both commercial off-the-shelf and free open source help desk
solutions are available, and organizations with unique needs may find it more
effective to develop their own applications.

An efficient and effective help desk can be of great assistance with user
acceptance of centralized services. A slow and incompetent help desk (or
even just one that appears that way), on the other hand, can sabotage future
projects by alienating users.

Consolidating skills

Consolidation and reorganization initiatives provide you with an opportunity
to improve the maturity level of your enterprise by creating focus support
groups, such as workstation support, database administration, or application
development. Many home-grown or decentralized enterprise settings include
support staff members best described as jacks of all trades (and masters of
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none or very few). This inevitable result is created by the ad-hoc addition of
technologies and solutions, rearrangement of personnel due to bureaucratic
reorganization, or realignment of support tasks to meet changes in personnel
and environment. These actions may also result in support personnel per-
forming duties outside their skill sets, leading to inefficiencies and increased
training costs.

The greatest impediments to skill concentration efforts include the funding
source for each position and concerns over job loss in the more condensed
areas. Take care to identify the source of funding for each position and nego-
tiate with the responsible authority to ensure that value received meets
requirements for value funded from each. Work with HR to address concerns
over job loss as well as support staff satisfaction with focused skill alignment
before making staff changes.

In distributed enterprises with remote or satellite locations, resource con-
solidation also includes personnel and skills. Keeping a full complement of

IT professionals with advanced skills in each satellite location is impractical.
It is more efficient to have those personnel with advanced skills in a central
location, able to address issues that arise in any location. Not every site
needs experts in security, authentication, database administration, or net-
working on premises. Local (or regional) support personnel may still be nec-
essary to handle hardware and end-user issues. Consolidation of personnel
and skills also allows organizations to reduce the number of jack-of-all-trades
support personnel commonly found in business units or small remote offices.

Consolidating personnel into focused groups enables each member to
develop greater depth of skill and to take advantage of discounted group
training opportunities. Consolidation not only allows for more efficient
administration and troubleshooting, but also may lead to improved or
greater utilization of existing solutions. Advanced software features are often
not used simply because the technical staff doesn’t have the knowledge to
support them adequately.

Grouping personnel also permits adequate support coverage in the event of
employee vacation or personnel turnover. This consolidation has the added
benefit of improving the morale of technical staffers by allowing them to take
desired vacations. Technical personnel may also enjoy more opportunities
for advancement than when siloed together with independent enterprise ele-
ments, reducing turnover and retention issues.

The process of reorganizing to assign duties based on skills is referred to

as support skill alignment. The first step in the process is conducting a skills
assessment of all support personnel. The second is to identify existing roles
and technologies. You can then align personnel with roles and technologies
based on skill. This process also allows you to identify any deficient skill
areas fairly quickly. The longer it has been since the last support skill realign-
ment was performed, the greater the opportunity for value.

www.it-ebooks.info


http://www.it-ebooks.info/

—_ Chapter 4: Reducing Complexity through Standardization and Consolidation

Addressing Concerns about
Standardization

NBER
\g&
&

Some scholars note that the U.S. Civil War may well have been won due to
the Northern states enjoying a standard rail gauge — distance between the
rails — allowing the Union to move materials anywhere in the North on the
same trains. In the Southern states, rail systems lacked standardization in
gauge and rail size, requiring materials to be moved from train to train at
each interchange.

Although beneficial in many ways, standardization does impose limitations
on user preference, flexibility, and customization, and opposition to stan-
dardization can occur at various levels of an organization. Executives and
upper management may balk at the cost involved in replacing nonstandard
technology. Users may express concern over a perceived loss of functional-
ity or having to learn unfamiliar software. Technical personnel with a strong
preference between free open source and commercial off-the-shelf products
may fight to retain their preferred technologies. They may even be concerned
for their jobs if their skill sets become unnecessary.

Even if an individual’s opposition appears to be unfounded or irrational, you
should treat those concerns as valid until proven otherwise. Be sure to follow
up with the appropriate research and communication.

The following sections address the more common standardization issues you
may encounter, along with possible solutions.

Reduced functionality

The biggest issue, and potentially the most valid one, is likely to be the con-
cern over loss of functionality. What if functionality available in the current
solution is not present in the new one? Although standard business pro-
ductivity software, such as word processors, e-mail clients, or spreadsheet
applications, tend to have similar performance, it becomes more of a concern
if the software has been customized through the use of templates, macros, or
workflows.

You can address this concern by communicating with key personnel in busi-
ness units in order to identify functionality that is crucial to critical business
processes, including customizations. If this functionality is not present in the
new solution, you will need to have technical staff work with business per-
sonnel to develop an alternative solution. Some changes, such as loss of local
administrative rights necessary to install personal software, can improve
enteprise-wide system stability and facilitate a central registry of installed
software.
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You shouldn’t expect to achieve 100 percent standardization in computing
platforms and software overnight (or perhaps ever), and you may need to
allow some variation, but it should be the exception rather than the rule.

For example, if your organization uses internal Web design personnel, it may
demonstrate a need for multiple computing platforms to ensure that the site
will display correctly for users of multiple common computing platforms and
browsers.

Although some variation is likely to occur, remember that allowing too much
variation defeats the purpose of standardization. Where possible, variation
should be based on business value instead of political reasons or personal
preference.

Decreased productivity

Standardization opponents often point to the disruption and decreased
productivity that occur when technologies change as a reason to maintain
the status quo. While these issues do occur, they’re temporary, and you can
handle them with change management and training.

You should identify the solutions being used by the majority of users and
determine whether they are suitable for use as the standard in order to
reduce the level of disruption to the majority of users and reduce opposition
in the user base.

Incompatibility with existing applications

Opponents may also raise concerns about compatibility with existing appli-
cations. For example, one of the more common elements to standardize is

an enterprise’s database management system. Some applications require a
specific database back end, such as Oracle or Microsoft SQL, and if that data-
base isn’t selected as the standard, these applications will no longer function.

Compatibility issues can arise with file stores as well, particularly with regard
to case sensitivity. Moving from a case-sensitive operating system such as
Linux to a case-insensitive one such as Microsoft Windows requires greater
effort to ensure that filenames that differ only by case are not overwritten.

You should consider these concerns when selecting standard technologies to
avoid rendering archive documents unreadable or isolating a mission-critical
application. Older legacy solutions may require interface solutions in the
form of customized software in order to function properly in a standardized
environment.
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Risk of technology monoculture

The old adage “Don’t put all your eggs in one basket” can be a warning
against homogenous technology solutions, also referred to as technology
monocultures. An example of a technology monoculture is a network of com-
puters running the same operating system or application suites from a single
vendor.

Opponents of standardization, particularly standardization involving com-
mercial software, often warn against technology monocultures because of the
potential for increased risk due to the rapid proliferation of malware (such

as viruses or worms) throughout similar systems, and similar vulnerabilities
in multiple products by the same vendor, which may compromise the entire
application stack.

Although this concern is valid, keep in mind that diversity alone doesn’t auto-
matically improve security. Diversity is just one layer of defense, the advan-
tages of which you can explore in Chapter 17. You must weigh the potential
security benefits of diversity against the definite complications caused in
disaster recovery planning and patch management.

Preparing for opposition

You will encounter opposition to consolidation for a variety of reasons. In addi-
tion to concerns over disruption of business, loss of functionality, and other
issues, you'll encounter more personal concerns, such as loss of authority,
administrative access, and direct access to hardware. These types of personal
concerns usually come up when past decisions on access were based on wants
and desires instead of roles and responsibilities. As well, management at all
levels of the organization may express concerns over the transfer of strategic
budgeting and personnel costs associated with consolidation.

As is to be expected, one of the key factors in a successful centralization or
consolidation project is funding. When resources are centralized, funding
should be managed as a budgeted expense for the organization, not as a per-
item cost (per user, per system, or per network connection). Opponents of
consolidation may state that those business units with lower per-item costs
would not benefit from consolidation. By focusing on parts instead of the
whole, these objections may overshadow the projected reduction in cost or
increase in capability for the entire organization. In some cases, the use of a
consumption-based chargeback model can address widely variant consump-
tion of noncore IT services, allowing departments to be billed only for the
products and services they consume. Network infrastructure, identity man-
agement, and a central collaboration platform are typically best managed as
capital expenses to ensure uniform availability and use enterprise-wide.
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Inevitably, someone will suggest that the consolidation project begin with a
voluntary initiative in which those business units in favor of consolidation or
with the greatest need can take advantage of consolidation on a cost-recovery
basis. Although this idea may appear sound on the surface, it can lead to the
following problems:

v Well-funded business units choose not to opt in and instead retain their
resource silos.

v Other business units are forced to pool their limited resources, despite
being barely able to fulfill basic requirements.

v+ Opponents point to the “failure” of the consolidated data center to gen-
erate antagonism toward the project.

Communication is critical to alleviating any concerns that may be raised. In
addition, it’s important to convey the benefits of extending resource avail-
ability to nontechnology stakeholders involved in paying for the human or
tech resources in question. This approach ensures that value received is fully
recognized in comparison to value invested.

Consolidating the Data Center

Enterprise architecture projects may involve efforts to consolidate separate
information technology silos into a centralized data center, to consolidate
technology resources already within the data center, or both. Each of these
situations offers opportunities for “low-hanging fruit” projects that result in
resource availability for future projects; administrative, procurement, and
licensing cost reductions; and an overall decrease in complexity.

The most effective solution for dealing with separate information resource
silos (including technology, personnel, and skills) is consolidation into a cen-
tralized data center. In addition to restructuring resources, this type of con-
solidation requires changes to administrative procedures, such as planning,
budgeting, procurement, and acquisition. These procedures, if currently
taking place within business units, will need to take place at a higher level.

Data center consolidation solutions affect the entire organization, including
internal and external users, interconnectivity with partners via data transfer
and extranets, and internal communications.

Even though users are affected, information technology implementers and
data owners are the most likely employees to be concerned with changes to
the data center. As such, you must ensure that their concerns are addressed
before, during, and after changes occur.
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Although you can perform many functions faster and more efficiently through

a centralized data center, you may be able to isolate remote sites from access

to critical services through issues with authentication and network connectiv-
ity. You must have a clear understanding of your enterprise’s remote sites and
the needs of remote users prior to consolidation.

You must also be aware of internal and external threats to the data center
and include disaster recovery and continuity of operations at every step
during consolidation and normal operations. Even concerns over the poten-
tial of particular threats, such as the recent HIN1 outbreak, may lead to a
significant reduction in operational staff or isolation of facilities. Proper data
center planning, such as including the ability to manage servers remotely,
can improve continuity of operations.

Identifying the benefits

Data center consolidation has many benefits, both near and long term,
although direct cost savings isn’t always the end result. Often, the undesir-
able redundant resources are retasked elsewhere within the organization to
improve functionality or desirable redundancy. If reallocation of resources
to more appropriate tasks is part of your consolidation project, you must
ensure that the value of that decision is communicated and explained to
executives.

The following sections cover some common benefits of data center
consolidation.

Improved resource use

In general, resource use is improved by consolidating services running on
multiple servers onto a fewer larger, more capable systems with the same or
less administrative overhead. Consolidation also eliminates resource silos,
which often included redundant technologies. Silo-elimination results in
greater availability of existing specialty resources across the organization,
more extensive pooled resources such as storage grids and high-performance
computing, and greater return on investment for new technology initiatives.

For example, some solutions, such as the popular Blackberry Enterprise
Server (BES), may be too costly for each business sub-unit in a siloed
enterprise but become very affordable as a central service made available
enterprise-wide. Sharing of resources is perhaps the most fundamental and
long-term advantage that exists in distributed enterprise networks.
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Other benefits to resource sharing include the following:

v More universal resource access for the entire user base, provided that
licensing and resource capacity planning are adequate for extended
availability.

v~ Elimination or reduction of political maneuvering for the best/newest/
best-looking systems by ensuring that all business elements are regu-
larly updated with technologies adequate to meet the needs and be the
same across the user base.

v Ensured access to shared resources for all business units, reducing the
“have or have-not” effect that often plagues business sub-units that are
lower in the organization’s hierarchy.

v Enhancement of technology agility by allowing newly implemented solu-
tions to become available across the enterprise.

Improved document recovery

Consolidation and integration initiatives also provide an opportunity to
improve document management capabilities. You can enhance storage use
and user access capability by moving shared file storage to a content man-
agement, wiki, or portal solution that supports document versioning and user
self-recovery potential. Automatically tracking major and minor revisions
allows users to rollback to earlier document versions on their own without
requiring more resource-intensive efforts, such as restoring from backup
tape. Automatic caching of deleted files is another time-saving feature.

V?‘“\NG! Versioning, self-serve recovery, and caching deleted files can all speed user
S recovery time, reduce support overhead, and improve transparency in
business process. However, these features require greater storage capac-
ity for multiple copies of data and may impact legal mandates for discov-
ery. Communication with the organization’s legal counsel and planning for
adequate storage should be conducted before beginning document recovery
initiatives.

Improved security
Consolidation creates opportunities for improved security in the following

ways:
v The area of exposure is reduced by minimizing the transmission of data.

v The risk of accidental exposure of sensitive data is reduced by storing it
in a secured central location instead of having an uncontrolled number
of copies throughout the organization.
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v~ It is easier to apply security updates and secure configurations to a
smaller number of similarly configured systems than to systems with a
wide variation in hardware, software, and system settings.

v Justification for purchasing security products is simpler, as both the
cost and number of the products are reduced through a lower system
count.

Additional benefits

In addition to the preceding advantages, your organization may also realize
any or all of the following benefits, depending on the success of the consoli-
dation effort:

v File storage and backup solutions can take advantage of economy of
scale, providing a lower cost to store and back up data in a centralized
fashion.

v Service delivery improves as resources become more well-connected,
reducing the chances of some elements of a critical process being
unavailable due to network issues or overly complex methods of
connectivity.

v Increased data availability to executives (via consolidation of database
and other information resources) results in improved strategic decision-
making capabilities.

Reducing complexity through
vVirtualization

Virtualization of servers reduces complexity by decreasing the number of
physical servers that must be maintained. The physical servers that host vir-
tual systems must be robust; however, one robust server can host as many
virtual systems as its processing power, memory, and storage will allow. The
physical system can host virtual systems with the same or different operating
systems, depending upon the virtualization technology in use.

Because a virtual server is, in essence, a file on the host server, it can be
moved from one physical host to another very quickly and, in some cases,
automatically. This ability allows critical services to be restored rapidly in
the event of a hardware failure. Finding a server with the same hardware con-
figuration is not necessary, as it would be with a traditional server.

There are many other benefits to virtualization, as well as issues that must be
considered, and these are discussed in detail in Chapter 13.
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Implementing desirable redundancy

<WBER The primary focus of consolidation is reducing undesirable redundancy, but
not all redundancy is undesirable. Redundancy in systems, services, storage,
and capability can make an organization more resilient against disruptions in
business due to disasters or technology-related issues. Consolidation allows
organizations to take the resultant cost savings and reinvest it in desirable
redundancy supporting key business functions.

Be diligent when identifying redundancies for elimination so that desirable
redundancy is not eliminated. Examples of desirable redundancy include

1 Data storage solutions: Redundant data storage solutions, specifically
those that make use of RAID (Redundant Array of Independent Disks),
are both efficient and fault tolerant. You can find additional information
on storage solutions in Chapter 10.

v Failover solutions: Multiple departmental servers performing the same
function is an undesirable redundancy. More desirable is a centralized
high-availability cluster in which fewer servers are used but those that
are in use provide failover capability to the remaining servers in the
event of a hardware failure.

v Load balancing: Load balancing allows high-demand solutions to spread
the workload over multiple servers in order to avoid disruptions in ser-
vice. In this case, the cost of the extra servers can be justified by reduc-
ing disruptions in work during times of peak use.

1 Technology personnel: Having backup personnel is at least as desir-
able as having backup hardware — more so, when you consider that it
is easier to buy a server with the proper specifications than to hire an
employee with the proper skill set. Ensuring the multiple members of
a support team or workgroup have key skills reduces the impact to the
organization when team members are unavailable.

v~ Alternative sites: Although expensive, an alternative data center loca-
tion for disaster recovery purposes may be considered mission critical
to your organization. Should a wide-scale disaster occur, rendering your
organization’s primary data center unusable, having a pre-arranged
alternative site outside the affected area means that you can get critical
services back up and running more quickly than if you had to scramble
for a location after the fact. Chapter 18 has more information on the dif-
ferent types of alternative sites and their appropriate uses.

v Caching: Caching or proxy servers hold read-only copies of data that
changes infrequently, such as name resolution (DNS) and static Web
pages. Caching reduces the load on these services, as well as on the net-
work itself.
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Planning the centralized facility

While a department or business unit may get away with having a server
room, a centralized data center is naturally more robust. Servers require a
great deal of power and generate a significant amount of heat. As such, a data
center requires greater power capacity than the average server room and
more robust environmental controls.

You need to consider capacity planning in the consolidation project and
determine power and cooling requirements both short and long term. Failure
to do so may result in a data center that reaches capacity halfway through the
project, as there may be limits to how much power can be run to the room in
an existing structure.

Your planning should include the following elements:

v Various methods of cooling, such as rack fans, water-cooled cabinets,
and blanking panels

v Organization of rows and racks to minimize hot spots
v Recovery from natural and human-caused disasters

v Physical security

When you plan cooling requirements, be sure to consider the hottest months
of the year in your geographical location. It will take more cooling capacity to
keep a facility at optimum temperature (approximately 70°F) when the outside
temperature is 100°F than when it is 75°F.

Standard building fire suppression is rarely suitable for data centers. When
renovating existing space for use as a data structure, be sure to budget for
overhaul of the fire suppression system as well. Activation of a sprinkler
system in a data center can easily cause more damage than a contained fire.

Organizations with existing or planned medium to large data centers may
find it helpful to consult professionals in the fields of building design, data
center design, fire suppression, and physical security to reduce risk and
improve performance.

Automating the Data Center

Use automated solutions wherever possible, particularly in the areas of
update/patch management, deployment, and backup solutions. Configuring
an automation solution may take significant time initially, but after it is con-
figured properly, it requires very little effort to maintain. In general, automa-
tion provides the following benefits:
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v Allows IT support staff to concentrate on problems instead of
maintenance

v Improves support staff morale by reducing the number of repetitive and
menial tasks they must perform

v Provides management consoles that allow support personnel to monitor
many systems at once instead of checking each one individually

Standardization is key to benefitting from automation. Implementing automa-
tion without reducing complexity in system configuration beforehand just
adds complexity and produces more work for support staff.

Patches and updates

In 2009, 5,733 software vulnerabilities were in the National Vulnerability
Database, which pulls data from a number of sources. Many of these vulner-
abilities are commonly used operating systems and applications. Why these
vulnerabilities exist is a topic of discussion for another book. However, the
cause of the vulnerabilities is not as important as how to protect your enter-
prise from exploits. To correct the flaws, vendors release software updates
on a set schedule or as needed depending on the severity of the flaw.

Patch management can become overwhelming over a large distributed enter-
prise without some type of automated patch management solution. Many
application solutions have automated update functionality, but without
centralized management, IT personnel have difficulty determining whether
individual systems are up to date.

Managing antivirus updates can be just as complex, particularly if multiple
defensive applications are in use. These updates are also more time-critical,
with updates sometimes being released multiple times in a single day, and
require automated, centralized solutions in order to protect enterprise
resources effectively.

Image-based deployment

A common solution for mass system deployment is to use image-based
deployment. This type of deployment utilizes snapshots of configured com-
puters that can be copied to others. An individual system is first configured,
patched, and loaded with standard applications and then copied. This image
can then be copied to target systems, either over the network or through the
use of removable media (USB drives, portable hard drives, etc.), allowing a
computer to be loaded to a ready state in minutes without requiring signifi-
cant human interaction. Standardization is required for this process to be
efficient because major changes in computing hardware and any changes in
software require a different image.
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Supporting both systems and staff

Automated systems still require operational
staff. Although some of the following monitor-
ing tasks can be partially automated, human
interaction is still necessary:

v Logs must be reviewed to look for prob-
lems with backups or software updates.
Automated alerts may be able to cut the
time spent reviewing logs; however, opera-
tional staff must still review alerts and pri-
oritize issues.

v~ Qperational staff must perform initial con-
figurations and periodic updates.

v Backups must be tested to ensure recov-
erability and backup media must be retired
when damaged or as per the established
schedule.

You can expect both support and criticism from
IT personnel when soliciting input on automa-
tion solutions. Some of them may be relieved
that they will no longer have to perform the
technological equivalent of drudgery, while
others may be concerned that their positions
will be eliminated.

To help alleviate concerns, stress that the pur-
pose of automation is to make operations more
effective, not to replace personnel. Operational
staff will always be necessary and some per-
sonnel may be reassigned to more useful tasks.
Chances are that if your organization’s IT staff
is performing manual deployments and soft-
ware updates, either those tasks are not being
performed in a timely manner or other work is
being left undone.

Backup solutions

63

Backup solutions can be automated to copy data stores, files, and configura-
tion information weekly, nightly, hourly, or even in real-time, depending on
the required recovery point objective (the amount of data that can be lost in
the event of a failure). Automation of backup and recovery solutions protects
data assets and improves business continuity. You can also obtain efficiency
by selecting solutions that don’t require physical handling of media on a
daily basis, although these solutions may carry increased costs. Even with
an automated backup system, technical personnel still need to spend time
ensuring that backup media are properly secured, both physically and logi-
cally, to protect against any unauthorized release of data. Regular testing of
restoration procedures and backup media are also necessary to ensure suc-
cessful recovery.

You can use imaging solutions for backup and recovery as well as deploy-
ment. You can image computers on a regular basis outside of normal
business hours for quick recovery in the event of a malware infection, con-
figuration mishap, or software update failure. This type of solution is useful
when desktops supporting critical processes have complex, nonstandard
software installations.
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Planning Enterprise Information
Security

In This Chapter
Understanding the risk of data breaches
Planning to protect information assets
Devising a security policy
Employing security technology

nformation has value. It’s an asset that can be worth much more than the
hardware on which it is stored. Consider how costly the following events
might be to a business:

v An Internet-based retailer experiences problems with Web services, pre-
venting customers from placing orders.

v~ Afile is copied to the wrong server, resulting in proprietary information
being available on a company’s public Web site.

v A programming team is tasked with making critical changes to a legacy
production application, but the source code was lost months ago.

v A company loses several weeks’ worth of billing data after a server
crash. Although the data was scheduled to be backed up, the error mes-
sages in the backup log files were missed, or the backup was untested
and failed during recovery.

v Network connectivity issues prevent call center customer service per-
sonnel from accessing customer data.

Without proper planning and organization, your organization risks not only
data loss, but also the capability to use data as required. This chapter gives
you an overview of layered strategies for enterprise data protection, strate-
gies for extending data access beyond the enterprise, and security policies.
(Later chapters provide more detailed coverage of specific defensive
strategies.)
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Protecting Enterprise Data

Just as an organization secures its facilities, it must secure its information.
All businesses have to be concerned about data breaches — the inadvertent
release of sensitive or protected data — because no industry is exempt.
Common ways in which data is revealed include, but are certainly not limited
to, the following:

v Theft of equipment (particularly laptops) containing unencrypted
information

v Equipment discovered missing during periodic inventory checks

v Confidential data posted to a company’s public Web site or inadequately
secured accessible location

v Improper disposal of data processing equipment

v Accidental exposure through e-mail

The source of the breach may be internal or external and either accidental
or malicious. In the case of theft of hardware, the data may not even be the
target. Many breaches are small, fortunately, but the larger the organization,
the greater the risk of a large breach. Common targets for data theft include
universities, banks, credit-card companies, and information clearinghouses,
and that information can be used for identity theft and credit-card fraud.
Table 5-1 illustrates how common these data breaches are.

Table 5-1 Recent Large Data Breaches

Date Announced Organization Number of Records
Involved

Jan. 1,2009 Heartland Payment Systems 130 million

Jan. 17, 2009 TJX Cos., Inc. 94 million

Oct. 5, 2009 National Archives and 76 million

Records Administration
Oct. 6, 2008 T-Mobile 17 million

Source: Open Security Foundation’s DatalossDB (nttp: //datalossdb.org)

Due to the prevalence of breaches and the amount of damage they can cause,
many states have enacted data breach notification laws that force organiza-
tions to notify customers or employees if their personal information has been
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released. In addition, data breaches can result in an organization being fined
or being required to pay for credit monitoring services for those whose infor-
mation was released. Beyond the initial monetary costs, a breach can also
damage a company’s reputation, causing loss of customer trust and reduced
sales.

Some federal laws also require notification. The recent expansion of the
Health Insurance Portability and Accountability Act (HIPAA) by the Health
Information Technology for Economic and Clinical Health (HITECH) Act, for
example, requires both patients and the government to be notified of any
breach that involves the records of more than 500 patients.

Because of the risks, you must make information security a priority. The
following sections give you a look at security from a planning perspective.
Chapter 17 delves into security measures in detail.

Creating a Security Plan

You must identify and include security requirements in all stages of plan-
ning and for all levels of your enterprise architecture. Implementation can’t
start until the security requirements for all resources have been identified.
Physical security requirements need at least as much attention as logical
security requirements, as lost or stolen equipment is one of the main causes
of data breaches.

Logical security measures other than strong encryption do little more than
delay a determined data thief who has access to physical equipment — and
with desktop computing power exceeding that of the world’s top super-
computer less than a decade ago, even strong encryption can eventually be
overcome by raw processing power. Attackers can access sensitive informa-
tion by using tools intended for use by law enforcement, security personnel,
or forensic investigators. In some cases, an attacker doesn’t need to have
physical possession of the machine, but only needs long enough to boot the
system off a bootable USB drive or CD containing forensic tools. Attackers
may also search for passwords that will allow them access to sensitive data
at a later date.

You must be aware of current and emerging security threats, including both
malware and vulnerabilities in technologies currently in use and being con-
sidered for future use. You also need to consider user training requirements
to protect against social engineering and to ensure that users know, under-
stand, and are capable of following any new security policies.
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QgN\BEH Use encryption whenever sensitive data is stored, processed, or transmitted,
& particularly on portable devices and when service-oriented architecture (SOA)
is used to integrate legacy systems that are incapable of employing modern
security mechanisms, such as secure transport protocols and high-strength
encryption algorithms. SOA and SOA wrappers for legacy system protection
are discussed in Chapter 11.

Design a workable program

The key to success for any enterprise architecture initiative is having a clear,
well-developed security program with identified requirements and attainable
goals. Breaking your program into smaller manageable projects ensures that
new technology meets your organization’s needs before full implementation;
establishes clear, distinct goals that can be easily conveyed to the technol-
ogy implementers; and reduces users’ fear of change by taking things one
step at a time.

It’s also critical to ensure that expectations are reasonable, starting from the
top of the organization. Executives must have a firm grasp of project goals to
guarantee funding and to communicate those goals to middle management
and rank-and-file employees.

Use a layered framework

Security is more than simply the sum of its parts, and it takes more than
parts to implement a security framework. Security implemented in an
unplanned manner may be effective, but adding elements ad-hoc increases
complexity and support requirements, eventually reducing the effectiveness
of each element.

As discussed in Chapter 4, however, some complexity is desirable. Using
different security technologies keeps attackers from using the same tools

to bypass multiple layers of security. For example, in a network configura-
tion that includes a so-called demilitarized zone to segregate computers that
must communicate with both the Internet and the internal network, multiple
firewalls are used. The attack strategy used on the first firewall is unlikely to
work on the second if they use different technologies.

Basically, an enterprise security strategy must include a layered framework

to protect the data. A layered approach involves applying security measures
to the following elements:
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Figure 5-1:

A simple
example of
the Layered
Defense
strategy.
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v Data

v Applications that access the data

v Hosts on which the applications and data reside
v Network on which the hosts reside

v Perimeter separating your organization’s network from the public
network

v Facility housing the computing equipment

This framework, shown in Figure 5-1, is common to both information secu-
rity and physical security and may be referred to as concentric-ring security,
layered security, or defense in depth. It’s supported by security standards and
policies, which we address in later sections in this chapter.

Just as a building is only as secure as its least protected entry point, your
enterprise is only as secure as its least protected host. One computer with
inadequate protections can be compromised even within a protected network
and then used to target other systems. Local security compromise is likely to
occur in organizations where business units are responsible for maintaining
the security of their own systems or where automated patch and update man-
agement is not in use.
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You may also need to create layers of security around legacy systems or
particularly sensitive data to protect them from internal attackers as well
as external ones. This may involve the use of technologies such as virtual
private networks or shielded subnets, or may simply be a matter of allow-
ing users to access data only through encrypted Web service interfaces.
Shielding the way in which data is accessed or arranged prevents exposing
information that could be used in an attack.

A simple example is requiring the use of user-friendly error messages in
applications. If an application (including a Web page) generates an error,
the end user should never see debugging information because it provides
information that may be used in an attack, such as application and database
server names; database, table, and field names; file locations; and directory
structure.

Functions such as service-oriented application wrappers and virtualized serv-
ers on a physical host may require the entire set of layered defenses, so this
framework can be applied to individual functions as well as to the enterprise
as a whole.

Implement security standards

Give strong consideration to conforming to an information security standard.
Doing so not only increases the effectiveness of your enterprise’s security
program but also allows your organization to demonstrate that it follows
information security best practices. This standard can reassure customers,
partners, and internal users alike that your organization takes information
security seriously and is protecting data in an appropriate and approved
manner. In addition, if a data breach does occur, it’s better to demonstrate
that you were being proactive and following a standard when the breach
occurred rather than to be found negligent.

Some of the frameworks mentioned in Chapter 3 have information security
components, but there are quite a few standards for which information secu-
rity is the main focus. Following are some of the most commonly used
standards:

v ISO/IEC 27000 series, published by the International Organization for
Standardization (www.iso.org)

v Systems Security Engineering Capability Maturity Model (www . sse-
cmm. org)

v The Standard of Good Practice for Information Security, published by
the Information Security Forum (www. isfsecuritystandard.com)
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v Special Publication 800 standards, published by the U.S. National
Institute of Standards and Technology (csrc.nist.gov)

v Federal Information Processing Standards (www.itl.nist.gov/
fipspubs)

Some states, such as Texas, have their own legislated information security
standards, and various industries require specific security practices be put in
place. For example, the Payment Card Industry Data Security Standards (PCI
DSS) are used by entities that process credit card transactions.

View security as a program,
not as a project

Projects have a beginning and an end, but programs are continuous. You
must understand — and make sure that executives understand — that the
completion of the firewall installation project, for example, does not mean
that your organization’s network will always be protected. Firewalls and
other security appliances and tools require ongoing maintenance and atten-
tion to ensure that they remain effective.

Attackers are continuously looking for vulnerabilities and developing meth-
ods to exploit them. Thousands of viruses are released every year, along with
many other assaults. It isn’t much of an exaggeration to say that by the time
you say, “The network is now secure,” a new virus or other technique for
exploitation has been developed or a new vulnerability discovered.

Security is a constant game of cat-and-mouse. The enterprise, as the defender,
has a limited set of tools and finite resources for protecting the environment,
while there are countless numbers of attackers with access to (almost) limit-
less attack tools that vary in scope, complexity, and sophistication.

Keep security simple

With security, you can have too much of a good thing. You must find the
proper balance between security and usability, or risk having users bypass-
ing controls in order to perform their jobs. For example, password policies
that call for frequent expiration of complex passwords may lead to users
writing down passwords and storing them in convenient (but insecure)
places.
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IT security professionals can also suffer the effects of too much complexity.
They often want to log and monitor everything, which can be detrimental to
the health of the network without the proper tools to filter those logs into
usable data. You could compare logs to surveillance footage from security
cameras: They'’re excellent after-the-fact investigation tools, but without the
proper detection and alert capabilities they do little to prevent an incident
from occurring.

Developing a Security Policy

A comprehensive security policy is necessary so that all network users, both
technical and nontechnical, are aware of the enterprise’s required security
controls. The policy should balance security with usability, and its proce-
dures must work hand in hand with business processes to avoid disruption
of normal operations. Requiring an employee who has forgotten his password
to report to the IT office and show proper identification, for example, may be
secure, but it’s also time consuming and cumbersome.

The following sections examine how to create, gain approval for, and main-
tain a security policy.

Classifying data to be secured

You need to know the type of information that is on your network before

you can dictate policies regarding its security. If you've selected an IT gov-
ernance framework (see Chapter 3), it’s likely to have a specific process for
data classification. At a minimum, the data storage survey (see Chapter 10)
should reveal enough information for you to classify your organization’s data
by business function, sensitivity, owner, and known security requirements
based on legal or contractual mandates.

Addressing basic security elements

A security policy needs to be tailored to the enterprise, but it should address
some basic universal elements:

v Administrative access: The security policy should contain rules that
govern the creation, use, and management of accounts with administra-
tive access.

v Acceptable use: The policy should include an acceptable-use policy so
that appropriate use of technology is clearly defined.
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v Authorized software: The policy should cover procedures for software
installation, including whether end users are allowed to install software
on their own.

+~ Data disposal: The policy dictates the procedures to follow when dis-
posing of storage media that may contain data. (Chapter 10 discusses
data disposal in detail.)

v Encryption: The security policy should establish the appropriate use of
encryption as well as approved mechanisms.

v Firewall: Rules for how the organization’s firewalls will manage network
traffic should be incorporated into the policy, including procedures for
updating and changing rules.

v Incident management: The security policy should include clearly
defined procedures for security incident handling and reporting.

v Malware: The policy should indicate anti-malware software require-
ments, including configuration, definition updates, scanning frequency,
and procedures to follow in the event of infection.

1 Passwords: The policy should state the organization’s requirements for
creating and managing passwords. Remember to include requirements
for administrative and service account passwords. You can find pass-
word guidelines, such as length and complexity, in Chapter 7.

v Server and workstation hardening: The policy should provide guid-
ance on necessary security controls for base installations of servers and
workstations, appropriate to whatever platforms are in use. This policy
can include items such as removal of unnecessary services or changing
default passwords.

v Social engineering awareness: Social engineering is a term used to
describe a variety of psychological techniques directed against people,
such as manipulation, deceit, or impersonation. The security policy
should take social engineering into account when addressing relevant
policy elements such as passwords, social media, and telephone
procedures.

v Social media: The policy should specify how the organization uses
social media and how employees are expected to represent the organi-
zation on social networking sites.

1 Telephone procedures: The policy should include what type of informa-
tion can be provided over the telephone and under what circumstances.

1 Waste disposal: Because attackers can gain valuable information from
corporate trash, proper waste disposal must be addressed.
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Getting management approval

You must gain executive commitment to the security policy. Getting manage-
ment approval serves two purposes:

v~ It ensures that those who control the finances understand that security
is important and must be budgeted for.

v~ It lets employees know that security is a valid business concern.

Employees are more likely to follow the lead of top management. If top
management has to follow the same security procedures as rank and file
employees, those rank and file employees are more likely to take it seriously.
Executives need to lead by example. The executive who orders IT to allow
him to use his initials as a password while forcing everyone else to use com-
plex passwords sends a message to employees that security is a hindrance
and not important.

Risk assessments (see Chapter 6) are critical tools for showing management
the value of the procedures outlined in the security policy. Although the aver-
age executive is unlikely to understand technical details of vulnerabilities,
exploits, and countermeasures, he is going to understand risk when phrased
in terms of probability and effect on the business.

Maintaining the policy
Security policies are living documents, and as such, they should be reviewed
and updated periodically. The following events may also trigger a review of
the security policy:

v+ Emerging security threats

v Changes in business functionality or data classification

v Implementation of new technology

v Mergers and acquisitions

v Security incidents
With the exception of security incidents, these triggers involve possible
changes to security policies due to changes in the environment. Security

incidents should elicit a review of the security policy because a successful
occurrence indicates that something, somewhere, failed. That failure may
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be technical, procedural, or a combination of both. After the enterprise is
restored to a secure state and the incident investigated, the security policy
should be reviewed for improvement based on the results of that investigation.

Training employees

After the policies are in place, employees must be educated about the poli-
cies and the reasons behind them. They must also have clear instructions for
reporting suspicious behavior or events. This training should be conducted
regularly, to help keep employees alert and up-to-date on new procedures.

Employee training can be performed electronically using existing informa-
tion portals, or in person in small units or larger classes. Having properly
trained staff leading these events is critical in order to increase the likelihood
of employees both understanding the presented material and accepting the
training’s validity. Larger organizations usually have training staff available
through their human resources office. An organization lacking experienced
training staff should consider hiring an outside firm to provide this support.

Issues may come up in training sessions that aren’t addressed in the security
policy. Trainers should note these issues in an after-action review so that the
related policies can be reviewed and updated, if necessary.

Using Technology to Support
Security Operations

Technology exists to support the business process; the business process
doesn’t exist to follow selected technology constraints. Business processes
are often modified to include new technology, but there should always be a
valid business reason behind it, such as improving efficiency or adding value.
However, an organization should not be expected to change its operations
only because a new application was purchased or developed. Information
technology is simply a logistical component that supports operational
functions.

In short, technology must be aligned with business goals, not the other way

around. One way this can be accomplished is through the application of clear
governance principles, as discussed in Chapter 3. Other ways follow.
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HITECH Act

An example of regulatory mandates affecting
partner organizations involves the HITECH Act,
mentioned earlier in this chapter. This Act did
not just specify requirements for data breach
notification; it also formally required business
associates of entities covered by HIPAA to
comply with the standards and implementation

specifications in HIPAA security rule where for-
merly they were required only to “appropriately
safeguard” the information. Examples of busi-
ness associates include partner entities that
perform functions such as claims processing,
billing, transcription services, or others that
require access to protected health information.

Use collaborative technologies

Collaborative technologies can be of tremendous assistance during any proj-
ect, from something as simple as a server upgrade to a complete migration
of technology from one platform to another. These technologies include, but
are not limited to

v E-mail and messaging

v Discussion boards and wikis

v Scheduling and task management

v Conferencing (Web, voice, and video)
The architect must ensure that these solutions are in place before beginning
a security project so as to promote open communication among all stake-
holders. Collaboration tools can serve to

v Communicate new security policies

v Announce potential threats

v Detail how to address, report, or respond to these risks

v Remind users of their responsibilities with regards to security

v Provide a mechanism for security incident reporting

You'll explore collaboration solutions and communication technologies in
more depth in Chapters 8 and 9.
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Remain flexible

Making changes to production architecture is difficult, at best, particularly
with regard to mission critical architecture. In a production environment,
you should expect that there have been changes to the resources involved
since the initial review was conducted, and plans must be updated accord-
ingly in order to avoid disruption of services.

Flexibility is just as necessary for long-term planning, but remaining adapt-
able becomes more complex as the environment fluctuates from year to year
due to changes in technology, operations, business focus, and regulatory or
legislative mandates. It is not unusual for organizational priority to shift from
one topic of technology to another, and sometimes these shifts cause plans
to change rapidly. For example, if your organization decides that the project
to switch from regular telephone lines to Voice over Internet Protocol (VolP)
is to be given priority, it also means that any projects having to do with net-
work infrastructure upgrades also need increased priority.

Inclusion of entirely new vistas of computational capability can require sig-
nificant changes to existing strategies and policies. The emergence of cloud
computing has introduced difficulties for organizations using strict ITIL ser-
vice management practices due to the black-box nature of cloud service host
details. Other organizations concerned over the protection of confidential or
proprietary information may find data stored in public clouds to be available
for disclosure requests under different legal systems, depending on where
the cloud storage hosts are located. Until cloud computing has matured

and its processes become more transparent, many organizations have been
forced to adopt only private cloud services or avoid cloud computing alto-
gether to retain alignment with existing service and security management
strategies.

Plan for partner relationships

Increasingly, organizations are entering into partner relationships with other
businesses, customers, vendors, and others that all require some type of
integrated external connectivity and information sharing. Examples include
vendor-managed inventory systems, joint ventures, automated shipping man-
agement, and clearinghouse functions (such as billing and account
management).

You must be aware of partner relationships and how they may affect your
enterprise, particularly with regard to connectivity and security. Enterprises
cannot afford to be blindsided by unforeseen IT requirements due to new
regulatory mandates or other requirements imposed on the business due to
a partner relationship.
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When is outsourcing security a good idea?

Although you can't transfer liability, it may be
cost-effective for some organizations to con-
sider outsourcing individual security func-
tions that are laborious or that require specific
skills not available within the organization.
Surprisingly, some security functions, par-
ticularly those that are time consuming, lend
themselves well to outsourcing. Organizations
considering outsourcing security functions can
choose among several models, two examples
of which are

v~ Security as a service: In this model, econ-
omy of scale is used to offer services and
products to organizations at substantially
lower costs than if the organization had
to make the purchase itself. The products
and services are owned by the provider
and delivered and managed remotely on a
pay for use or subscription basis. Antivirus
products, managed e-mail products, and

log management services fit into this
model. Log management, especially in large
organizations with extensive logging capa-
bilities, may be a candidate for outsourcing
in order to have access to more robust log
management software and 24x7 monitoring.

Managed security services: In this model,
the hardware or software involved may be
owned by either the organization or the pro-
vider, but are managed remotely by the pro-
vider. These services are more likely to be
customizable, and include offerings such as
vulnerability scanning, virtual private net-
working, and firewall management. Smaller
organizations may find firewall manage-
ment to be exceptionally cost effective
due to the significant amount of technical
expertise that is required to implement and
maintain the system.

Outsource only when necessary

Executives often find it tempting to outsource IT services, particularly

those in which hardware purchases are required, in order to reduce costs.
Technology may become obsolete before it’s fully amortized and a company
may want to move the costs from the capital budget to the operating budget
for accounting purposes. Due to the dynamic nature of information technol-
ogy, this year’s state-of-the-art firewall could be next year’s state-of-the-art
doorstop.

Data processing and software development are also commonly outsourced
functions, but that has the potential to carry significant risk. It should be
done only when necessary and then only after carefully reviewing the laws
and rules that apply to the data involved in those functions.

The decision to outsource should not be taken lightly or made quickly
because it is often easier to streamline local operations than to return opera-
tions in-house after an outsourcing failure. Recommend outsourcing only
when it’s truly necessary to avoid adding complexity or excessive cost to
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your operating environment. As an alternative to outsourcing, you may want
to explore insourcing, in which contract personnel are hired to supplement
company personnel.

If you're considering outsourcing to a foreign company (offshoring), it is also
necessary to review the applicable laws in that country since information
protection and privacy laws may vary. Differing laws may make prosecution
or civil lawsuits difficult if the provider violates its contract or engages in ille-
gal activity such as data theft. In addition, even when there are appropriate
laws in place, they may rarely be enforced. There may even be issues with
laws in countries through which data is transmitted.

Outsourcing security functions may help reduce your organization’s liability
by reducing the number of incidents, but it’s impossible to outsource liability.
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Chapter 6

Complying with Mandates
and Managing Risk

In This Chapter

Recognizing the importance of compliance
Reviewing the risk management process

Developing risk management strategies

nexpensive, powerful computing systems have transformed business

operations and levied expanding interconnectivity provided by the
Internet to extend services to customers and consumers around the world.
As connectivity expands, businesses face ever-expanding regulations and
controls over data expression, service availability, and service use. In many
industries, specific legislation identifies minimum levels of compliance with
risk management and security guidelines; other industries impose specific
requirements on their own customers as a mandate for service availability.

You need to be familiar with any regulations, legal mandates, and industry
directives that may affect enterprise planning and compliance reporting for
your organization. Also, you must create a risk management strategy, both to
meet regulatory mandates and to ensure the availability and integrity of data
and services necessary for everyday operations.

This chapter presents some issues you may encounter if your organization is
subject to some of the more common legal mandates, as well as an introduc-
tion to the basics of risk management as it applies to IT Architecture.

Keeping Your Company Compliant

Many laws and industry requirements require detailed documentation and
certification of compliance in order to avoid fines, fees, or other negative
effects. Any efforts made to develop or realign an enterprise must take into
account existing and emerging legal requirements from the very start. For
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example, logging must be in place before an application is moved into pro-
duction because without this logging, it may be impossible to comply with
privacy or regulatory mandates that require audit trails for viewing or chang-
ing data. It’s difficult, if not impossible, to review past actions without the
proper controls (logging, for example) in place beforehand.

Legal mandates that affect
the organization

Legislative responses to issues such as data loss, privacy violations, and
fiscal accountability generate an ever-growing number of “alphabet soup”
legal requirements that you must incorporate in enterprise planning. These
include

v Sarbanes-Oxley Act (SOX)

v Gramm-Leach-Bliley Act (GLBA)

v Health Insurance Portability and Accountability Act (HIPAA)
v Federal Educational Rights Protection Act (FERPA)

v Children’s Online Privacy Protection Act (COPPA)

Each of these carries its own potential pitfalls when applied to the enterprise,
although not every organization will be subject to all, if any, of these require-
ments. SOX, for example, applies only to publicly traded U.S. companies, and
HIPAA applies only to organizations that handle protected health
information.

HIPAA requirements for segregation of electronic personal health informa-
tion from other organizational data, for example, may complicate data stor-
age, backup, and archival planning. Also, mandates for truthful disclosure of
intellectual-property ownership under SOX may complicate the use of free
open-source software, for which individual package IP ownership may be dif-
ficult to document.

You may also find that the mandates themselves are driving your organiza-
tion’s enterprise realignment. Simplification of organizational data storage
complexity (see Chapter 10) can provide the basis for realignment in an
industry subject to reporting mandates. The emergence of a large body of pri-
vacy mandates may drive the reorganization of data access, authentication,
logging, and backup strategies.
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Many of these laws have common themes, which makes it easier to integrate
specific requirements for compliance into more general planning steps. For
example, privacy and protection of personally identifying information (PII) are
required by privacy laws (such as COPPA, HIPAA, and GLBA) and industry
regulations such as the Payment Card Industry Data Security Standards
(PCIDSS).

Discovery and retention

Because so many legal investigations and compliance reviews require access
to electronic records, you should include provisions for information archival
and reporting in your long-term planning. Subpoena-management practices
should be firmly in place before requests for data are received to ensure con-
tinuity of operations and minimal impact on operations.

An enterprise architect can provide great value to your organization by
including data archival, storage, and handling options in your long-term
enterprise strategy. Mapping data resources together with details on backup
and archival practices for each can act to identify data held beyond a desir-
able discovery window. This map also provides a ready reference for orga-
nizations presented with a subpoena to avoid accidental destruction of data
due to normal backup media and archival procedures.

Additional requirements

Beyond information technology-specific directives, legal requirements can
include generalized mandates. You must consider accessibility requirements
under Section 508 of the Rehabilitation Act of 1973 (amended), for example,
in authentication and data access planning. Complex multi-factor or bio-
metric authentication systems may prove difficult to operate for individuals
with physically disabling conditions. Public-facing applications that don’t
support assistive screen reading technologies such as JAWS and Window-
Eyes may be unusable by some consumers. You explore the application-
design accessibility implications of Section 508 later in this book.

You also need to consider legal requirements that are likely to be enacted in
the near future. Following recent large-scale accidental data exposure events,
particularly in the retail and financial industries, it is likely that new laws will
deal with backup media and other responsibilities in the management of PII.
In addition, legislation under consideration could impose mandatory data
retention for Internet service providers and other agencies responsible for
the storage, processing, and transmission of information that could be useful
in law enforcement investigations.
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In the United States, multiple states recently passed privacy laws that require
encryption in storage and use whenever personally identifying data is col-
lected on citizens living in that location. Many of these laws require not only
protective measures, but also a mechanism for registration of the data stor-
age with affected citizens’ home state and mandates for reporting security
breaches of databases containing personal information. These laws can sud-
denly affect an organization merely because a person living in one of these
states becomes a client, member, or consumer of services that involves
entering data classified by their home state’s legislature as protected.

Planning to Manage Risk

Risk is based on the probability and impact of events or threats. For informa-
tion technology, these threats may include theft or loss of computing hard-
ware, unauthorized access to data, denial of service, and identity theft. Much
of the “alphabet soup” legislation discussed earlier in this chapter requires
formal risk management for certain industries and settings. You must identify
risks faced by the enterprise network’s configuration, organization, and use.
Once identified, you can engineer controls to reduce overall risk and achieve
compliance with regulatory mandates.

Regular review of risks and strategies for dealing with each are required
because this is a process, not a goal to be achieved once and for all.
Emerging regulations and threats present a perpetually moving target. Risk
management also provides value to the enterprise by reducing vulnerability
and enhancing operational capabilities.

Risk control and management start with the lowest levels of operational readi-
ness such as power, telecom, and network availability. Planning includes
technical considerations such as data center management solutions and tech-
nology replacement agreements, as well as physical security and data center
planning measures (see Chapter 5).

A formal risk management process is necessary for every technology, ser-
vice, or data deemed critical to your organizational operations. In this pro-
cess, you identify threats and vulnerabilities, assess risk, and then address
the risk. The following sections detail these steps.

Identifying threats

You need to consider all threats that have the potential to cause harm to or
interfere with your enterprise information technology resources. After you
identify a threat, you must also document any vulnerabilities associated with
that threat.
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Threats typically fall into three categories: natural or environmental, elec-
tronic, or human.

Natural or environmental threats

Natural threats include weather events such as floods, storms, tornadoes,
and hurricanes. Environmental threats include events such as fire, extended
power failures, and water leaks. Natural threats can cause a significant
amount of direct physical damage, as well as a general disruption of busi-
ness. Environmental threats have similar impact. Unlike natural threats,
however, they may be caused by human elements with various motivations.
You can read more about these motivations in “Human threats,” later in this
chapter.

Electronic threats

Organizations increasingly depend on the availability of electronic resources
as electronic records and digital services permeate aspects of operations
from time clock and human resources functions through accounts payable
and receivable. This technology dependence creates a target for attackers
who may insert malicious code into seemingly innocuous documents, or who
may hide attacks in the normal flood of electronic operations and requests
for services.

Electronic threats include

v Malware such as viruses, Trojan horses, and spyware
v Bugs and weaknesses in software applications and operating systems

v Bots and botnets, which are computers infected by malware and con-
trolled by malicious individuals

v Phishing e-mails, which attempt to trick individuals into providing pass-
words, bank account numbers, credit card numbers, or other sensitive
data to fraudulent Web sites

These threats may be directed at the organization by malicious persons for
reasons discussed in the following section or the organization may simply fall
victim to them. You can find more detailed information on these and other
electronic threats in Chapters 16 and 17.

Exploitation of vulnerabilities associated with these threats can cause disrup-
tion of business and the unauthorized release of information. There is also
the possibility that workstations and servers within the enterprise could
become compromised and be used to attack other organizations.
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Human threats

Human threats can be deliberate attacks by malicious individuals for pur-
poses such as causing damage to an organization’s assets, data, or reputa-
tion, or stealing its physical or electronic assets. These individuals can

be criminals, disgruntled employees, or your organization’s competition.
Industrial espionage — the theft of trade secrets — is a growing problem in
many industries.

Not all attempts to circumvent security controls involve malicious intent.
Examples of such benign events include propping open a secure door while
moving equipment, software developers leaving “back doors” in applications
for testing or administrative purposes, or employees sharing login creden-
tials instead of waiting for access requests to be approved.

Human threats aren’t limited only to physical actions taken by individuals.
The electronic threats discussed in the prior section often originate with or
perpetuate because of a human element.

Consider motivation when people are involved because it can help determine
the methods they’ll use. If industrial espionage is the motivation, attackers
may be likely to use social engineering techniques to trick employees into
giving them access. Alternatively, a disgruntled employee with revenge in
mind may destroy or corrupt data or provide his or her login credentials to
unauthorized persons. Other motivations include curiosity, monetary gain,
blackmail, and destruction, and other methods include hacking, theft, bribery,
denial of service attacks, and system intrusion.

Identifying vulnerabilities

You will continually spend time reviewing emerging and returning vulnerabil-
ities, exploits, and threats that must be dealt with through updates, patches,
or changes to protocol and service settings. There’s no such thing as “secure
forever” — attack and vulnerability options are always evolving into new
forms and mechanisms that must be included in enterprise defensive plan-
ning. Some online sources for review include

v The SANS Institute’s Top Cyber Security Risks (www . sans.org/top-
cyber-security-risks/?ref=top20)

v United States Computer Emergency Readiness Team (www.us-
cert.gov)

v National Vulnerability Database (http://nvd.nist.gov)
v SecurityFocus (www. securityfocus.com)

v Vendor Web sites for software in use in the enterprise
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Fixing what you find

Here's a real-life example of how risk assess-
ment can assist with both compliance and
security:

| (Kirk) was brought in as a consultant for
enterprise and security architecture in a large
healthcare organization. One of the vulner-
abilities | identified early in my review was
the need to allow physicians throughout the
area the ability to remotely access medical
records stored in the hospital imaging sys-
tems. The text-only logon/password combina-
tion accessed through an encrypted external
connection (not visible to the network-based
Intrusion Detection System) without lockouts
for multiple failed logons presented an oppor-
tunity for unauthorized access. This situation

was a significant security issue because the
information was both HIPAA-controlled (so it
required more secure authentication controls)
and a valuable asset for the hospital.

I implemented a host-based Intrusion Detection
System to facilitate identification of appropriate
access, established Internet Protocol Security
policies to allow access only from IP addresses
registered to doctors joining the access pro-
gram, configured automatic logon lockout
after three failed attempts within a 15-minute
window, and added multi-factor authentication
requirements (SecurelD tags) to mitigate the
risk of unauthorized access to a level gauged
acceptable by the organization's risk assess-
ment metrics.

In addition, you need to identify the vulnerabilities specific to your enter-
prise, based on factors such as your organization’s industry, facilities,

personnel, and data. You can identify these vulnerabilities by considering
scenarios based on threats and motivations identified earlier in your risk

assessment process.

Assessing risk

In assessing risk, each threat is analyzed to determine its probability and
impact. Probability is the likelihood that the threat will materialize into an

actual event, and impact refers to the loss that would occur from a successful
threat event. This loss can be tangible, such as loss of funds, equipment, or

personnel, or intangible, such as a loss of reputation.

Insurance companies conduct quantitative analysis when determining risk,
because they have a significant amount of actuarial data to work with. For
example, a comprehensive automobile insurance policy’s premiums are
based on the cost of the vehicle (the loss the insurance company would

87

suffer if the vehicle was stolen or destroyed) and the probability of that loss
occurring. Probability is determined by factors such as how often that partic-
ular make and model of vehicle is stolen and where the vehicle is stored and
driven. A numerical risk rating is then determined by multiplying probability
and impact.
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This type of actuarial data is generally not available for information tech-
nology. Rapid changes in technology lead to rapid changes in threats,
making trend analysis extremely difficult. As such, IT risk assessment typi-
cally involves qualitative analysis. Instead of numbers, values such as Low,
Medium, or High are assigned to probability and impact, and a risk matrix
determines the level of risk. You define Low, Medium, and High based on
what is appropriate to your organization’s business.

You may find that ratings of Low, Medium, and High aren’t adequate for your
organization. If you require more granularity, you can add ratings such as
Very Low or Negligible on the low end or Very High, Severe, or Critical on the
high end.

The following sections delve into all three parts of this process — determin-
ing probability, determining impact, and calculating a risk rating.

Determining probability

Probability can be determined by looking at how often threat events (both
successful and unsuccessful) occur in your organization and in general and
also by whether or not there are appropriate countermeasures in place to
protect against exploitation of vulnerabilities. For example, if your organiza-
tion’s antivirus software is blocking hundreds of viruses per day, then a prob-
ability rating of High could be assigned for any threats involving malware.

For countermeasures, a rating of High might be assigned if no counter-
measures are in place, Medium if inadequate countermeasures exist, and
Low if the countermeasures in place are sufficient. For example, if a confi-
dential data file is stored in an open file share, the probability of unauthor-
ized access to it would be High; if it’s stored in a file share with appropriate
access control but weak passwords, it’d be Medium; and if it’s stored on an
encrypted file share with appropriate access control and strong passwords,
it would be Low.

Determining impact

Impact can be determined by the nature and severity of the consequences
of a successful threat event. In some cases the impact is simple to establish,
such as the cost of repairing or replacing stolen or damaged equipment, the
cost of penalties or credit monitoring service in the event of unauthorized
access to customer personally identifiable information, or sales lost due to a
denial of service attack on your organization’s Web site. Deciding the impact
rating for loss of reputation or other intangible consequences may be more
difficult. However, in a qualitative assessment there is quite a bit of wiggle
room.

In all cases, the impact rating depends upon the organization. One company
may consider $10,000 in lost sales deserving of a High impact rating, while
another might consider that Low. Regardless, these ratings must be defined
and used consistently to accurately compare risk between threats.

www.it-ebooks.info


http://www.it-ebooks.info/

89

Chapter 6: Complying with Mandates and Managing Risk

\NG/
S

|
Figure 6-1:

A simple
risk matrix.
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In circumstances where threat events could lead to loss of life, the impact
should always be considered High and may need to be rated even at Very High
or Critical, depending upon the potential for harm. Examples of this include
threats against network-enabled medical equipment, control software for
industrial facilities, or traffic control systems.

Using a risk matrix to determine risk rating

After you assign ratings to probability and impact, you use a risk matrix to
determine the risk rating. Figure 6-1 shows a simple risk matrix using ratings
of Low, Medium, and High. Note that if probability and impact are both rated
as High, the matrix lists the risk rating as Critical. You can also use more
granular ratings, which results in a more complex matrix.

Probability
Low Medium High
Low Low Low Medium
Impact | Medium Low Medium High
High Medium High

Addressing Risk

After you have established the level of risk for the identified threats and vul-
nerabilities, you should determine the best way to address it. The following
sections can help you make this decision.

Prioritizing threats

Generally, risks are addressed in order of priority, highest to lowest. There
are four possible strategies that may be used to address an identified threat:

v Acceptance: The risk may be identified, examined, and accepted, pro-
vided that the impact is fully understood and recognized.

v Avoidance: The risk may be avoided by selecting an alternative option
that does not include the same level of risk or by simply not engaging in
the risky behavior.

1 Mitigation: The risk may be reduced to an acceptable level by including
additional protections or by altering the parameters producing the risk.

v Transference: The risk may be transferred to another responsible party,
often through outsourcing or insurance protections.
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You can’t always avoid or transfer risks completely, and you can’t accept
many risks simply due to regulatory or legal mandate, as discussed earlier in
the section “Keeping Your Company Compliant.” Additionally, these strategies
are typically applied at the strategic level, such as making the decision to out-
source a function, getting insurance policies, or dropping a line of business.
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As an enterprise architect, you are likely to select mitigation as the most
appropriate strategy to reduce risk to elements of the enterprise, including
both physical components and data. Risk mitigation involves taking steps to
reduce probability, impact, or both.

Reducing probability

Reducing the probability of a threat event involves employing countermeasures
appropriate to the vulnerabilities associated with the threat. Table 6-1 lists
some common threats and associated countermeasures, which are discussed

in detail in Chapters 16 and 17.

Table 6-1

Common Threats and Countermeasures

Threat

Countermeasures

Data exposure from lost or stolen
backup media

Encrypt backups and implement
greater physical security controls on
backup media.

Theft of user credentials from keylog-
ging software

Install anti-malware software and
include information about malware in
end-user security awareness training.

Data exposure from lost or stolen por-
table computing or storage devices,
such as laptop computers and external
hard drives

Encrypt data on laptop computers.
Consider prohibiting users from storing
high-risk data on portable devices.

Data loss or interruption of business
due to exploits of known software
security vulnerabilities

Test and apply vendor security patches
and updates in a timely manner and
apply vendor-recommended work-
arounds when patches or updates
cannot be applied.

Unauthorized access to the corporate
network

Install a firewall that blocks unauthor-
ized incoming network traffic.

Employee theft of confidential or pro-
prietary data files

Disable USB ports on computers to
prevent users from saving files to flash
drives. Implement Data Loss Prevention
software to monitor the movement of
files across the network.
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Threat

Unauthorized access to data through
compromised user login information

Countermeasures

Implement multi-factor authentication,
such as a combination of passwords
and tokens or passwords and
biometrics.

Reducing impact

The most effective strategy for reducing impact is to have a comprehensive
contingency plan. Contingency plans include actions to take in the event of
a specific occurrence. They are closely related to business continuity and
disaster recovery plans, which are discussed in Chapter 18. Contingency
plans may involve the use of marketing, communications, or public relations
personnel to mitigate the loss of reputation that might be encountered from
an event such as exposure of custom financial information.

Other strategies include

v Implementing redundant solutions such as clusters, load balancing, and
alternative sites (discussed in Chapter 4).

v Ensuring that copies of critical data are stored in a secure, off-site facil-
ity for use in the event that on-site data is corrupted or deleted.

v Training users to report suspected security incidents to appropriate
personnel as quickly as possible.

v Configuring intrusion detection applications, integrity verification solu-
tions, data loss prevention software, and other security solutions to
notify appropriate personnel of threat events such as denial of service,
attempted theft of data, or unauthorized altering of system files so that
the threat may be contained in a timely manner.

Watching out for risk homeostasis

Sometimes a change made to reduce risk can
cause people to act in a more risky manner,

more accidents than prior to the introduc-
tion of the “safer” braking systems. Clear and

which offsets the intended reduction. This is
known as risk homeostasis and can be illus-
trated by a German case study involving taxi-
cabs equipped with antilock braking systems.
Because drivers felt safer, they engaged in
riskier behavior and ended up involved in

regular reminders of the purpose of security
measures can offset this effect somewhat,
but the tendency remains. For example, users
may be more likely to open unexpected e-mail
attachments if they know antivirus software is
installed on their workstations.
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Choosing appropriate mitigations

The goal of risk mitigation is, quite simply, to reduce risk. You may find that
the same amount of overall risk reduction can occur by mitigating a small
amount of significant risks across a large number of systems. Because all
risk mitigation requires expenditure of resources, be it in the form of money,
personnel, or equipment, your organization must obtain the best value out
of those resources. A cost benefit analysis may assist with decision making,
particularly in the following scenarios:

v~ If the cost of a mitigation strategy exceeds the expected loss, you should
investigate other less-expensive strategies.

v A mitigation strategy that isn’t cost effective for one asset may become
so when spread across multiple assets.

v The cost of a mitigation strategy may be minimal, but can significantly
impact business productivity due to an increase in the time it takes to
perform certain tasks.

v A mitigation strategy that calls for security measures that are so burden-
some to users that they actively try to circumvent it, is a clear waste of
resources.

v~ If no mitigation strategies are cost effective and acceptance isn’t possi-
ble due to regulatory or legal mandates, evaluate the possibility of trans-
ferring the risk through outsourcing. Many risk management practices
require significant changes in policy or environment, or initial invest-
ment. Buy-in from key stakeholders is required in order to obtain these
requirements and to effectively mandate organizational alignment with
policies and operational practices developed as an outgrowth of enter-
prise planning. Risk management provides an opportunity to clearly
demonstrate the value of enterprise strategies, by providing metrics for
measuring relative risk before and after change implementation as well
as by illustrating concrete direct-cost-per-instance penalties for failures
in data access control or unauthorized exposure.

When enterprise changes can be directly tied to legal or regulatory man-

dates, funding is much easier to obtain because cost to comply can be
directly compared to cost of failure or noncompliance.
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The 5th Wave By Rich Tennant
M /

“We’re outsourcing everything but our cove
compe’c-ean Once we find out what Joha’o is,
we’ll begin the outsourcing process.”
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In this part . . .

A n effective enterprise is more than just technology;
it’s also about culture. It’s about using the technology
to foster communication and collaboration in an effective
manner. In this part, we tell you what you need to know to
create a successful enterprise culture.

www.it-ebooks.info



http://www.it-ebooks.info/

Chapter 7

Developing ldentity and Access
Management Strategies

In This Chapter

Authorizing access to the enterprise
Planning a strategy for identity management

Putting an identity-management solution in place

A network enterprise includes all components, services, software,
equipment, and interconnectivity elements in use by an organization.
User identification is fundamental to resource access and control and a cen-
tral standardized mechanism for access control is the element that bridges
components of the enterprise, consolidating siloed users and resources into
a cohesive whole. Also, without unique user identification, functions such as
accountability and resource availability control are unavailable.

This chapter introduces the concepts of Identity and Access Management

(TAM), with a particular focus on the process of identity management, which
underlies the topics covered in all later chapters.

Introducing ldentity and Access
Management (IAM)

Identity and Access Management (IAM) combines identity management and
access controls in order to facilitate resource availability and to prevent
undesirable exposure of your organization’s data. The three steps to [AM are
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1. Identify the user.

Credentials are presented that identify the requesting user or service
to the enterprise authentication service. Examples of these credentials
include a username and password or an access token (such as a smart
card) and a personal identification number.

2. Authenticate the user.

The authentication service must determine whether the credentials
and the requested resource are valid. Authentication is limited to deter-
mining whether the requester and requested resource exist within the
authentication boundary (domain or directory, for example).

3. Authorize access.

After successful authentication, access controls (that is, permissions)
determine whether the requester is allowed to access the requested
resource and within what limits. For example, a user may be allowed
database access with read-only permissions, or members of the chief
financial officer’s staff may have access to sensitive financial documents,
while marketing staff would be denied access.

The following sections discuss these steps in detail.

Identifying Users

Identification systems operate based on four general categories of
credentials:

v Something users know

v Something users have

v Something users are

v Something users do
The following sections detail these categories.

Custom mechanisms for authentication in high-security environments may
also include restrictions for access at specific locations or via specific access
terminals. This level of access control is not common in business environ-
ments, but the growing integration of Global Positioning Systems (GPS-
enabled mobile devices) may make this type of control more attractive to
businesses.
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Something users know: Password

Perhaps the most widely used type of identification is the alphanumeric
user logon and password combination. It easily integrates with standard
user interface devices, such as keyboards, mouse-driven on-screen keypress
entry, and various assistive technologies.

Password-based identification systems, however, are susceptible to several
types of attacks, such as brute-force attacks, which sequentially test all pos-
sible combinations of numbers, characters, and symbols; dictionary attacks,
which manipulate common words by replacing letters with numbers (as in
passwOrd); and social-engineering techniques, which manipulate users into
revealing their login credentials.

Password strength
The relative strength of a password is affected by the following factors:

v Obscurity: Identification credentials built on commonly known criteria
such as first name/last name logons (john.doe or john-doe, for example)
or passwords composed of pet names, birthdays, or personal interests
are more easily guessed than those derived from random or unrelated
data. Passphrases in the local language are also easily broken by
dictionary-based, brute-force attacks.

Note: Passwords are typically short (6 tol4 characters), whereas pass-
phrases are longer (20 to 30-plus characters) phrases or sentences.

v+ Complexity: Passwords and phrases comprised of simple alphabetic
characters are easily broken by dictionary, brute-force, and sequential
testing attacks. Password strength can be greatly increased by including
mixed-case (upper- and lowercase alphabetic characters), numeric, and
symbolic characters. Where supported, passwords developed from two-
byte character sets, such as international character sets, extend sequen-
tial testing by several orders of magnitude.

v Length: Length is one of the most important elements of password
strength. The longer the password, the more complicated sequential
brute-force attacks become. A four-character, alphabetic-only password
requires more than 450,000 tests, while an eight-character password of
the same type requires more than 400 billion tests to try every possible
combination.

v~ Expiration date: Passwords that are never changed are vulnerable to
brute-force testing in which only a small number of tests are conducted
over an extended period of time, which may avoid detection. With
enough time, any fixed password will eventually be compromised by
automated guessing. By forcing password changes through regular
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Figure 7-1:
An RSA
SecurelD
informa-
tional
access
token.
|

expiration, maintaining password history tracking, and imposing mini-
mum time between changes, extended brute-force attacks are compelled
to start over after each expiration. A minimum time between password
changes without administrative override prevents users changing pass-
words repeatedly to bypass password history requirements and reset to
the same password as used before.

Something users have: Access token

The most common form of “something users have” is an access token — an
electronic device that provides information to the requesting user or directly
to the authentication service. Access tokens come in two types:

v Directly applied: Tokens that are read directly by the access control
system include radio-frequency identification (RFID) proximity cards
and circuitry-embedded keys, such as those found in high-end cars.
These tokens provide information through a specialized access portal
using radio-frequency transfer, direct electrical contact, or magnetic
signature.

v+ Informational: Informational tokens provide time-synchronized codes
or one-time-use passwords to the user, adding a “something users have”
requirement to the usual “something users know” single factor logon/
password combination. Figure 7-1 includes an example of an informa-
tional access token, which displays a new code every few minutes based
on a mathematical key generation process that is synchronized with the
access control service.
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The minimum standards for username/pass- industries mandate a “never reuse” policy

word combinations vary from one organization that extends history to the entire lifetime of

to another but should include the following an account.

QRS v Time between changes: The minimum

v+~ Length: In many enterprise authentication amount of time between password changes
schemes, eight characters are considered should be at least 1 day.

to be the minimum.

v Complexity: Passwords should include should be based on the sensitivity of the
characters from at least three of the follow- protected data. Frequent expiration of
ing categories: uppercase (A-Z), lowercase passwords tends to cause users to write
(a-z), numeric (0-9), and special characters down passwords, weakening security, or
(~,1,>, and others). to use only minor variations of the same

v~ History: At least five prior passwords should
be remembered to limit re-use. Some

Minimum password standards

v~ Expiration: User password expiration

password (MyNewPass1, MyNewPass2,
MyNewPass3,...), requiring very minimal
additional effort to crack.

WING/

A common non-IT example of “something users have” can be found in almost
everyone’s pocket: the key ring. Keys provide unique access control to many
different resources from your office to the family car, which means that it’s
necessary to carry a large number of unique items. This level of complexity is
undesirable in most enterprises, where each additional key further separates
resources and consumers into disparate silos.

Mere possession of a physical key is sufficient to obtain access to a lock-
secured resource. Single-factor authentication tokens such as proximity detec-
tion of RFID tags or smart-card readers are vulnerable to theft or duplication.
Multi-factor authentication such as a combination of token and personal iden-
tification number strengthen defense by mixing “something users have” with
“something users know” mechanisms of identification.

Something users are: Biometric
identification

One of the most personal mechanisms for identification involves tests for
“something users are.” The most detailed test would be the review of individ-
ual DNA, but even that has the potential to be confounded by identical twins.
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More effective biometric tests rely on traits that are different even in twins,
such as the following:

v Fingerprint: Fingerprint characteristics such as arch, whorl, loop, and
ridge detail vary from one individual to the next. Figure 7-2 provides an
example of a USB fingerprint reader suitable to low-security biometric
identification. Because copies of fingerprints can be obtained easily and
duplicates made, this type of biometric identification remains unreliable.
Dirt and even minor nuisance injuries such as paper cuts can reduce
the effectiveness of this type of identification, although more advanced
systems are more resistant to spoofing and may include blood flow,
blood oxygenation, and thermal sensors to ensure that the finger is still
attached to a living and conscious person.

v Palm print: Similar to the fingerprint biometric identification, palm sen-
sors examine the patterns of lines and creases across the entire hand.
Their functionality is reduced by injury to the hand, and some users are
resistant to touch the reader for hygienic reasons.

+ Hand geometry: Hand geometry identification relies on the underlying
bone or blood vessel structure in an individual’s hand. Accident, injury,
aging, and growth can all impair effectiveness by altering the geometric
measurements between bones, joints, and other internal relationships.

|
Figure 7-2:
An example
of aUSB
fingerprint
biometric
reader
provided by
Engineersoft
through the
Wikimedia
Commons.
|
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v Facial geometry: Facial recognition uses a noncontact form of identi-
fication that makes it more easily accepted by users concerned with
potential exposure to pathogens through contact. Some users, however,
find the potential for remote identification and tracking to be invasive
to their privacy and attempts to implement facial identification systems
continue to experience legal challenges based on privacy laws. Because
facial recognition systems operate at a distance, changes in lighting and
angled perspective can often yield false identification results.

v Iris: This noncontact form of biometric identification uses an imaging
system capable of identifying the unique patterns and hues in the iris
(colored portion of the eye). Iris readers are prone to false negatives
due to pupil dilation, which is affected strongly by changes in lighting
conditions, illness, medication, and even mood. The volume of detail in
iris identification mechanisms also tends to require much larger data
sets for identification than other types of biometric measurement.

» Retina: Similar to the iris identification mechanism, retinal detection
relies on unique characteristics present in an individual’s eye. These
systems identify the unique pattern of blood vessels in the back of
the eye and require close proximity to the identification scanner. As a
result, even though this form of identification enjoys the lowest false
identification rate, user acceptance is very low due to concerns over
hygiene, contagion, and potential for injury. Medical conditions such
as cataracts can also render this form of identification useless for some
individuals.

Because the biological variations being measured are subject to change due
to injury, age, and general health, they must be regularly updated to remain
effective. Biometric forms of identification may also prove problematic for
users with disabling conditions that prevent easy access to the “bio” being
“metered” or who simply lack that body part outright.

Something users do: Behavioral
identification

The least mature form of identification involves using behavioral characteris-
tics to identify people, because these characteristics are easy to counterfeit
through mimicry. Following are a few common behavioral identification
measures:

v Gait: Analysis of patterns of movement, weight transfer, and body pos-
ture allow identification of an individual who is walking or running. This
mechanism’s usefulness is limited by its need for unobscured observa-
tion of the subject.
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v~ Signature: The rate, stroke pattern, pressure variances, and geometric
characteristics of handwriting can be used to identify an individual.
Variances due to mood, attention, environmental conditions (if the user
is shivering, for instance), or injury can all compromise the usefulness of
this form of identification.

v Voice: Voice analysis is one of the most readily accepted forms of identi-
fication. It identifies unique patterns in timbre, pitch, and tonal qualities
in a spoken pass phrase. Because background noise, changes in vocal-
ization due to illness or growth, and sound reflection from the local envi-
ronment can affect the analysis, this form of identification is susceptible
to false negatives. High-resolution sound recording devices can also pro-
vide for noncontact counterfeiting of access credentials.

Authenticating Users

After an access request and identifying credentials have been submitted, the
enterprise access control system must determine whether the credentials
are valid. This process involves examination of the credentials provided and
verification that the credentials match a known entity within the authentica-
tion boundary.

If the format, time stamp, or other details present in the provided credentials
are incorrect, the authentication service returns a failure. If the credentials
are acceptable to the authentication service, they must then be compared to
a known registry of users and resources.

Authentication standards

Numerous network authentication solutions exist, with common directory
projects implementing one or more authentication standards as well as vari-
ous homegrown or proprietary mechanisms found in specialized network
environments. Security systems, payment tracking, medical records and
imaging, and similar environments often have mandatory requirements for
security that determine which authentication mechanisms fulfill regulatory
access control and auditing requirements.

Following are a few common standards:

1 X.500 suite: A suite of standards that facilitates large-scale authenti-
cation solutions, including Directory Access Protocol and Directory
Systems Protocol. The X.509 framework in particular provides standards
for public-key certificates that underlie various types of Public Key
Infrastructure (PKI-based enterprise authentication). Chapter 16 has
additional details on public-key encryption.
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1 Lightweight Directory Access Protocol (LDAP): A very popular light-
weight authentication protocol derived from the X.500 standards. This
is perhaps the most widely used protocol in environments up to a half-
million identities per database.

v Extensible Authentication Protocol (EAP): A protocol developed for
point-to-point connections between remote systems, widely used by
modern wireless solutions. The Wi-Fi Protected Access (WPA) standard
implements this protocol to facilitate cross-manufacturer secured
interconnectivity.

+ Internet Protocol Security (IPSec): A suite of standards for transactions
based on Transmission Control Protocol/Internet Protocol (TCP/IP),
capable of encrypting and authenticating all data packets transmitted
between endpoints. This standard includes protocols for transaction
integrity, authentication, and confidentiality.

v Kerberos: A time-synchronized protocol that authenticates endpoints
against a trusted third source. Its name is taken from the triple-headed
dog that guarded Hades’ realm in Greek mythology, due to the three
functions of the Kerberos service (authentication, authorization, and
auditing). Because this protocol underlies the authentication mecha-
nism in Microsoft and many Linux networks, it is widely used in modern
enterprise environments.

Although LDAP, X.500, and other protocols facilitate authentication, they vali-
date identity but provide no built-in mechanism for access control. Solutions
like Microsoft’s Active Directory combine both authentication and authoriza-
tion functions and can’t be directly replaced by authentication-only services
during enterprise planning.

Directory

The database of valid identities, services, and registered resources is often
referred to as a directory. Most modern directory services include support
for common authentication protocols, such as the X.500, LDAP, and Kerberos
standards. Common directory implementations include Microsoft’s Active
Directory, Novell’s eDirectory, IBM’s Tivoli, and the open source OpenLDAP.

Central authentication

Central authentication services can exist apart from the network infrastruc-
ture, including solutions implementing Central Authentication Service (CAS)
or Shibboleth standards. (Both are open source options for authentication).
You can use these services to form an application access bridge between
silos in ad-hoc, independently controlled network enterprises. CAS can aid
during early stages of consolidation projects, such as those following
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business acquisition and merger events. Note that the effort necessary

to implement a CAS service may be difficult to justify if one of the entities
already employs an integrated technology base that can simply be extended
to the other.

Federated authentication

Federated authentication systems also aid in providing authentication pass-
through between siloed network segments by caching user credentials when
first entered and later providing them to various resources on behalf of the
user. Sometimes referred to as metadirectories, these services provide a data-
base for storing user credentials needed to access different resources; they
also provide alternative credentials on behalf of a user who previously pro-
vided authenticated credentials to the service.

This is a common solution employed in portal-based aggregate information
access. In these situations, a user might authenticate to the portal’s service
directly but then the federated authentication service provides the user’s
secondary logon details to separate systems like payroll and sales tracking.
This automation allows the user to experience seamless access.

Federated services have several weaknesses, however:

v They may tend to be tied to a particular vendor or technology.

v Passwords may expire, without an easy method of updating them
automatically.

v A compromise of the metadirectory has the potential to expose a large
number of credentials.

Single sign-on

Single sign-on (SSO) refers to the user experience of providing credentials
only once, which allows authorized access to any resource anywhere in the
enterprise. Although SSO may seem similar to federated services on the
surface, federated services consolidate individual logon credentials for each
resource, while SSO provides a single logon for multiple resources.

SSO is the holy grail of enterprise resource management. While it can exist if
the technology base is homogeneous and integrated with a directory provid-
ing both access control and authentication services, almost any real-world
enterprise will include technologies from third parties that simply do not
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always play well with others. Any SSO project should be considered under a
variation of the 80/20 rule (see Chapter 4), aiming for the best-fit access solu-
tion that can be achieved in a reasonable time frame. Attempting a perfect
solution is often in the “impossible to never” realm, beyond a very simple
single-technology enterprise network.

A number of products facilitate cross-platform SSO solutions, including
Novell’s Identity Manager, Microsoft’s ForeFront Identity Manager, and
Hitachi’s Identity Management Suite. However, not all applications will func-
tion identically when a native logon is used compared to a cross-platform
logon — in particular, administrative permissions and component integra-
tion within portals are often pain points for SSO implementation. Many SSO
solutions function by creating a database of credentials associated between
authentication realms, meaning that a compromise of the SSO host system can
potentially expose resources from any integrated realm and weaken security
enterprise-wide.

Cross-platform SSO services are often presented as an alternative to consoli-
dation and centralization by restructuring opponents, by allowing existing
information silos to be retained indefinitely. Because services such as appli-
cation virtualization and data de-duplication generally can’t function well
across authentication realms even when an SSO service is in place, use of an
SSO service should be considered a short-term solution during consolidation
projects and not a mechanism for long-term retention of inefficient and com-
plex siloed resource pools.

Cross-realm authentication

Suppose that you're charged with implementing an authentication scheme
that will allow users to continue using the same logon on legacy key business
solutions as well as the new Microsoft Exchange e-mail system. The Exchange
collaboration service operates within the company’s Microsoft Active
Directory domain, while the legacy systems are supported by a Kerberos-
based authentication solution that will not be migrated to Active Directory
until next year. Continuity of operation is the key driving factor, with a man-
date from key stakeholders that users be able to access both resources with
the minimum number of remembered logon/password credentials possible.

You decide to create a realm trust between the Kerberos realm and the
Active Directory forest, provision (create) user accounts in the AD for each
Kerberos identity, and associate the respective Kerberos identity with each
individual AD account. Users can then log on to the legacy systems as well
as the new Exchange service using the same Kerberos identity because the
realm trust extends authentication between the two silos. Access controls
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over the legacy line-of-business applications and over the Exchange service
are still managed independently, but the authentication of user identity is
performed automatically across the independent systems.

Because access tokens generated by Kerberos pass-through logons differ
slightly from those using native Active Directory, administrative actions may
not function properly or as expected. For admin logons, native mode opera-
tion will ensure that proper tokens are generated based on group membership
and security constraints imposed natively within the Active Directory infra-
structure. Common Kerberos cross-domain logons that do not need elevated
privileges generally do not suffer this problem.

Authorizing Access

WING/
&

After authentication is completed successfully, authorization provides access
to resources based on access rights assigned to or inherited by the request-
ing identity. It involves comparing state conditions (time of day, day of the
week, computer originating the request, and so on) and the requestor’s iden-
tity against defined security and access rights. Controls over specific grant or
denial of access may be applied to an individual entity directly or to an indi-
vidual’s group or role. Specific rights are determined by the type of resource
being protected as you'll see in the following sections.

Access control systems must negotiate a complex combination of rights,
particularly when membership in multiple groups or roles creates conflicting
access results. Each access control solution will have a mechanism for resolv-
ing conflicts that must be well-understood before planning for rights assign-
ment and resource organization begins.

File and database rights

File and database rights control what actions users can perform on individual
or grouped elements of the data itself. Simple file and database user access
rights include read, write, edit/change, and delete, while more complicated
access rights include the capability to view or change permissions or take
ownership of a file. Database rights may extend to the table or even record
attribute level, allowing very fine grain control at the cost of access manage-
ment complexity.
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Service vights

A service, also called a daemon on UNIX or Linux-based systems, is an appli-
cation that runs in the background and performs functions that are designed
to work without direct user interaction. These applications range from
basic, such as file and print, to complex, such as e-mail and database. User
accounts, including administrative user accounts, may have permissions
such as

v Logon: This permission determines whether the user can log on to the
service, typically in administrative mode, either directly from the con-
sole or from a remote computer.

v~ Startup/shutdown: Typically, services start automatically on server
boot, but they may need to be shut down or restarted in order to trou-
bleshoot or perform maintenance. These permissions allow technical
staff to perform these actions without restarting the server itself.

v Administrative management: Administrative management permissions
are specific to each individual service and include abilities such as set-
ting configuration parameters, assigning user permissions, and deter-
mining data storage locations.

1 New object creation: This specific administrative permission deter-
mines whether a user can create a uniquely identifiable object such as
a mailbox, a Web site, a user account, or a database. It is common to
restrict this permission, even within technical support staff, to avoid the
proliferation of unnecessary objects.

Application rights

Application rights are those that determine what a user is allowed to do in

a specific application, and those rights may vary widely from application to
application. An organization employing a content management system to
control publication of information to its Web site may allow many users to
create content, but restrict the actual publishing right to certain communica-
tions staff. Applications supporting human resources operations may allow
individual employees to update their own contact information. However,
updates to salary and benefits would be restricted to appropriate human
resources personnel only.
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Creating an ldentity Management
Strategy

Identity management, authentication, and authorization solutions will vary
from one enterprise environment to another. There are a number of strate-
gies that should be employed in enterprise planning, regardless of the par-
ticular solution selected.

Reviewing technologies

A thorough review of employed, required, and desired technologies will help
to define the authentication and access control mechanisms best suited to

a particular enterprise. Before you can add any resources to an enterprise
structure, you must make provisions to identify each resource and to estab-
lish access controls based on strategies aligned with business process and
best practices. This may involve modification of current access controls.

Assigning aggregate vights

Access rights tend to accumulate as accounts change role or position across
an enterprise. Assigning rights and permissions by account can become
impossible to manage properly, creating barriers to access or accidental dis-
closure from misconfigured access rights. Roles should be mapped out care-
fully, rights assigned to each role, and accounts assigned to roles in order to
manage inheritance of authorization characteristics.

Rights assignment strategies should apply the principle of least privilege,
where an identity is granted only the most minimal level of access required
to perform job function. This prevents inadvertent disclosure of information,
as well as strengthening the security posture of your enterprise. For example,
separating administrative functions through business utility applications and
ensuring that administrative logons are not used for common business pur-
poses reduces the severity risk of malware incursion and propagation.

Meeting legal requirements

Compliance mandates for many laws include specific requirements for iden-
tity management. Penalties range from financial to regulatory and provide
strong business motivation to adopt proper practices under the guidelines
for each.
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Accountability for unauthorized access, system misuse, unauthorized modifi-
cations, or discovered data of evidentiary value becomes very difficult, if not
outright impossible, to determine when shared accounts are used. If multiple
users log on using a shared Administrator account, it is impossible to associ-
ate privileged actions with a specific operator. Enterprise access should only
be permitted through unique account access, with both successful and unsuc-
cessful access attempts logged and reviewed.

Keeping it simple

Authentication boundaries define separation between enterprise elements,
which creates undesirable redundancies and added support complexity.
They also create barriers to future efficiencies if resources can’t be shared.
Elimination of authentication and authorization silos must be a primary strat-
egy in enterprise reconfiguration. Enterprise total cost of ownership, support
requirements, change management complexity, and business agility are all
improved by centralizing identity provisioning, authentication, and access
rights management.

Finding benefits

Identity management has benefits beyond compliance mandates.
Organizations may employ identity management strategies to enhance opera-
tions or maximize enterprise value, particularly in the areas of cost, security,
and complexity:

v Cost savings: User provisioning and deprovisioning applications tied
to personnel databases can greatly reduce administrative overhead
by ensuring that access rights are automatically managed as part of
standard human resources processes. Elimination of access control
silos allows sharing of key resources, which reduces redundancy and
improves operational efficiency.

v Improving security: Identity management solutions offer enhanced
boundary management, asset inventory, and data access logging across
the entire enterprise. This helps identify fraud, misuse, and internal
access violations and provides for nonrepudiation of logged events by
uniquely identifying the accessing entity and thereby ensuring validity.

+* Reducing complexity: Eliminating boundaries between business ele-
ments improves resource sharing and reduces the number of creden-
tials needed to access resources from multiple sources. This is key to
SOA application development and data consolidation solutions.
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Implementing an Identity
Management Solution

Whenever your enterprise environment allows, solutions that include both
authentication and authorization functions are desirable over independent
services for each. These solutions have a greater rate of convergence (the
speed at which changes are propagated to all systems throughout the enter-
prise) and are more easily supported when standardized with the technology
of access and resource services.

Examples of available packages for identity management include Novell’s
eDirectory, Oracle’s COREid, Microsoft’s Identity Lifecycle Management (ILM),
and IBM’s Tivoli. Typically, the selection of a particular product depends on
the deployed technology base, such as Tivoli in WebSphere integrated net-
works or Microsoft ILM for Active Directory environments. By implementing
similar-technology interfaces in existing enterprises, management and adop-
tion are simplified.

Identification

Before you attempt an enterprise realignment, conduct a review of all users
and services that will need to be uniquely identified. You may find excep-
tions that will require additional strategies, such as service accounts that run
more than one application or kiosks allowing anonymous access. Only after
conducting this review should the process of implementing the identification
solution be performed.

Authentication

A centralized authentication solution is critical to connecting enterprise
consumers with resources distributed throughout the extended network.
Without a central service, collections of resources and consumers are unable
to be configured, shared, and maintained efficiently. Such silos stand in the
way of acquisition, support, and operational efficiencies.

It is necessary to identify all services and support functions throughout the
enterprise, including mobile technologies, which may only support a limited
set of authentication mechanisms. Some solutions may employ proprietary
mechanisms for authentication or may require additional data values to be
added to be able to function, such as in a custom LDAP schema. You must
take these solutions into account when planning the authentication mecha-
nism and response.
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Customization of schema attributes is available in many authentication sys-
tems that use an object-oriented model, where additional attributes can be
added to “extend” the schema (a database of objects, with multiple attributes
available for each object). As an example, an extra BILLING attribute may be
added to the user-type object so that applications can automatically access
the proper account to bill a department for CPU time, printing consumables,
and other per-access usage. It is critical to document all modifications to the
schema and to include these additions when testing new applications that
may extend the schema for their own operational needs.

As the new authentication solution is being tested, you need to review what
occurs as data is passed between applications or storage segments to watch
for compatibility problems that negatively impact any of the applications in
use. Common compatibility problems include timing issues that may affect
the order of operations or applications with conflicting password
requirements.

Even legacy applications unable to directly interact with the directory can
be included in a central authentication scheme by “wrapping” them using
service-oriented architecture design utilities. Authentication and access con-
trol operate from the consumer to the wrapper and legacy mechanisms of
access operate between the wrapper and the application itself. In this way,
greater value can be drawn from existing application services, and migration
projects can be performed with minimized disruption. Using service-oriented
architecture (SOA) wrappers for support of legacy systems is discussed in
Chapter 11.

If you simply cannot make technologies work, you may need a different
authentication solution, or you may need to replace the noncompliant
system.

Authorization

When implementing authorization schema, create and align lists of access
and resource categories in order to facilitate a coordinated strategy without
accidentally elevating access permissions. This inventory may also present
opportunities to reduce complexity enterprise-wide by identifying applica-
tions of similar function currently in use.

Additional functions

Identity management utilities offer additional functionality besides identifica-
tion, authentication, and authorization. Some of these functions are explored
in the following sections:
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1 User account provisioning: User account provisioning is the most com-
monly used identity management function and can be performed by a
standard identity management application or by a homegrown applica-
tion. In high-turnover enterprise environments with a revolving user
base, such as educational or health-care settings, automated account
management can translate into immense savings in administrative cost.
Automation of account creation, update, and retirement allows organiza-
tions to provide timely access to enterprise resources and deactivate
accounts immediately upon termination or separation.

1 Password management: Identity management utilities aid in controlling
password strength, history and reuse constraints, PKI certificate asso-
ciation, and other details necessary for security and viability of access
control strategies.

v Self-service: Another commonly used identity management utility is a
self-service mechanism for password resets. These solutions allow users
to reset forgotten, expired, or locked logon authentication settings with-
out involving the technical or help desk staff.

v Workflow: A few identity management utilities extend self-service to
account creation or access change requests, whether from the individ-
ual user or by management, supervisors, or other program coordinators.
Automation of this process can reduce administrative effort and aid in
operational transparency.

v Auditing: Formal identity management systems facilitate compliance
audit, logging, and reporting mandated by many alphabet-soup legal
requirements. The use of standardized mechanisms for audit and report-
ing also improves the quality of change-over-time measurements by
ensuring the metrics measured remain constant from one reporting
cycle to the next.
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Developing a Network Culture
through Collaboration Solutions

In This Chapter

Examining the value of communications networks
Identifying uses for social networking in an enterprise
Understanding collective intelligence

Exploring collaboration solutions

Organizations today can leverage the global Internet to develop increas-
ingly sophisticated pools of customers, suppliers, and other consum-

ers. These together form unique societies built on communication streams

that bypass geological, political, and linguistic boundaries.

Communication extends to a larger scale than ever, with friends and business
elements communicating at near real-time between any two points around
the world. The complex social hierarchies that arise in a culture now reach
beyond geographical location, presenting new opportunities and challenges
for the modern enterprise.

This chapter discusses the value of communication and the uses of collabo-
ration solutions such as groupware and portals. Details of specific methods
of communication (e-mail, instant messaging, wiki, and others) are covered in
Chapter 9.

Establishing Networks of Trust

Each of us has personal networks of trust, starting out with family and friends
and extending outward. We use these networks on a regular basis to do
things, such as the following:
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v Find someone to perform a service, such as babysitting, home repair, or
catering

1 Locate people who have knowledge or items we need

v Expand our social circles

We do this because we are naturally more comfortable dealing with people
whose trustworthiness has been vouched for by someone we ourselves trust.
This is referred to as an extension of trust.

We also have professional networks of trust that we use to

v Give and receive references
v Acquire new professional contacts

v Increase awareness of business opportunities

Employees develop networks of trust within an organization for essentially
the same reasons. An enterprise that provides an efficient mechanism for
employees to build up meaningful and diverse networks of trust has the
potential to improve performance and productivity through improved
collaboration.

Creating a team from a mob

Working alone, individual ants are limited and yet ant colonies exhibit com-
plex problem-solving and construction capabilities. Communication between
individuals is the key to coordinated effort in examples of swarm intelligence,
where individuals fuse to perform significant tasks.

Ants use chemical signals to coordinate their actions and when these chemi-
cals are masked, the ants’ normal coordinated team collapses into a mob of
individuals. Although human behavior is much more complex, diverse inter-
ests and talents can be fused to perform significant tasks when effective com-
munication transforms a mass of people into groups driving toward common
goals.

Technologies like those examined in this chapter interconnect people in
modern enterprise environments by creating lines of communication from
the strategic level down to the individual to ensure that each person’s efforts
are directed toward common goals. Similarly, these technologies provide a
means for each individual to express a unique perspective on the evolution
of guiding policies.
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Developing strong lines of communication

Groupware, portals, and other technologies supporting coordinated enter-
prises facilitate the transformation from mobs to teams. Communications
must be efficient, transparent, and continuous in order to coordinate people
into teams.

Ants can exist with only tiny chemical markers, but humans enjoy the use of
e-mail, portals, text messaging, and other means to coordinate action. Human
interaction also includes qualitative assessments not necessary in the ant’s
world, where established networks of trust can add to the perceived value of
communicated information based on its origin.

An effectively connected enterprise presents a tremendous opportunity

for alignment of business goals and technological tools — the value of which
is limited only by the ease of use and availability of communications
mechanisms.

Calculating the value of networks
with Metcalfe’s Law

Metcalfe’s Law states that a communication network’s value increases expo-
nentially with its size — specifically, value = n?, where n is the number of
users. According to Metcalfe’s Law, the value of the network may quadruple
as the number of users doubles.

Figure 8-1 compares the number of connections in three-person and six-
person networks. Each line in the figure represents two-way communication,
so in this example, three lines (left) are six individual connections and 15
lines (right) means 30 individual connections. Each user in the figure can be
an individual employee, a business unit, a division, a geographical location,
or any entity that is part of your enterprise or associated with it (such as
partners, vendors, or clients). The communications network can encompass
any type of collaborative solution, including groupware, social networks, por-
tals, intranets, and extranets.
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|
Figure 8-1:
Comparing
the number
of connec-
tionsina
three-
person net-
work and in
a six-person
network.
|

Applying the formula of Metcalfe’s Law to this figure, you see that

v The value of a three-user network is 3 x3 = 9.

v The value of a six-user network is 6 x 6 = 36.

Whether value = n? is correct is a matter for debate by mathematicians and
engineers. There is no denying, however, that increasing the number of users
increases the number of connections and, therefore, the network’s potential
to be useful.

Developing Network Culture
through Social Media

Today’s network-enabled culture brings people into well-connected groups
unrelated to physical proximity. This assists individuals seeking others who
share similar beliefs, and offers access to resources such as specialized mate-
rials and crafts not available locally. We are no longer limited to our neigh-
borhood for social interaction, our community for customers, or our region
for goods and services.

The same expansion of scope creates new challenges for organizations that
must compete against similar organizations around the world. Organizations
must embrace the emerging social networking and group decision-making
solutions to better meet the expectations and demands of an increasingly
well-connected global population.
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QgN\BEH Don’t assume that all employees are familiar with social networks, online com-
5y munities, or any other online collaboration mechanism. Be prepared to create
training materials suitable for employees with a wide range of experience. The
first-time user will need practical training on general use and the veteran user
may need reminding that content suitable for Twitter may not be suitable for
the corporate social network.

&

Using social networking

Social networking Web sites provide an online means for creating trust net-
works across traditional boundaries, including geographic, socioeconomic,
and cultural. They allow members to communicate with each other synchro-
nously through online chatting or instant messaging and asynchronously
through mechanisms such as e-mail, message boards, forums, and games.
They also provide multiple ways to connect, such as through Web browsers
on personal computers or mobile phone applications and custom applica-
tions are available that allow members to update multiple sites at once.

Here are some examples of popular social networking sites, both general and
specialized:

v CafeMom — Mothers (www . cafemom. com)

v Classmates — School/college (www.classmates.com)

v Facebook — General (www . facebook . com)

v Flickr — Photography (www. f1lickr.com)

v LinkedIn — Professional/Business (www.linkedin.com)

v MySpace — General (www . myspace . com)

v Twitter — General (www. twitter.com)

Implementing social networking in an organization

Enterprises can implement social networking internally through an intranet,
portal, or other collaborative solutions. These networks can be of varying
scope, from a project team to an entire distributed corporation. When con-
sidering scope, remember Metcalfe’s Law. The more users in the network, the
greater the potential for value and usefulness. Value is found in the increased
ability for employees to share information, locate resources, and get help
solving problems. (For more information, see “Calculating the value of net-
works with Metcalfe’s Law,” earlier in this chapter.)
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Some companies choose to block employees from accessing social networking
sites through the company’s network. However, some business units such as
marketing, sales, and human resources can benefit from using these sites to
communicate with customers, solicit new customers, and research job appli-
cants. Therefore, consideration should be given to allowing some business
units or individuals access to these sites through the corporate firewall.

Addressing management concerns

When researching collaboration tools that involve any type of social network-
ing, you should be prepared for the following management concerns:

v Control over the flow of information will be lost.

v Employees will spend too much time “playing” online and become less
productive.

v An open exchange of information may cause employees to question
management decisions.

v Information that should be kept private, such as discussions on cut-
backs or layoffs, may accidentally be published.

You should be able to reassure management by selecting solutions with
adequate security controls and planning for user training. It may also help to
implement features slowly in order to allow enough time for the corporate
culture to change. Management concerns may also be alleviated by backing
up your selections with citations from well-known technology research and
consulting companies such as Gartner (www.gartner.com) and Forrester
(www . forrester.com). Although some of these resources are available only
at a cost, many are provided as public press releases, such as this Gartner
report on the 2010 and later expectations for social networking: www .
gartner.com/it/page.jsp?id=1293114.

Employing collective intelligence

Collective intelligence arises when groups of individuals, through collabora-
tion and cooperation, are able to create a body of knowledge that is greater
than the sum of each individual’s knowledge. It’s seen frequently in nature,
most often in social insects or herd animals, but it also exists in human soci-
ety in forms such as political parties, juries, and crowds.

In recent years, technological advances in communication methods, particu-

larly the Internet and the World Wide Web, have created new arenas for collec-
tive intelligence to flourish. Collective intelligence is at work in the following:
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v Community-maintained knowledge bases such as Wikipedia, which in
2009 had more than 85,000 active contributors

v The open source community
v Social networking sites

v Online communities focusing on topics such as information technology,
medical conditions, consumer advocacy, information security, and
parenting

Collective intelligence is valuable in an organization. The more individu-

als who are able to collaborate on a project, the greater the range of skills,
knowledge, and experience that can be brought to bear. The communications
media used by millions of people over the Internet can be used on a smaller
scale within an enterprise, facilitated by solutions such as groupware and
enterprise portals.

Be careful when you attempt to apply collective intelligence to all settings
because the loudest (or most persuasive) participant can drown out facts,
while the weight of a collective status quo can crush innovative ideas.

Setting social-media policies

Companies that encourage their employees to make use of social media sites
for business purposes, such as sales and marketing, participating as com-
pany representatives in forums or on wikis, or blogging on industry-related
topics, should strongly consider instituting policies and guidelines that
govern that use. This serves to protect the company’s confidential or sensi-
tive information, intellectual property or trade secrets, and reputation.

Disallowing anonymous communication over enterprise social networks helps
keep people professional.

Following are some very general statements that may be appropriate for
adoption into an official policy:

v Don’t speak on behalf of the company unless you're authorized to do so,
and use disclaimers where appropriate.
v Follow all applicable confidentiality policies.

v When speaking of the company, its customers, or its clients, be
respectful.

v Follow all applicable copyright laws.
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v Ensure that online actions, comments, and activities don’t embarrass
the company.

v Ensure that online activity doesn’t interfere with primary job duties.

Employing Groupware

A\

Groupware is loosely defined as a class of software that allows groups of
people (workgroups or teams) to work together regardless of location by
using integrated tools that facilitate communication, conferencing, and col-
laborative management. Tools that facilitate communication include e-mail,
contact lists, mailing lists, and discussion boards. Other communication
tools, such as videoconferencing, Web conferencing, and chat specifically
facilitate virtual face-to-face meetings. These and other communication and
conferencing tools are covered in Chapter 9.

Groupware also facilitates collaborative management, particularly through
the use of shared group calendars and task lists. Groupware can also be used
to develop workflow systems that include components such as automatic
routing of e-mail or notifying managers of task completion. It may also inte-
grate with and support project management software.

Although groupware is excellent in supporting project management, it should
not take the place of actual project management solutions.

Considering the benefits of groupware

Enterprise-wide groupware has distinct benefits, including the following:
v Real-time collaboration that goes beyond telephone calls between users
in different geographic locations
v The ability to archive communications in an easily accessible format

v Improved communication among the organization’s locations (head-
quarters, satellite offices, sales offices, retail locations, distribution cen-
ters, and so forth)

v Improved connectivity for employees who travel frequently, telecom-
mute, or don’t always access network resources from the same
computer

v Multiple means of storing and accessing data, which allows users to use
the method that is most appropriate for them
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v IT-related cost savings, such as the following:

e Server consolidation through the integration of standalone applica-
tion servers

e Reduction in administrative overhead

e More efficient backup and restoration operations than separate
variant local systems maintained departmentally

v Non-IT-related cost savings, such as these:

¢ Reduction in physical mail due to expanded use of electronic mail
and electronic document sharing

¢ Reduction in the need for travel and long-distance telephone calls
through the use of real-time communications such as instant mes-
saging and Web conferencing

Selecting a groupware solution

To select the proper groupware solution, you need to understand the busi-
ness needs of the users and make sure that the solution is both beneficial to
the users and aligned with the enterprise plan.

Clarifying your needs

Not all groupware solutions are created equally and it is important to select
a solution that meets both your current and future needs. Examples of group-
ware solutions include Microsoft’s Office suite (Exchange, SharePoint, and so
on), IBM’s LotusLive Suite, or the open source pgpGroupware and eGroup-
ware applications. Answers to the following questions may help you deter-
mine your organization’s needs:

v How do groups or people need to communicate with other groups or
people?
1 What are the goals of the users and the organization?
v Are competing solutions already in place?
v Does the solution need to integrate with other applications?
v What type of workflows does the solution need to support?
QMING/ Many organizations have personnel who don’t regularly use computers
Y and would gain little benefit from having access to the groupware solution.
Depending on their job duties, their productivity might actually decrease over

the long term if they were required to use the system due to the additional
duties and the ongoing training.
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Deciding where to host the solution

Another consideration is whether the solution should be hosted locally or
by a vendor, such as in a Software as a Service (SaaS) model. This decision
involves several factors:

v Sustained connectivity: Relying on an Internet-based solution carries
a certain level of risk, mainly due to network connectivity issues. This
risk may be more or less depending on the stability and capacity of your
organization’s Internet connection.

v Cost: After you figure in the cost of hardware, software, and administra-
tive overhead, SaaS solutions are generally cheaper than locally hosted
solutions, at least for the first year. This initial savings leads some orga-
nizations to choose SaaS solutions and then migrate to the same solu-
tion in a locally hosted setting. This approach allows the organization
time to hire and train technical staff, procure hardware, and take advan-
tage of vendor expertise during design and implementation.

v Security: Your confidential, sensitive, and proprietary data must be
protected. When you research SaaS providers, be sure to inquire about
the protections they offer customer data. To be considered as a vendor,
a provider should be able to make proper assurances, in writing, that
it will be able to secure your data in accordance with your security
standards as well as with applicable legal and regulatory mandates. You
may also wish to look for providers with privacy-related certifications,
such as those conferred by TRUSTe (www . truste.com) and the United
States Department of Commerce (www.export.gov/safeharbor/).

Planning the implementation

For your comprehensive groupware solution, it may be beneficial to consider
a phased implementation that begins with a limited version of the solution
hosted by the vendor and ends with a fully implemented, self-hosted solu-
tion. The benefits to this type of implementation include the following:

v Your organization gains the benefits of using elements of the solution
while planning, designing, and implementing a self-hosted solution.

v Your organization may spread the purchase of expensive hardware over
a period of time.

v The vendor is responsible for all system maintenance, allowing the organi-
zation time to train its IT staff in these processes or hire new personnel.
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Working with Enterprise Portals

A\

In architecture, a portal is an entrance, a door, or a gateway. In enterprise
architecture, a portal is a virtual entrance into an organization’s information
resources. It aggregates content from multiple sources, bringing it all into
one place for easy access and creating a single point of contact. Many portals
use a Web-based interface, which allows the portal to be platform indepen-
dent and accessible from a variety of equipment, from desktop computers to
mobile devices.

Provided compatible solutions are selected, portals can integrate with group-

ware, which enables users to access e-mail, calendars, tasks, and other group-
ware tools from within the portal. Conversely, some solutions may allow users
to access portal content from complementary groupware software.

Popular portal solutions include

v DotNetNuke (www.dotnetnuke. com)
v IBM WebSphere (www . ibm.com/websphere)
v Microsoft Office SharePoint Server (sharepoint.microsoft.com)

v Open Text Corporation’s Vignette Portal (www.vignette.com/us/
Solutions/Intranet)

v Oracle Portal (www.oracle.com/appserver/portal_home.html)

The following section highlights some common portal features.

Activating common features of portals

Many of the features in the following sections are made possible through the
use of portlets — software components that can be plugged into portal pages
and used to display dynamic content. Many portal solutions use the vendor-
neutral Java Portlet Specification standard (JSR 168), whereas others use
proprietary components.

Authentication and access control

Enterprise portals contain built-in authentication and access control sys-
tems, which have three essential benefits:
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»* You can develop applications that use a portal’s integrated authentica-
tion and access control system, which simplifies coding and reduces the
number of logon credentials users must provide when compared to a
standalone solution with its own internal authentication and access con-
trol service.

v Permissions may be assigned at many levels within the portal, from
entire portal sites down to individual list items. This allows portal
administrators and content owners to assign appropriate access to con-
tent and features.

v Single Sign-On (SSO) functionality, if present, can provide authentication
details to other information resources, such as databases, documents,
and spreadsheets, which allows that information to be aggregated within
the portal.

When researching portal solutions, remember to consider compatibility with
identity management solutions, as discussed in Chapter 7.

Collaboration and communication technologies

Enterprise portals may include a variety of tools such as blogs, wikis, forums,
polls, and various messaging components. These components, particularly
when combined with the following features, help an organization collaborate
and communicate efficiently on projects and tasks. We discuss these tools in
Chapter 9.

Content aggregation

Content is aggregated from various sources and presented in a Web-based
format through the use of Web components. Information feeds can be cre-
ated from this content and targeted to appropriate groups of users using
mechanisms such as e-mail alerts and news feeds.

Content management

Content can be customized based on audience, date, time of day, or other
factors. In addition, some portals contain true Content Management System
(CMS) functionality, which includes information creation, approval, and ver-
sioning. This functionality allows for efficient and timely updating of portal
content, particularly by nontechnical users.

Document management

Many portals include document management features such as sharing, ver-
sion control, and approval mechanisms. Users can check out documents,
which locks them for editing by anyone other than the user who has checked
them out. If versioning is activated, documents may be rolled back to a

www.it-ebooks.info


http://www.it-ebooks.info/

— Chapter 8: Developing a Network Culture through Collaboration Solutions 1 25

previous version. This type of self-service restoration is much more efficient
and cost-effective than having IT staff restore earlier versions of documents
from backup.

QNING/ Depending on the size of the document repository, enabling version control
Y may require a significant amount of disk space. Careful consideration should
be given to the number of versions retained and how long versions are
retained after the document has been marked as final.

Enterprise search

Even a small corporate portal may contain hundreds of sites and thousands
of documents, necessitating the capability to search the entire portal. All
content on the portal, including user profiles, may be indexed and searchable
but will only be displayed to authorized users based on access restrictions.
This allows users to find content across multiple file formats and search for
users who may have the skills or knowledge to assist them with a problem.

Personalization

An enterprise portal may offer several personalization features, including
these:

v Profiles: Users can create a profile that contains the standard informa-
tion that would be in an employee directory such as name, title, and
contact information. The profile can also contain nonstandard, but
highly useful information, such as background, education, skills, experi-
ence, and interests. These profiles are easier to keep up-to-date than
published employee directories and can aid in team building by allowing
team members to come to the table with some basic knowledge of each
other’s skills and experience.

* Personal sites: Users can have personal sites within the portal that can
include personal information, links to other portal sites, documents,
and information about current projects. These personal sites may have
public and private sides in which different information is shown to co-
workers and to the user. This allows the user to present useful informa-
tion to co-workers, but also use the site as a desktop or workspace.

v Personalized interfaces: The enterprise portal interface can be custom-
ized, allowing users to arrange content to suit their preferences.

<P Before investing in a commercial portal product, consider creating a test
portal, using open-source solutions or free/demo versions of commercial solu-
tions. This will allow both test users and IT staff to experiment with portal
technology and determine the content, features, and organization that would
best benefit your organization.
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Developing network culture with portals

Portals are excellent for helping an organization develop and support its
network culture. In addition to providing a single point of contact for users
to communicate and collaborate with others, portals also allow executives
to have greater contact with their employees. Executive staff can take advan-
tage of features such as blogs, information feeds, Web pages, and shared
documents to connect with employees and keep them up-to-date on your
organization’s strategic plan.

Portals can also be used to conduct surveys or take quick polls on any
number of subjects, allowing Human Resources to obtain opinions or infor-
mation from employees in a swift and efficient manner. Blogs or discussion
boards can be used for similar purposes and are particularly useful for get-
ting feedback on ideas and soliciting suggestions from employees.

Integrating business intelligence tools

Enterprise portals can also facilitate decision-making through the integration
of business intelligence tools such as dashboards, decision support systems,
spreadsheets, and reporting. These tools filter through tremendous amounts
of data and display it in a usable format that allows executives to see the status
of the organization at a glance in a visually appealing format. Key performance
indicators and thresholds must be properly configured, which requires col-
laboration among executives, the business architect, and IT personnel.
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Chapter 9

Reviewing Communication
Methods

In This Chapter

Understanding the difference between asynchronous and synchronous communications
Exploring various electronic communication mechanisms
Taking advantage of blogs, forums, and wikis

Determining the appropriate use of communications technology in the enterprise

Tle days when using e-mail provided a business advantage are long gone;
it is simply an expected element of business communication. Similarly,
new forms of communication emerge regularly, and the enterprise architect
must contend with an ever-increasing selection of communication services
and technologies. These technologies may provide a business advantage to
your enterprise if appropriately integrated and properly managed. Both asyn-
chronous and synchronous forms of communication may benefit your orga-
nization, its employees, and its clients. As such, you should consider their
appropriate use when planning, paying attention to factors such as availabil-
ity, security, and convenience.

This chapter looks at appropriate uses of various communication mecha-
nisms, many of which can be integrated into groupware solutions or enter-
prise portals as discussed in Chapter 8.

Identifying Classes of Communication

There are two main classifications of communication: asynchronous and syn-
chronous. In asynchronous communications, people can communicate over

a period of time without worrying about schedules or meeting attendance
because real-time interaction is not required. Like older physical means of
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information exchange, modern electronic systems allow parties to transmit
or post information in threaded and community discussion forums whenever
opportunity allows. Asynchronous communication mechanisms aid in the
development of online communities, moving beyond simple back-and-forth
conversation by allowing participants to conduct research and use fore-
thought before posting their comments.

In synchronous communications, both parties are connected and have the
ability to communicate at the same time. This type of real-time online com-
munication can replace or supplement face-to-face meetings or telephone
calls and is particularly useful when the individuals involved are in different
geographic locations. Instant messaging (IM) clients presenting real-time
status indicators can save time compared with traditional “walk down the
hall and see whether Joe is available” ad-hoc meetings.

Synchronous communication allows participants to clarify information or
attempt to correct misunderstandings in a timely manner and offers the capa-
bility to solicit and receive feedback immediately, resulting in fewer project
delays.

The rest of this chapter explores the most common asynchronous and syn-
chronous communication mechanisms and their appropriate uses within the
enterprise.

Messaging

Messaging technologies extend the function of conversation enterprise-wide.
These solutions allow individuals and groups to rapidly communicate and
coordinate when those involved are widely distributed. Synchronous forms
of messaging allow real-time exchanges, whereas asynchronous forms facili-
tate the “when I have time” exchange of information that is vital when partici-
pants don’t share the same work schedule.

Chat, electronic mail, instant messaging, and text messaging are some
common types of messaging.

Chat

Chat systems allow multiple people to interact in real-time, usually utilizing
a Web browser but also specialized client software. Most chat systems are
text-based, although some may have media components or interact with
peripherals, such as webcams. This method of synchronous communication
is commonly found on social networking and distance education classroom
Web sites, and commercial sites may use a simple form of chat to allow cus-
tomers to communicate with customer service or sales representatives.
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Internet Relay Chat (IRC) is the most widely used form of chat, and you can
access it through client software or through Web browsers with a built-in
client. IRC has many security issues, such as malware, denial of service
attacks, and back doors in clients. IRC is also the primary command and con-
trol mechanism for botnets (also known as zombies), which are groups of
malware-infected computers under the control of a bot herder. A bot herder is
a malicious individual that accumulates large numbers of machines and then
leases or sells access to them to the highest bidder for use in illicit activities,
such as denial of service attacks and spam.

Even with its flaws, IRC is used in some organizations, particularly by IT help
desk personnel to assist with problem management. In addition, IM systems
(see the next section) sometimes serve as chat systems when more than two
people are involved. You can use chat services to provide clients a mecha-
nism for synchronous communication with first-level technical support for
simple problem resolution. You can use more direct interaction via a one-to-
one IM session for the next level of service escalation.

Chat functionality is particularly useful for employees who multitask. They
can use chat to carry on multiple conversations at the same time from their
desks. Some services may be included in groupware solutions or integrated
into enterprise portals. You should determine which solution is best for your
organization, based on business needs.

Electronic mail (e-mail)

Electronic mail is perhaps the most well-known and widely used form of elec-
tronic communication. E-mail is a simple, cost-effective means of asynchro-
nous communication for individuals and organizations and can be used to
contact large numbers of people with very little effort.

Planning e-mail use in the enterprise
As an enterprise architect, you need to plan your organization’s e-mail

system with the following concerns in mind:
v Integration with other communication methods
v Storage capacity
» Spam management
v Compliance with the organization’s records-retention policies
1 Methods of access
v Protocol to be used

v Security
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Any e-mail that is routed over a public network should not be considered pri-
vate. It may be intercepted, stored, or modified at any number of steps along
its route. Therefore, sensitive or confidential information should never be sent
via e-mail unless it is encrypted, and digital signatures should be used to
verify the integrity of the message.

Choosing an e-mail protocol

E-mail uses several communication protocols to send and receive mail.
Simple Mail Transfer Protocol (SMTP) is the standard protocol used to
deliver messages between services, and you should consider it a fundamental
component of system-to-system communication on the enterprise’s internal
network and on the public Internet.

You can receive mail, however, using several different client protocols,
including

v Post Office Protocol (POP): Mail clients using the POP protocol connect
to the server only long enough to download the messages. Messages
are typically deleted from the server after download, but you can leave
the mail on the server. POP is an older protocol with some limitations.
Although POP supports encryption for authentication, it’s not the
default, and you can configure the client/server to transmit passwords
in clear text. As well, if a user checks mail from multiple computers,
e-mail messages may be spread out over different computers and not
easily accessible.

1+ Internet Messaging Access Protocol (IMAP): This client/server protocol
allows clients to access and manipulate e-mail stored on a mail server
without downloading them to the local device. IMAP is more robust
than POP3 and allows additional functionality, such as allowing multiple
users to access a single mailbox at once and storing message state infor-
mation (such as read, unread, forwarded, or replied) on the server.

1 Hypertext Transfer Protocol (HTTP): Although HTTP is a Web protocol,
it’s relevant to e-mail due to the popularity of Web-based e-mail clients.
Microsoft Windows Live Hotmail and Google’s Gmail are examples of
popular Internet Web-based e-mail (often called webmail) systems. In
addition, most, if not all, major e-mail applications support some type of
Web client.

v Vendor-specific protocols: Some e-mail applications use proprietary
protocols for communication between the mail server and client applica-
tions. Microsoft Exchange/Outlook and Novell GroupWise, for example,
use their own native protocols although they offer support for the pre-
ceding protocols as well.

Choosing a protocol is highly dependent on the e-mail client you select and
the devices that will be used to retrieve mail. Use vendor-specific protocols
and preferred e-mail clients whenever possible because they may operate
more efficiently and offer extended product-specific capabilities.
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Getting your messages out in mailing lists

Electronic mailing lists are used to send mes-
sages to groups of recipients using a single
e-mail address instead of sending sepa-
rate e-mails to a long list of individual e-mail
addresses. Lists serve two primary functions:

v Announce-only lists are one-way mail-
ing lists in which only certain individuals
have permission to send messages to list
subscribers. This type of list is useful for
marketing communications, newsletters,
or announcing events.

v Discussion lists provide a way for large
groups of users to discuss various topics
in e-mail. In an unmoderated list, any sub-
scriber can send a message to all list sub-
scribers. In a moderated list, designated

moderators approve messages before
they're sent out on the list.

Depending on list configuration, users can self-
subscribe or send a subscription request to
the moderator. Organizations that employ this
mechanism may also require employees to be
subscribed to particular lists. In both types of
lists, messages can be archived and some type
of search functionality is usually present.

Lists can be useful in your organization, but you
must determine how best to implement them.
Lists can be implemented as part of the e-mail
or groupware solution, as part of the enterprise
portal solution, or through a dedicated list appli-
cation — LISTSERV, Majordomo, or Sympa, for
instance.

3

If native protocols aren’t available because your e-mail server doesn’t use
them or certain devices can’t run the client, IMAP is generally the preferred
solution for enterprises. Its features are more robust than POP, and because
everything is stored on the mail server, it is more appropriate in a centrally
managed environment. POP removes e-mail from the server and may increase
help desk calls regarding “lost” mail. It’s also not appropriate for employees
who need to access e-mail from multiple devices.

Using HTTP to support browser-based e-mail retrieval is an excellent choice
in an enterprise that supports multiple operating systems because it’s
platform-independent and does not require a client to be loaded. This solu-
tion is also suitable for employees who check e-mail from devices that are
not under their control, such as airport kiosks or clients’ offices.

Instant messaging

Instant messaging is a synchronous communication mechanism that allows
two or more people to communicate in real-time. IM sessions are primarily
text-based, but some messaging solutions allow users to transfer files, insert
graphics, display a photograph or avatar (graphical representation of a user),
or display webcam video.
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IM requires a client application and a service provider. Service providers
may be Internet-based (AOL, Yahoo!, Microsoft, or Jabber, for example) or
internally hosted. Many groupware and enterprise portal solutions offer
some type of IM capabilities, such as Novell’s Groupwise Instant Messenger
or Microsoft’s Office Communication Server. Client applications are varied
and may have robust features such as an allow/deny list to restrict who can
initiate chat sessions, status features (online, busy, away), and logging. Like
chat, IM is useful for employees who multitask.

Before implementing instant messaging, it is essential to develop a policy on
logging and archival. Some enterprises may be required to log communica-
tions due to regulatory or legal mandates and some enterprises may wish to
prohibit any form of logging.

Text messaging

Text messaging — technically, Short Message Service (SMS) communica-
tion — allows people to send short text messages between mobile phones in
order to carry on a conversation asynchronously. In addition to text messag-
ing (also known as fexting), SMS can also be used to send configuration data,
ringtones, and software updates to mobile devices. Outside of the cellular
arena, SMS can be used to facilitate machine-to-machine communications,
such as device monitoring, and is also used in vehicle tracking solutions.

If your organization utilizes cellphones, SMS can be a useful tool for

v Broadcasting alerts to employees, particularly remote employees
v Quick “conversations” between employees or employees and clients
v Automatically alerting IT staff of problems

Confidential or sensitive information should not be transmitted via SMS, nor
should SMS be used for communications that are required to be logged.

Community Sites

Community sites replace the traditional office bulletin board with an elec-
tronic equivalent available to hundreds or even thousands of users at once
and form the foundation for social networking (see Chapter 8). The asyn-
chronous communication mechanisms discussed in the following sections
improve collaboration by allowing mass participation in group efforts, pro-
viding point-in-time reference for project evolution, and serving as a reposi-
tory for information.
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Microblogging

Microblogging can be said to be a combination
of blogging and texting. Instead of log posts,
microbloggers can post short text-based mes-
sages to their site from desktop applications,
Web browsers, or mobile phones. Popular
microblogging services like Twitter and
Facebook are used primarily by individuals, but
companies are beginning to use these services

Organizations may find microblogging to be
usefully internally as well as for marketing pur-
poses, using solutions such as Tumblr, Yammer,
or the well-known Twitter. Employees can send
status updates to supervisors or project manag-
ers, and employees who travel frequently can
update the organization and their family of their
whereabouts.

for advertising and promotions.

Blogs

Blogging is a form of asynchronous online publishing that you can use to post
news stories, personal journal entries, or commentary on a variety of topics.
Posts typically appear in reverse chronological order, with older items roll-
ing off or being archived. Some blogs also allow readers to comment. Blogs
can contain authentication and access controls to limit both reading and
commenting capability. Public blogging is popular with individuals and orga-
nizations of all types, and some organizations have moved to blog format for
their public-facing Web sites.

Organizations can use blogs internally, via enterprise portal or intranet solu-
@ tions, as another method of communication for workgroups or project teams.
<
Some organizations encourage senior executives to maintain blogs so that
those executives are more visible and accessible to rank-and-file employees.

Discussion boards and forums

Forums provide a mechanism for threaded discussions and are commonly
found on community Web sites and customer support sections of company
Web sites. Forums are typically organized by topic, and discussions (sub-
topic or conversation threads) appear in reverse chronological order. They
can be moderated to control content or may be left open to all users of that
particular forum’s community. In addition, they often have search functional-
ity that, when used properly, reduces the number of redundant discussions.
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Discussion boards are often used when a group leader wants to publish a
question that members of the group can respond to, often limited to partici-
pation only by authorized group members. This type of dialogue is exception-
ally effective in building interest and buy-in for new opportunities, allowing
participants to actively engage in the early phases of identification and
planning.

Organizations may find that forums and discussion boards can be useful
alternatives to e-mail in situations where the information would be useful
beyond those copied on the mail. This information includes clarifications on
policies or procedures and general IT support questions. In an enterprise
portal or groupware solutions, forums and discussion boards may be created
on project sites, allowing project team members to ask questions and share
information in the same workspace as the rest of the project documentation.
You can also configure extended forums to allow employees to pose ques-
tions to a wider audience than just their fellows to obtain input and assis-
tance from people with varied knowledge and skill sets.

Wikis

A wiki (from the Hawaiian term “wiki-wiki” for fast or hurry) is a Web site that
coordinates information provided by various contributors and provides a
single location for each subject. Wikis take advantage of collective intelli-
gence (see Chapter 8) and collaboration, which results in a product that may
be more comprehensive than one produced by individuals working alone.
Moderation of participant additions and corrections is necessary in some set-
tings to avoid defacement, disinformation, or other misuse.

Wikis are used for projects such as community Web sites, collaborative sites,
and knowledge management systems. They can be private or require authen-
tication, but the essence of wiki is open collaboration in which contribu-

tors can review, add, and edit content as they find necessary. For example,
Wikipedia, perhaps the most well-known wiki site, allows visitors to edit
some content without registration and trusts the community to self-police
content, although administrators will take action when necessary.

One of the benefits of wikis is built-in change control and versioning, so that
changes can be rolled back in case information is lost or erroneous informa-
tion is added.

Wikis may serve multiple purposes in organizations:

v Project-based wikis may be implemented as a way to coordinate project
deliverables.

v Marketing, communication, and public relations personnel can use wikis
to publish guidelines and standards for print and electronic
communications.
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v Application developers may find wikis helpful for documenting software
development issues and testing results.

v Organizations can use them as frameworks for developing knowledge
bases on various topics.

Conferencing

When people need to meet and discuss strategies and policies, the traditional
process of filing into the same room is no longer necessary. Conferencing
technologies create virtual rooms, allowing synchronous communication
among all members, regardless of location.

The primary benefits to all the electronic conferencing mechanisms dis-
cussed in the following sections are the reduction or elimination of the
expense and time involved with travel and the availability of expertise with-
out the disruption involved in bringing resources to the same physical site.

Videoconferencing

Videoconferencing allows groups or individuals in different locations to par-
ticipate in two-way (sending and receiving, not only between two end points)
audio/video communication in real-time. Individuals may participate in video-
conferences from their local computers (including their home computers) with
the proper equipment (audio and video input sources) or from specially con-
figured rooms. Videoconferences can also be archived and replayed later for
employees who were unable to attend the session.

This technology is widely used in educational environments, primarily for
distance education but also for internal administrative functions, and is
catching on in the business world both for internal communication and com-
munication with clients or partners.

Videoconferencing can be particularly useful to organizations in the following
ways:

v In scenarios such as corporate training or product demonstration, text
and audio-only communication may not be adequate to the task.

v People who are adept at reading nonverbal cues, such as facial expres-
sions and body language, may be able to communicate more suc-
cessfully using videoconferencing. For example, they can alter their
communication strategy if people are inattentive and provide additional
explanation without needing to wait for questions if people appear to
not understand.
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Virtual terrorism

In 2007, “virtual terrorists” destroyed the untouched. This virtual destruction wound up
Australian Broadcasting Corporation’s virtual  costing the company real money, as it had to
island in Second Life. The visual appearance spend resources to restore the island (which
of the island was changed so that it appeared  cost tens of thousands of dollars to create) to
to have been bombed and very little was left its original condition.

QNING/ Some employees may be uncomfortable with videoconferencing due to con-
&y cerns over appearance, especially if the session is being recorded. It is gener-

ally felt that this discomfort will fade over time with repeated use. As well,
recent research has suggested that allowing the employee to see his or her
own image as it is being transmitted assists with easing this discomfort, as it
allows the employee to make minor “corrections” in appearance, such as
adjusting glasses and smoothing hair.

Virtual reality

Virtual reality allows the expression of real-world environments as well as
entirely fantastical ones. Architects and designers can make use of virtual
reality to allow virtual walkthroughs and equipment testing without the
expensive process of building actual physical models. Participants can
engage in training events involving simulated hazardous environments and
dangerous circumstances such as emergency response or disaster recovery
without risk or consequence.

Interactive environments, such as the well-known Second Life environment
by Linden Labs (http://secondlife.com), provide a shared interactive
experience to thousands of participants simultaneously. Within this envi-
ronment, universities, businesses, and governmental entities may all have
virtual representations available for interested consumers. Because such an
environment is highly interactive, you must think about protection of these
virtual resources.

In addition to providing a cutting-edge mechanism for interacting with cus-
tomers, virtual reality solutions present an opportunity to eliminate bias
based on gender, race, and physical condition during communications. It
may also allow for testing of new products without having to build them
physically, which decreases development costs.
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Voice over Internet protocol (VolP)

Voice communication is no longer limited to conventional telephone service.
Voice over Internet protocol (VoIP) technology is capable of replacing tra-
ditional telephony with similar functionality. VoIP systems enable users to
talk over familiar handsets or headsets using TCP/IP connectivity over data
networks.

QNING/ VolP is a fairly new technology and although improvements have been made
in its ability to access emergency services by dialing 911, it is still inferior to
standard telephone service with regard to tying a phone number to an identi-
fied physical location for emergency response. In addition, VoIP is subject to
the same issues as data communications, including latency and packet loss,
and because VoIP and data communications may share bandwidth, both ser-
vices can suffer performance issues.

Organizations may find VoIP solutions useful for the following reasons:

v VoIP typically has a lower per-line cost than traditional telephone ser-
vice and does not carry long-distance fees.

» In a new or temporary location, you can set up voice and data communi-
cations immediately after installation of only data communication lines.
Although this solution may not be permanent, it does allow employees
to make voice calls while waiting for traditional telephone service to be
installed.

v VoIP eliminates the need for costly private branch exchange (PBX) tele-
phone systems typically by medium to large organizations with many
telephone numbers. Some VolIP solutions provide equivalent functional-
ity with software that can run on existing servers.

N Organizations considering implementing VoIP should ensure that it’s not the
sole method of voice communication during an emergency or disaster recov-
ery operation.

Web conferencing

Web conferencing is gaining popularity and is regularly used for meetings,
product demonstrations, training, and education. Unlike videoconferencing,
Web conferencing may not provide a video link among participants and as
such doesn’t mandate video equipment for each participant. Participants can
attend Web conferences from the privacy of their own offices or can attend
as a group through a single computer in a conference room, using only a
computer or a computer and telephone.
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Features of Web conferencing include

v Voice communication, through VolP or telephone service
v Whiteboards, either shared or controlled by the presenter

v Desktop sharing, enabling presenters to conduct live demonstrations or
software training

v Text-based chat

v Event registration

v Polls that allow the presenter to get feedback from the audience
v Presentations

v Archiving for later replay

Webinars are Web conferences that have defined presenters and audience
members. The presenter controls the display and audio, and audience mem-
bers may have limited communication in the form of chat or audio. They're
widely used by vendors for product demonstrations and industry-specific
organizations for training or continuing professional education.

Web conferencing software can be hosted internally by the organization or
by a hosting service. Some solutions require users to download and install a
client and some are completely browser-based. For browser-based solutions,
meeting invitations can be distributed as URLs in e-mail or other text-based
communication mechanisms.

Much like videoconferencing, organizations should take advantage of Web
conferencing when data-only or audio-only communications are insufficient.
Web conferencing is particularly useful in the following ways:

v Traveling or telecommuting employees can receive the same level of
training as on-site employees through the use of webinars.

v Desktop sharing can allow software demonstration and testing of new
applications without requiring installation of any software components
onto users’ computers.

Broadcast Communications

Not all communication needs to be two-way. Sometimes an organization
simply needs to present information to a variety of audiences, including
employees, clients, or partner organizations. You can use the following com-
munication technologies when audience participation isn’t necessary.
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Podcasting

Named after Apple’s iPod media player, podcasting is a relatively new com-
munication mechanism. Podcasts are rich media files (audio and/or video)
that are episodic in nature and are published through feeds, which is what
differentiates them from simple streaming media files. Major corporations,
news services, the entertainment industry, educational institutions, and even
individuals heavily use podcasting to provide rich content to a mobile
audience.

Organizations can use podcasting as a way to present downloadable active-
media content to employees when text isn’t sufficient. Because podcasts
are designed to be downloaded and accessed via a portable device, do not
include confidential information or sensitive intellectual property in pod-
casts. For example:

v IT staff can use podcasting to supplement the organization’s IT security
awareness training program.

v Senior executives can address employees in the “fireside chat” style
made popular by President Franklin D. Roosevelt.

v Human Resources and Employee Development may wish to use podcast-
ing to supplement or replace lecture-style training sessions.

Really Simple Syndication (RSS)

Also known as a news feed or Web feed, Really Simple Syndication (RSS) is an
XML-based publication of electronic headlines and articles. Typically, only a
snippet of the article is included in the publication in order to streamline the
feed and make it easy for individuals to review large quantities of information
in a short time and pick out items of interest. Many news and informational
Web sites publish RSS feeds, sometimes many, on various topics of interest.
For example, a news site may have feeds for local news, health, technology,
and world news. Retail and vendor sites also make use of RSS feeds as a way
of informing customers and partners of new products or promotions.

An organization can use RSS feeds internally to publish event details,
announcements, changes to policy, IT change notices, and even newsletter-
type items. Enterprise users can read feeds using Web browsers or e-mail
clients that support RSS, collected by RSS readers (also called aggregators)
or through the enterprise portal.
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An organization employing RSS technology may want to require employees to
subscribe to particular feeds such as those involving policy changes or
announcements from human resources.

Streaming media

Audio and video data may be transmitted over the network using standard
clients such as Web browsers and media players (QuickTime, Windows
Media Player, RealPlayer, and so on). Instead of simply being downloaded
and played locally, streaming media buffers as it downloads, allowing media
to be played as it downloads. Both live and on-demand content may be
accessed through streaming media, such as on news or entertainment Web
sites.

Organizations can implement streaming media services internally as part

of its employee training program or as a way for employees to view live or
archived footage of events. Allowing employees to view live events remotely
reduces travel expenses and increases employee participation. Streaming
feeds may also be used as part of an organization’s security system.
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Developing an
Extended Network
Enterprise

The 5th Wave By Rich Tennant
|EARLY STORAGE SOLUTION|
E RoENNANT

“ Contiguring it has been a little tougher than
we thought.”
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In this part . . .

Beyond consolidation and standardization, enterprise
architecture involves strategies for data storage man-
agement, application development, and anytime/anywhere
enterprise access. In this part, you explore all those strate-
gies and more.
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Chapter 10
Managing Data Storage

In This Chapter

Identifying storage requirements

Examining data categories
Developing data storage policies
Protecting stored data

Tle foundation of networked services and enterprise resource architec-
ture rests squarely on the storage and organization of data. You can find
static digital content, compiled application files, and digital media of all types
throughout the modern enterprise. Without planning for the acquisition,
storage, organization, identification, maintenance, and retirement of enter-
prise data, organizations will be constantly burdened by cost, resource, and
regulatory challenges in trying to manage this flood — a task very similar to
attempting to hold back the sea with a whisk broom.

This chapter addresses storage technologies and strategies applicable to
enterprise networks of all sizes. While smaller organizations may not need
high-speed dedicated storage area networks (SANs), other factors, such as
security and availability, affect smaller storage pools as well.

Determining Storage Requirements

Determining an organization’s requirements for data storage is critical to the
enterprise architecture program. Not only must you determine how much
storage is currently being used, but you must figure out whether it’s being
used effectively and efficiently. In the early stages of a storage restructuring
project, it isn’t unusual to find personal multimedia files, archived junk and
spam e-mails, multiple copies of a file in different locations, and huge log files
that are no longer necessary.
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Your organization’s data storage requirements affect both its storage poli-
cies and strategies, ranging from the number of days e-mail is kept before
archiving to the type of hardware used. You must also take into consider-
ation how storage requirements will change during enterprise restructuring.
Implementing an enterprise portal solution, for example, may increase stor-
age requirements due to file versioning (discussed later in this chapter) and
the use of index files in searches, but it may also decrease storage require-
ments due to a reduction in document redundancy by using shared file
storage locations for common items. (For more information on portals, see
Chapter 8.)

Conducting a storage survey

A storage survey (or inventory) identifies the size, type, configuration, loca-
tion, and age of all elements of storage in the enterprise network. It also
includes identification of the type of data stored on each storage device and
the relevant legal, regulatory, and security requirements. Conducting the
survey may involve discussions with data owners or stewards, but the survey
isn’t a questionnaire or checklist to be run through top to bottom; it’s instead
an accounting and identification of storage and its use.

If a central systems management utility, such as Novell ZENworks or
Microsoft System Center Operations Manager, is in use, its system inven-
tory can serve as a good starting point. However, you can find a significant
amount of storage outside of the file server and obvious storage systems. For
example, the workstation excess data storage may compose a storage grid
opportunity (see Chapter 14) far greater than the storage on all file servers
because of the expanding size of basic disk drives installed in workstations
by default. There may be unmanaged hardware in various resource silos
throughout the organization as well.

The storage survey should also include removable or backup media such as
tape storage, removable optical media, and newer moveable storage devices
such as thumb drives. It’s important to have an accurate inventory of this
type of portable storage in order to reduce the risk that loss or theft will go
unnoticed. Data may be retained on these devices past established retention
periods.

In addition to the storage elements themselves, the survey should identify
technical support requirements and any warranties, service contracts, and
service level agreements in effect.

This survey ensures that policy decisions take into account the capacity

and availability of storage resources. It also allows you to identify resource
silos, as well as old or legacy equipment in need of replacement. The survey
should reveal any constraints that can affect storage policy planning, such as
requirements for encryption or segregation of data, as well.
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Interviewing personnel

The initial storage survey provides you with a list of what exists, while inter-
views allow you to identify how the storage is used throughout all levels of
the organization. An added benefit is that this communication assists with
proper IT governance, which ensures that IT policy decisions take business
requirements into account. (See Chapter 3 for more details.)

You need to interview both technical and nontechnical personnel. Data
resource managers, database architects, and application designers can
provide valuable information about current usage and the expected rate of
growth. Managers in charge of key services can provide insight into mid- to
long-term planning and expectations that may influence storage require-
ments. In addition, interview principal stakeholders to make sure that their
projects are taken into account when planning storage requirements. Owners
or stewards of unusually large file stores identified in the storage survey may
also provide understanding of their unique storage requirements, such as the
public relations manager who may receive video clips or the marketing direc-
tor, who may have to produce poster-size, high-resolution documents.

Identifying Important Data Categovies

During your survey, you identify a wide range of data types stored within
the enterprise. Although many forms exist, most enterprises contain several
standard categories. These categories generally have the greatest impact on
storage requirements and policies.

File repositories

A file repository is a logical location (as opposed to a physical location) for
saving files. For various reasons, not the least of which is that many users
feel the need to save every file ever created or received for all eternity, file
repositories are particularly prone to bloat. They have a tendency to grow
until forcefully restricted, such as by quotas or simply running out of disk
space.

Portals and other types of online file repositories store files in databases,
which means that bloat caused by long-term or unnecessary retention of files
can be mistaken for normal database expansion. In addition, because other
information is stored in the database along with the files, backups of database-
driven file repositories often require more storage space than backups of tradi-
tional file systems.
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Regardless of the nature of the file repositories in the organization, you must
plan carefully to ensure not only that enough file space is available to users
but also that the allocated space is not wasted. A proper data storage policy
can assist with this, and that’s discussed later in this chapter.

Unfortunately, it’s not unusual for less computer-savvy users to use various
parts of the operating system (such as the Recycle Bin and Deleted Items
folder in Microsoft Windows) as storage locations. Having these locations
purge automatically after a set period helps curb this behavior. Many storage
management services and integrated operating systems provide mechanisms
for automatic clearing of deleted file areas. One example of this is the storage-
related Group Policy settings in the common Microsoft Active Directory
environment.

File versioning

File versioning — having multiple versions of the same document available in
active file storage areas — can increase storage requirements significantly.
However, the benefits of providing users with the ability to roll back to previ-
ous versions of documents without administrator intervention are likely to
outweigh the cost of additional storage capacity. This functionality is com-
monly found in portal or content management systems, but is also found in
operating systems.

When implementing any type of file versioning, it’s critical to ensure that the
maximum number of saved versions is appropriate based on the amount of
available storage. Maintaining ten versions of a file may become equivalent to
maintaining ten files of the same size, or perhaps larger when change logs are
added. Some versioning technologies track only changes between versions,
while others record each file version uniquely. When planning total storage
requirements, file versioning depth (the maximum number of copies to be
kept for a particular file) must be included as a multiplier of file storage need.

Databases

Databases have become critical to many different business processes. The
databases and their associated indices can become quite large, especially

in the case of data warehouses. As well, operational or legal mandates may
require that individual transactions be logged and archived. It is common for
databases with high utilization to have transaction logs that take up a greater
amount of storage space than the actual data, and you must plan for this
when designing storage solutions.
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Because databases are the back end for many types of applications and ser-
vices, any plans to consolidate storage areas that host databases must be
thoroughly reviewed and tested to avoid any loss of connectivity.

Multimedia

The ease with which document authors can include audio, video, and other
rich content into everything from presentations to e-mail to spreadsheets has
resulted in an increased need for storage space. Other content types can be
included with text in either streaming, embedded, or downloadable formats.

Due to the proliferation of both cheap disk space and broadband Internet
connections, users no longer have any incentives to keep file sizes small. You
must assume the following:

v Digital video and photographs will be saved with the maximum resolu-
tion and file size.

v Users will bring large high-resolution graphics into word-processing
documents and presentation, and then resize them.

v Instead of downloading a single image, users may download entire image
galleries.

You must also plan for future use of existing multimedia types as well as
emerging technology. Expect to continually investigate emerging solutions
and test them in your enterprise to identify new solutions and new opportu-
nities. The only constant in the enterprise is change.

E-mail

E-mail is a vital part of business communications. Not only that, it is often

an official record that is required for compliance not only with internal
operational directives but also with legal mandates. Retention and discovery
requirements for e-mail are particularly evident with respect to governmental
entities. As such, it’s not unusual for organizations to save years’ worth of
e-mail messages, including legitimate business messages, spam, junk mail,
and incidental personal messages.

In determining storage requirements, you must look at the volume of mail
being processed in addition to the volume of valid mail. You can then catego-
rize the valid mail as either “working” mail that must be easily accessible to
users or archival mail that is accessed infrequently, if at all. Be sure to spe-
cifically include e-mail retention in your organization’s data storage policy.
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E-mail volume — Yale University

Yale University makes its e-mail processing sta-
tistics available on its public Web site (www .
vale.edu/its/metrics/). From July
2008 to June 2009, the university processed
approximately 2.6 million incoming e-mails per
day. Of that, approximately 317,500 were actually

delivered after making it through spam and anti-
virus filters. While this type of volume is not typi-
cal for most organizations except large ones, it
serves to illustrate the ratio of signal to noise.
For each valid message received, the organiza-
tion also processed seven invalid ones.

Logging
These days, it seems that just about every software application logs some
type of activity, including but not limited to security events, file access,
object access, authentication, and transactions. Depending on the level of
MBER activity, these log files have the potential to grow to enormous size.
Each application may have different requirements for access and activity log-
ging as well as log archival.

In addition to auditable information, logging requirements may also include
e-mail, instant messaging, or other methods of communication. These
requirements affect not only active storage and backup requirements, but
also archival storage requirements.

You need to balance requirements from various mandates and directives
against the amount of data that is reasonably possible to log. Simply logging
everything may be tempting; however, the cost in resources (CPU, storage,
bandwidth) may not justify that decision. You should evaluate logging on a
case-by-case basis, ensuring that logging is maintained for a period of time
that remains ultimately useful to the organization. As an example, retaining
SharePoint Unified Logging Service (ULS) logs beyond their useful term for
diagnostic evaluation serves no purpose. Some logs generated by default in
many applications may never be used for any purpose, and so retention peri-
ods can be adjusted accordingly.

When determining the information to be logged, ask the following questions:

v What must be logged?
v What should be logged?
v What can be logged?

Because you can’t perform logging after the fact, you need to determine log-
ging requirements sooner rather than later.
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Virtual servers

You need to ensure that you have sufficient storage capacity before imple-

menting virtual systems. In its most simplified form, a virtual server is a file
containing an operating system, applications, storage, and communications
services. Because they're file-based, virtual servers can place an enormous
burden on your organization’s data storage capabilities.

Examples of virtual server sprawl and impact on storage systems include the
following:

» You can move this file between physical systems or use it as a template
when provisioning (creating) other virtual servers.

» You can archive multiple copies of an individual virtual server for disas-
ter recovery purposes.

v Virtual servers are easy to provision, which sometimes leads to a large
number of single-purpose servers or a sprawling development
environment.

v Virtual disks often expand automatically for internal operations.

Without careful planning, virtual servers can overrun an organization’s avail-
able storage capacity. In addition, because virtual servers can store any type
of data, from staff contact lists to confidential customer financial records,
take care to ensure compliance with mandates regarding data protection and
segregation.

You can find greater detail on this topic and other aspects of virtual comput-
ing in Chapter 13.

Creating a Storage Policy

Initially, you design a storage framework to align business requirements
with preliminary broad-stroke storage policies. Then, you design the system
and refine policies as you proceed through the process of storage configura-
tion. The final solution should provide the basis for detailed storage policies
transmitted to the users. You should review these policies, as with all others
within an organization, regularly (at least yearly, if not more often) to engage
emerging technologies and changes to storage requirements.
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Addressing specific storage topics
Storage policies should address the following topics, at a minimum:

»” Storage quotas, including file and e-mail
v Long-term or archival storage (retention)
v Backup and recovery

v Authorized data storage locations

v Authorized types of data

v Security

v Storage media reuse and disposal

Many times, you can reduce storage requirements by a surprisingly large
amount by eliminating temporary files, cleaning out deleted item traps, and
purging data accumulated through common application use. For example,
mobile multipurpose devices allowed within the enterprise can consume
large portions of file storage and backup media when users inadvertently
synch personal media files within their enterprise user storage profile, as
many media management tools will do by default.

Figure 10-1 illustrates the impact on my (Kirk’s) system when I synch up my
mobile media devices with my user file storage profile. | use the WinDirStat
utility to display an example of the file storage impact created by synch-

ing attached media devices to a file server. Relative individual file sizes are
reflected by corresponding block sizes in the lower half of the utility’s dis-
play. The large similar areas in the upper half of the relative file size display
are all media of one type or another, with rough percentages by file type pre-
sented in the upper-right tree display. The operating system and all applica-
tions occupy only 20 percent of the file display on the right side.

You can temporarily reduce storage demands by implementing policies for
automatic removal of deleted items, emptying trash cans before logout, and
providing user instruction on proper procedures for configuring their multi-
media devices. Clearing accumulated application data, such as the browser
cache, can also recover a surprisingly large storage volume to ease short-term
storage overruns until additional solutions can be acquired and put into opera-
tion. Maintenance actions alone can’t manage the avalanche of data that is
poured into storage systems every day, without a mechanism for control and
removal. When you lack policies restricting retention and controlling quotas,
storage pools rapidly become virtual dumping grounds for jokes, videos, old
holiday memos, and thousands of other types of data lacking value to the orga-
nization’s ongoing function. Similarly, content management and events man-
agement systems may retain articles and event entries from many years ago,
further bloating storage requirements without proving organizational value in
return for the cost of an ever-expanding storage requirement.
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Distributing the policy

Storage policies, like other forms of technology, use policies and should be
developed and reviewed by a committee comprised of both technical and
nontechnical stakeholders. Executive buy-in is critical prior to announcement
of policy changes in order to ensure support.

You can write a storage policy as a process policy detailing the sequence of
steps for requesting, using, and releasing file storage. You can also write it

as a constraint policy, which defines length of data retention, per-user stor-
age limits, and other restrictions based on file type, use, or job roles. Policies
may also be a combination of processes and constraints in order to define
specific circumstances when appropriate, but should be limited in scope to
avoid creating ambiguity.

Ideally, an announcement of new storage opportunities and policies will be
made in a monthly or quarterly newsletter with an All Staff distribution and
then posted for long-term archive and access on the enterprise intranet. This
notification ensures that personnel hired since the initial announcement have
access to all policies. Review of this and other policies should be part of new
hire in-processing.
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QgN\BEH Recent studies have found that user compliance with company data storage

& policies is fairly low, which may be due primarily to lack of employee knowl-
edge of both the storage policies and the consequences of not following them.
Employees may not understand the difference between their local hard drive
or a mapped network drive and may assume that every network location is
backed up on a daily basis. You should coordinate the collaboration between
IT staff and human resources to ensure that employees are aware of the new
data storage policies and receive adequate training.

Designing a Storage System

After you complete your storage survey and identify areas in need of correc-
tion, update, or addition, you can define appropriate storage policies and
then design the end-state storage elements of the enterprise network. This
design begins as a preliminary plan that includes any existing elements that
you can retain or retask and then is refined by identifying new technologies
to be acquired as purchasing cycles allow.

You should be familiar with your organization’s purchasing contracts, cycles,
and any limitations affecting acquisition of new storage technologies. Few
storage designs can be immediately implemented, so you may need a phased
strategy across multiple purchasing cycles to transition to the final design.
Many changes and new technologies may emerge during this time, so you
should review the storage design before each purchasing cycle to identify
any appropriate changes made necessary by new options.

Selecting appropriate storage
configurations

The organization and placement of file storage within the extended enter-
prise will be affected by the data type and expected use. Your organization’s
data storage complexity will affect growth and manageability of storage
resources in the mid to long term. After discovering what is currently in use,
you must then determine short-, medium-, and long-term storage goals in
order to guide the organization toward a desirable future state.

You have to become aware of things that will be resource-intensive before
they move into common business use and make sure that you have adequate
storage before it becomes vital. For example, when you change from a simple
file storage solution to a version-controlled file storage solution, such as
those often found in portals (see Chapter 9), file storage requirements for the
same number of files may skyrocket.
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Here are some of the more common storage configurations:

v Direct attached storage: Direct attached storage (DAS) includes storage
devices and arrays (groups of storage devices) attached directly to a
computer, either internally or externally. This type of storage provides
high availability to the user of individual desktop or portable computers.
However, data sharing and disaster recovery planning become prob-
lematic. With regard to servers, file services may have to compete with
other services, resulting in decreased performance.

1 Network attached storage: A network attached storage (NAS) device is a
server that provides only file storage services. It runs on a scaled down
operating system (in order to provide a file system) and utilized direct
attached storage. Implementation of a NAS solution can improve backup
and access audit control. A NAS solution can be an intermediary step to
a storage area network (SAN), particularly if SAN implementation isn’t
possible due to costs.

1 Storage area network: Unlike a NAS system, a SAN system provides
storage but not a file system. It uses specialized protocols and dedicated
network connectivity to allow high-speed communications between stor-
age devices and servers. The storage devices that make up a SAN are
seen by servers as locally attached devices. SAN solutions allow greater
control over resource allocation and management, particularly backup
and recovery efforts. They’re particularly suited to data centers and to
organizations that use high-density servers (blade servers, for example).

Exploring enterprise-level
storage strategies

As your enterprise moves beyond by-system storage, you can achieve a
more dynamic and cost-effective solution by moving to consolidated stor-
age area network (SAN) alternatives. These solutions allow host servers to
access remotely connected data storage blocks (called logical unit numbers,
or LUNs) as if directly attached to each host. When additional storage is
needed, you can expand a LUN (into a metaLUN) as needed by simply chang-
ing the SAN configuration, without requiring removal or exchange of in-place
storage as with embedded local hard drives.

You can select a particular SAN technology by determining raw throughput
requirements, standardization of connectivity (TCP/IP versus Fibre Channel,
for example), or prior training and experience available in existing support
personnel. The most common types of SAN connectivity include the Fibre
Channel, Internet Small Computer System Interface (iSCSI), and ATA over
Ethernet (AoE) formats.
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Fibre Channel

Due to its high data transfer rate and maximum number of devices, Fibre
Channel is considered the standard for enterprise SANs. Characteristics of
Fibre Channel include these:

v The maximum number of ports depends upon the topology.
e Point to Point: 2 ports
e Arbitrated Loop: 127 ports
e Switched Fabric: more than 16 million ports

v Fibre Channel can use either optic fiber or copper cable, although the
transfer rate is significantly greater over optic fiber (up to 4000MB/sec).

v Each port requires a host bus adapter for communication.

v Specialized SAN-aware software must be used for both resource manage-
ment and backup/recovery.

Fibre Channel over IP (FCIP) and Internet Fibre Channel Protocol (iFCP) allow
for Fibre Channel communication over standard IP networks, allowing data

NG/ transfer between SANs in different geographic areas.
QUING/

Fibre Channel carries significant cost due to specialized infrastructure require-
ments and may not be cost effective for small to medium organizations.

iSCS1

Internet Small Computer System Interface (iSCSI) is a SAN protocol that
allows SCSI connectivity over IP networks. You can use iSCSI to link SANs in
different geographic areas or to provide SAN access over local area networks,
wide area networks, or the Internet. Characteristics of iSCSI include the
following:

v iSCSl is slower than both Fibre Channel and direct attached SCSI
because it’s based on the speed of the network. For example, you can
expect a data rate of approximately 120MB/sec over a standard gigabit
network. However, 10-gigabit Ethernet devices, although not common-
place, are available, and data transfer rates would scale accordingly.

v~ iSCSI transmits data in large blocks, providing greater throughput and
reduced latency.

v You can use existing network infrastructure.
If the data transfer rate of iSCSI is acceptable, there may be value in migration

from direct attached SCSI to iSCSI in lower administrative and maintenance
costs.
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AoE

ATA over Ethernet (AoE) is a lightweight SAN protocol that operates using
an Ethernet connection, but does not utilize the full TCP/IP protocol suite. As
such, devices don’t have IP addresses, but instead have ID numbers, much
like SCSI devices. You can connect AoE devices directly to servers or plug
them into network switches.

AoE is an open protocol that you are more likely to find in organizations that
employ open source software. However, AoE is also compatible with pro-
prietary operating systems. AoE is a lower-cost alternative to iSCSI or Fibre
Channel.

Dealing with expanding storage needs

Moore’s Law, published in 1965 by George Moore, then the head of Research
& Development at Fairchild, stated that transistor density on integrated cir-
cuits doubles every two years. Mark Kryder, a former Seagate Corp. Senior
Vice President and current Carnegie Mellon University professor, extended
Moore’s Law in 2005 to encompass storage density, stating that it doubled on
roughly the same cycle.

Increasing Internet bandwidth and broadband access has facilitated a mas-
sive explosion of large file transport options. Inexpensive large storage
devices in thumb drives, digital cameras, and personal computers eliminate
the need to clean out older files to make room for newer ones. These trends
combine to create ever-growing digital piles of junk, duplicated and backed
up and copied over and over. Particularly in mobile form, the growth of
storage capacity has even overrun Kryder’s Law at times, and the future
enterprise faces challenges in synchronizing, organizing, maintaining, and
ultimately eliminating data — or risk being buried under rising mountains of
accumulated information.

Although the question of whether the rate of increase is truly follow-

ing Kryder’s Law is outside the scope of this book, storage requirements
undoubtedly continue to expand. To meet this unbounded body of data, you
have several strategies available.

Additional storage

The most common solution to expanding file stores is to simply buy more
storage every year to accommodate doubling within Kryder’s threshold.

(For more on Kryder’s Law, see the preceding section.) The general target
measure is a 60-percent storage utilization fraction (meaning that average
file storage should not exceed 60 percent of the maximum available space) to
avoid overruns during transient peak utilization. This strategy is one of the
most common for storage management because it involves the least disrup-
tion to end users and can be budgeted as part of a cyclic update scheme.
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A\

Regular expansion strategies allow flexibility in the type of data being stored
when purchasing is coupled with effective policies directing types of data

to appropriate storage locations with adequate bandwidth. For example,

you can locate rich media presented as streaming content on larger, slower
remote storage with large bandwidth capacity, while you can place critical-
use items on high-speed access storage devices located on network segments
close to the consuming business unit to reduce latency and minimize poten-
tial for interception.

Tiered data storage

Placing the right data on the right storage system is an effective strategy that
has been extended to technologies that can automatically shuffle immedi-
ate data from ultra high-speed, solid state storage (very high cost per GB of
storage, fastest access rates) to 15kbps hard drive storage as the data moves
past immediate to current thresholds. The data is later moved to storage for
older, never-accessed archival data on low-speed 7kbps storage until elimi-
nated at the end of its data duration lifespan or when recovered to higher-
speed storage following use.

Figure 10-2 illustrates a simple tiered storage solution with three layers of
storage managed by time since last access. Other options include file type or
file size constraints to manage storage efficiently based on the unique needs
of a particular organization.

Tiered storage solutions allow older legacy storage technologies to be
retained and continue to provide value to the enterprise by forming the base
level of archival storage, provided sufficient measures have been taken to
ensure fault tolerance. By retaining operational hardware and applying newer,
higher-speed storage where it will provide the most bang for the buck, an
enterprise can enjoy better performance without the price tag required for a
rip-and-replace, edge-to-edge replacement.

Data de-duplication

Another technology gaining popularity in storage management planning
involves the use of software agents that scan data stores, identifying files or
storage blocks that are absolutely identical. De-duplication technologies iden-
tify matching items, maintaining one in storage and placing pointers from all
other locations that direct access to the single master copy. If a user makes
changes to his copy of the file accessed via the link, a new copy unique to his
use is created from the master and retains any changes applied by the user.

In any large enterprise, you can have thousands of copies of widely distrib-

uted files, such as the flyer for the Halloween costume party or the user
handbook. By retaining only a single master copy, but providing links to that
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master in every location users had previously saved identical copies, end-
user consumption remains the same, and changes to the file remain local to
individual users while storage requirements are reduced. Block-level tech-
nologies apply the same function to parts of files that are identical, but these
technologies can present data discovery complexity in regulated industries
or where legal motions for discovery are filed.
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Protecting Stored Data

Information in the form of stored data is the lifeblood of modern organiza-
tions. It’s an asset in need of protection commensurate with its value. Data
protection involves more than authorization and access controls; it also
entails increasing the likelihood of successful recovery from hardware fail-
ures, preventing unauthorized access to data from physical access to backup
media, and ensuring that an organization’s data isn’t exposed during disposal
of storage media.

After the appropriate types and levels of protections are determined, they
should be included in the storage policy.

www.it-ebooks.info


http://www.it-ebooks.info/

158

Part IV: Developing an Extended Network Enterprise

Figure 10-3:
RAID 1
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Fault tolerance

RAID (redundant array of independent disks) is used when a fault tolerant
data storage system is desired. In a fault tolerant system, if one hard drive
fails, another can immediately take its place with no administrator interven-
tion. RAID comes in many configurations, referred to as levels. Combinations
of levels are identified using multiple digits (examples: 6+0 or 10).

RAID 1 and RAID 5 are two of the most commonly used configurations when
fault tolerance is needed (see Figure 10-3). These levels include

1 RAID 1: Also called disk mirroring, two or more drives are used, and all
drives hold the same data. RAID 1 allows another disk to take over in the
event one fails.

v+ RAID 5: Three or more disks are used, and both data and parity blocks
are saved across all disks in such a way that if one disk is lost, the data
can be reconstructed and remains available to users, although perfor-
mance suffers.

Examples of Redundant Arrays of Inexpensive Disks (RAID)

RAID 1 RAID 5
Mirroring Striping with Parity

——
-5

N
B(parity)

Backup and recovery

The specific backup mechanisms used depends on many factors, most nota-
bly the technology involved, the applications in use, and the organization’s
business continuity and disaster recovery requirements. These requirements
are discussed in Chapter 18.
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The ClAs of data security

The three core principles of information secu-  »~ Integrity: Data must be protected from mod-
rity are confidentiality, integrity, and availability ification or deletion without authorization.
(CIA), which you must keep in mind during all

o v Availability: Data must be available for
stages of data storage planning:

authorized use when needed.
v~ Confidentiality: Data must be protected

from being accessed by unauthorized

entities.

Regardless, you need to extend the same or greater protection to the backup
media as to the original data. Protections are both logical and physical,
including

v Encryption of confidential, sensitive, or proprietary information, in the
event that backup media is lost or stolen

v Physical protection of backup media, such as tapes, hard drives, and
other portable storage devices

v Tracking the movements of backup media within the organization and
to/from off-site storage facilities

v Appropriate access control permissions for replicated data

Data removal

Deleting files and even formatting media doesn’t actually remove data.
Instead, it simply removes the pointers and makes it generally inaccessible
without the use of data recovery or forensic tools. These tools aren’t difficult
to acquire (or even to write), with both free and commercial versions easily
available. Even if the equipment appears to be nonfunctional, you can still
recover data in a laboratory environment. This procedure can be time con-
suming and costly, but well worth it if the reward is trade secrets.

There are three levels of data removal:

v Clearing: This method makes data inaccessible to software tools, but
not to laboratory recovery processes. Clearing is appropriate when
you're reusing media within an organization, such as when you transfer
data from one user to another within a business unit. Clearing is typi-
cally accomplished by overwriting. The media is overwritten with data,
such as 0s and 1s or random characters. Storage clearing is applied on
a file storage location, on unassigned storage space, or across an entire
storage device or RAID volume.
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v Purging: Purging removes data, making it inaccessible to both software
tools and laboratory recovery processes. Purging is appropriate when
media is being discarded or when it’s being retasked to a purpose that
requires different security controls. Methods of purging include

e Overwriting: You can use this process for purging, but it requires
multiple repeated passes over the entire storage area. However,
evidence indicates that you may still be able to recover data
through the use of electron microscopy.

¢ Degaussing: This process uses a strong magnetic field to erase
data on magnetic media, such as video tapes, hard drives, floppy
disks, and magnetic tape. Modern media types are rendered unus-
able when degaussed, so don’t apply this form of data removal to
media that you need to reuse.

v Destruction: This method is the most effective for data removal and
involves crushing, shredding, melting, or otherwise rendering the media
completely unusable and data unrecoverable. Destruction is appropriate
when you can’t purge or discard media. Methods of destruction include
degaussing, shredding, crushing, and incinerating.

QUING/ While you may be tempted to use power tools or other unconventional meth-

Y ods to destroy media, remember that many types of computing equipment,

including storage media, contain hazardous materials (lead, mercury, cad-
mium, and various other chemicals). You should dispose of this equipment in
accordance with industry and governmental requirements. You may want to
consider outsourcing this function to a specialized destruction company.

Creating a destruction policy

Due to the low cost of removable media such as floppy drives, CDs, unen-
crypted thumb drives, and memory cards, you should consider implementing
a destruction policy for this type of media instead of retasking it. Manpower
requirements for successfully purging removable media can far outweigh the
cost of simple destruction and replacement.

As a matter of course, you may want to implement an across-the-board purg-
ing or destruction policy for all media, regardless of the type of information
processed. Although this type of policy may result in increased operational
costs, it also lowers the risk of significant expenses, such as those arising
from data breaches. For example:

v Even if the data on the storage media isn’t confidential or proprietary,
if it contains licensed software, you may be in violation of license agree-
ments if the media is disposed of without proper sanitization.

» You can’t be absolutely 100-percent sure that confidential information
has never been saved to a particular device.
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In 2003, MIT purchased 158 used hard drives and 117 had recoverable data. Confidential
from online auctions and other sources of used  data, such as credit-card numbers, financial
computing equipment. Of those, 29 were found  records, and medical records, were found, as
to be inoperable, 12 were properly sanitized, well as large amounts of personal information.

Could your organization’s data be won
by the highest bidder?

WMBER
‘x&
&

v Some legal mandates, such as HIPAA, require sanitization of any media
that may have contained specific classifications of information, even
when transferring that media between business units.

+* Human error can result in the wrong procedure being performed, pos-
sibly leading to release of confidential data.

Take nontraditional media into account when developing a data removal
policy. Nontraditional media include portable devices, such as cellphones
and PDAs, networking devices, such as routers and switches, copy and fax
machines, and specialized scientific or manufacturing equipment. Contact the
device manufacturer for the proper sanitization procedures, and follow those
procedures. Removable media may also provide an avenue for data theft,
requiring policies for device use or restrictions on USB port availability.

Leased equipment and warranty replacement

Problems may arise if data storage media has to be returned to the vendor,
such as with a lease or warranty replacement. Consult with procurement per-
sonnel and if necessary, address these issues in the data storage policy. For
example, if your organization makes use of leased equipment, you may want
to restrict the type of data that can be stored on equipment not owned by the
organization.

Fortunately, hardware vendors are beginning to realize that organizations
are uncomfortable with or unable to return hard drives containing confiden-
tial or proprietary information for warranty replacement. In response, some
allow their customers to pay a small premium to keep their hard drives. This
option should be used wherever feasible.
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Chapter 11

Managing Application
Development

In This Chapter

Defining the software development life cycle
Selecting a software development model
Making use of service-oriented architecture

Remembering accessibility in application development

A tremendous variety of applications are available, ranging from
commercial, off-the-shelf turnkey solutions to free open-source applica-
tions that you can alter, rebrand, and recompile at will. When extensive cus-
tomization isn’t necessary for alignment with business requirements, turnkey
applications are often easier to integrate with other products from the same
vendor or through closely aligned vendor partners. Customization in applica-
tion design can rapidly introduce undesirable complexity at all levels, from
protocol interoperability issues and language incompatibility to varying ter-
minology and Ul placement of standard functions, such as the Print button.

It is critical to include application development in enterprise architectural
planning in order to ensure that clear standards are implemented and main-
tained to address current and emerging programmatic development styles
and technologies. You should conduct a survey of custom, customized, and
off-the-shelf applications to ensure that architectural planning includes con-
straints created by existing applications and identifies corrective actions for
trouble spots before problems arise.

In this chapter, we discuss application design from a high-level perspective
to provide insight into formal application development methodologies that
may be useful in your planning. Very few enterprises follow only a single
method of application design for all tasks, so you should focus on identifying
standards before addressing specific technologies, languages, or program-
ming styles.
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Exploring the Software Development
Life Cycle

You need a formal process or methodology for application development, gen-
erally referred to as the Software or System Development Life Cycle (SDLC),
to ensure that you plan, manage, and control software projects and incorpo-
rate quality and security into each phase of development.

Although many different SDLC models exist, they typically include the follow-
ing phases:

v~ Initiation and planning: In this phase, someone within the organization
identifies a need for the application. Management then evaluates the
need, usually through a feasibility study and/or cost benefit analysis,
and provides funding and resources. Finally, planning documents are
created that assist with software project management.

” Requirements analysis and definition: Project personnel identify and
document requirements for the application specified by users and man-
agers. They should also plan for requirements specified by legal or regu-
latory mandates (see Chapter 6).

v Design: This phase includes design of the user interface, business pro-
cesses, and database structure, as well as any other design elements
that are required before the actual programming starts.

v Programming: Developers write code based on design documentation
and requirements.

v Testing: Code testing through peer review and automation occurs
during this phase. Code segments and completed code tests are con-
ducted in many different ways in order to make sure that it works as
planned and meets all requirements.

1~ Implementation: Approval team, designated senior application develop-
ment leads, or members of the data resource management team deploy
applications into the production environment during this phase.

v+ Maintenance: Application maintenance staff members regularly update
code to fix bugs, add functionality, or incorporate improved or new busi-
ness requirements.

The following sections explore some of the more popular SDLC models.
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|
Figure 11-1:
Waterfall
software
develop-
ment model.
|

3

Waterfall

The waterfall model was the original SDLC method, and in some organiza-
tions, you may find that people still refer to it simply as SDLC. In this model,
all development phases are sequential, without overlap or iteration. Distinct
deliverables exist, with fixed deadlines, which simplifies scheduling and task
management. Figure 11-1 illustrates an example of a waterfall model.

Initiation

Requirements

Programming

Deployment

Maintenance

The waterfall model is the simplest SDLC. However, it’s also the most inflex-
ible. Most notably, because no iteration occurs, the waterfall model doesn’t
allow for the addition of new requirements. Although this approach prevents
the uncontrolled addition of features, called feature creep, it also prohibits
the addition of potentially necessary features that aren’t discovered until the
project is well underway.

Use the waterfall model when requirements are well known and unlikely to
change, such as rewriting an existing application in a new language or devel-
oping an application that supports a business process. This model is also a
good choice when you're trying to introduce structure to a development team
that is used to working in an unstructured fashion, without the guidance of
formal software project management.
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Prototype

In the prototype iterative model, developers create a basic version of the
application based on requirements analysis. Developers and users test the
prototype, which they then rework based on user feedback. This cycle con-
tinues until the prototype is acceptable and can be used to create a final
product. The cyclic nature of this model is evident in Figure 11-2.

The biggest advantage to the prototype model is the amount of user feedback
that is obtained during the development process. It allows developers to
work closely with users and provides a greater opportunity for understand-
ing requirements than can be obtained by reading requirements and design
documentation.

Lack of documentation is the main shortfall of this model. Because each itera-

tion of the prototype results in features being added, removed, and changed,
it is not unusual for developers to fall behind with documentation.

User Evaluation Iden'gn‘y New
Requirements

Acceptable?
Yes

No

——
Figure 11-2:
Prototype :
software | Implementation
develop-
ment model. -
|
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Figure 11-3:
Spiral
software
develop-
ment model.
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The prototype model is best used when a set of fully developed requirements
or an environment where developers and users can work together closely is
unavailable. Prototyping allows geographically dispersed team members an
opportunity to try out new code functionality and coordinate between pro-
gramming operations — a particularly useful capability when programmers
hand off to the next team overseas so that continuous development can be
maintained throughout the 24-hour day.

Spiral

The spiral software development model, shown in Figure 11-3, is a combi-
nation of the waterfall and prototype models (see preceding sections). It
includes steps from the waterfall model, such as defining detailed system
requirements and creating a preliminary design. It also includes steps from
the prototyping model, such as creating multiple prototypes. The first one
is a basic prototype created from the preliminary design. This prototype is
analyzed, new requirements are defined, risks are identified and resolved,
and a second prototype is designed, constructed, and tested. The process is
repeated until a final product is developed or the project is aborted.

Cumulative cost
1. Determine objectives 2. Identify and resolve risks

] —> Progress

Requirements|

Operational
plan Prototype 1 | Prototype 2

prototype

Review

Draft Detailed

design

Conceptof| Concept of
operation | requirements / Requirements

Development | Verification
plan & Validation

Verification
& Validation

Test Plan Integration

Implementation

Release

sssssmes 3. Plan the next iteration 3. Develop and Test
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A\\S

Larger application development tends to follow the waterfall and spiral
models because planning and scoping criteria can help protect against
feature creep and provide clear measurable deadlines for stakeholders.
Companies such as Microsoft and Oracle use these strategies for complex
application development by distributed teams.

The spiral model is typically used for large, complicated development proj-
ects. Consider the spiral model when requirements are known, but not fully
developed enough to create a final product without prototyping. This model is
also useful in situations that call for the use of periodic risk assessment.

Rapid Application Development
Strategies

Rapid application development (RAD) strategies attempt to reduce the plan-
ning “overhead” found in structured strategies, such as the waterfall and
spiral models. Rapid application development practices trade planning for
short-term cyclic production of small incremental prototypes for integrat-
ing project and time management directly into the development process.
Frequent face-to-face meetings between sponsors, developers, and consum-
ers drive development focus to timeliness and communication, making these
techniques constructive in producing useful programmatic output within
short time frames and within rapidly changing scope.

In RAD strategies, feature creep is considered an input rather than an enemy,
and the short timetable for each iteration allows a great deal of flexibility
over the course of a project. This flexibility can negatively impact larger proj-
ects by encouraging forays into programming that may be suitable for the
short-term need but not for longer-term strategic application development.
Taking only very small steps can produce small projects quickly, but allowing
feature creep to become part of the process can easily lead to projects that
have no true endpoint or goal.

Many rapid application development methodologies employ common strate-
gies like pair programming, where two developers sit at the same terminal
and share a single keyboard for input, encouraging quality through observa-
tion. This approach can work well in cultures that clearly define social strata
so that both developers can operate as equals, but may fall apart when a
social or professional disparity encourages one of the pair to be dominant.

Other RAD strategies require a master, who may lack the political clout nec-
essary to provide required resources in the absence of more detailed project
planning, to drive group progress. Communication is also critical to RAD
programming, where lack of physical proximity or an effective means of rapid
communication can produce delays in timetables measured in hours and
days rather than months and years.
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The never-ending project

Projects without a clearly defined scope and
specified go/no-go review milestones can
easily turn into the never-ending project.
Continuous incremental changes, features
added without control by change management
practices, alternations of the intended function,
consumption of project deliverables, and a lack
of attention to project progress all contribute to
the undesirable evolution from a defined proj-
ect to a continuous iteration of updates and
changes.

The never-ending project often becomes embed-
ded in the culture and operational landscape,

consuming time and resources, increasing
operational costs and creating complexity by
continuously expanding deliverables to meet
requirements outside of the defined scope.
Addressing the problem presented by never-
ending projects can free up valuable time and
resources for use in new projects.

The first step toward developing a cohesive
application development strategy involves
identifying all current projects and assessing
their progress toward defined scope and com-
pletion criteria.

\NG/
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Carefully consider the cultural and professional organization of your enter-
prise before attempting to adopt rapid application development practices as

your development standard. Attempts to drive the enterprise into these
models can create disruption without adding value.

Following is a look at a few of the more common rapid application develop-

ment strategies.

Agile programming

Agile programming involves very short timetables applied to incremental pro-
grammatic output, with overall goals often measured in weeks and with daily
meetings to measure progress. Code tests are typically developed first, fol-
lowed by the code to suit those tests. Each small code segment is then added
to the whole until all pieces have been completed. Agile goals are often
constrained to a rigid timebox — if programming output fails to meet goals
within the designated time, it’s defined as a failure in the process.

Agile techniques can be useful in little, nonmission-critical projects involving
small programming teams located in the same physical facility.
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Extreme programming

Extreme programming also involves timebox deadlines, iterative code
releases, and common practices such as pair programming. It attempts to
simplify code to the very basics, preferring operational minimal-feature code
over more complex application design that takes longer to provide a useful
product.

This methodology is often criticized for producing a lot of small pieces that
work well alone, but require continuous re-integration to work together — a
process made more difficult due to the lack of an overall plan or detailed
documentation.

Extreme programming is useful when development calls for small compo-
nents, often operating alone or for a short term only.

Scrum programming

Scrum-style development shares many of the standard features of agile pro-
gramming methodologies including timeboxes and a short iterative release
cycle. Scrum programming begins by identifying requirements that are added
to the product backlog. These requirements are broken into sprint goals with
very short timetables, which are facilitated by the ScrumMaster. A sprint

may last 30 days, with meetings every 24 hours to identify progress or barri-
ers that must then be addressed by the master. The end goal of a sprint is to
produce a working increment of the final application, which is not necessarily
operational by itself like the increments in extreme programming.

Scrum programming may be seen as a direct embodiment of the Pareto
principle, (also called the 80/20 rule) where much of the application Ul and
structure might be reached by the end of the first sprint, with each succes-
sive sprint spent developing the functions behind each Ul element in finer
detail. Here, 80 percent of the final product can be accomplished in the first
20 percent of allotted time, while continued development acts only to refine a
portion of the remainder.

One of the criticisms about Scrum programming is the amount of time spent
in scrum meetings every day, at the end of each sprint, at the end of a scrum
iteration, and in scrum planning and after-action review. Scrum is also fragile
because it depends on specific role facilitators like the ScrumMaster and prod-
uct owner (who represents the stakeholders) — meaning that the scrum cycle
can be disrupted by illness of key role holders.
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Scrum programming techniques work well with small team-organized devel-
opment groups enjoying physical proximity or effective teleconferencing
capabilities. Because scrum depends on frequent meetings with designated
key role holders, widely distributed teams (particularly those in time zones
eight or more hours apart) may find scrum to be too cumbersome.

Designing Application Architecture

NBER
‘x&
&

The development of custom applications within an extended enterprise can
take many forms. Traditional application design may utilize a client-server

or multi-tiered architecture of deeply integrated application components. An
online product-ordering Web site may use a traditional approach by present-
ing inventory details provided by a middleware component that pulls data
from a back-end database linked to the warehouse inventory management
system. Modern virtual applications, such as the mashup, can combine ser-
vices provided by many different technologies into a single interface or within
a new service front-end. By employing standards for intercommunication,
such as the eXtensible Markup Language (XML) and the XML-based Simple
Object Access Protocol (SOAP), various unrelated services can be combined.
The same product-ordering Web site may be built by integrating weather pat-
terns in user locations to present items from an inventory management listing
to catch user interest by displaying a furnace first for users in colder climates,
while an air conditioner is placed at the top of the list when a user is connect-
ing from a warm area.

Multitiered architecture

Client-server application architecture, in which the user interface is separate
from processing or data storage, led to the evolution of tiered application
architecture. The most common form, three-tier architecture, occurs when
the client communicates with a middleware application instead of directly
with the server on which data is stored. Middleware functionality can also be
tiered, such as separating business logic from data access services, leading

to modern n-tier application architecture. The letter “n” simply refers to the
idea that there can be multiple layers between the client and server.

This type of architecture is highly flexible and allows for reconfiguration of
individual tiers (or elements within tiers) with minimal disruption of other
tiers. For example, multiple clients can be developed for an application with-
out requiring updates to the middleware or data tiers. Additionally, data
storage can be scaled up or down without affecting the business logic of the
middleware tier or the user interface of the client tier.
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N-tier applications exist in distributed application environments in which
many systems and services interact. This environment led to the develop-
ment of standards for application and data identification, use, and, most
importantly, integration.

N-tier applications allow programmers to separate service functionality using
distributed processing design, coordinating data storage, and retrieval func-
tions on one server with data processing and presentation functions on other
systems. Early distributed application environments were tied closely to ven-
dors through proprietary protocols and application programming interfaces
(APIs) that often required costly licensing for use. Continued evolution of
distributed application design led to the development of interfaces for appli-
cation identification, integration, and use based on several common stan-
dards including XML and the Web Services Description Language (WSDL).
Distributed n-tiered applications became identifiable as an integration of ser-
vices, many of which could be reused in other application functions.

Service-oriented architecture

The emergence of service-oriented architecture (SOA) marks an enterprise-
level approach to application design. SOA utilizes a common set of guiding
principles including modularity, granularity, interoperability, and reusabil-
ity. Additional qualities, such as abstraction (where application function is
hidden from the consuming component) and discoverability, enhance effi-
cient use of service resources across the expanding enterprise. Application
designers no longer need to know the complex data structures and pro-
cessing logic required to get payroll information on a particular user; their
application can simply contact the HTTP service with a GET call to http://
hrdata.mycorp.com/<userid>/ or directly access a Web service method:
hrdata.getPayroll (<userid>).SOA design includes the creation of

a service registry, which can then be used to easily identify services and
interoperability constraints using the service contract meta data for each
registered SOA element.

Common examples for service discovery, identification, and consumption
include SOAP used in Web service design and elements of Representational
State Transfer (REST) software architecture methodology. The particular
method and standards used in enterprises varies widely, although all include
some mechanism to identify and to consume exposed services.

In additional to aiding agility in new application development by allowing
reuse of existing service functions, service-oriented architectural design also
aids enterprise management over legacy applications and during migration to
new technology solutions. Legacy applications that don’t provide transport
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over a secure connection can be accessed securely by creating SOA “wrap-
pers” that hide access functionality to the legacy system behind a GET call
over an SSL-secured hypertext transport (https://legacyapp.someweb
corp.com/clientdata/<id>/). The SOA wrapper then handles all commu-
nications between the exposed service being accessed over the secured link
and the hidden application that is never made available to the consuming
client. The same functionality aids migration to new technologies by allowing
SOA wrappers to provide access to new services using protocols or access
methods unavailable to existing clients prior to upgrade.

Modern enterprises still employ many n-tiered distributed applications, both
legacy and newly acquired. Specific enterprise markets often require special-
ized applications for imaging, document management, or other functions
built according to specifications and preferences of third-party vendors.
Monolithic applications still exist to perform special functionality for an indi-
vidual user or role, while some data mining applications work on such embar-
rassingly large data sets that only portions of the data can be loaded at one
time — returning to the days when applications and data were passed into
the processing unit together and then discarded as processing progressed.

Service-oriented architectural planning can provide a bridge between all of
these systems, making them available to users and consuming secondary ser-
vices across the many platforms, protocols, and access requirements found in
today’s enterprise network.

Including Accessibility

In information technology, particularly application development, accessibility
provides individuals with physical impairment such as restricted vision or
hearing with use of and access to data and technology comparable to individ-
uals without disabilities. To be accessible, Web content cannot depend upon
only one sense or ability. For example, an image on a Web page is not acces-
sible to people with visual impairment. In order to make that image acces-
sible, Web developers include a text attribute in the HTML image tag that is
read aloud by specialized software that allows people to hear Web pages.
This text attribute is commonly referred to as an alt tag, like the following tex-
tual description of an image called kitten.jpg:

<image src="kitten.jpg" alt="A cute gray kitten playing with a ball of yarn.">
Other accessibility techniques include using high-contrast colors, providing

text transcripts of audio files, and ensuring that keyboard commands provide
comparable functionality to mouse actions.
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Accessibility: What the law requires

The U. S. government has codified accessibility
in the Electronic and Information Technology
Accessibility Standards. These standards are
more commonly known as the Section 508 Rule,
because they were designed to implement
Section 508 of the Rehabilitation Act of 1973.

In addition to being mandated for applica-
tions in use by Federal employees and users of
information resources provided by the Federal
government, accessibility may also be required
for applications used by state governments
and users of state information resources and
institutes of high education. Even if none of
those conditions apply to your organization,
you should still consider making accessibility
a requirement for application development, to

whatever degree you determine appropriate,
particularly if those applications will be used by
members of the general public.

Section 508 requires that information technol-
ogy, including applications, be functional for
individuals that are visually impaired, hearing
impaired, speech impaired, and without fine
motor control. Application-specific standards
cover the use of animation, keyboard controls,
display settings, electronic forms, and the use
of color, among others.

You can find detailed information on Section
508, including the full text of the standards, at
www .access-board.gov/508.htmand
www.section508.gov.
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In This Chapter

Reviewing mobile technologies
Examining mobile access in the enterprise
Planning for remote mobile access

Developing mobile technology policies

ust as they say that everything is bigger in Texas, everything is smaller in

technology. Miniaturization and high-power batteries have placed more
raw-processing power into a cell phone than was used in the entire process
of sending the Apollo missions to the moon and back. Plus, for most people,
a cell phone is also a lifeline to the world, to Facebook friends, to music and
movies when they travel, and a host of other functions wrapped in a small
pocket-sized package.

This chapter focuses on the inclusion of mobile technologies in the enter-
prise network. The topic is a challenging one due to the rapid pace of evolu-
tion and adoption of new platforms and entirely new mobile solutions.

Introducing Mobile Computing

Many different mobile technologies exist, from Wi-Fi—-enabled medical
implants to automobiles with built-in, short-range Bluetooth connectivity.
Even building environmental systems, security cameras, and lawn sprinklers
may be connected via wireless networking solutions. Devices of all types are
being configured for connectivity, so you must be constantly on the watch
for the Next Big Thing that may sneak into your enterprise network disguised
as a Web-enabled coffee maker or Bluetooth-enabled set of running shoes.

Figure 12-1 demonstrates this ongoing process, with the left side showing

a portable computer from the 1980s, while the right side shows increasing
levels of miniaturization in Apple’s MacBook, iPad tablet, and iPhone
devices — all of which pack thousands of times the processing power of my
old machine.
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Figure 12-1:
One of the
first portable
computers
(left) and
the ever-
diminish-

ing size of
Apple’s
popular line
of technolo-
gies (right).
|

http://commons.wikimedia.org courtesy of Jon Mountjoy

Laptops

Still the most common type of mobile device in the enterprise, laptop com-
puters are small battery-powered computing devices capable of measurable
processing power and presenting large high-resolution displays. Laptop com-
puters have varying levels of capability, with high-end systems able to run
even the most resource-intensive video games and present rich multimedia
content. These systems can be very large and pack in near-desktop system
performance at the cost of battery life and heat. They may cost many thou-
sands of dollars for each system, depending on performance and hardware
specifications.

Netbooks

Like a laptop, a netbook is a small battery-powered computing device.
Typically, netbooks have reduced processing power and smaller displays
than their laptop kin to improve battery life and reduce weight. Netbooks are
generally low cost, often running only a few hundred dollars per device. By
using solid-state storage devices, energy-saving processors, and low-power
displays, some of these systems can operate for an entire business day on a
single charge. Netbooks are lightweight, easily tossed into a bag or briefcase,
and can run most user productivity suites for normal business use.

Tablets

Another trend in portable computing comes in the form of the tablet, includ-
ing computing devices such as the Apple iPad as well as purpose-specific
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devices like the popular Kindle electronic book reader. These devices offer
much of the same processing power as a netbook, but do away with the
keyboard and mouse in favor of touch-screen interfaces and acceleration
sensors, allowing the device itself to be used as a mobile touch control. (You
may wonder why your staff members keep shaking their tablets during a
meeting, but they’re not angry — only refreshing their browsers.)

Cell phones

What once was a large blocky device hanging prominently in the foyer has
been transformed and made smaller, portable, and loaded with so many bells
and whistles it almost makes breakfast for you.

The first portable phone was the size of a small briefcase, weighed as much
as a lead brick, and was notoriously unable to maintain a signal without
crossing conversations with other mobile phone users. Today, cell phones
are small computers capable of sending two-way e-mail, taking pictures, orga-
nizing day planners, mapping travel routes, providing remote desktop access
to servers, and performing any number of other duties by simply download-
ing the desired application using a built-in data connection.

Bluetooth

Devices can share short-range interconnection using a variety of mecha-
nisms, including the commonly available Bluetooth protocol. By registering
device endpoints, this protocol allows the association between a computer
and a variety of wireless headsets, mice, keyboards and other input devices.
Bluetooth can also provide data communication between Bluetooth-enabled
devices, allowing lightweight mobile WLAN sessions to be created using
ad-hoc interconnection between devices.

Long-range wireless

Long-range wireless technologies such as the WiMAX (Worldwide
Interoperability for Microwave Access) standard have found some use on
farms and in other locations where setting up cellular data connections or
more popular short-range Wi-Fi (Wireless Fidelity) transmitters isn’t feasible.
Figure 12-2 illustrates a mobile hotspot that we use when travelling. It con-
nects long-range to the Internet via a cellular 3G/4G data plan and creates a
short-range Wi-Fi connection for up to five devices.
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Figure 12-2:
A 3G/4G
cellular data
link provid-
ing a Wi-Fi
hotspot

for WLAN
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between

up to five
devices.
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You can use the WLAN independent of cellular coverage to facilitate group
data sharing, including the small on-device data chip shown in the figure.
This type of technology poses a risk for highly secure locations because a
hotspot with a 32GB or larger chip can be dropped near a building, allowing
data to be uploaded from a Wi-Fi-enabled device within the contained area
for later retrieval.

Exploring Mobile Computing
in the Enterprise

Your mobile communication strategies must include local well-connected
users as well as those accessing resources from locations and using devices
with limitations on bandwidth or data storage. Access from a public com-
puter or kiosk places your organization’s data at risk due to the potential for
malware on the open system or interception of data. Data stored on mobile
devices also poses a risk for disclosure if lost, stolen, or seized for review by
customs agents when crossing international lines.
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Device interaction

Because wireless transmission systems produce signals that radiate outward
from the source, they’re useful for roaming devices but also present chal-
lenges for security. Broadcasts on the same frequencies can often present
significant challenges to help desk personnel charged with figuring out why a
user’s laptop can no longer find the Wi-Fi access point across the hall. Figure
12-3 illustrates the number of devices identified during a NetStumbler cap-
ture of Wi-Fi access point identifiers within a three-block square grid of an
average, middle-income residential neighborhood.

No hacking was involved; the nodes were identified by simply listening for
ongoing Wi-Fi broadcasts while driving along in my truck.

During a brief drive through a local neighborhood, we were able to identify
727 unique Wi-Fi access points; 142 of these nodes lacked any security, while
381 had only Wired Equivalent Privacy (WEP) enabled — a protocol known
to be subject to cryptographic compromise. Fourteen of the detected sys-
tems were machines operating in ad-hoc mode, allowing direct access to the
Wi-Fi-enabled computers. Broadcast interaction was also easily seen, with
channels 11 and 1 having more than 160 nodes each, channel 6 (the default)
with more than 300 nodes, and other channels such as 7 and 4 with less than
5 nodes each.

Boosters and dead zones

Mobile technologies are highly susceptible to interference from the local
environment. Electrical motors and fans may generate electromagnetic
radiation in the same frequency range as Wi-Fi systems, while buildings con-
structed with steel framing members may block or reflect signals and create
odd patterns of high connectivity and dead spots. If you plan to make use of
wireless connectivity within the built environment, either to support mobile
devices or to allow easy office reconfiguration without requiring re-cabling
for connectivity, you must include a detailed site survey.

Site surveys are conducted for each type of connectivity, such as Wi-Fi and
cellular data, to identify locations that might need an extra access point or a
cellular signal booster (see Figure 12-4) in order to provide continuous
service.
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Figure 12-3:
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Your long-term strategic plan should also call for regular site surveys to
ensure that new equipment and emerging technologies using alternative
means of interconnectivity continue to operate as intended.

High-density business environments, particularly in multi-level office struc-
tures, often encounter interference between devices due to poor coordination
between access points. You should conduct a site survey before implementing
any wireless connectivity projects, not only to identify dead zones, but also to
identify existing systems that may compete for channel use. Regular reviews
are necessary to ensure a bad neighbor hasn’t started broadcasting on the
same channel, blocking out your internal wireless access — or worse, pretend-
ing to be a valid access point in order to intercept network traffic.
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Figure 12-4:
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Going Mobile beyond the Enterprise

When mobile users connect to organizational resources, they typically use some
form of local area networking, either wired or wireless, or the global Internet.
You must plan for minimum bandwidth consumption, encryption of data, and
accessible technologies for both users with special needs and technology-limited
devices. The popular iPhone, for example, could not process Adobe Flash-based
active Web content within its browser, so organizational Web sites developed
using that technology were unavailable to iPhone users.

Providing a portal or other secure Web-based intranet interface for remote
clients enables them to better participate in organizational functions while on
the road. Browser-based applications can perform the majority of process-
ing functions on the server and only present the final results, and they don’t
require installation of custom programs on the consumer’s system. This aids
updates and changes to Web-based applications because the new version
becomes immediately available the next time a user refreshes or visits the

page.

You can also construct extranets designed for partners and suppliers as
Web-accessible applications, dashboards, and portals to ensure ease in com-
munication and availability regardless of the type of technology implemented
in their organizations. Provided that care is taken in configuring browser-
specific settings when programming applications, you can make resources
and information securely available to external agents around the world using
a wide variety of Web browsers.

Planning for mobile network access to organizational resources involves a
number of facets, as described in the following sections.

Navigation

Many external navigation sites like the major search engines exist to return
thousands of links for almost any topic you might happen to be curious
about. We discuss some considerations for searchable sites in Part III, but

it’s worth noting here that mobile users are entirely dependent on external
resolution of machine names through public Domain Name Service (DNS)
entries and searchable entry points for organizational interaction. Corruption
or lack of availability to DNS records can prevent a user from even finding the
intranet site, much less being able to access its resources.

Navigation within an organization’s extended network is also a monster wait-
ing to jump out and surprise you, if care is not taken to ensure that portals
and file servers are properly indexed for local search and discovery. You also
must ensure that proprietary data is not accidentally exposed by overly open
search engine settings.
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Connectivity and bandwidth

Most mobile devices enjoy limited connectivity and bandwidth while not
directly connected to the network. Although 3G/4G networks are improving
transfer speeds, the mobile user typically pays more for every gigabyte of
data beyond a basic service level. Applications designed for mobile devices
should be constructed with the limited display size, reduced interface
options (few mice are attached to cell phones), and reduced bandwidth avail-
able to clients on the go.

Many users who connect to organizational resources from home or on the
road will connect over wireless networking, requiring care to ensure that
proper encryption is in place to secure the data in transit.

UPN and SSL access

Encryption is also critical when transporting data between the mobile device
and your organization’s servers, particularly when wireless technologies are
in use. Because a wireless broadcast is emitted in all directions and can be
detected at significant distances, data capture and analysis is easily possible
without a means to detect the snooping. Use of a secure Wi-Fi encrypted
transport protocol like the Wi-Fi Protected Access (WPA/WPA2) available to
most devices can aid in protecting data between the access point and the
device itself.

In order to protect against interception or modification of data along the
route from the mobile remote user to an organization’s resources, you

need to create an encrypted pipe through the public Internet. Data passing
through this pipe is then concealed from capture and analysis without requir-
ing separate encryption systems for each individual type of connection.
Secure Sockets Layer (SSL) transport for Web-based access is a common
example of end-to-end transport encryption, used commonly for online bank-
ing and monetary transactions. (See Chapter 17 for additional details on
encryption.)

Users who need to access your organization’s resources as if directly con-
nected to the local network can connect through a virtual private network
(VPN) client running on their local system. This approach allows the remote
device to participate in the organization’s network, creating a tunnel through
the organizational firewall to allow direct access to resources and services,
even when using a private address space. VPNs typically allow users access
from the public Internet, but you may also use VPNs within the enterprise

to isolate internal network traffic. For example, a business unit, such as
research and development, may have its own VPN to provide another layer of
security for highly sensitive data.

www.it-ebooks.info


http://www.it-ebooks.info/

’ 84 Part IV: Developing an Extended Network Enterprise

Hardware versus software VPNs

You can set up VPNs using hardware or soft-
ware. Each solution has its own benefits and
drawbacks, and you need to evaluate various
solutions to see which is the best fit for your
enterprise. When making this decision, keep
the following in mind:

v Hardware VPNs increase complexity in the
enterprise by adding more devices to the
network.

v~ Software VPNs place a burden on existing
devices, shifting resources to supporting
tunneling and encryption.

v Hardware VPNs are typically more expen-
sive than software VPNs.

+ You may be able to reduce costs by bun-
dling VPN with other network devices, such
as switches, routers, or firewalls.

&@‘
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Remote desktops

Providing remote users access to their full desktop suite, settings, and
files offers the experience of being in the office even while on the road. We
examine remote desktop access in Chapter 13, but the process basically pro-
vides keyboard and mouse data to the remote desktop system and returns
audio and video data to the client running on the user’s mobile device. This
strategy can provide significant benefits by allowing the remote desktop
machine’s processing power to perform tasks well beyond the capability of a
lightweight netbook or tablet device. Because all data remains on the remote
desktop host, loss of the mobile device doesn’t expose operational details.

When someone is travelling internationally, personal technologies may be

taken for security review and access passwords required from device owners
on risk of imprisonment or fine. If the user is travelling with an inexpensive
netbook configured with no software beyond an antivirus agent, a VPN client,
and a remote desktop client, then the officials may examine it all they want

without any chance of data loss or exposure. At worst, you can obtain another
inexpensive device and configure it the same way to allow continuity of opera-

tions even if the device is seized for an extended time.

Power

Even the most efficient netbook systems eventually run their batteries down.
Mobile technologies must constantly reconnect to recharge before once
again roaming free from the constraint of wires and wired infrastructures. If
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your users travel internationally, they must also consider the impact of alter-
native power systems using different voltages and cyclic rates than are used
when plugging in at home.

Long flights and mobile use away from a convenient wall socket can also
present an issue for the modern always-connected/always-busy informa-
tion worker. A spare battery or an auxiliary power source like that shown in
Figure 12-5 can allow that marvel of mobile technology to avoid becoming a
brick useful only as a paperweight until the next plug comes into sight.

Wi-Fi transmitters can consume a significant amount of power when no
access point is present or when access point placement is inefficient,
requiring increased power to negotiate a successful transfer of data. The
Wi-Fi—enabled device will poll for available devices at maximum power in the
absence of a signal. Managing device settings for power consumption and
turning off wireless links when outside of service coverage helps to extend
battery life for mobile devices.
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Planning for SmartPhone Computing

In addition to planning for mobile application access by reducing screen
size expectations, interface requirements, and bandwidth consumption, you
should also include planning for dashboards that present aggregated data
in a view-at-a-glance format and file system gateways to facilitate access to
a user’s common resources when working remotely. Avoiding large graph-
ics as your dashboard indicators and in mobile site content is also a way to
improve data plan use.

We describe some considerations for the inclusion and support of smart
phones in the enterprise in the following sections.

Familiarity

Many smart phones can serve as cellular modems for a nearby computer
tethered via short-range wireless connections or physical cabling. They pro-
vide users with instant access to data, e-mail, and many other elements of
organizational business data. Built-in Web browsers can also allow them to
access intranet portals and other resources via the Internet. Smart phones
are the most common personally owned device that may be found across
your enterprise, and users will expect support for their various devices when
attempting to connect them to standard line-of-business services.

You must encourage the support staff to develop proficiency with newly
emergent cell phone technologies or plan for lengthy sessions with irate
users. Programming staff members must also familiarize themselves with
the limitations and capabilities of mobile devices used within the enterprise,
testing newly developed applications for compatibility and ease of use.
Emulators such as the Adobe Device Central emulator shown in Figure 12-6,
can aid in this process.

Planning ahead

Users who purchase their own mobile devices will often want to integrate
them directly into their organizational functions, such as linking e-mail

and calendaring applications or connecting to their desktop environment
remotely using all manner of devices and vendor technologies. Without poli-
cies in place and mechanisms to address the emergence of the next great
must-have device, your help desk will be rapidly overrun by users seeking
assistance with each unique set of technologies that comes out. Such situ-
ations can be magnified when new highly anticipated devices and software
are released, leading users to try out the leading edge of technology without
understanding the impact they may have on the enterprise network.
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Figure 12-6:
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Device locking

Because of their portability, mobile devices are easily left, lost, or stolen. The
first line of defense against access is the simple process of enabling auto-
matic device locking.

Figure 12-7 illustrates the prompt received on a smart phone before being
allowed to access its contents. If the wrong answer is entered 15 times, the
phone automatically wipes itself.

On-device encryption

You must develop strict policies for data storage encryption on mobile
equipment, including removable storage devices like the common key fob
flash drives. It is remarkable how many mechanisms can carry a tremendous
volume of data, including cuff-link USB drives, data watches, and even the
shared drive for MicroSD cards on a Wi-Fi hotspot.

By the nature of their use, portable devices are more subject to loss or theft

than desktop systems left in the office. Encrypting data on these devices is
critical to protecting against exposure due to device theft or loss.
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Figure 12-7:
Logon
prompt for
smart phone
device.
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When a device is lost or stolen, your policies for encryption may keep the
data safe from inadvertent disclosure, but other data may still reside on the
device. Many users leave their cell phones unlocked and configured for auto-
matic receipt of e-mail and scheduled events, presenting a threat to opera-
tional security. If policies and technologies are in place, the e-mail system
administrator can send a kill pill to the device when it next synchronizes for
an update. This type of technology can either erase all e-mail on the device
or render the device entirely nonoperational, depending on the configura-
tion and options available to the specific technologies involved. Figure 12-8
illustrates this functionality in the moment before one of the author’s cats
accidentally converted his iPhone into an expensive brick while capturing
this image. Fortunately, the device was recoverable.

Laptop LoJack

Like LoJack car-recovery system, technologies also exist that cause lost
devices to call home and report their whereabouts for recovery. These sys-
tems can work, but are sometimes unreliable when facing tech-savvy
criminals.

Device retrieval, beyond the lost laptop left out on the picnic table in the
park, can also present challenges requiring involvement by law enforcement
officials and other matters of property recovery. Unless your clients are car-
rying around secrets or intellectual property of significant value, these prod-
ucts present more problems than they fix.
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Figure 12-8:
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Defining Mobile Access Policy

Figure 12-3, earlier in this chapter, of the NetStumbler review of nearby
mobile devices clearly shows the difficulty involved in “securing” mobile
connections against detection, compromise, or misuse. Scanning an area for
wireless access points, known as wardriving, allows identification of numer-
ous open access points and capture of data using automated utilities to
extract weak WEP encryption keys.

Common tactics, such as man-in-the-middle attacks using rogue access
points configured with a known SSID or cracked WEP key, also create risk for
enterprise data when accessed by mobile users in hotels, coffee shops, or
home offices where the strongest signal with an expected network identifier
will be selected automatically.

It’s important to define policies for mobile computing, remote access, wire-
less use, and storage device encryption in order to provide guidance to an
increasingly mobile user base. These policies must be reviewed regularly due
to the high rate of change in the devices and types of mobile communication
technologies that will be found in an extended enterprise environment.
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Mobile computing policies

A mobile computing policy should apply to any computing device that oper-
ates from multiple locations or that connects to or hosts organizational data
that is removed from the premises. The policy must include requirements for
on-device encryption of stored data, requirements for securing and storing
mobile devices, and requirements for updated malware defenses before con-
necting to the enterprise network.

Mobile device policies should include recommendations and mandates for
removal of cached data, configuring device firewalls, applying updates and
patches, avoiding the use of stored credentials for Web and other remote
application access, and selection of only noncleartext authentication pro-
tocols. Audit rights should be clearly stated and signed by users if personal
equipment is to be used for business purposes. In some states, Open Records
requests (a legal request for information to be released under the Open
Records Act) and other legally mandated discovery directives can apply to
personally owned devices if also used for business purposes.

Clearly spell out liability for loss; have the user sign the agreement before
transfer of organizational equipment to mobile users. Users who travel
across geopolitical borders may warrant a more detailed policy, specifying
remote access and data removal practices to avoid exposure of sensitive
data at border checkpoints.

Remote access policies

Your remote access policy should specify the method and mechanisms for
user access to enterprise resources from remote systems, whether mobile
or fixed technologies outside of the organizational network. These policies
define requirements for transport encryption (SSL for corporate Web sites,
VPN configuration, and so on), remote authentication (EAP-RADIUS, EAL-TLS,
and so on), and credentials management (such as using only nonexportable
certificates for a PKI-based authentication system).

Remote access policies should detail the protocols that may be used (PPTP,
L2TP, IPSec, and SSL, for example) and should reflect the environment of the
remote users, to ensure compatibility with other common technologies such
as NAT devices.
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Wireless use policies

Wireless use policies are only required for organizations employing wireless
solutions, or whose users employ those technologies in their remote access.
These policies are intended to protect the enterprise against unauthorized
access and interception of data. The policy should specify the technologies
supported (Wi-Fi, WiMAX, and so on), allowable access modes (consider
banning ad-hoc Wi-Fi to ensure that barrier defenses and network IDS func-
tion properly), and wireless encryption protocol selection, such as IPSec and
WEP/WPA encryption.

The policy should include access point configuration details (consider
turning off SSID broadcasts), whether MAC address restricted connection
controls can be used, and audit rights. Also specify mandatory reviews con-
ducted through site surveys and channel management mandates within the
organization. Although Wi-Fi operates within unregulated frequencies, remind
users to configure their personal hotspots for channels not in use within the
organizational wireless plan. (Consider keeping at least one channel clear for
user devices.)

Detail separation of network traffic when multiple wireless networks are pres-
ent, including specifications of what data may be accessed via the unsecured
guest network versus that which is available only via the authentication-
required organizational network.
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In this part . ..

A s you discover in this part, you don’t have to stick
with the tried-and-true to find value. You can find
value in nontraditional solutions and emergent technology,
such as virtualization and high performance computing
solutions.

And believe it or not, you can be green in your IT practices
as well.
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Chapter 13
Virtualizing Enterprise Systems

In This Chapter

Understanding virtualization in the enterprise

Identifying server virtualization issues and best practices
Recognizing user environment options

Glimpsing cloud computing possibilities

irtualization has become a buzzword touching many different elements
of the enterprise, from virtualized servers and virtualized desktops to
virtualized storage and virtual applications.

Virtualization allows an enterprise to take advantage of economies of scale
and standardize platforms across a very large environment and access
licensed software resources on demand, all while controlling costs. Because
modern hardware is capable of running multiple operations simultane-
ously, servers are often underutilized and may spend most of their time idle.
Instead of continuing to increase the number of physical machines, using
robust hardware to host multiple virtual machines is more efficient. By using
a larger percentage of the physical host machine’s true capabilities, greater
value is gained from the purchase of that hardware.

For example, a developer may need multiple servers to separate functions,
such as database, authentication, and Web presentation, in a new appli-
cation. Instead of having three systems, as would have been necessary a
decade ago, a single physical server can host all three distinct systems, each
with its own dedicated resources.

In this chapter, we look at the use of virtualization in server and desktop envi-
ronments and application virtualization in the enterprise and in the cloud.

For much greater detail on virtualization practices and the process of

configuring and deploying virtualization solutions, check out the book
Virtualization For Dummies (Wiley) by Bernard Golden.
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Getting the Scoop on Uirtualization
Technology

Figure 13-1:
Automatic
configuration
of work-
stations
using a
TFTP server
and PXE-
enabled
client
computers.
|

You're probably already familiar with virtualized functions within the enter-
prise in the form of a print spooler or server that controls jobs and access

to multiple physical printers. This approach allows for replacement or rear-
ranging of physical printers with minimal user disruption. You can configure
these virtual printers for specific predetermined settings, such as duplex
printing, print quality, or color use, and push them out across the enterprise.

You can extend the same flexibility to an entire user desktop so that users
can easily access applications and settings from anywhere at any time. But,
system virtualization involves a change in attitude toward traditional dedi-
cated software-on-top-of-hardware installations of operating system, applica-
tion, and other configuration details on a single system.

One form of system virtualization is the Preboot eXecution Environment (PXE)
boot capability where computers aren’t preloaded with even operating system
software but instead ask a Trivial File Transport Protocol (TFTP) server over

a network connection for operating system and applications at boot time (see
Figure 13-1).

Preboot eXecution Environment

|

Trivial FTP
(TFTP) Server

PXE Boot
Workstations
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Another form of virtualization is the preconfigured virtual appliance or
virtual machine that runs inside of a dedicated server or workstation host.
These solutions include the Parallels virtual host in Macintosh platforms that
is often used to make Microsoft Windows applications available as if part of
the native Mac installation.

You can also virtualize individual applications so that they’re automatically
deployed to a client computer only when needed, such as when an associated
file type is first opened. The first time a user attempts to open a .pdf file, for
example, you can stream a virtualized copy of Adobe Acrobat Reader to the
client’s computer. You can associate different versions of a file with different
versions of the same application through this process, such as when an older
version of Internet Explorer and the Java virtual machine may be needed to open
a legacy application Web site with a newer version available all other times.

Virtualizing Servers

Figure 13-2:
Virtualization
of multiple
physical
servers onto
a single
physical
host server.
|

One of the most effective forms of virtualization in enterprise restructuring is
the consolidation of multiple servers onto a single physical host, as shown in
Figure 13-2. This form of virtualization has the advantages of greater utiliza-
tion of existing hardware as well as overall reduction in the number of physi-
cal devices in server rooms, saving on power and hardware purchase.

Server Virtualization
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Because each virtualized machine is nothing more than a collection of
files on the host server, full system backups become significantly easier.
Replacing a failed system requires nothing more than restoring a copy of
those files onto another host system.

You can easily move virtualized servers from one host to another, allowing
for load balancing during periods of peak utilization in which the demand
exceeds the resources available on a current host. Load balancing across a
large virtualized server farm can be automated, enabling failover and transfer
of hosting while systems are in operation.

Automatic load balancing across large virtualization farms presents challenges
regarding legal motions of discovery because some investigations require
forensic capture of both the current media as well as any media on which the
data may have resided. In a very large virtualized farm, automatic load balanc-
ing can translate into the forensic duplication of hundreds, if not thousands,
of hosts because the data may have resided on many systems as the virtual
server was automatically moved among hosts.

The following topics cover issues arising from server virtualization.

Hosting virtual machines

A virtual machine (VM) may run in a host operating system configured to
serve as a virtualization host, or it may run atop a minimal environment

often referred to as a naked hypervisor. The hypervisor provides an interface
between the virtualized operating system and its hosting environment, dedi-
cating resources and creating a virtual hardware abstraction layer (HAL).
Because of the HAL, server virtualization produces hardware-agnostic virtual-
ized systems. You can move a virtualized server across host servers of differ-
ent types running different operating systems or running a naked hypervisor
alone, so long as the virtual machine formats are compatible and resource
constraints are adjusted accordingly (see Figure 13-3).

Unfortunately, no single standard for virtual machine format exists yet, so
your shop may tend to use a single virtualization vendor, such as VMware or
Hyper-V, to ease compatibility between hosts. Most virtualization vendors
have limited-capacity versions of their products available free or at minimal
charge that can help your system’s admins evaluate virtualization strategies.
Virtualization vendors may also have more advanced commercial options that
add features such as automatic management and reporting, load-balancing,
and automatic failover.
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Figure 13-3:
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Don’t leap before you look here if the evaluation environment employs a differ-
ent virtualization host than the production environment, particularly if virtual-
ized development systems are rolled directly into production use. Investigate
the virtualization solutions in place both in development and production
during the enterprise software survey and strive to reduce the number of vir-
tualization hosting formats in use across the enterprise.

Separating hardware and software
tech refresh planning

The ability to migrate virtualized systems from one host to the next presents
a challenge for technical refresh cycles because you can retain legacy virtual
machines across multiple hardware refresh cycles — immortal outdated
operating systems and applications that may provide easy access for attack-
ers due to vulnerabilities long since eliminated in more modern systems.
Figure 13-4 illustrates the ability for a single virtualization host to support a
wide range of virtual machine types of versions, which can create pockets of
complexity in the enterprise that must be reduced in long-term planning.

Getting rid of a “perfectly good system” (as per technical staff already expe-
rienced with a cherished legacy system) becomes a challenge for you when
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the virtualized outdated legacy system can be moved to brand-new hardware
without issue. Update cycles must stress updating software as well as hard-
ware to ensure compatibility, security, and service across the entire software
lifecycle in the face of a fully virtualized environment where you can update
hosting equipment without involving outdated software encapsulated within
a virtual instance.

Heterogeneous Virtual Machines

Figure 13-4:
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Emerging best practices

Virtualization is still a relatively new practice in large data centers, but the
economic and administrative advantages are so evident that a number of
best practices are beginning to emerge:

* Reduce bottlenecks: A single virtualization host may support virtual
machines with different use cycles, such as a Web site that receives high
use during daytime hours and an inventory management server that per-
forms warehousing updates during off-peak hours in the middle of the
night. When determining resource requirements such as memory, CPU,
and storage, you must include calculations for potential bottlenecks
such as a shared network interface card (NIC). Existing network inter-
faces might be easily capable of handling the required bandwidth for
one or two systems but unable to handle the load of all systems at once,
particularly when off-cycle updates or maintenance may cause many
systems to restart at the same time.
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1 Identify points of failure: Cycling individual virtual machines doesn’t
generally affect other VMs on the same host unless the server is over-
loaded or resources poorly allocated to each VM. However, loss of func-
tion of the host will cause a loss of service for all hosted virtual machines.
Automated updates must be applied so that the host is not attempting to
apply updates at the same time as its guest VMs, for example, adding com-
plexity to maintenance planning in virtualized environments.

+* Watch the heat: A single powerful system hosting a dozen virtualized
guests generally draws less power than the original dozen physical
systems, but server density in a single rack may remain constant even
though each server is now providing much more processing power.
This can increase cooling requirements for a data center significantly,
which could be overlooked in virtualization projects combined with data
center consolidation projects. Air handlers can be rapidly overwhelmed
by filled cabinets running multiple multi-core systems at 50 percent of
maximum capacity compared to the same space filled with single pro-
cessor systems spending most of their time idling.

v Virtualize first: I[t’s important to perform the physical-to-virtual (p2v)
process first to make sure that all applications and functions are opera-
tional in their new virtual setting before adding networking, address
space, and latency factors into any troubleshooting efforts. After the
virtualized servers are working well, then they can be gracefully trans-
ferred to consolidated data-center hosting.

v Counting boxes: Because the number of servers no longer corresponds
1:1 to the number of physical systems in the data center, tracking inven-
tory and licensing is more complex. Licensing is often based on the
number of threads, cores, and processors that may be available to a
particular VM and its applications. Updates to physical hosts or migra-
tion between hosting servers can make license calculation more difficult.
In some environments, you may find that licensing at the host level for
a number of VMs (or in some cases, unlimited guest virtual machines)
may provide an overall reduction in licensing costs — a nice item to
report to stakeholders.

Virtualizing Workstations

Another area of virtualization is the user client environment. The PXE boot pro-
cess was used to illustrate one type of server-to-endpoint virtual workstation
deployment solution. Although streaming all the operating system and applica-
tion packages to each workstation may take too long and consume too much
network bandwidth for large enterprises, you can effectively use PXE-boot
systems in user training and briefing facilities where the entire system must be
returned to a clean install of particular software and settings on a regular basis.

Other virtualization options exist for workstation management.
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Using thin and thick clients

Another workstation virtualization option borrows from older mainframe oper-
ations, where terminals without processing or storage of their own allowed
users to access resources and processing power of large computing systems.
You can still find “dumb” terminals of this type in enterprises supported by
mainframe or dedicated high-performance computing systems, providing
administrative access to directly connected, powerful computing systems.

The user workstation equivalent of the dumb terminal connected to a main-
frame involves a limited-capacity computer responsible for receiving data from
aremote server and presenting that data to the user, while passing mouse
and keyboard input from the user to the back-end computing environment.
The front-end client system may possess significant preprocessing storage and
compute power (a thick client) or may be only a simple interface passing audio/
visual and data to the user and returning data and user input (a thin client).

All software resides on the remote desktop server these clients access and
processing occurs entirely on the server in thin client installations or is shared
between a thick client and its server. Updates to client-server environments
occur at the server by updating its software packages directly. Clients’ hard-
ware systems continue in use until they fail outright, presenting challenges for
users of more recent software needing larger screen sizes or removable hard-
ware devices such as flash drives, unless tech refresh cycles are implemented
for both hardware and software elements of workstation support.

Virtual desktops

Although the cost of individual workstation computing systems continues

to decline, updating a workstation on each user’s desktop is a significant
expense and should follow strategies designed to align need against cost
rather than strategies involving user desire or coolness factors. Technical
refresh strategies are covered in depth in Chapter 15, but it is safe to say that
users are typically most productive when using their standard desktop with
personalized applications and settings configured to their preferences.

Transforming the client-server user environment into a network accessible
desktop interface available to users from a variety of network-connected
devices can provide similar access to applications and settings to users
wherever they are. Desktop virtualization ensures that users can access the
same options regardless of whether they are connecting to the virtual desk-
top infrastructure (VDI) servers from a desktop, laptop, netbook, thin client,
or mobile device.

The client device connects to some form of connection broker, which is a server

or group of servers responsible for controlling access to the virtualized desk-
top. VDI hosts run a hypervisor similar to that used in server virtualization,

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 13: Virtualizing Enterprise Systems 2 03

but it’s also capable of freeing up system resources for users’ desktop instances
by storing idle virtual desktop instances until needed. You can customize each
virtual desktop session to a particular user, providing access to applications
and resources based on deployment criteria rather than as a consequence of sit-
ting at a particular computer to access software loaded locally on that system.

Remote desktops

You can achieve VDIHHike functionality through the use of remote desktop
protocols, which enable users to connect to their own desktop user environ-
ments from a remote system. Processing power and storage remain on the
user desktop system, facilitating mobile access without risk of data loss if
the remote device is lost, stolen, or seized. Nothing remains on the remote
device beyond its own operating system, VPN and anti-malware services, and
a link to the remote desktop system.

Unlike the shared virtual servers of the VDI, this configuration doesn’t reduce
hardware costs because each user still has dedicated hardware hosting the
remote virtual desktop session.

Client hosting

You can configure modern desktop and laptop devices with enough process-
ing, memory, and storage resources to perform as virtualization hosts with
their own hypervisor. This capability allows deployment of virtual appliances
(virtual machines with preconfigured software and settings) or secondary
operating environments suited to a user’s needs. Using this type of virtualiza-
tion, Macintosh users can access Windows applications natively using the
Parallels hypervisor while Windows users can access a Linux suite of tools
running in the Virtual PC hypervisor.

Layering of operating systems, applications, and user settings can become very
complex if you don’t plan accordingly, although this option can aid in testing
new applications and software prior to production rollout without affecting the
hosting client system’s other software. User acceptance is also higher when
using their own devices hosting custom business applications in client hosted
VMs than when they have to install software directly onto personal systems.

Virtualizing Applications

You may want to provide a more fine-grained application deployment than
client-hosted full virtual machine environments or remotely hosted VDI
desktop instances. This type of deployment becomes critical when users in
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diverse organizational units or groups need different applications or different
versions of applications in order to perform business tasks.

Application virtualization services like Microsoft Application Virtualization
(also known as App-V) found in Microsoft enterprises automatically provide
applications to users based on criteria such as time of day (the payroll app
may be available only during business hours), location (applications and data
may be restricted using GPS to systems physically within the country), and
group membership (only testers using computers in the testing group get the
newest version of a beta application to open a particular file type, while all
others automatically use the older version in production).

Application virtualization aids in presenting updated versions of software
automatically because the next time users attempt to access their software
or data, their clients will request the updated software from the appropriate
server. When a new version is present, users receive the update automati-
cally, allowing forced expiration of feature sets, retirement of outdated appli-
cations, and an automatic reconfiguration of desktop options when a user
changes roles within the organization.

Cloud Computing

The most highly virtualized environment currently available to an enterprise
is one where every aspect of the enterprise infrastructure has been concealed
from the end user, and users can simply reach out and claim resources within
an apparently formless body of services termed the cloud. Resources such as
address space, storage, database capabilities, Web site support, and a myriad of
other services and functions are requested by an authorized end-user, configured,
and presented back to the user entirely without involving manual effort by IT staff.

The cloud environment provides access to services and capabilities without
details of resource location or configuration. Hosting servers are subject to
change at any time without affecting use or availability, presenting access to
the user who no longer needs to make that dreaded call to the tech help desk
asking for another 10GB of storage for a quick proof-of-concept project. As
with application virtualization, the requesting user can automatically ask for
services and resources to be allocated based on role, group membership, or
other form of resource authorization.

By accessing a simplified, nontechnical Web site, a user may call for a database-
enabled Web site for sharing images of a particular size, with a storage capacity
up to the requester’s maximum allocation without needing to know what type
of database will be used, what type of storage system is used, or where the Web
server is located. Details, such as integrating the new site so that both internal
users and authenticated partner organizations, are simply checkboxes in the
request, rather than complex negotiated issues requiring meetings between
administrative, supervisory, and technical representatives.
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Cloud resources are coordinated and allocated through automated services
using designated resource availability constraint policies that can be tailored
to your enterprise’s particular needs and culture. Cloud hosting is an attractive
opportunity for many organizations and adoption of cloud computing and cloud-
hosted services is proceeding quickly, including services such as the Google
Docs application. Backup vendors, collaboration systems, user productivity
suites, and many other forms of computing in the cloud make these functions
available to users without requiring any knowledge of the back-end plumbing.

Private clouds

Public clouds are constructed from servers and services located outside of
the enterprise, with pricing typically based on total storage and computer
resources allocated to the organization. When more resources are needed,
the cloud provider can simply add more at the back end for an incremental
increase in service cost. This approach is more attractive for organizations
that would prefer to reduce their own data center resources and costs in
favor of outsourced cloud resources available to users from anywhere on the
Internet.

Many organizations with security or regulatory constraints may find that the
vague “it’s in the cloud somewhere” nature of public clouds can’t be easily
aligned with existing service management practices. Requirements might
include mandates such as use logging, mandatory encryption standards for
storage and transport, or the ability to identify all users who have ever had
access to data. The flexibility of automated resource allocation has led some
organizations to develop internal private clouds, which leverage the capabilities
of cloud computing across resources controlled entirely within the enterprise.

You may find that resources freed up through virtualization and data center
consolidation projects can easily form the core of a private cloud. Because
you can update, move, or replace resources within the cloud without affect-
ing utility to the requesting user, older equipment retired from active service
works well in a private cloud to create a proof of concept.

Best practices

A number of best practices can help guide your integration to the still devel-
oping cloud computing model:

1 Select a standard: Cloud vendors have not yet established a common
standard, so systems designed for an Amazon Elastic Computer Cloud
(EC2) may not work as well (or at all) when attempting to integrate with
a VMware vSphere-based cloud. As with virtualization vendors, pick a
cloud computing standard for use enterprise-wide.

www.it-ebooks.info


http://www.it-ebooks.info/

206 Part V: Obtaining Value Beyond the Basic Enterprise

1 Migrate components together: You can’t move all applications into
the cloud. Moving services from dedicated hardware to virtual cloud
deployment may require changes to network protocols, resource moni-
toring solutions, or other deeply integrated applications that are not
resident in the cloud. Identification of integrated applications is vital to
avoid blocking a critical business function because one component is no
longer accessible via a particular protocol.

1 Manage licensing from the start: As with virtualized server environments,
application licensing practices still lag cloud computing potential. Licenses
that have costs per machine become problematic when a machine can
either be considered as a physical host or as a single hosted virtual system.
Licensing per processor or per core can be equally difficult to assess when
multiple virtual systems may share a single CPU, or when a single GPU chip
can contain hundreds of individual cores. Software migrated into cloud
environments can be automatically shifted between hosting equipment
transparently, potentially causing an organization to fall out of licensing
compliance. License management can present significant risk to an enter-
prise if not addressed with specific controls in the cloud service contact
prior to migration into a cloud setting.

v Plan for mid- to long-term storage requirements: The pay-as-you-go model
used by cloud vendors requires monitoring to ensure that tiny increments
to resources do not add up to unsupportable overall costs. Even small sips
will eventually empty the largest vessel. When negotiating resource con-
straints or implementing a private cloud, plan sufficient resources to allow
expansion beyond the initial inventory of requirements.

v Privacy: Because public clouds can be located anywhere and moved
without notice to end-users, data stored in the cloud is at risk for loss or
unexpected access. Federal investigators must ask for access to resources
located in the enterprise, but may serve a warrant for access directly
to your cloud service provider without notice to your organization. The
opaque nature of hosted cloud services also affects data when it is moved
between states or outside of the country, where privacy laws may differ
and discovery motions depend on the laws where the data currently
resides rather than the laws of your organization’s home. Private clouds
reduce this risk by keeping the back-end resources local to your operation.

1 Transparency: Services hosted in the cloud do not readily integrate
with many enterprise monitoring solutions, which may rely on specific
transport or discovery protocols or alternative mechanisms for authen-
tication. Logging of unauthorized access, causative analysis of loss of
system uptime, and details of operation changes are maintained inter-
nally to the cloud service provider rather than being directly available
to your organizational review. This can complicate internal investiga-
tions or validation of service availability when your cloud-based serv-
ices are leveraged to provide services to another consumer.
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Chapter 14

Facilitating High-Performance
Computing

In This Chapter

Reviewing supercomputing functions
Identifying HPC enterprise strategies
Integrating HPC with cyclic tech refresh

A s computer processing power increased, text-only displays gave way
to fully interactive graphical user environments. You can easily see

advances in processing power when you look at the evolution of video
games, from blocky 16-color blobs to modern fully immersive, 3-D interactive
environments.

You can also concentrate computing power to solve complex mathemati-
cal tasks, such as weather prediction, economic forecasting, oil and gas
flow modeling, visualization studies, and biochemical analysis. This chapter
focuses on mechanisms for facilitating high-performance computing in the
enterprise to suit a wide range of uses.

Supercomputers Rule the World

The most obvious form of high-performance computing exists in the top-
of-the-line dedicated systems created as custom ultra-high-speed machines
suited to a particular type of processing. You can find examples of these
systems in weather modeling centers, such as the supercomputing complex
at the National Oceanographic and Atmospheric Administration, in nuclear
modeling systems developed for the Department of Energy, and in research
facilities like the one housing the Cray X-MP supercomputer (see Figure 14-1)
at the National Security Agency.
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Figure 14-1:
Cray X-MP
supercom-
puter at the
National
Security
Agency.
|
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SUPERCOMPUTY 1

These systems cost millions of dollars and are often designed to meet only
a single type of processing, such as the IBM Blue Gene system designed spe-
cifically for playing chess. Next-generation supercomputers will employ spe-
cialized processors that are essentially a supercomputer on each CPU, with
memory, dozens of cores, and an internal thread controller built into each
chip as in designs such as the IBM Cyclops64 architecture.

Desktop computing

Supercomputing research continues all the time at universities and research
centers around the world, with a constantly shifting upper end of what may
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be defined as a supercomputer. Today’s top supercomputer may be no more
powerful than the desktop of ten years from now. The current top machine

is the Cray Jaguar, which performs more than 1.75 quadrillion floating-point
mathematical operations per second. Projects such as the Blue Waters super-
computer being built at the National Center for Supercomputing Applications
at the University of Illinois is expected to have a peak performance capability
of nearly 10 quadrillion operations per second.

By comparison, today’s average desktop system can reach 10 billion floating-
point operations per second, up to 40 times faster still if configured with a
compatible graphical processing unit (GPU). Teraflop speeds place the pro-
cessing power available in a standard desktop system within the same level
of performance as many of the Top-500 supercomputers less than a decade
ago (many of which are still in use, if only as teaching tools).

Individual deskside computer systems are capable of standalone supercom-
puting power by combining standard desktop systems with one or more
dedicated computing boards. The Dell/Cray CX1-iWS is a good example of
this technology, combining a standard Microsoft Windows workstation with
multiple boards running the dedicated Windows HPC Server 2008 to provide
a dedicated cluster running behind the workstation operating system.

Other systems constructed using one of the numerous the Intel X58
“Supercomputer Motherboard” configurations pack a high-end CPU onto a
motherboard capable of handling four or more GPU-enabled video cards.
These systems provide small-scale supercomputing power to individual desk-
top systems without any complex software configuration or special power
requirements. These types of systems are becoming more common in orga-
nizations managing large data sets, physical models, geographic information
system (GIS) applications, predictive inventory and financial analysis, as well
as in medical and diagnostics settings.

Floating-point operations per second (FLOPS)

Chapter 14: Facilitating High-Performance Computing 209

The most common measure of raw processing
power is the number of floating-point mathemat-
ical operations that can be accomplished per
second, using a standard such as the LINPACK
benchmark. One billion operations per second
is a gigaflop, while today’s fastest supercom-
puters operate in the petaflop range or one
quadrillion operations per second. Atmospheric
researchers suggest that zettaflop (one billion

trillion operations per second or a million times
faster than today’s top supercomputer) systems
will allow accurate predictions of weather pat-
terns up to two weeks in advance. Other per-
formance measures may be also applied to
high-performance computing systems, such as
flops per watt efficiencies or peak performance
measured against sustained throughput.
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Parallel computing

Supercomputers reach petaflop levels of operation by subdividing large, com-
plex processes into smaller procedures that can be individually calculated inde-
pendently of one another to arrive at a final solution more rapidly. This process
is akin to counting inventory, where a single person might take a month to count
all items in a warehouse, but a team of 100 people can each take a stack of goods
and quickly tally up all of the items in the warehouse in a matter of minutes.
This type of processing depends on different methods for programming than
traditional start-to-finish processing, to effectively divide up procedures so that
one processor is not left waiting for data to be provided by another processor.

You can separate some processes, such as the rendering of pixels on a
graphical display, into a number of parallel tasks without effort — each pixel
is rendered individually and not as a result of calculations from its neighbors.
The emergence of dedicated special-purpose graphics accelerators and GPUs
made possible the remarkably realistic real-time rendering found in games
and multimedia displays, packing hundreds of individual processing cores
into a single chip to handle individual pixels and pixel groups in parallel.

Newer GPU chips, such as the NVIDA general purpose computing on graph-
ics processing units (GPGPU), can work together with the system CPU to
shift floating-point operations to the high-speed parallel processing chip to
improve performance of nongraphical mathematical processes such as data
mining and finite element analysis.

Distributed computing

In addition to dedicated, purpose-built monolithic supercomputers, you can also
achieve high-performance computing by integrating processing power from a
number of separate computers to perform parallel processing tasks. By splitting
up large tasks into smaller chunks and passing each piece to a separate com-
puter over a high-speed network connection, you can divide very complex tasks
into pieces and reintegrate them to rapidly provide the final solution.

Because each system has its own internal clock and possesses its own CPUs,
GPUs, memory and bus architecture, individual distributed computing nodes
may perform tasks more or less efficiently than other nodes. The scheduler
is responsible for shifting data and processing loads to the individual nodes
to provide the most efficient level of throughput overall, making this process
slightly less efficient than true parallel computing within a supercomputer
where all components are matched to provide optimal processing power in
tightly synchronized parallel cycles.
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Because distributed networks can make use of computers located anywhere
in the world, very large-scale computations are possible. Early distributed
computing efforts resolved 56-bit and 64-bit encryption keys and aided
researchers in signal processing, looking for extra solar life by participating
in the SETI program.

You can see the darker side of distributed processing power in the massive
botnets created by injecting malware onto tens of thousands of computers
so that their combined processing power can be turned into denial of service
attacks, spam generation, and other nefarious purposes. Cyber criminals use
botnets under their control to send millions of connections per second at
targeted sites for extortion and sabotage and in acts of online aggression to
block legitimate access to sites.

Everyday High-Performance Computing

Figure 14-2:
Output from
common
high-
performance
computing
functions,
including
biochemical
research
and
mechanical
system
simulations.
|

Although your enterprise may not have the need for a top-500 supercom-
puter, many opportunities exist for high-performance computing using com-
modity off-the shelf components. Common high-performance computing uses
include economic forecasting, architectural design, data mining, biochemical
research, mechanical system simulations, and multimedia production (see
Figure 14-2).
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A number of vendors currently produce high-performance bolt-on appliances
and dedicated servers that can be integrated directly into an existing network,
such as the AMAX 3,500-code 4U rack mounted server. These systems approach
mini-supercomputer capabilities, but may also be difficult to justify in the face
of recent economic impact on technology purchasing. Another option is to pur-
chase off-the-shelf systems in order to provide high-performance capabilities in
your enterprise, often trading a slight loss of processing power over dedicated
supercomputers for an economic advantage in price-per-gigaflop.

Computing clusters

A cluster is a group of computers that are linked together closely to perform
tasks as a single unit. A compute cluster combines the processing power of
multiple compute nodes as if the cluster were a single, large parallel process-
ing system. Compute clusters use a supervisory head node to separate tasks
and data, sending smaller packages to individual compute nodes and aggre-
gating responses from the distributed parallel process. Many public-facing
Web applications use load-balancing clusters to balance user connections
across multiple servers transparently to the end user. High-availability clus-
ters provide fault-tolerance for a server by maintaining a warm backup node
that can take over operations transparently in the event of a hardware failure
in the primary node to ensure continuous operations.

Many of the top 500 supercomputers are actually clustered systems, com-
posed of equipment built around the same chips found in high-end multi-
media desktop computers and gaming consoles. The U.S. Air Force is cur-
rently building a supercomputer from 2,500 Playstation3 gaming consoles to
process radar imagery and simulations of human neural interaction. Figure
14-3 details the Columbia supercomputer at the NASA Ames Research Center,
built from 20 SGI Altix clusters. Because individual computers vary in their
internal components, even within the same production run, clusters inevita-
bly lag slightly behind the purpose-built supercomputers but often provide
similar computing power without the purpose-built price tag.

You can configure clusters in the enterprise using commodity hardware and
high-speed networking, typically gigabit Ethernet, InfiniBand, or fiber channel
connectivity. Jobs submitted to the head node are separated into sub-jobs
and distributed to individual compute nodes for processing. Nodes typically
lack storage, keyboards, or monitors, reducing power consumption and rely-
ing on network distribution of node configuration and data.
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Figure 14-3:
The
Columbia
supercom-
puter at the
NASA Ames
Research
Center,
made up of
20 SGI Altix
clusters for a
total of more
than 10,000
CPU cores.
|

The first well-recognized commodity cluster was called Beowulf, and it was
developed at NASA for scientific computing using personal computers.
Beowulf clusters typically use some flavor of Linux together with common
parallel processing libraries, such as the Message Passing Interface (MPI).
They support a wide range of software optimized for clustered computing
environments, such as the MPI basic local alignment search tool (mpiBLAST)
used for genetic sequencing or the Point of View ray-tracing (POV-Ray) appli-
cation used for photo-realistic multimedia rendering, as shown in Figure 14-4.

Figure 14-4:
A POV-Ray
rendering of §
transparent,
reflective,
and multi-
shaped
objects
produced by
Gilles Tran.

Courtesy of ht tp: //commons .wikimedia.org.
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Figure 14-5:
A small
visualization
cluster of
three com-
puters, each
driving two
monitors.
|

Numerous open-source tools exist for constructing compute clusters, such
as the Rocks and Condor frameworks. Flash-key bootable options also exist
such as the ClusterKnoppix Linux distribution. Commercial products include
the Microsoft HPC Server and the Red Hat HPC Solution distribution.

Uisualization clusters

Another common implementation for clustered computing involves the

use of multiple lightweight computing nodes, whose combined processing
power allows the direct representation of large images and combined data
sets across multiple monitors. Small visualization systems like that shown in
Figure 14-5 are commonly found in emergency resource centers, providing
the capability to view large geographic areas with fine resolution not possible
on individual displays.

Very large visualization systems facilitate entertainment, collaboration, and
the expression of extremely large data sets at very high resolution. Figure 14-6
illustrates the Stallion visualization cluster at the Texas Advanced Computing
Center at the University of Texas at Austin, representing the current top-end of
visualization systems.

In the Stallion installation, 24 commodity computers allow 75 monitors to act
as a combined desktop with more than 307 megapixels of total display area.
This enables the examination of high-resolution imagery, active video con-
tent, telepresence data sharing, and teleconferencing all at the same time.
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Figure 14-6:
Stallionis
the world's
highest res-
olution tiled
display at
307 million
pixels. The
system was
deployed by
the Texas
Advanced
Computing
Center
(TACC)

at The
University
of Texas

at Austin

in 2008.
Stallion was
designed
and built by
members

of TACC's
scientific
visualization
andadvanced
computing
systems
groups.
|

Photo courtesy of Faith Singer-Villalobos of the Texas Advanced Computing Center.

Grid computing

When distributed processing systems are not well connected or distributed
in multiple locations, grid computing solutions can coordinate distributed
resources toward collective goals.

You can implement grid-computing solutions within an organization to suit
many different uses, often using only spare capacity available when systems
are idling and unused.

1~ Storage grids: Storage grids bring together the aggregate storage space
from many systems, creating a very large virtual storage space functioning
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as a single location. Such solutions provide enterprise capability to
handle embarrassingly large data sets that exceed storage capacity or
that may exist for only a short time before being recycled. Geological sur-
veys, weather projections, and data capture during high-speed physics
experiments can produce prodigious volumes of data at a rate too high
for many storage processors to spool. Storage grids configured for high
capture rates can address such needs, while those configured for high-
volume storage can allow data mining access across tremendously large
inventory systems.

v Compute grids: Compute grids function like loosely coupled clusters
by aggregating processing power across many distributed machines.
Because communications may occur more slowly than in tightly con-
nected clusters, individual nodes are generally provided data in larger
chunks so that processing can occur more efficiently before results are
returned and a new set of data is requested from the host.

* Render grids: Grid computing systems are commonly used in the pro-
duction of imagery and digital media content. Rendering grids split up
media creation tasks, such as iVideo production into smaller elements,
sending frames 1 through 500 to render node 1, frames 501 through
1,000 to node 2, and so on. The supervisory machine coordinates the
various nodes, compiling the final output into its completed form. This
type of processing works very well with any type of process that can be
segmented without one segment depending on the output of another
before beginning.

v Grid tools: Although numerous commercial HPC servers have grid
computing support, the most common toolkit for creating compute and
storage grids on open source platforms is the Globus Toolkit. Globus
includes support for resource management, information and security
services, and data management in grid computing environments. Access
to services and applications across the grid are made available through
standard XML-based Web services.

Volunteer computing

Another form of distributed computing makes use of the spare compute
cycles available when a donor’s system is at idle. Owners download a vol-
unteer computing client, which monitors the system for times when the
computer is not in use and then dedicates resources such as processing
power or storage to the project selected by the owner. These projects use
a middleware component built around a framework like the Berkeley Open
Infrastructure for Network Computing (BOINC) used in the popular SETI@
home and Folding@home projects.
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By volunteering their computers’ idle computing capacity, participants allow
their systems to be used for conducting research into genetics, astrophysics,
medicine, and the search for life beyond this planet.

You can also use the BOINC framework to create local grid computing proj-
ects so that already-coded volunteer computing methods can be applied

to internal high-performance computing projects in the enterprise without
requiring significant development of data and code distribution systems.
However, the BOINC project already lists hundreds of potential projects that
can be easily configured for participation, allowing an enterprise to provide
resources to high-visibility or closely associated projects already in place for
community engagement and publicity purposes. Other project sites include
Grid.org, distributed.net, and the World Community Grid.

Compute farms

When systems are connected in large, loosely connected groups, they're
commonly referred to as farms. Compute farms may be comprised of end-of-
life systems collected in an out-of-the-way area to provide extra processing
power for proof-of-concept projects, or they may be composed of high-speed
systems dedicated to a particular function, such as software compilation
(compile farms) or graphic visualization (render farms).

Desktop High-Performance Computing

Whatever the purpose in your enterprise, high-performance computing does
not require monstrously powerful supercomputers taking up floors of space
and generating the heat output of a small bomb. The tools and resources
available to you will allow the creation of clusters, grids, or other distributed
processing functions using the same equipment now purchased for users

to read e-mail and create presentations. The same equipment can even be
shared, borrowing idle processing time and unused storage space for use
across the enterprise.

A recent research project leveraged a standard cyclic replacement tech
refresh cycle to provide clustered processing power in year 1, storage and
compute grid functions while deployed to users’ desktops in years 2 and 3,
and compute farming capabilities in years 4 and 5 (see Figure 14-7) before
finally retiring systems out of operation when their wattage-per-gigaflop falls
below acceptable levels due to the emergence of ever-improved systems.
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Figure 14-7:
High-
performance
computing
during a
five-year
research
cycle,
including
details of
toolkits and
technolo-
gies used in
each stage.
|
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Chapter 15

Enabling Green IT

In This Chapter

Reviewing hardware update strategies
Upgrading components, firmware, and device drivers

Planning for software updates

Large data centers concentrating thousands of servers into the space of

a single building consume as much electricity as a small city. Increased
processing power and speed of computing devices have created an insatiable
thirst for energy and the constant need for cooling necessary for continual
operation. Also intensifying is the political and environmental pressure to
decrease the impact of technologies on the environment, including the mate-
rials used in production, energy consumption during operation, and environ-
mentally friendly disposal at end of life.

Green IT is a sometimes-overused term for reduced environmental impact
technologies and IT practices, but it encompasses many aspects that you
should consider in the face of rapidly increasing costs for power and water,
together with mounting fees for excessive utility consumption. This chapter
examines strategies for enacting Green IT projects for economic as well as
social perception benefits for your enterprise.

Practicing Green Technology

Before examining specific technologies and their green factors, it’s worth
considering technology strategies that can help reduce the environmental
footprint of your enterprise as a whole. Many different metrics exist for
measuring the “greening” of an enterprise, from the total volume of carbon
released during production and operation to the level of environmentally
harmful chemicals released in production and disposal.
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Another measure translates all activities into the total volume of water con-
sumed, such as the fractional milliliter used in producing the power needed
for a single search engine query — these add up rapidly when tens of mil-
lions of searches are conducted each day. Regardless of the specific metrics
chosen for before-and-after comparison of your green IT projects, it can be
very valuable for your enterprise to be able to demonstrate its green efforts
to its clients. Reduction in power and water consumption can also translate
into direct savings in operational costs for the organization.

Extended replacement cycles

One of the easiest ways to reduce the environmental impact of technologies in
your enterprise is to extend the replacement cycle. More than half of a com-
puter system’s environmental effect comes from the energy consumed and
chemicals produced in its manufacture, so replacing computers on a four-year
cycle instead of a three-year cycle reduces equipment turnover each year and
the extensive manufacturing energy requirements for replacement equipment.
Chapter 16 talks about strategies for tech refresh cyclic hardware replacement.
An overly extended refresh strategy can create significant problems in terms of
compatibility, operational capability, and undesirable complexity. Newer sys-
tems tend to be less power-hungry with advances in power-saving options.

Telework and telecommuting

Extending your enterprise to knowledge workers in the field and in home
offices can save significantly on the direct costs and amount of carbon
released due to travel. Virtualized services, such as faxing and voice mail
routed to an e-mail inbox, Voice over IP (VoIP) telephone services, shared
workspace for online meetings, and secure remote desktop access, can pro-
vide remote workers the full experience of in-office participation without the
commute to work or the air conditioning, furniture, and office space needed
at a central work site.

Face-to-face communication through lightweight audio/video feeds is now
readily available using simple webcams. The ability to extend a virtual work-
place to agents in the field also means that your enterprise can enter new
markets without anything more than a hotel room with broadband access.

Data center location

Because data centers must waste heat produced by increasingly concen-
trated racks of high-density servers employing multiple processors and
cores, the location of data center facilities can influence cooling efficiency.
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Large distributed organizations may find that shifting workloads to data
centers located in northern areas during summer months can significantly
reduce energy requirements for cooling because air handlers do not also
have to exhaust as much heat infiltrating from the environment.

Data centers near bodies of water can allow the use of aquatic heat transfer

systems to dump waste heat. Similarly, sites with adequate land access may
be able to employ geothermal cooling, dumping waste heat through oil filled
pipes run down into local bedrock. All such systems require careful studies

to avoid affecting local wildlife while trying to help the environment.

Energy tax credits

Significant tax savings are possible for enterprises that take advantage of Federal
and state incentives for reduced energy consumption, improved thermal insula-
tion, alternative energy, and reduced hazardous materials consumption.

Many different laws and regulations provide guidance and mandates for
green opportunities, including several in the USA:

1 Resource Conservation and Recovery Act (RCRA): Addresses the
proper disposal of solid waste and hazardous waste materials.

v Toxic Substances Control Act (TSCA): Regulates or restricts the intro-
duction of new chemicals, based on an assessment of toxic or nontoxic
characteristics.

+* American Recovery and Reinvestment Act of 2009 (ARRA 2009):
Intended to address the developing economic recession. Often referred
to as the Stimulus Bill, it includes energy sector mandates and energy-
related tax incentives.

Many countries around the world are implementing similar legislative and regu-
latory initiatives to encourage environmentally friendly operational procedures.
Many of them provide tax credits for the purchase of energy efficient products,
including air conditioning, computing equipment, and building materials.

ENERGY STAR

The ENERGY STAR certification program is a government-sponsored program
designed to encourage the development of energy efficient products in the
U.S. It has since been adopted by many other countries, along with the simi-
lar TCO Certification created in Europe. Energy efficiency translates directly
into reduced energy costs, but also for reduced water consumption and
greenhouse gas emission during energy production.
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Figure 15-1:
Products
marked with
the ENERGY
STAR mark
must meet
ENERGY
STAR speci-
fications,
including
u.s.
Department
of Energy or
Environ-
mental
Protection
Agency
criteria.
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ENERGY STAR products must meet strict levels of energy efficiency to qualify
for the designation and display the logo, the linkage phrase mark version (see
Figure 15-1). ENERGY STAR products are further rated in energy efficiency
using a simple precious-metal rating system (Gold, Bronze, and so on) to
reflect specific levels of compliance.

ENERGY
STAR

ENERGY STAR linkage phrase mark printed with
permission from www. energystar. gov.

H ASK ABOUT
W

ENERGY STAR products for commercial buildings include specific guidelines
for computers and monitors, as well as separate criteria for servers. An exam-
ple of computer requirements is power supplies that are at least 80 percent
efficient to meet the Bronze level of certification, while server specifications
include mechanisms to measure power use, and advance power management
options to conserve power when processers are idling.

According to the ENERGY STAR product guidelines, servers that meet
ENERGY STAR certification requirements are roughly 30 percent more effi-
cient than noncompliant systems. This can translate into significant savings
to your enterprise, while also reducing the carbon and water-consumption
footprint of the data center.

Considering Alternative Energy

Because data centers create high-density energy demands, they often place
a strain on power distribution systems when located in areas formerly used
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for standard business or residential energy consumption. A new data center
should be planned with power and cooling requirements in mind, coordinated
with local utilities to ensure adequate supply and adequate infrastructure to
provide for uninterrupted utilities to the enterprise or to the local area.

Alternative energy production on-site has become a popular method of
addressing the concentrated energy needs of data centers, with large public
projects involving photovoltaic (solar panels) and wind turbine power gen-
eration making headlines for data centers around the country. Google has
even announced its interest in offshore floating data centers with their own
wave-power and wind-power generation onboard.

Although current photovoltaic efficiencies are only around 20 percent maxi-
mum, the large roof surface areas of data centers and business office parks
provide an excellent opportunity for solar power generation. Solar energy
supports only daytime operations and in general doesn’t meet the full power
requirements of a data center, but it can offset peak-use energy consumption
costs and often reach cost recovery in less than ten years with an average
lifespan of twice that or more.

Wind turbine power generation provides additional opportunities in regions
with steady winds, but presents problems for bird and bat populations as
well as radar systems used for aircraft and water navigation, weather map-
ping, and national defense. Wind turbines are also considered a source of
noise pollution making them unpopular near populated areas.

Water microturbine power generation is becoming a viable energy produc-
tion alternative in locations with a steady current in a nearby water source,
but this is a relatively new type of alternative energy system and its opera-
tional lifespan and long-term environmental impact remains unknown to date.

Alternative energy production installations and power storage that shifts
off-peak power to business consumption during peak hours not only reduce
power costs to the enterprise but can also provide tax credits and participa-
tion incentives from a number of governmental programs. These projects
also boost your organization’s public approval for green IT initiatives.

Reducing Consumables

\\J

One simple opportunity for IT green initiatives is to reduce the use of consum-
ables across your enterprise. The first place to look is at the routine reports
that so many enterprises produce, without purpose beyond “We’ve always
done it this way.”

Many times, paper copies of large reports are mass-distributed to preserve a
copy of details as a point-in-time reference. A single copy printed and stored
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properly can preserve this data for audit purposes, while electronic distribu-
tion can easily fulfill the requirement for mass audience access. When dealing
with sensitive information or protected intellectual property, make sure that
messaging systems implement proper controls against unauthorized down-
load and forwarding.

While the paperless office may remain forever in the future, small changes
can markedly improve spending when measured enterprise-wide. Reducing
the size of margins on printable output and printing in duplex (on both sides
of the paper) can significantly reduce paper consumption. The use of entirely
online documentation in organizational intranets and portals can further
reduce printed output, while also ensuring the most recent copy of informa-
tion is made available to consumers.

Technology-driven green initiatives may also include the use of rechargeable
batteries in phones, pagers, and other devices with removable power cells.
LED and fluorescent lighting in the place of traditional filament bulb illumina-
tion can also save a great deal of energy and cooling costs when implemented
in large scale. Even consolidating consumable orders to a small number of
vendors can provide green benefits by reducing costs and the environmental
impact of shipping multiple smaller orders separately.

Selecting Green Hardware

In addition to buying hardware that conforms to ENERGY STAR standards,
you can reduce power consumption and the environmental footprint of
technologies by implementing strategies to combine functions, reduce
unnecessary processing power, and select less energy-hungry alternatives.
Consolidation of office equipment is a ready example of this potential, where
a single multifunction device can replace printer, scanner, fax, and copier
devices with one that needs only a single set of consumables and employs a
single power supply for all functions.

Power over Ethernet (PoE) solutions and 12V DC power solutions can pro-
vide energy efficient alternatives to power distributed devices. For example,
some PoE systems can dynamically allocate power on a per-port basis and
even vary service voltage based on device need. DC power systems used in
data centers can help to reduce costs by separating power supply services
and passing only low-voltage into the cooled data center.

Modern graphics cards employ very powerful rendering chips called graphi-
cal processing units (GPUs), which are dedicated high-speed CPUs that con-
sume power and produce heat similar to that of the main system processor.
Unless additional power is needed for multimedia or high-performance com-
puting purposes, you can reduce workstation power consumption dramati-
cally by avoiding GPU-enabled graphics cards in favor of on-motherboard
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video. Entirely headless servers without graphics capability at all can further
reduce power requirements, but require some attention to ensure adequate
recovery capability if direct terminal access is needed.

Sharing a single monitor across multiple servers can help reduce the energy
footprint of data center operations, using direct-cabled KVM switches or
more expandable IP-based management systems. Though a few CRT style
monitors are still in operation, they are being rapidly replaced by LCD dis-
plays with higher resolution and a reduced desktop footprint. LCD systems
consume less power than their CRT predecessors, but more than newer LED-
based displays. The backlighting element in LCD monitors remains active
during operation, while LED pixels are only energized when displaying graph-
ical information.

Other new technologies promise to reduce energy consumption on the desk-
top and in the data center, such as the transformation of hard drive storage
from traditional spinning platters to solid-state drives (SSDs) using a variation
of flash memory storage. These devices have no moving parts, so enjoy longer
life cycles and reduce energy demands over drives that must spin platters

to high speed before read/write operations can occur. A number of mobile
devices such as Apple’s popular iPhone and iPad enjoy enhanced battery life
over earlier tech generations through the use of solid state drive storage.

Configuring Green Settings

Enterprise configuration of power saving options can ensure that computing
power is available when needed, and minimized when unused or idle. This
approach is similar to setting air conditioning systems to cool during office
hours and to warmer temperatures overnight to conserve power in larger
buildings. You can configure individual workstations to enter reduced-power
mode when idle or to shut off entirely at the end of the workday.

Many systems can now step down their operating cycle speed when pro-
cessor demand is low, including Intel chips with SpeedStep and AMD chips
with PowerNow! technologies. Developed to optimize battery life in mobile
devices not connected to central power, these technologies are available to
many desktop systems and can reduce energy consumption during periods
of operation when the processor is mostly idle by slowing down the system
clock and accelerating to normal speeds when use resumes.

Additional components of workstation systems can be configured to enter
into energy saving modes when unused, such as shutting off display moni-
tors or parking hard drive storage devices after a designated delay since last
access. Many enterprise-level configuration utilities allow control of power
settings, including systems entering hibernation states (entirely off, but with
settings stored for rapid return to function) and sleep-mode (low-power).
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Workstations configured for wake-on-LAN functionality allow systems that
have shut down at the end of the day to be turned on remotely using the
TCP/IP network connection. This allows systems to be brought out of shut-
down modes for maintenance and patching during off-peak times, without
requiring systems to be left on all day.

Virtualizing Hardware

Virtualization allows a single powerful server to host multiple virtual
machines. (For more on virtualization, see Chapter 13.) This process reduces
hardware and consumes far less electricity than the original physical devices
required for each system’s operation.

Although a single virtualization host may consume more power while hosting
multiple systems than when running only a single server’s process load, the
overhead beyond raw processing power for each system can be eliminated
for the devices moved from physical to virtual hosting. Given the current
ENERGY STAR target of 80 percent power supply efficiency, the energy use
reduction translates into a full 100 percent per-system power savings for
every five machines virtualized, just from reductions in energy waste alone.

Greater efficiencies result because CPUs will generally not operate above 60
percent of their rated capacity outside of momentary peak usage. Automatic
load-balancing services such as VMWare’s VMotion can shift virtual servers
between physical hosts to avoid running CPUs beyond recommended levels,
aiding cooling and heat dissipation strategies by ensuring hosts remain
within their most efficient operational levels.

Virtualized desktops, either running headless as individual systems or as
elements of a virtual desktop infrastructure (VDI), can be accessed using low-
power mobile devices and thin client hardware to further reduce workstation
power consumption and heat generation.

Ensuring Green Disposal

One of the earliest publically visible green efforts involved recycling, first of
glass bottles and cans and later of a wide variety of plastics, paper products,
and other debris that is generated by daily life. Recycling paper continues
to be an easy way to reduce an enterprise’s environmental impact, with ser-
vices readily available for collection and secure shredding of paper prior to
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reprocessing. Recycling of ink jet cartridges and laser jet and copier toner
cartridges can provide significant savings to your enterprise while also being
environmentally friendly.

You can recycle some computer systems for parts and reuse, while you have
to successfully render others into their base elements, which means extract-
ing gold, platinum, silver, and other valuable elements used in their manufac-
ture. Because of the materials present in computing hardware, many cities
require disposal of computing hardware as hazardous waste. Batteries also
are filled with reactive chemicals and may contain heavy metals and other
durable environmental pollutants. Even computer cases and many internal
components are made up of materials that may produce noxious gasses if
disposed of incorrectly or incinerated in public waste disposal areas.

Enterprise disposal practices should include care for computer systems,
monitors, and storage media. Microwaving optical media might well destroy
data, but also releases significant quantities of dangerous gasses and risks
the microwave oven catching fire. Other common bad practices such as drill-
ing holes through hard drive media can expose operators to heavy metals
and other chemicals present in the device.

In general, disposal of technologies should be conducted by trained per-
sonnel from a bonded third-party vendor approved for handling hazardous
waste. Ad-hoc procedures create potential environmental hazards and
operator risk.
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Part VI

Protecting the
Enterprise

The 5th Wave By Rich Tennant

“You outsourced security to who?!”
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In this part . . .

Fis part looks at protection strategies in more detail,
including technology updates, security, and disaster
recovery. We discuss hardware update strategies, common
network threats and countermeasures, along with your role
in Business Continuity (BC) and Disaster Recovery (DR)
planning.
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Chapter 16
Planning Technology Updates

In This Chapter
Updating hardware

Upgrading components, firmware, and device drivers
Timing software updates

A n enterprise employs many types of hardware and software to provide
services and functionality to its clients. This array of technologies is a
lot like a garden; you can’t just plant it and walk away. Maintenance is criti-
cal if the systems (or tomatoes) are going to be as productive as you expect.
Just like a garden, an enterprise needs continual upkeep, with outdated items
removed to make way for new replacements.

This chapter examines several standard strategies for planning a technology
refresh, and points out the uniquely useful aspects of each strategy.

Reviewing Hardware Update Strategies

You must update computing hardware, such as workstations and servers,
regularly, implement emerging technology, and avoid age-related hardware
failures if your enterprise is to remain agile. Planning, a critical first step in
the hardware update process, helps minimize business disruptions. As you
plan your strategy, you may find that update cycles will be affected by estab-
lished criticality, function, or contractual obligations. Tech refresh is a com-
monly used term that refers to the periodic replacement of old technologies
with new ones.

It can be said that there are almost as many different update strategies as
there are enterprises. This statement may be an exaggeration, but determin-
ing how and when to upgrade technology is an issue of fierce debate between
management and technical staff in enterprises of all sizes. Management con-
cerns tend to be political, social, or financial, while technical staff concerns
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tend to revolve around security or functionality. As an enterprise architect,
you need to select an approach that aligns with your organization’s strategic
plans, provides value, and ensures that mission-critical services remain
available.

The following sections introduce several common hardware update strategies.

Keeping systems until they fail

Some organizations, particularly those that aren’t well-funded or don’t rely
heavily on new technology, prefer to keep equipment in service until it fails.
This strategy may save on computing hardware costs, but the savings may be
offset as the following problems start cropping up:

1 Computing components devaluate quickly but may rise in price when
manufacturing stops and demand is high. Keeping a system around
long enough may result in its replacement parts being as expensive (or
more) than new parts.

v Older hardware may not be able to run modern operating systems.
This problem can limit the applications the organization can implement.

v Support for older hardware is no longer available. For proprietary or
specialized hardware, such as point-of-sale systems or video capture
cards, vendors may go out of business, be acquired by other companies,
or simply stop supporting older technology.

v Entry-level technical staff are typically not trained in legacy technolo-
gies. This lack of knowledge can cause problems when the enterprise
needs to replace retiring workers who have legacy skill sets.

This use-it-'til-it-falls-apart strategy may create stability in the operating envi-
ronment, but it’s the least agile of all update approaches. Legacy computing
equipment often creates roadblocks to resource integration. Enterprises
using older equipment are likely to find their software choices increasingly
limited as their hardware continues to age. Additionally, failures in legacy
equipment are more difficult to recover from due to component availability
and will generally involve longer outages than planned replacement, resulting
in loss of business continuity.

Using defined replacement cycles

One of the most preferred strategies is to have a defined replacement cycle
that is linked to strategic funding cycles, computing hardware warranties, or
software life cycle. Benefits of cyclic replacement include
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1 User acceptance: Replacements are assigned based on age of the
machine or the point in time in the cycle, and not because of organiza-
tional politics or personal reasons.

1 Budgeting ease: Because the cycle of replacement is predictable and
regular, year-to-year cost fluctuations are minimized.

v Standardization: Cyclic replacement minimizes technology variations
within the enterprise and, in turn, reduces complexity and simplifies
test, update, and end-user support.

These cycles can involve full replacement of hardware every few years or a
partial replacement every year.

Full replacement

In a full replacement cycle (shown in Figure 16-1), all systems are replaced in
the same fiscal year. The cycle’s length is typically linked to warranty. If the
full replacement cycle exceeds Moore’s and Kryder’s Laws (see Chapter 10),
life-cycle costs increase toward the end of each replacement cycle because
all equipment in the enterprise will be out of date, near end of life, and
prone to unexpected failure. Shortened cycles avoid the problem of dealing
with older equipment, but while shortened cycles increase agility, they also
increase costs.

Full Cycle — All Technologies Replaced At End Of Warranty (Least Agile)

Figure 16-1:
A simple
example

of a full
replace-
ment cycle
illustrating
server,
desktop,

and laptop
devices.
|

Year 6 Year 7

If your replacement cycle extends beyond three or four years, the enter-
prise’s systems become increasingly outdated. Eventually, your hardware
resources won'’t be up to the task of running modern software, which is
designed to work with latest-generation, higher-capacity hardware. Cycles
extending beyond warranty periods and vendor service plans become more
expensive to maintain because parts are less available after four years.
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The main benefit to this strategy is its lack of operational complexity, which
results in decreased support and administrative overhead, as we discuss in
Chapter 4.

Drawbacks to this strategy are primarily budgetary and staff-related.
Although the enterprise becomes less complex, the budgeting process
becomes more intricate. Most years, there will be no budget for replacement
technology. The year the cycle ends, however, the budget must account for
systems replacement throughout the enterprise. If other critical issues arise
during that year, other business units may try to scavenge system replace-
ment funds to address their needs. If that happens, you may have to justify
your funding requirements to senior management.

Additionally, if expansion, merger, or acquisition requires the purchase of
additional systems off-cycle, those newer systems will need to be replaced
on the next cycle, which may be wasteful, or on the cycle after that, which
means that those systems will be older, more likely to fail, and probably out
of warranty.

Staffing requirements are high during replacement years, and your orga-
nization may need to hire temporary or contract workers to supplement
permanent technical staff. This places an additional burden on both Human
Resources and IT, in the form of in-processing and training. If you don’t hire
additional personnel, your organization risks having other projects delayed.
When funding allows, ensure that your strategy includes these additional per-
sonnel costs when planning the overall budget.

Only use this strategy in very small enterprises or in highly specialized envi-
ronments, due to the impact of disrupting the entire workforce during the
enterprise-wide replacement rollout and the extreme variation in budgetary
requirements between years with replacements and those without.

Partial/staged replacement

In a partial or staged replacement strategy (shown in Figure 16-2), a percent-
age of systems are replaced each year. This strategy has several benefits
over the full replacement strategy, including less variable budgets and
staffing requirements. Having a predictable yearly technology replace-
ment budget makes strategic planning easier, and hardware-related staffing
requirements remain consistent throughout the cycle. This strategy is more
complex than a full replacement one (see preceding section) because it
involves purchasing a portion of the hardware each year for several succes-
sive years. However, complexity is minimized within each purchase cycle
because all machines in a particular year are the same. A partial/staged
cyclic replacement plan is generally considered optimal.
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A simple
example

of a partial
replace-
ment cycle
illustrating
server,
desktop,

and laptop
devices.
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Partial Replacement — A Fraction Of Each Technology Replaced Yearly At End Of Warranty (Optimal)

Year 1 Year 6 Year 7

In Figure 16-2, a portion of each system type will reach maximum life each
year and be replaced, with another fraction only one year old in service.
Budgeting is simplified due to predictability and can be handled as a sta-
bilized cost-of-business rather than a varying budgetary line item. Limited
variation (one vendor’s product in each category per year) allows testing
updates for a minimum number of configurations.

You can use this strategy for both workstations and servers, although serv-
ers typically enjoy a longer lifespan before being replaced.

The percentage of workstations you will replace each year is linked to the
length of time each system remains in production, which in turn is typically
linked to warranty. For example, if systems have a four-year warranty, 25
percent of systems should be replaced every year in order to ensure that all
systems in the enterprise are under warranty. If systems have a three-year
warranty, 33 percent of systems should be replaced every year.

Employing a partial or staged replacement cycle also aligns with Moore’s Law,
which states that processing power will double every 18 months. Because of
the impact of Moore’s Law, software development practices, and standard war-
ranty options, the most common cycle for user workstations involves purchas-
ing midrange systems on a three-year cycle. Many standard warranties follow
three-year replacement cycles because the design lifecycle of hardware and
standards for software resource minimums follow the same cycle. Extending
warranties to a fourth year or longer results in diminishing returns on invest-
ment because software, accessories, and storage requirements continue to
expand in the intervening time and older equipment is prone to failure.

To save money, some organizations replace 25 percent of workstations every
year, but purchase systems with three-year warranties. This approach results
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in some systems being out of warranty for a time. Even so, replacing compo-
nents on an as-needed basis for the out-of-warranty systems may be signifi-
cantly less expensive long-term than the cost of the extra year of warranty.
Whether your organization would benefit from such a plan depends on your
hardware’s failure rate, your technical staff’s proficiency with hardware, and
the environment in which the systems are used.

A five-year cycle for server replacement is common within enterprises
because server-class hardware is more robust and vendors may offer longer
warranties on servers than on workstations. Additionally, a five-year cycle
corresponds to common manufacturing strategies such as the evolution of
new blade chassis formats. Many vendors maintain the same blade form
factor of their server-class products for five years before updating to the next
generation of blade chassis and server blade configuration.

Riding the cutting edge

Technology is said to be cutting edge when it is new, advanced, and state-of-
the-art. Enterprises with adequate financial resources, as well as incentives,
may replace systems frequently (even more than once per year) so that users
always have the benefit of the newest and best technology. Whether this
strategy has any benefit depends upon the nature of the enterprise and its
motivations for replacing systems so frequently. For example, being able to
advertise the use of cutting-edge technology may figure into the company’s
marketing plan.

Additionally, organizations that want to use workstations for high-performance
or grid computing initiatives may find a constant influx of new systems helpful
(see Chapter 14). This strategy is also highly agile, as the newer an organiza-
tion’s base technology is, the easier it is to implement emerging technologies.
Design and architectural firms are common examples of organizations that can
benefit from cutting-edge replacement strategies.

The cutting-edge replacement strategy (shown in Figure 16-3) definitely has
drawbacks, however, particularly with regard to user disruption. Even if data
is stored on a centralized server and the IT staff loads applications prior to
switching out a user’s workstation, frequent disruptions may be detrimental
to productivity, particularly for users with highly customized systems.

In the simplest form, shown in Figure 16-3, all devices are replaced when a
new version becomes available. Budgeting is complex due to the unpredict-
able period between new product releases. Systems are replaced together, so
all devices of the same type can be updated together.
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Cutting Edge — All Technologies Replaced As New Models Are Released (Highest Cost)

Figure 16-3: \geb |
An example (i I E E
of a cut- : j g ' v
ting edge

replace-
ment cycle
illustrating
Server,
desktop,
and laptop
devices.

<P If you are considering this strategy, remember that the more often systems
are replaced, the more time technical staff must spend ensuring that data is
securely removed (see Chapter 10) and that drivers are available for existing
software. Additionally, beware of making the transition from cutting edge to
bleeding edge, which occurs when the technology is so new that it is consid-
ered experimental, unreliable, or incompatible with existing technology. The
newer the technology, the greater the risk.

Employing trickle-down replacement

In the trickle-down replacement strategy, you identify key personnel or func-
tions and replace the systems associated with them first. You then use the
displaced systems to replace other systems, and this process continues until
you remove the oldest systems from service.

A common practice for organizations using this strategy is to upgrade execu-
tive and management systems first (tier 1), transfer old tier-1 systems to
full-time employees (tier 2), and transfer old tier-2 systems to part-time
employees (tier 3). Another common practice involves replacing mission-
critical systems first and then shifting all systems in a cascade of replace-
ment based on system age.

This strategy maximizes utilization against cost by placing the newest, most
powerful systems where they are needed, then rolling each strata of systems
down one level so that all staff members experience a small upgrade each
year. This approach can be effective approach in some enterprises, such as
those whose primary functions are engineering or multimedia, or others that
require greater processing power.
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The biggest drawback to this strategy is user disruption because all systems
are shifted after every purchase. Depending on the percentage of computers
replaced each time, the trickle-down plan may also result in complexity from
having many system builds in service, some of which may be outside their
warranty period. Additionally, if this strategy is based on political hierarchy
instead of need, you gain additional complexity without adding value.

Relying on surplus technology

Some organizations, such as charities or not-for-profits, rely on donated
equipment. In an enterprise, some underfunded units may be not be able

to afford new equipment and can replace their systems only with ones that
are retired from other units. This strategy is likely to suffer the drawbacks
described in “Keeping systems until they fail” section, earlier in this chapter,
without any of the benefits. This type of environment offers little stability,
as systems are often kept in service beyond not only warranty but expected
life span. Additionally, a high level of technology maintenance and support
is required due to the high level of complexity from having a wide variety of
equipment and also because these organizations tend to have a higher inci-
dence of component-level replacement in order to conserve resources.

While you can place this strategy into limited use for development — such
as testing proof of concepts — in general, this strategy should be used enter-
prise-wide only if no other strategy is feasible.

Using technology as a reward

Some organizations use technology as a reward, replacing systems based
on an employee’s job performance, position, or status. It’s also not unheard
of for new workstations to be offered in order to gain political support.
Enterprises that engage in these behaviors have difficulty taking advantage
of economies of scale, both in purchasing and support, and minor differences
between systems purchased in an ad-hoc manner create further complexity
(see Chapter 4). Additionally, the morale of employees who rarely receive
upgrades may decline. This reward strategy is normally seen only in imma-
ture enterprises, where a single individual is responsible for purchasing and
deploying technology without being subject to IT governance requirements
(see Chapter 2).

As it has no real benefit, you should avoid this strategy.
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Replacing technology in an ad-hoc manner

Replacing technology in a random or ad-hoc (because of a new project or
unplanned sudden development) manner is not truly a strategy at all, but
instead only a reaction to events such as equipment failure, new hires, or

a sudden influx of unexpected funds. In response to such events, manage-
ment buys systems in small numbers or even individually. This approach is
often taken in immature enterprises in which technology purchases are not
coordinated, such as small businesses or home office environments. It is also
common in educational or research settings, where units are funded indepen-
dently and money not spent during a fiscal year is lost.

It can be argued that an enterprise that works this way is not an enterprise at
all, but an extended workgroup with multiple operational silos of equipment.
These environments, shown in Figure 16-4, can be highly complex and face
significant difficulties when trying to implement any type of centralization

or integration strategy. Reactionary or on-the-fly procurement is not cost-
effective because technology purchases aren’t aligned with the organiza-
tion’s overall purchasing strategy and can’t gain economies of scale possible
through coordinated purchasing.

Ad-Hoc — Some Technologies Replaced Individually When Expedient (Least Managable)
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In Figure 16-4, devices are acquired or replaced based on individual project
or departmental-level events and may be retained well past warranty periods
and expected equipment life cycles. Budgeting is complex due to the unpre-
dictable nature of both quantity and cost of individual devices acquired to
meet each new requirement. Significant variety of system age, vendors, and
product types makes this solution the most difficult to patch and update sys-
temwide and may create pools of systems unable to implement new software
packages due to device driver variation or system resource limitations.
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Because there may be little control over procurement, a reactionary strategy
may result in the purchase of equipment that technical staff cannot support
adequately. Lack of proper support can easily result in loss of productiv-

ity when problems can’t be solved in a timely manner. It also raises the risk
of a security-related incident, such as a release of confidential information,
because support staff is not familiar with the proper security controls for
that particular system.

For all these reasons, you could argue that this is the worst type of update
solution and is not supportable in a well-integrated enterprise. It creates sig-
nificant complexity due to the large variety of individual devices types and
vendor products that may be in place at any time and places barriers to gain-
ing efficiencies through economies of scale and centralized update solutions.

Planning for Sub-System Updates

While you’re selecting strategies for updating entire systems, remember to
plan for upgrades and updates to components, firmware, and device drivers.

Upgrading components

Although upgrading components is no longer as common as it once was,
some enterprises find it necessary to upgrade system memory, video cards,
processors, or other components. This need may arise from failure of compo-
nents that are out of warranty, the desire to improve system performance, or
hardware specifications required by a new application.

It may not seem that adding more memory or upgrading a processor is a sig-
nificant change, but prior to allowing component-level upgrades, you should
be aware of several issues:

v Some software products use system hardware information as part of
their copy protection and registration process. For this reason, a com-
ponent upgrade may require you to re-register your software or contact
the vendor’s technical support staff.

v Configuration settings may have to be adjusted both on the system itself
and in applications running on that system.

v New device drivers may need to be installed, and those drivers may con-
flict with other applications or operating system components. In some
cases, drivers may not yet be available for cutting-edge devices, requir-
ing a period of time before they can be deployed.
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In addition, to thoroughly test software upgrades and deployments on all
hardware present in the enterprise, the organization needs to maintain a
component-level inventory of systems instead of simple make and model
information. This task alone may negate any cost savings gained by replacing
a component, as opposed to replacing the whole system.

This issue mainly applies to workstations. Servers typically have longer pro-
duction lifespans than workstations, so vendor-approved and tested parts
are available for longer periods of time.

Updating firmware

Firmware refers to the internal software (also called the instruction sef) that a
device uses for operation. Firmware can reside in read-only memory or pro-
grammable read-only memory, neither of which is generally user-accessible.
The most common example of firmware is a computer’s basic input/output
system (BIOS), which contains the instruction set that runs when the com-
puter is turned on. You can also find firmware in switches, routers, wireless
access points, and other network infrastructure devices, as well as at the com-
ponent level in servers, such as storage controller and video cards. Hardware
vendors typically do not release firmware updates very often, and the updates
usually fix bugs or add new functionality.

A failed firmware update can render a device unusable or “bricked.” Because
of this risk, any update plan should allow for thorough research and testing
of new firmware before it’s installed in expensive or mission-critical hard-
ware. Further, technical staff should ensure that the update is truly necessary
by carefully reviewing any information related to it. Some firmware updates
may apply only to certain batches of components or should be installed only
if users are experiencing certain problems.

Many small to mid-size organizations do not have the resources to test updates
on spare systems. If this situation applies to your organization, procedures
should mandate applying firmware updates only when necessary and updating
non-mission-critical systems first, if applicable. Due to the extensive amount of
work involved, you may find that it is feasible to apply firmware updates on a
regular cycle, such as quarterly or yearly, instead of as they come out.

Updating device drivers

Software that facilitates the operation of hardware devices is referred to as a
device driver. This software allows other software programs that operate at
a higher level, such as operating systems or office productivity software, to
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interact with devices. Drivers are updated on a fairly regular basis by hard-
ware vendors, and these updates, like firmware updates, fix bugs and add
new features. Unless systems are experiencing acute problems, you should
handle driver updates along with other software updates.

Planning Software Updates

Just as it is preferable to have minimal complexity in hardware, you should
strive for minimal complexity in software. As discussed in Chapter 4, reduc-
ing operating system and application variation decreases support skill
requirements and improves the user experience.

You must update software regularly to ensure the confidentiality, integrity,
and availability of information resources, as well as to meet business needs.
A vendor may release new major versions of software that add functionality
every two to three years. They may release updates and patches, however,
far more often in order to fix bugs or remediate vulnerabilities.

Software update strategies must balance security with productivity. The IT
staff must ensure that software is updated regularly and in a timely manner,
while also ensuring that there is minimal impact to users during peak usage
times. The strategy you choose is likely to depend on the applications and
operating systems in use in your enterprise. Regardless, all update strategies
should include procedures for testing, deployment, and maintenance.

Understanding the need for testing

It is critical to test new software — whether it is an update, patch, upgrade, or
new installation — prior to deployment in your enterprise. Deploying untested
software is risky, and may result in disruption of operations. Testing is per-
formed in a test network, which is a smaller-scale replica of the enterprise
that is comprised of the same software and configuration settings being used
in the production environment. This allows technical staff to develop update
procedures specific to the software being installed and troubleshoot problems
ahead of time, without risking disruption of the production environment.

Because software vendors can’t test their products in every possible environ-
ment, it isn’t unusual for installations or upgrades to fail — in some cases,
catastrophically. Obviously, it’s better to discover such failures in a con-
tained test environment.
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Small to medium-sized organizations may not have the resources to have an
extensive test network, particularly due to the cost of hardware, but some
of this cost can be offset by using virtualization technologies to create a test
environment with a small number of physical systems. We discuss this and
other uses of virtualization in Chapter 13.

Exploring deployment strategies

In small organizations or immature enterprises, IT staff may spend a great
deal of time installing or upgrading software one system at a time, often
displacing the user while the work is being performed. This displacement
reduces employee productivity. Ad-hoc deployment is not a functional strat-
egy for a mature enterprise or ones supporting a large number of machines
or frequent updates. You should use one-at-a-time upgrades only in very
small enterprises or when required by software licensing constraints, such as
those that require physical keys (dongles).

Consider more appropriate strategies for deploying software that encompass
procedures for initial system deployment, software version upgrades, and
system recovery in the event that a system needs to be reloaded.

The following sections examine widely used deployment strategies and an
emergent strategy.

Using a standard base

Deployment options that depend on a standard base can increase efficiency
in medium-sized to large enterprises. In this strategy, a standard software
load consisting of the operating system, security software, and standard
required utilities or applications is used for all systems. Additional software
can then be loaded based on needs such as function, workgroup, or loca-
tion. Management solutions such as Microsoft System Center Configuration
Manager or Novell ZENworks can assist with this, where applicable, as can
customized batch files or similar solutions.

This type of deployment requires detailed planning, but allows you to use
the same mechanism for initial deployment as well as later updates. Because
software installation can be group-based, it is highly flexible. Users can be
given a wide variety of software (subject to licensing), which they can choose
to install or not, or pre-selected configurations can be loaded automatically
the first time a user logs in or prior to first login.
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Image-based deployment

Chapter 4 introduced the concept of image-based deployment in the context
of standardization. In this form of deployment, a system is loaded and config-
ured, an image or “snapshot” is saved, and then that image is copied to other
systems.

Images may contain fully configured operating systems and all necessary
software applications, or may consist of standard loads that are modified as
needed after deployment. Both of these methods are more efficient than install-
ing software on systems individually. Regardless of which method is used, vari-
ations in hardware and software may require multiple images to be created.

It is not enough to create images to prepare for initial deployment of sys-
tems into the production environment. To be useful for system restoration,
the images must be maintained and updated with new versions of software,
patches, and security updates.

[ recommend that you consider establishing a nursery — a protected network
in which systems can be brought online, loaded, and configured in rela-

tive safety. Loading systems in a nursery allows IT staff to ensure that anti-
malware software is up-to-date and all patches are applied before they are
exposed to threats typically found on a publicly accessible network.

You can deploy images over a network connection, provided that it has suffi-
cient bandwidth and the threat of malware infection is low, such as in a nurs-
ery or in a well-defended enterprise. If full system network deployment isn’t
feasible, you can load systems offline using removable media such as thumb
drives, external hard drives, or optical media such as DVDs.

Considering virtualized solutions

Application and desktop virtualization solutions (see Chapter 13) allow the
automatic provisioning of system, service, and application suites based on
specific assignment. Because no hardware pre-configuration is required,
automatic distribution of virtualized applications can be the fastest setup
option for highly mobile business units or during disaster recovery efforts.
Once the servers and DNS namespace have been restored to direct access to
a new data center, any commodity hardware systems supporting the proper
remote protocols can be connected and updated functionality accessed auto-
matically on the virtualization host.

Updates applied to the desktop virtualization host or updated packages
replacing older packages in an application virtualization service will be auto-
matically available to users upon the next access without requiring update to
the end-user device, although this can present a risk for data compromise if
not properly secured and maintained.
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Planning for software maintenance

In a production environment, software must be maintained beyond the ini-
tial load. New vulnerabilities are discovered almost daily, and threats and
exploits evolve continuously, requiring both periodic and emergency updates
to installed software. Additionally, business needs are often best served by
upgrading to current software versions in a timely manner.

Major commercial software vendors typically release new versions of their
software every three years, with the exception of security and mobile soft-
ware, which has a much faster release cycle.

While you need to plan for major software upgrades every three years or
so0, upgrade strategies are highly vendor-dependent. Some vendors provide
upgrade packages that simply add features while allowing configuration set-
tings to be carried over, while others require that the old version be unin-
stalled prior to installing the new one.

Upgrades to applications may also involve structural upgrades to their asso-
ciated databases consumed by client/server applications or middleware com-
ponents within n-tier enterprise application environments. In this situation, it
is important not only to first conduct the upgrade in a test environment, but
also to ensure that adequate backups are performed prior to deploying the
upgrade in the production environment in case a rollback is necessary.

Software vendors regularly release updates to their applications in order

to fix bugs, mitigate vulnerabilities, and add new features. These updates
may be referred to as security updates, patches, or hotfixes, depending on
the vendor and the type of update. Vendors may also release service packs,
which contain multiple patches rolled into a single, easily deployable update
package. Service packs may also be more than just the sum of their parts and
often include new functionality. For this reason, service packs require more
testing than basic updates or patches prior to deployment, to ensure that
operations are not disrupted.
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Tle always-on, network-connected enterprise provides a ready target for
attack. The concept of security through obscurity is worthless in an age
of automated tools capable of profiling public-facing networks and attacking
any identified vulnerabilities. This chapter examines some of the most com-
monly encountered network threats — malware, application vulnerabilities,
and directed network attacks — and identifies strategies useful in defending
against them.

Throughout this chapter, attackers are people, groups, or other entities that
attempt to circumvent security controls. Although an attacker is typically a
malicious outside person, such as an industrial spy, it can also be an internal
individual, such as an employee trying to bypass security to make his job easier.

Identifying Threats to the Enterprise

Threats to the enterprise can come from internal or external sources and
can target particular operating systems, applications, organizations, or even
users. The following sections look at common enterprise threats.

Malware

Malware is malicious or unwanted software that is placed on computers with-
out the owner’s informed consent. A computer with malware installed on it is
said to be infected. Malware infections can result in destruction or alteration
of data, confidential information (including login credentials) being exposed,
network disruptions, and reduced employee productivity.

Beyond keeping systems patched, the best defense against malware is anti-
malware software, which we discuss later in this chapter.
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The following sections take a look at several common types of malware you
may encounter.

Viruses and worms

Viruses and worms spread differently but have similar results. Viruses move
from system to system by copying and executing infected files, whereas
worms seek out other systems to infect on their own. A virus typically carries
a payload, which is code that is executed once the virus successfully infects
a system.

Virus creation kits are freely available on the Internet and they require very
little programming knowledge to use. Anyone can now create and distribute
avirus.

Trojans

Like the mythical Trojan horse, this type of malware appears to be some-
thing beneficial but is actually damaging. Users are tricked into running the
Trojan because this malware appears to be legitimate or at least interesting.
They may infect computers via malicious Web sites with executable content,
e-mail attachments, or software downloads. Attackers may also take advan-
tage of vulnerabilities in applications that make them vulnerable to Trojan
installation. Trojans, particularly those used to steal passwords or personal
information, are often utilized by criminals and criminal organizations simply
because it’s relatively easy to hit thousands, if not millions, of victims in a
short amount of time using the Internet.

Spyware

Spyware is monitors a user’s activity, such as Web surfing habits. Spyware
that collects form data is particularly dangerous, since it may pass along
login credentials to unauthorized persons. In addition to collecting informa-
tion, spyware may interfere with the functionality of the operating system
or Web browser by adding icons to the desktop, opening browser windows
without warning, modifying the user’s home page, adding browser helpers,
changing system settings, or disabling legitimate software.

Spyware is often installed unintentionally by users who think they are install-
ing free games, Web helper tools, screen savers, desktop wallpaper, or other
types of “fun” software that has no place in a secure enterprise.

Botnets

A botnet is a collection of malware-infected computers that are controlled
by an individual referred to as the owner or herder. Individual computers in
the botnet are also called zombies or drones, and the owner controls them
remotely via communication medium such as Internet Relay Chat (IRC).
The owner may have a dedicated IRC server, called the command and con-
trol server, or may take advantage of existing servers. IRC is the preferred
medium because it’s simple to use and largely unregulated.
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Botnets have many malicious purposes, but the most common appear to be
conducting distributed denial-of-service (DDoS) attacks, which render com-
puting resources unavailable by flooding them with communication requests,
and sending unsolicited commercial e-mail, usually referred to as spam.

It is critical to keep bots out of your enterprise, not only because you do not
want your organization’s systems used for illegal activity but also because
there can be a heavy financial impact. Although actual computing hardware
is not damaged, it may take a significant amount of time to bring the infected
computers back to a secure state. In addition, botnet infection leads to a loss
of productivity from network slowdowns that can occur during the initial
infection and afterward as the systems are manipulated by the attacker.

Application vulnerabilities

Malware can take advantages of vulnerabilities in applications caused by soft-
ware flaws (see preceding section). Attackers can also exploit these vulner-
abilities manually. Some common flaws include

v Unsanitized input: Software that fails to validate user input may be
vulnerable to injection attacks, in which malicious code is input and
processed by the server.

v Overly verbose error messages: Any error message seen by the user
should contain only information that user needs to know. It should not
contain debugging information, such as codes, information about the
file structure, or platform information. This information is helpful to
attackers.

1 Defaulting or failing to an insecure state: Applications whose settings
aren’t secure by default may allow unauthorized access to data or func-
tionality in the event of faulty logic or programming errors.

v+ Unlimited resource allocation: Most applications allocate resources in
some fashion and failure to implement limits can lead to denial of ser-
vice. An attacker could establish multiple sessions and use all available
client connections, or an employee could accidentally use all available
disk space by uploading a very large file.

The preceding list is only a tiny sample of possible software flaws. For a more
complete listing, refer to sites such as

1 SANS Top 25 Most Dangerous Software Errors (www.sans.org/top25-
software-errors)

v Open Web Application Security Project Top Ten (www.owasp.org/
index.php/Category: OWASP_Top_Ten_Project)

v Common Weakness Enumeration (www.cwe.mitre.org)
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Directed network attacks

Attackers may attempt to attack the enterprise network directly using tech-
niques such as

v Intercepting unencrypted network traffic

v Scanning the network for open ports in order to identify services

v Forging, or spoofing, IP addresses, in order to appear to come from a
trusted host

v Launching DDoS/DoS attacks

Selecting Appropriate Countermeasures

\\3

Threats and countermeasures have a complicated relationship. Sometimes a
single countermeasure can protect against a variety of threats. Alternatively,
you may need to implement multiple countermeasures in response to one
threat. For example, directed network attacks, such as those mentioned in
the previous section, are countered by applying multiple countermeasures
such as encryption and firewalls, at a minimum.

When planning a security strategy, you may want to consider bundled solu-
tions, as they may be more cost-effective. Buying a single network device that
serves several purposes (such as router, virtual private network, and firewall)
may be less costly than purchasing individual devices, particularly when you
take maintenance contracts and training costs into account.

The countermeasures discussed in this section are basic protections suitable
for most enterprises.

Malware protection

Many anti-malware vendors such as McAfee (www.mcafee.com), Symantec
(www . symantec . com), Trend Micro (www. trendmicro.com), Microsoft
(www.microsoft.com/forefront/), and AVG (www.avg.com) offer solu-
tions that protect against multiple types of malware, including viruses and
worms, Trojans, spyware, and phishing e-mails.

Although you may be tempted or pressured to select low-cost or free stand-
alone antivirus solutions, saving money doesn’t outweigh the benefit of using
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a managed enterprise-level anti-malware solution. Managed solutions allow
you to control update frequency, scanning frequency, and configuration from
a central console. You can easily determine which computers are behind on
malware definition files, and your security staff can receive alerts when mal-
ware is detected within the enterprise.

If a system becomes infected, it is usually safer to reload the system rather
than attempt to clean it, particularly if it is a workstation. Virus removal tools
are not always successful and remnants may remain.

Secure application development

You can address vulnerabilities in vendor software by regularly applying
patches and updates. Evaluate applications developed in-house for vulnera-
bilities using platform-appropriate manual and automated testing techniques
such as penetration testing, vulnerability scanning, manual input validation,
or code analysis.

Data loss prevention

Data loss prevention (DLP) solutions are used to protect data in use, data at
rest, and data in motion. DLP systems can be network-based or host-based.
Network-based solutions are installed at the enterprise’s gateway and moni-
tor all network traffic, searching for any unauthorized transmission of pro-
tected data out of the network, such as by e-mail or over the Web. Host-based
solutions install agents on workstations and servers that identify attempts to
copy protected data to unauthorized devices such as USB drives.

DLP solutions are very useful in organizations that manage valuable propri-
etary data, trade secrets, financial data, health records, or other types of
confidential and mission critical data. In some enterprises, prevention of a
single data breach more than pays for the cost of the DLP system. There are

a number of DLP solutions available and features may vary, but all solutions
require you to identify the data to be protected. This can be a time-consuming
process requiring a great deal of planning and testing before implementation
to ensure that appropriate data is blocked and false positives do not negatively
affect business.

DLP solutions are most effective in a mature enterprise, so you may wish to
hold off on implementing wide-scale DLP until resources are centrally man-
aged (see Chapter 4) and appropriate data storage policies have been imple-
mented (see Chapter 10).
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Encryption

Encryption should be used on confidential or sensitive data such as pass-
word files, medical or financial information, or proprietary business informa-
tion. Employing encryption helps prevent the release of data if computing
equipment is stolen or if unauthorized persons gain access to files. In a nut-
shell, encryption uses an algorithm and a key to transform data from some-
thing readable to something unreadable without the key. A user can encrypt
afile, a folder, or even the entire disk, although full-disk encryption may slow
the computer down noticeably if there are multiple applications open at
once. Some operating systems have their own built-in encryption, and many
third-party solutions are available.

There are two basic types of encryption:

v Symmetric: In symmetric encryption, also known as secret-key encryption,
a single key is used to encrypt and decrypt data. This type of encryp-
tion is popular with home users and in smaller enterprises and there are
some very strong symmetric encryption algorithms available, such as
Advanced Encryption Standard (AES). This algorithm is used widely in
programming and built-in encryption for portable devices such as USB
drives. Other algorithms include Data Encryption Standard (DES), 3-DES,
RC4, and Blowfish.

v Asymmetric: Asymmetric encryption is also referred to as public-key
encryption. In this type of encryption, key pairs are used instead of a
single shared key. These key pairs consist of public and private keys.
The public key is available for general use, while the private key is kept
secure and not revealed. Data encrypted with a public key can only be
decrypted with its companion private key and vice-versa. For example,
if Alice wants to send an encrypted message to Bob, she obtains Bob’s
public key, encrypts the message with it, and sends it to Bob, who
decrypts it with his private key. This is illustrated in Figure 17-1. Bob’s
public key can be openly published without risking compromise of the
encryption, because the public key can only be used to encrypt data. A
separate private key is required for Bob to decrypt the encrypted mes-
sage and retrieve the information Alice sent him.

To prevent man-in-the-middle attacks, in which an attacker intercepts traffic
between Alice and Bob by substituting their public keys for his own, a trusted
third party is used as a certificate authority (CA). The CA verifies the identity
of Alice and Bob by creating digital certificates for them that verify their iden-
tity. In this manner, Alice and Bob can prove their identity to each other and
any attempts by an attacker to inject nonvalidated keys will fail.
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In addition to the approaches already men-
tioned, you may wish to consider the following
encryption strategies:

v~ Secure Sockets Layer (SSL): SSL is used to
encrypt data communications, particularly
over the public Internet. You can use SSLto
provide security for Web traffic, using the
HTTPS protocol, as well as for e-mail and
file transfer. SSL is a widely used example
of hybrid encryption. It uses asymmetric
encryption to establish a session between
the client and the server, and then uses
symmetric encryption to encrypt the data
being transferred.

v~ Digital signatures: Digital signatures use
asymmetric encryption to verify the identity
of the sender of a message and the mes-
sage itself may or may not be encrypted.
Digital signatures can be used on elec-
tronic documents in the same way physical

Using encryption in the enterprise

signatures are used on paper documents.
In addition, digital signatures can also
verify that a message has not been altered
in transmission. Because the encryption
process for the digital signature incorpo-
rates the message, the digital signature is
invalidated if the message changes.

Public-key infrastructure: If you plan to
use encryption throughout the enterprise,
you will want to consider implementing a
public-key infrastructure (PKl). PKI facili-
tates the use of digital certificates and a
PKI system issues, verifies, publishes, and
manages certificates and their associated
keys. Implementing PKI adds both cost and
complexity to the enterprise and requires
extensive planning and research to obtain
the best value and ensure that solutions in
use within the enterprise are compatible
with the PKI solution selected.
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Your organization can act as its own CA for internal communications, includ-
ing internal Web sites, because you can easily push out root certificates to
systems in your enterprise. You should use trusted third-party certificate
authorities — such as VeriSign (www.verisign.com), Thawte (www. thawte.
com), and GoDaddy (www . godaddy . com) — for public-facing servers, however,
because they are already trusted by client software and operating systems.

Although Bob and Alice are commonly used as an example to explain how
public key encryption works, it is more of a teaching tool than a real-world
example. Because asymmetric encryption is slow, it is often used to transmit
symmetric keys so that faster symmetric algorithms can be used to encrypt
the actual data.

For more detailed information on encryption, we recommend Cryptography For
Dummies, by Chey Cobb (Wiley Publishing).

Firewalls

At its most basic, a firewall is a boundary. It can be likened to a medieval
city gate guard or a modern border patrol station in that it controls who or
what passes through it in either direction. Firewalls can be used to protect
an entire network from the public Internet or protect network segments from
each other as well as the Internet. They can be hardware-based or software-
based. Hardware firewalls are network appliances that may also include
other functionality, such as routing, switching, or virtual private networking.
These firewalls can protect the entire enterprise or network segments. You
can install software firewalls on workstations or servers and integrate them
with the operating system.

Figure 17-2 shows a basic firewall protecting an organization’s network. This
firewall resides on the boundary between the private protected network and
the public Internet, and some services may be exposed.

Figure 17-3 illustrates a dual-firewall configuration creating a demilitarized
zone (DMZ) in which a public-facing Web server is segmented from the rest
of the protected private network. In the event that the Web server is compro-
mised, an attacker cannot use it to gain access to the rest of the network.

You should consider layering multiple firewalls to provide additional security
for sensitive data. Using multiple firewalls is a delaying mechanism because
the exploit that worked on the one firewall isn’t likely to work on another,
provided the firewalls use different platforms. This allows intrusion detection
software, if used, more time to detect the unauthorized activity and alert secu-
rity personnel.

Some common types of firewalls are explained in the following sections.
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Packet-filtering firewalls
Packets can be filtered in two ways:

1 Stateless: In stateless packet filtering, the firewall simply analyzes the
packet based on the current rule set and either denies or allows the
packet access to the network. Because it operates in such a simple way,
there is little overhead and packets are analyzed at high rates of speed.

www.it-ebooks.info


http://www.it-ebooks.info/

256 Part VI: Protecting the Enterprise

Unfortunately, it does not maintain session state, which means that it
does not associate inbound and outbound traffic.

This type of packet filtering is useful for controlling network access. For
example, the firewall could block incoming traffic on port 80, thereby
making sure that any development Web servers in their default con-
figuration were not accessible from outside the local network. It could
block all ICMP traffic, preventing anyone from outside the network from
pinging machines inside the network, or it could block all traffic from

a particular IP address or network. It can also be used to keep network
users from contacting particular networks or types of servers, such as
FTP servers using port 21.

v~ Stateful: In stateful packet filtering, the session state of network com-
munication is maintained. The firewall analyzes inbound and outbound
traffic to make sure that packets entering the network were originally
requested from inside the network, as well as making sure that they
follow the defined rules.

This type of packet filtering is useful to protect against Trojans or other
types of malicious attacks that may be successful in getting around the
stateless packet filter and be caught only because a computer inside the
network did not request the packets.

Content-filtering firewalls

Firewalls are also capable of performing content filtering. Typically, content
filtering is performed in order to block access to undesirable or unauthorized
Web sites and is managed by linking the firewall to an external rules server
that contains the list of blocked addresses or keywords or by downloading
these lists and rules to the firewall. A company may choose to block access
to pornographic Web sites, sites that offer illegal music or video downloads,
gambling sites, or others deemed inappropriate for work.

Intrusion detection and prevention

An intrusion detection system (IDS) identifies attempts to circumvent secu-
rity controls. IDS is a passive technology that does not attempt to block
intrusion. It merely identifies and reports it. With regard to information
technology, there are two main types of IDS: network-based and host-based.
Network IDS monitors network traffic and examines packets for suspicious
activity, while Host IDS limits its monitoring and alerting to a specific device,
such as a workstation or server. An intrusion prevention system (IPS) reacts
to detected attempts at intrusion and seeks to prevent them, typically by ter-
minating the source connection.
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Examples of IDS and IPS solutions include

v GFI Events Manager (www.gfi.com/eventsmanager)

v HP TippingPoint (www . tippingpoint . com)

v McAfee Host Intrusion Prevention (www.mcafee . com)

v Open Source Hot-based Intrusion Detection System (www.ossec.net)
v Snort (www . snort.org)

v Tripwire (www. tripwire.com)

In addition to identifying intrusions from external sources, IDS can be used
to detect intrusions from internal sources. In this way, you can use IDS as an
internal auditing tool to identify employees who are violating security poli-
cies by attaching unauthorized devices to the network or running prohibited
software. IDS can also be used to identify malware-infected systems.

Network address translation

Network address translation (NAT) is a process by which computers and
other devices on a network are assigned private IP addresses that are not vis-
ible outside the network. They will not resolve over public networks and will
be dropped by routers. Internal IP addresses are usually special unregistered
addresses specifically set aside for private networks. These address ranges are

v 10.0.0.0-10.255.255.255
v 172.16.0.0-172.31.255.255
¥ 192.168.0.0-192.168.255.255

The router that provides NAT service presents public (or outside) IP addresses
to the external network and translates them to the proper internal IP addresses
during communication. It does so by changing the IP address in the packet
header so the transmission appears to be coming from the external address,
not the internal address. This process is illustrated in Figure 17-4, in which

a group of privately addressed workstations share a single public routable
address. The NAT device manages outgoing sessions, returning response pack-
ets to the proper workstation.

NAT does not protect internal systems from internal users who are also on the

same private network. If this type of protection is desired, separate private
networks must be configured.
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f Private Address Space )
192.168.0.101
130.5.5.25 192.168.0.1 192.168.0.102
The Internet NAT Bridge
|
192.168.0.103
Figure 17-4:
An example
of NAT.
| )

Static and dynamic NAT
There are two types of NAT:

v~ Static: In static NAT, internal IP addresses can be mapped to external
[P addresses. This is performed on a one-to-one basis, so if 10 internal
computers need to communicate with an external network, 10 external
[P addresses must be available.

Static NAT is useful if internal resources, such as Web or e-mail servers,
need to be accessed by external users.

v Dynamic: In dynamic NAT, internal IP addresses are mapped to a pool of
external IP addresses. The mapping is also one-to-one, but the mappings
are not reserved. Any internal computer can use any available address
in the pool.

Dynamic NAT is useful in that it provides additional security (by obscu-
rity) because an internal system may not always present the same exter-
nal [P address.

The main advantage of NAT in general is that it hides the IP addresses of
internal devices, such as servers, computers, printers, and switches, from
outside attackers. Even if an outside attacker were to discover the private
address of an internal device, that address would not be routed properly
across a public network. Also, dynamic NAT can reduce costs by limiting the
number of public IP addresses that must be leased from an Internet service
provider (ISP).

In static NAT, every internal node that needs to access resources outside the
internal network, such as the Internet, must have a corresponding external
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address. In dynamic NAT, fewer external addresses are needed, reducing
the cost as mentioned previously; however, if there are only 10 external
addresses, only 10 internal nodes can access external resources at any
given time.

Benefits and drawbacks of NAT

As already mentioned, the primary benefits of NAT are extending the avail-
able range of IP addresses and hiding internal IP addresses from the outside
world. Before considering implementing NAT in the enterprise, you should be
aware of the drawbacks, some of which include the following:

v NAT may interfere with applications that require end-to-end connectiv-
ity, such as File Transfer Protocol (FTP) and similar applications.

v When used with high bandwidth solutions such as videoconferencing,
the NAT device may create a bottleneck, causing performance to suffer.

v NAT increases complexity in the network (see Chapter 4 for complica-
tions of complexity).

You may find after examination, as many organizations do, that the benefits
of NAT outweigh the drawbacks, at least in certain scenarios. Even if you do
not wish to employ NAT across the enterprise, you may choose to employ it
for certain specific purposes such as setting up test networks or temporary
training areas or creating a secure “nursery” in which to load systems.

Port address translation

Port address translation (PAT) is a type of
dynamic NAT that allows the network to pres-
ent a single IP address beyond the enterprise by
assigning a different port number to each internal
node that accesses external resources. It does
this by taking advantage of multiplexing, a TCP/IP
feature that allows for concurrent connections
using multiple ports. The router running the NAT
service maps internal IP addresses to port num-
bers in its address table and each internal node
keeps the same port number for the duration of
the connection with the external system.

PAT can be used to extend the number of avail-
able IP addresses on an as-needed basis. For
example, if an organization with only 5 available

IP addresses needs to set up 20 computers all
needing network access for a week-long train-
ing session, it could put those 20 computers on a
switch behind a NAT device. Also, PAT devices
are particularly useful when loading new sys-
tems. New machines can be loaded behind
them fairly safely and not brought out into the
main network until they are fully secured.

PAT does have its disadvantages, however.
Because only one IP address is visible exter-
nally, two public Web servers both operating
on port 80 could not be placed behind the PAT
device because the PAT device could only
route port 80 to one server. In this type of sce-
nario, static NAT would be more appropriate.
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Network monitoring

Network monitoring is important to measuring overall network health, which
is relevant to both network operations and security. Poor performance can
indicate a technical problem, such as failing or misconfigured hardware, or a
security problem, such as a denial of service attack.

Examples of network monitoring solutions include

v Big Brother (www.bb4 . com)

1 Cisco Network Management (www.cisco.com)
v Nagios (www.nagios.org)

v Spiceworks (www . spiceworks.com)

v What’s Up Gold (www.whatsupgold.com)

Please note that this is a very small sample list of network monitoring solutions
and that there are many commercial and open source solutions available.
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Planning Business Continuity
and Disaster Recovery

In This Chapter

Knowing the difference between continuity and disaster planning

Creating a business continuity strategy
Planning for recovery from disaster
Choosing a backup business location

Keeping the lines of communication open during a crisis

A key subject throughout this book is how to align information technol-
ogy with business objectives. Many of the solutions that you will imple-
ment will have a significant effect on business processes and may even create
new ones. Changes in business processes and their accompanying technolog-
ical solutions can antiquate your organization’s established business continu-
ity and/or disaster recovery plans, requiring regular testing and revision.

This chapter explores your role in business continuity and disaster recovery
planning, which should include not only information technology personnel,
but also key representatives from all other business elements in the organi-
zation. You need to remember that the resulting plan is not a goal, achieved
and then never reviewed. It will be a living document and a constant chal-
lenge as you move forward with enterprise architectural projects and tech-
nology modernization practices.

Defining Business Continuity
and Disaster Recovery

Planning for recovery operations includes two different aspects: disaster
recovery and business continuity (also called continuity of operations).
Disaster recovery (DR) involves the recovery of lost capabilities, often through
outright replacement in the event of disasters, such as fire or flooding.
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Business continuity provisions address strategies necessary to keep the
organization in operation during times of difficulty — whether physical, as
during a hurricane, or purely electronic, as with an extended denial of service
attack. Both recovery efforts require a prior risk assessment that identifies
elements of the network enterprise and their relative value to operations so
that the most critical systems are recovered in the most effective order (such
as authentication, followed by collaboration systems or community notifica-
tion Web sites followed by authentication services).

Planning for recovery is useless without communicating policies throughout
the organization and testing recovery plans on a regular basis to ensure that
staff members are skilled at their assigned tasks and that backup practices
produce effective recovery alternatives.

Some disasters, such as Hurricane Katrina, are so widespread that they overcome
even the best planning, necessitating changes to recovery planning that must be
communicated across the workforce through a mechanism outside of the afflicted
zone. Without careful planning, implementation, maintenance, and communication
of alternative means to connect with coworkers, a relatively simple recovery pro-
cess can fall into chaos at the smallest deviation from the original plan.

Keeping Vour Business in Business:
Continuity Planning

Because business continuity planning affects technology as well as business
processes, you, as an IT architect, are likely to participate in the creation and
maintenance of your organization’s plan. The degree of your participation
depends on your organization’s internal workings, but it is critical that you
have a seat at the table. You should have a very clear understanding of how
the changes you have made will affect business processes, and your knowl-
edge is essential to conducting two critical elements of continuity planning:
the business impact analysis (BIA) and the risk assessment, which are cov-
ered in the following sections.

Participating in a business
impact analysis

BIA is conducted to identify critical business processes and determine the
impact of any disruption to them. It is important to remember that BIA is per-
formed on business processes, not on applications or servers. While there is
certainly an effect if the e-mail server, database server, or customer relations
management application is down, that impact exists only because it inter-
feres with a business process.
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Because BIA is driven by business processes, executive and management sup-
port is critical. More than likely, you will not be conducting a BIA yourself, but
you will participate in the process as a technical resource. You will be asked to
identify any IT resources that support critical business processes. These assets
can be internal to the organization, such as resources residing in the data
center, or external, such as data feeds from partners or other outside entities.

When performing a BIA, it’s helpful to think in terms of fixed periods of time
and determine the consequences of a resource loss in time periods such as
one hour, one day, two days, five days, one week, and two weeks. It is impor-
tant to ensure that all resources are analyzed using the same periods of time
so that their impact may be compared. This will help to decide the recovery
priority. Unless it’s dictated by technical requirements, such as ensuring that
directory services are restored prior to any solutions that require login, prior-
ity will be determined by business needs.

You may also be asked to assist in determining the recovery point objective
(RPO) and recovery time objective (RTO) of specific information resources.

Recovery point objective

The recovery point objective is the point in time to which data should be
restored following an incident. It is, quite simply, a determination of how
much data your organization can afford to lose. This number is going to be
based on the criticality of the business process that the data supports and
should align closely with your backup schedule. If the RPO is one business
day, then daily backups are required. On the other hand, if the RPO is four
hours, then backups must be conducted more frequently.

For particularly critical business processes, such as financial trades or high-
volume online retail sales, the RPO is likely to be the point of failure. In this
scenario, data must be restored to the point at which the failure occurred.

You can achieve this RPO with backups alone. It requires a highly resilient and
redundant architecture. Chapter 18 discusses backup strategies.

You need to know if your organization has any point-of-failure RPOs when
planning the realignment because that information will play a major factor
in data center consolidation efforts (see Chapter 4) and data storage policy
development (see Chapter 10).

Recovery time objective

The recovery time objective is the length of time in which a business process
can be down before unacceptable consequences occur. Consequences vary,
based on the organization and the business process, but can include contract
violations, noncompliance issues, fines, penalties, loss of sales, loss of com-
petitive advantages, loss of trust, and negative publicity. In certain industries,
consequences may also include harm (including loss of life) to personnel or
the general public.
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RTO is an objective, not a mandate, and it may not always be possible to meet
the desired RTO. It is not always essential that a process be restored to full
functionality within the RTO. It may be appropriate in planning to meet RTO
by invoking manual workarounds for other operational elements or providing
areduced level of service, as long as an appropriate level of business function-
ality has been restored.

Participating in risk assessment

Business continuity planning also includes identification of risk. Risk assess-
ments are performed on critical information technology to determine the
probability of loss or disruption and as part of recovery strategy development.

If your organization has dedicated or contracted risk management personnel,
you are likely to be a participant in the risk assessment process. If not, you may
be responsible for completing the risk assessment. Regardless, it is important
that you understand at least the basic concepts, which I discuss in Chapter 6.

Preparing a Recovery Plan

A\\J

As an enterprise architect, you will take a key role in disaster recovery plan-
ning (DRP) and business continuity planning (BCP), as many logistical and
control functions within an organization are technical in nature. DRP and
BCP, in a nutshell, involve the preparation that is necessary to recover or
continue information technology resources supporting the critical business
processes identified in the BIA.

The complete process is beyond the scope of this book, so if you don’t have
experience with disaster recovery planning, | recommend IT Disaster Recovery
Planning For Dummies, by Peter Gregory, CISA, CISSP, and Philip Jan Rothstein
(Wiley Publishing).

Developing scenarios

Changes to technology will also involve changes to the scenarios in your DR and
BCP plans. Scenarios are used to ensure that recovery strategies cover all disas-
ters that are likely to occur. Scenarios should include short-, medium-, and long-
term outages and range from restoration of an individual service or server to a
regional disaster requiring evacuation of the facility. Sample scenarios include

v Loss of an individual server

v Failure of power or environmental controls
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v Loss of the data center
v Loss of key IT personnel
v Loss of access to the information systems facility

v~ Significant weather event (such as a hurricane or flood) resulting in
evacuation

v Terrorist attack

v Outbreak of a pandemic (see the nearby sidebar “Planning for a
pandemic”)

Incorporating virtualization strategies

Virtualization strategies (see Chapter 13) play a key role in business continuity
and disaster recovery planning. Because virtualized systems are nothing more
than a set of files interpreted by the host, they can be easily moved with operat-
ing system, settings, and applications intact. The hypervisor (an element of the

virtualization host software that allocates resources to each virtual machine)
provides a generic environment for the virtualized systems, meaning that it is
not necessary to obtain identical equipment for the disaster recovery site.

Planning for a pandemic

Unlike natural catastrophes in which person-
nel are evacuated, disasters such disease and
chemical or biological contamination may pre-
vent your personnel from leaving their homes
or traveling. Planning for large-scale pandem-
ics will involve extending resources from the
business location to users at home. Recent
concerns over avian flu (H5N1) and swine flu
(HIN1) have caused many organizations to
implement pandemic plans.

The mobile strategies presented in Chapter 12
may need to be leveraged to a far larger por-
tion of the user base than for normal day-to-
day operations. Planning for greater bandwidth
consumption at the server end, as well as
intermittent or limited connectivity on the user
side, will affect the efficiency of telecommut-
ing employees. It is important to stress-test the

infrastructure and to train users in proper prac-
tices for operating in this environment.

Although unpleasant to consider, pandemic
planning must also take into account continu-
ity of operations in the event that a significant
portion of the workforce is incapacitated or
deceased. Administrative credentials as well as
operational knowledge must be preserved in a
way that can be transferred in an environment
where travel may be restricted and the facility
physically unavailable. Cross-training and pass-
word escrow services may aid this process. It
may also be helpful to identify non-IT employ-
ees with technical skills in the event that those
skills become necessary. Potential IT personnel
may be found in the internal audit department or
business units that may contain employees with
degrees in Management Information Systems.
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Figure 18-1:
Virtualization
in business
continuity/
disaster
recovery
operations.
|

You can use older systems or those with lesser capacity with the original
virtualized systems distributed according to capacity, hosting resources, and
business requirements. Systems that you’ve removed from service during con-
solidation efforts (see Chapter 4) and retained can continue to provide value
by serving as alternative-site recovery platforms — a more cost-effective solu-
tion than trying to maintain identical new equipment in both operational and
recovery sites. It is also significantly less expensive than attempting to obtain
replacement hardware of a particular type on short notice.

Figure 18-1 illustrates this capability, including the use of external hosting
providers, provided that the same hypervisor is used and limited customiza-
tion of the virtualization host has been performed.
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In a pinch, an organization’s virtualized systems could be restarted for limited
use on very underpowered hardware purchased over the counter when even
the planned backup site is unavailable. Response time will degrade, but busi-
ness can continue in the face of failure in the primary and backup sites provided
that the backup and hosting application media are available and sufficient
equipment can be acquired. Name service changes may also be necessary to
redirect browsers to new IP addressing in the alternative location, which can
delay access for users whose local ISPs have cached the old contact details.

Testing the plan

Testing is an important part of disaster recovery planning to ensure that a
working plan will be used in the event of a disaster. Changes to the enterprise
may also affect the plan’s testing procedures, particularly those changes
involving application integration and consolidation.

Following are a few standard testing methodologies:

v Walkthrough, checklist, and simulation: Walkthrough, checklist, and
simulation testing do not affect normal business operations because pro-
duction information systems are not involved. These methodologies entail
reviewing and discussing the plan, making sure all steps are present, and
simulating various types of disasters. In simulation testing, vendors and
other external personnel may be contacted and alternative sites tested.

v~ Full interruption: Full interruption testing involves moving operations
into disaster recovery mode, using production data and personnel. This
type of testing has the potential to significantly disrupt business, is time
consuming, and may be costly. Prior to integration, full interruption test-
ing may have been used for specific services such as e-mail or Web, or for
specific business units. Post integration, this type of testing may not be
possible or practical, or may carry too much risk to your organization’s
operations.

Updating the plan

All disaster recovery plans should have provisions for maintenance, which
includes a review and update schedule. Because enterprise architecture
realignment can produce significant changes, it will be necessary to update
the disaster recovery plan with these changes when they occur, even if it
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is outside the normal schedule. Some of the things that should trigger an
update include

v Changes in hardware platforms, such as from standardization initiatives
(see Chapters 3 and 4)

1 Retirement of legacy applications or hardware
v Implementation of technologies using virtualization (see Chapter 13)

v Implementation of new collaboration solutions, such as groupware and
portals (see Chapter 8)

Every time you implement a significant change to the enterprise, there is
always the possibility that the project will not go as planned, and you will
need to invoke the disaster recovery plan to roll back the changes by institut-
ing recovery procedures. As such, it is in your best interest to ensure that the
disaster recovery plan is up-to-date.

Using Alternative Sites

As the realignment progresses, you may find it beneficial to investigate the
use of alternative sites. Whether your organization needs an alternative site
depends on business need, the nature of the enterprise, and available funds.
If your organization has regional offices, for example, it may be prudent for
operations to move to an office in a location not directly affected by the
disaster. Options for alternative sites are discussed in the following sections.

Selecting the right type of site

In addition to identifying secure locations outside of areas vulnerable to
other disasters (or even similar ones), the enterprise architect should ensure
any alternative site has a low rate of service interruption for power, water,
and network service. There are three main types of alternative sites: cold,
hot, and warm. The type of site that you select depends on RPO, RTO, and
available funds. Generally speaking, the faster operations must be restored,
the more expensive restoration will be.

v Cold site: A cold site is little more than an available location with basic
infrastructure such as power and phone, which may or may not have
network connectivity. It has no computers, servers, telecommunications
lines and equipment, or even furniture.
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A cold site is the cheapest form of alternative site; however, it takes the
most effort to be brought to a functional state. This type of site should
be used for longer RTOs, such as days or weeks. Even with advanced
preparations, it will take some time to acquire or configure the neces-
sary computing hardware and restore your data from backups.

v Hot site: A hot site is a fully functional alternative site that can be ready
to take over operations immediately or shortly thereafter. In addition to
power and phone, this site has all necessary computing hardware and
software, as well as data and telecommunications networks and equip-
ment. Everything is fully configured, and data should be either current
or recent. How often data is replicated to the hot site should be based
on a combination of RPO and RTO.

A hot site is the most expensive form of alternative site, but the cost
may be justified for critical or high-risk business processes. This type of
site should be used when business must be resumed quickly.

v Warm site: A warm site falls somewhere between a cold site and a hot
site. In addition to power and phone, this type of site generally has the
necessary computing hardware, as well as data and telecommunications
networks and equipment, to restore operations fairly quickly, but this
equipment may or may not be configured. In addition, data will have to
be restored from backups.

The cost of this type of site falls between that of cold and hot sites, as
does recovery time, which can range from hours to days.

Managing the alternative site

You have the option of managing your own alternative site or outsourcing
that function. Although managing the site yourself offers you more control, it
burdens your organization with additional cost and time.

If your organization does not possess alternative facilities under its control
that meet the qualifications for a disaster recovery site, it’s usually easier to
contract this function with an established disaster recovery vendor. Vendors
can generally offer hot, warm, or cold site recovery options at a reduced cost
because cost for the facility and infrastructure is spread out among many
customers.

When outsourcing, consider elements such as bandwidth and power, service

level agreements, availability of facility personnel, and whether equipment is
shared or dedicated.
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Regardless of whether you manage your own recovery site or outsource it,
the location of the site is critical. The site should be remote enough that it
would not be affected by the same disaster as the primary site. If your orga-
nization’s primary site is at risk of disruption due to certain weather events,
such as hurricanes, it may be necessary for your recovery site to be in a com-
pletely different geographic region.

You should also consider the logistics of moving personnel to the disaster
recovery facility. Transportation, housing, and basic amenities will be neces-
sary for key business and technical personnel. You cannot simply assume
there will be adequate hotel space during a large-scale disaster.

Communicating During a Disaster

After Hurricane Katrina, one of the first problems that businesses encoun-
tered was difficulty communicating with dispersed personnel. Once outside
the area lacking access to the Internet, many individuals attempted to con-
tact supervisors or coworkers, but because their companies’ servers were
still in the affected area, communication was difficult. E-mail was not relayed
in a timely manner, if at all, and personnel were unable to determine current
contact information.

Even businesses with detailed continuity and recovery plans found that key
personnel had been redirected to different locations by evacuation authori-
ties, while others found themselves in shelters and other facilities with
limited access to Internet and even cell service in some cases. Coordinating
personnel in possession of backup media with personnel responsible for per-
forming restoration posed many challenges.

The preceding scenario is a good illustration of how even good plans can
go awry when emergency communication isn’t planned. This planning may
include advance arrangements for

v A Web site hosted by a third-party vendor that facilitates threaded dis-
cussions and file exchange. This site isn’t the recovery site, but rather
a simple communications point of contact. You should develop it using
the simplest methods possible. This site must be

® Accessible by personally owned cell phones, smartphones, lap-
tops, and other devices.

¢ Secured with technologies, such as SSL, that do not require the
installation of special software.
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) Businesses located in areas subject to disasters, such as those along

coastlines, along geopolitical borders, or in areas of geological instability,
should contract with a third-party vendor well outside their own area.

v Travel arrangements for key personnel to alternate sites or satellite
offices, if available.

v Two-way radios that can be issued to key personnel in the event that
cellphone communication isn’t possible. Extra batteries are a must.

QNING/ Avoid using any development technologies that are dependent on specific
Ny browsers or plugins and optimize graphics and files for low-bandwidth connec-
tions. Plain text is a perfectly acceptable means of communication. The site is
not meant to be pretty; it is meant to serve as a starting point for recovery.

Users should be trained in access procedures for the site as part of their
regular security awareness training. This site should be activated during
disaster recovery testing and during a disaster, but should remain inactive
and secure until needed.
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The Part of Tens
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In this part . . .

very For Dummies book ends with The Part of Tens,

which provides useful information in easy-to-digest
lists of ten. In this book, we include a list of ten challenges
you are likely to face when trying to architect an existing
enterprise and ten low-hanging fruit opportunities that
may provide both a quick return on investment and
obvious improvements to the enterprise.
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Ten Challenges for Redesigning
an Existing Enterprise

In This Chapter

Getting executive support
Dealing with change

Overcoming other common issues

n this book, we identify numerous areas for enterprise realignment, which
can provide many benefits from economic efficiency to enhanced data
sharing. These changes don’t come without cost, even if it is only that isolated
IT shops may have to learn to work with others. If you're charged with realign-

ment of an existing enterprise, here are ten challenges that you may face.

Dealing with Lack of Executive Support

One of the most soul-crushing situations is to finally be assigned the respon-
sibility for re-architecting the enterprise, only to discover that you don’t have
the authority to make this redesign happen. This situation can easily happen
in enterprises that lack cohesive IT governance, where projects are sponsored,
approved, and implemented without support for enterprise-wide completion.

Anytime the CIO doesn’t have a seat at the table of the executive organizational
governing body, it’s all too easy to develop strategies for efficiency, cost savings,
and improved service only to encounter opposition from local, controlling IT
managers with their own revenue streams who simply refuse to participate
without a mandate.

Enterprise architecture must be a component of organizational strategic plan-
ning and supported by executive-level mandates, or it will fail. Negotiated
solutions and opt-in at will strategies create greater complexity, reinforce
existing silos, and complicate attempts to achieve economies of scale.
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One way to gain executive support is to tie new initiatives to cost savings and
perceived value. Communication of strategies, policies, and opportunities with
executive staff play a key role in achieving success, as discussed in Chapters 2
and 17.

Handling Opposition to Change
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Many technologists, as well as end users, resist change with the stubborn-
ness of a mule. No amount of new features, bells and whistles, or improved
efficiencies will persuade them that adopting change is a good thing.
Technologists tend to defend solutions within their comfort zone and past
technology decisions with all the passion of a mother bear defending her
cubs. End users may scream when even the slightest change is made to their
desktop background or the Web site’s color scheme.

Communication, education, and demonstrations can help these individuals
adapt to new technologies and the opportunities they present. After read-
ing about the new technologies in the monthly newsletter, for example,
these users may find some of the “new” worn off by the time the technology
appears on their desktop.

Remember, as mentioned in Chapter 4, communication is critical.

Deciding on a Platform: Open Source
versus Closed Source/Commercial

Off-the-Shelf

If the organization is running both open source and closed source/commercial
off-the-shelf software, trying to implement any kind of platform standardization
is going to be a major challenge. While opposition to change is to be expected,
people seem to be particularly passionate about open source versus commer-
cial, and the proponents of each always seem to be able to spout off a myriad
of reasons why their choice is better.

Realistically, you need to evaluate the use of both open and closed source
software within your enterprise and determine which is best based on func-
tionality and value and which best supports critical business processes. A
product that is familiar and easy to use by the client base is generally going
to be better than a really nifty equivalent that requires learning before use.
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Platform standards must align with strategic business goals.

Chapter 3 looks at benefits and drawbacks of both open source and closed
source software and may assist you with determining which is most appro-
priate for your enterprise.

Eliminating Resource Silos
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Perhaps the most difficult issue in the enterprise revolves around the concept
of personal ownership or proprietary control over technologies. While users
easily accept a new telephone or a new water cooler, they become rabidly pro-
tective of their computers, printers, scanners, or other technical devices when
confronted with policies that may change, remove, or alter their use.

Technical staff members may exhibit a near-religious fervor when asked to
examine a solution that doesn't fit with their “One True Way.” Loss of admin-
istrative autonomy may also be strenuously resisted, complicating consoli-
dation efforts. To the typical system administrator, loss of administrative
privilege translates to demotion.

As with many other tasks, communication is the key. Administrators must
feel that their perspectives, skills, and knowledge have been taken into
account when developing larger strategies. Users must be assured that
changes won’t prevent them from performing their tasks. Implementers must
be given clear guidelines and policies to work from.

Chapter 4 provides guidance on standardization and consolidation practices
that should result in elimination of resource silos.

Integrating Legacy Systems

3

Few architects are presented with a blank canvas, able to create the enter-
prise entirely from scratch. Legacy, outdated, unsupported, and sometimes
unknown technologies within the enterprise are major challenges to inte-
gration. Proprietary protocols, embedded operating systems unable to be
updated, and end-of-life software may all be found in an existing enterprise.

One way to address the continued use of legacy systems and protocols involves
employing Service Oriented Architecture practices, as discussed in Chapter 11.
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On a related note, loss of source code behind compiled applications in pro-
duction can become troublesome when faced not only with integration, but
with the need to change or update functionality. Changes or updates become
particularly difficult when the original authors are no longer available to
serve as a reference for what the application should be doing.

When Change Doesn’t
Happen Fast Enough

In contrast to users who stubbornly oppose all change, you may also encoun-
ter a small group of highly vocal users who constantly want to employ the
latest, greatest, and most interesting technologies. These tech-savvy users
will often ask for new and wonderful devices before your technical staff has
even heard of them.

Nothing is ever good enough for these users, who seek the bleeding edge of
technology — the newest, fastest, and most powerful computing resources —
even if their only use is reading e-mail and browsing the Web. They demand
regular upgrades, the most recent hardware, and continued replacement as
matter of course.

You can address this incessant demand for the best and newest of everything
by standardization enterprise-wide and communication of the advantages
and cost-efficiencies gained as a result. As discussed in Chapter 16, imple-
menting a regular hardware replacement cycle may also address this prob-
lem. When nobody has the bigger and better machine, then these users’ need
to be at the leading edge can be tempered.

Maintaining Compliance
throughout the Process

The modern enterprise is surrounded by a vast and complex set of regulatory
and legal mandates, as discussed in Chapter 6. Because the act of change
involves movement from a known state to a new state, transitional practices
may create conflicts with these mandates. During a server consolidation
project, data may be housed on temporary shared servers even when regula-
tory guidelines mandate a separation. When transitioning from one operating
system standard to another, logging requirements may become difficult to
sustain for users working in both environments.
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Thorough documentation of all mandates, together with a risk assessment of
the realignment project, will help you identify problem areas and potential
conflicts and may present solutions. Solutions should be identified for each
problem before project implementation and management should always be
made aware of any action that might result in noncompliance.

Dealing with Separate Revenue Streams

In any enterprise larger than a mom-and-pop single facility location, individual
revenue streams will be used to procure updates and new technologies. When
consolidating enterprise resources, you must remember to identify the source
of funds for licensing, equipment, and service support in order to ensure that

any constraints on each revenue stream are included in the planning process.

Strategies to obtain economies of scale (see Chapter 4) often involve aggre-
gating purchasing previously conducted at the individual business unit level,
requiring contributions toward the mass purchase. Clear communication
with purchasing agents and accounting staff will aid in the process of funding
the new consolidated purchase.

Supporting Personally Owned Equipment

Where once computers existed as large monolithic devices kept in cold
rooms and supported by a staff of highly trained technicians, computing
devices are now readily available in many forms. The proliferation of tech-
nologies that may integrate with the enterprise will present you with a signifi-
cant challenge to long-term planning. New technologies may sell millions of
devices in the first month of availability and cause users to expect immediate
integration of their new devices with their business functions.

Keep an eye out for new technologies and obtain examples of popular devices
so that your support staff can develop a familiarity as quickly as possible,
before user support calls start rolling in. Rapid evolution and turnover in tech-
nology is particularly evident with mobile devices, as covered in Chapter 12.

Alternatively, it may be necessary to develop policies and mechanisms for
communicating with users when some devices simply cannot be (or should
not be) integrated into the enterprise. Many enterprises are opting to provide
a fixed stipend for mobile devices used in part for organizational purposes

so that they can avoid the capital expense for devices and accessories or the
widely variable monthly costs of data and use plans. This strategy avoids the
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need for users to carry multiple devices in order to separate business use
and personal use functions and allows users to update their personal tech-
nology as per their personal mobile service contracts without having to wait
on an organizational tech refresh.

Know Vour Limits

The complexity of a modern enterprise network may well exceed your knowl-
edge and skills. While it’s critical that you continually expand your skill set,
there may come a time when additional expertise is absolutely necessary in
order to conduct a new project. Too many technologists feel that bringing

in additional expertise translates into admitting defeat. It is important to
know your own limitations, but also to keep in mind that expertise is simply
aresource, and bringing in external help does not constitute a loss of power.
Although the IT Enterprise Architect’s functions align closely with those of a
business leader, the architect must be deeply experienced in a wide range of
technologies in order to understand their application within the enterprise,
together with their interdependence and impact on other solutions in use or
planned for use. This skill requires constant update to enable the inclusion of
emergent solutions and evolved versions of older technologies. A pure busi-
ness leader or project management leader

v Can’t effectively address technical concerns that will be raised in oppo-
sition to changes.

v Can’t plan effectively for second- and higher-order opportunities and
interoperability challenges.

v Can’t lead or drive the evolution of the enterprise unless they also pos-
sess updated technical skills and an understanding of current systems
and services in the enterprise.

Business leaders without personal technical skills can’t communicate effec-
tively and authoritatively with implementation staff, data resource planners,
and application development architects responsible for implementing new
enterprise architecture projects.

Technical, leadership, and communication skills are mandatory for effective

enterprise realignment (see Chapters 1 and 2). The best plans can still fail if
any of these is entirely lacking.
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Ten “Low-Hanging Fruit”
Opportunities

In This Chapter

Reducing and consolidating extra resources
Taking advantage of technology with updates, upgrades, and more

Thinking green to save money

Elterprise architectural projects encounter many obstacles, from lack
of support to long implementation cycles. Beginning an enterprise-wide
architectural project portfolio is a time-consuming and difficult process,
which must find a way to prove its worth as early as possible.

In this chapter, we identify a few of the enterprise strategies that can provide
arapid return on investment. These ten “low-hanging fruit” opportunities
may present themselves during an enterprise architecture project.

Eliminate Resource Silos

Perhaps not the “lowest-hanging fruit” possible, eliminating resource silos
and breaking down barriers between elements of your extended enterprise
will provide the greatest payout by making many other projects possible.
Although technical administrators may fight tooth and nail to retain control
over “their” silos, each segment of the network is a barrier to efficiency and
service advancement.

Silos prevent effective resource sharing, isolate both services and technical
support, and create costly undesirable redundancies. By starting this proj-
ect early, you’ll be able to better implement any later changes and policies
enterprise-wide.
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Standardize the Workstation Environment

QNG

Take a look at the workstations in your enterprise. If a clear majority of them
have the same operating system, you may find it fairly easy to standardize
your workstation environment. Likewise, if a majority of users are already
using one particular office productivity suite, such as Microsoft Office or Star
Office, then standardization on that suite may also be a fairly simple decision.
The same logic applies to other applications, such as utilities, browser plug-
ins, and document viewers.

The more you can standardize your workstation environment, the more you can

v Improve the efficiency of help desk personnel by allowing them to focus
skills on fewer products.

1 Improve your security posture, because it is easier to secure a large
number of similarly configured workstations than large numbers of dis-
similar workstations.

v Reduce costs by taking advantage of economy of scale with regard to
software licensing.

Don’t try for 100 percent compliance right off the bat; 80 percent (or as
close as you can get) is a good target to aim for at the start. You're likely
to encounter some legitimate exceptions, and enterprise planning must
allow for them wherever possible.

Create a Centralized Data Center

If your organization doesn’t already have a centralized data center, you may
want to tackle this project fairly early in the realignment process. If you

have no data center, there will be a number of information technology silos
in the organization under the control of various business units; even if your
organization is not ready to consolidate functionality, moving all the server
hardware into a centralized facility is a good first step. This project can be
considered low-hanging fruit if you already have a suitable location that just
needs modifications or if your enterprise is fairly small and can make do with
a server room instead of a data center.

You can find guidance for facility planning in Chapter 4.
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Consolidate Resources Already
Within the Data Center

If your organization is fortunate to already have a centralized data center (see
preceding section), you may be able to achieve quick success by simply consoli-
dating resources already within the data center. The most likely complaint —
not wanting to relinquish control over the physical machine — is unlikely to rear
its ugly head, and you should have little opposition to consolidating redundant
servers already in the central data center.

A reduction in the number of physical servers leads to decreased complexity,
reduced operating costs, and possibly lower licensing costs. Consider cutting
the number of redundant similar servers. For example, if you have multiple
servers running the same database solution, such as Microsoft SQL Server or
MySQL, it may be a fairly straightforward task to reduce the number of data-
base servers. You should also consider implementing virtualization, which we
discuss in greater detail further down in the list and in detail in Chapter 13.

Even if new hardware needs to be purchased, you're still likely to get a fairly
quick return on investment. Remember that any machines removed from ser-
vice can be used in a test environment or to implement desired redundancy,
as discussed in Chapter 4.

Implement Automated Update/Patch
Management Solutions

If they’re not already in place, implementing automated software update and
patch management solutions will improve the security of your enterprise and
free up technical staff for more useful projects.

Most operating systems have some type of automated patch management
system. Following are some examples for common operating systems:

»* You can manage Microsoft updates for both servers and workstations
using Windows Server Update Services (WSUS) or the more robust
System Center Configuration Manager (SCCM), which you can also
use to update third-party products as well as Microsoft-specific tech-
nologies. Employing this solution involves setting up a server to run
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the WSUS service, turning on automated updates on the computers

and pointing them at your WSUS server. Instead of having to patch

all machines individually, technical staff can review updates as they

are received from Microsoft and determine which updates should be
pushed out to which computers. You may want to have different update
schedules for servers and workstations in order to avoid applying an
untested patch on a server, which could result in disruption of service.

v Novell servers using SUSE Linux can be updated automatically through
the YaST Online Update (YOU) or the openSUSE Updater applet. Both
solutions allow you to apply updates to your Novell server by directly
connecting to the vendor site through the application and installing
relevant patches and updates instead of having to manually browse for
patches and updates and then determine which are appropriate.

v Computers running Red Hat Enterprise Linux can be updated automati-
cally through the Red Hat Network (RHN), which is a fee-based service.

v Computers running other versions of Linux also have the ability to per-
form automatic updates through various native and add-on tools.

v Mac OSX computers can be set to update automatically through the
Software Update pane in System Preferences.

<MBER It’s just as important to have a patch management solution for applications as
it is for operating systems. Some applications support automated update func-
tionality, while many require technical staff to download updates and push
them out across the network via login script or other mechanisms.

Implement Enterprise-Level
Anti-Malware Solutions

If your enterprise is without malware protection such as antivirus or anti-
spyware software, implementing an enterprise-level anti-malware solution is
not only low-hanging fruit, but is also a priority. Even enterprises with anti-
malware software that are set to update automatically can benefit from an
enterprise-level solution.

Managed solutions allow you to control update frequency, scanning fre-
quency, and configuration from a central console. You can easily determine
which computers are behind on malware definition files and your security
staff can receive alerts when malware is detected within the enterprise.
Additionally, a managed enterprise-level solution typically disallows end
users from changing settings or putting off virus updates.
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Use Risk Assessment Results to Find
Easily Fived Unlnerabilities

A formal risk assessment will identify security vulnerabilities in your enter-
prise. These vulnerabilities can be natural or environmental, electronic, or
human, and you may find that quite a few of them can be mitigated by simple,
low-cost countermeasures such as the following:

v Installing anti-malware software
v Implementing a patch management solution

v~ Installing network monitoring software

Chapter 17 discusses these and other countermeasures in detail. You may also
find that you can mitigate risk by applying more secure configurations to servers
and applications, such as requiring strong passwords (see Chapter 7).

You can find more detail on the risk management process in Chapter 6.

Schedule Workstation Replacement

If your organization doesn’t already have a defined replacement cycle, consider
implementing one. Provided that it aligns with your organization’s strategic
plan, the optimal replacement strategy is a partial or staged replacement cycle,
in which a percentage of systems are replaced each year. Having a predictable,
yearly technology replacement budget makes strategic planning easier and
hardware-related staffing requirements remain consistent throughout the cycle.

As discussed in Chapter 16, the percentage of workstations you’ll replace each
year is linked to the length of time each system remains in production, which
in turn is typically linked to warranty. For example, if systems have a four-year
warranty, 25 percent of systems should be replaced every year in order to
ensure that all systems in the enterprise are under warranty. If systems have a
three-year warranty, 33 percent of systems should be replaced every year.

Depending on your current purchasing strategy, you may have a higher

cost during the first year, but even so, the long-term benefits will outweigh
the short-term costs. Some organizations may find that equipment leasing
options can be a cost-effective option, if technology refresh is included in the
contracted price. However, most leased equipment strategies don’t allow an
enterprise the flexibility of delaying tech refresh for a year if economic con-
straints simply don’t allow for technology update funding. Leased equipment
will simply be recovered if payment is not forthcoming.
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Implement Virtualization

Virtualization can be implemented wide scale or in a limited fashion. You can
use virtualization to reduce hardware and power consumption in the data
center, and this approach may be the best use of virtualization technology if
you're early in the enterprise architecture project.

If you're considering implementing any type of virtualization, it is important
to review the various virtualization solutions available in order to select the
appropriate one for your enterprise. Virtualization projects are often com-
bined with data center centralization projects, but care should be taken to
virtualize first and make sure that everything is working before following up
with the centralization of the now-virtualized servers to avoid having too
many things changing at the same time.

Virtualization concepts, benefits, and considerations are discussed in
Chapter 13, and you can read about virtualization in greater detail in
Virtualization For Dummies (Wiley) by Bernard Golden.

Reduce Cost from Consumables by
Implementing Green IT Practices

You can reap a significant amount of savings, often with minimal user disrup-
tion, by reducing consumables, such as paper, ink, and energy. Following are
a few easy, cost-saving opportunities:

1 Change your font. Although it may sound silly, selecting a “green” font can
decrease costs by reducing the amount of ink used. Making the change
from an ink-heavy to ink-light font can save up to 25 to 30 percent less ink.
The use of smaller font sizes or nonblock, nonbold, and sans-serif line fonts
can affect cost savings when measured enterprise-wide.

1 Make duplex printing the default. You can reduce paper costs up to
50 percent on print jobs with multiple pages by implementing duplex
printing as the default. You can still allow people to print single-sided,
but they’ll have to make an effort to do so.

1 Change quality settings. Draft-mode printing selection can reduce con-
sumption of toner and ink when presentation-quality reproduction is
not necessary. When printing slides or handouts, using blank or lightly
toned backgrounds can significantly reduce consumption over large
dark-colored backgrounds.
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v~ Print only when necessary. While making the transition to a paperless
office isn’t quick or easy, you can take steps in that direction by encour-
aging users to print only when necessary. You may want to specifically
target employees that insist on printing every e-mail; there’s always at
least one in every office. Using only grey-scale or black-on-white printing
is also much more cost-effective than printing in color unless necessary.

1 Take advantage of power-saving features. Allow equipment to go into
power save mode when not in use, particularly outside normal working
hours. You can configure many systems centrally to reduce power con-
sumption by turning off monitors, parking hard drives, and reducing the
processor cycle when idle.

+* Buy ENERGY STAR products where possible. During the next replace-
ment cycle, make ENERGY STAR compliance one of the purchasing
requirements, since they can be up to 30 percent more energy-efficient
than noncompliant equipment.

v Use alternative cooling in the data center. Data centers consume a
disproportionate amount of energy because they must simultaneously
power dense computing hardware and remove heat in order to maintain
hardware function. Cold-aisle/hot-aisle air cooled strategies may not be
enough to manage the heat generated by high-density, highly virtualized
data centers. You may need to use other options, such as a larger space,
open-air environmental cooling.

Water cooling solutions also provide a more efficient transfer of waste
heat than forced air circulation by directly transferring heat through a
liquid medium to remote cooling systems. Water cooling is much qui-
eter, reducing noise in the data center, and allows you to separate cool-
ing operations from data center primary space, which is typically very
valuable. Secondary cooling loops extending into nearby waterways or
using geothermal cooling can further reduce energy consumption where
available based on data center location.

1 Use alternative energy production. Because many data centers are located
in remote or isolated areas, recent efforts in solar and wind-powered local
generation have managed to offset data center energy costs and impact on
the distribution grid. As alternative energy systems become more efficient
and available, this strategy may provide opportunities for the evolving data
center as well as potential energy tax credits for the organization as
awhole.

You can find more strategies for finding value in Green IT in Chapter 15.
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80/20 rule: A management principle evolved from observations of Italian
economist Vilfredo Pareto. It states that 80 percent of consequences are
derived from 20 percent of causes.

access controls: Rights or permissions that users have to access information
resources.

access token: An electronic device that provides information to the request-
ing user or directly to the authentication service. Examples of access tokens
include smart cards and radio frequency identification (RFID) cards.

accessibility: In information technology, accessibility refers to the ability of
individuals with disabling conditions, such as impairment of vision or hear-
ing, to have comparable use of and access to data and technology as do indi-
viduals without disabling conditions.

agile programming: A rapid application development (RAD) strategy that
involves very short timetables applied to incremental programmatic output,
with overall goals often measured in weeks with daily meetings to measure
progress. Typically, the code tests are developed first, followed by the code
to suit those tests. Each small code segment is added to the whole until all
pieces have been completed.

anti-malware software: Software designed to protect information systems
against malware.

application programming interface (API): A set of instructions provided by
software vendors, particularly operating system vendors, and used by software
programmers to develop applications for use in a particular environment.

application stack: The operating system, applications, services, user applica-
tions, and other solutions that together form the operating environment for a
computer. Also referred to as a technology stack.

asymmetric encryption: Also known as public-key encryption. Key pairs are
used instead of a single shared key. These key pairs consist of a public and
private key. The public key is available for general use, while the private key
is kept secure and not revealed. Data encrypted with a public key can only be
decrypted with its companion private key and vice-versa.
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asynchronous communication: In asynchronous communications, people
can communicate over a period of time because real-time interaction is not
required. Like older physical means of information exchange, modern elec-
tronic systems allow parties to transmit or post information in threaded and
community discussion forums whenever opportunity allows. Asynchronous
communication mechanisms aid in the development of online communities,
moving beyond simple back-and-forth conversation by allowing participants
to conduct research and use forethought before posting their comments.

ATA over Ethernet (AoE): A lightweight Storage Area Network (SAN) protocol
that operates using an Ethernet connection, but does not utilize the full TCP/IP
protocol suite. AoE devices can be connected directly to servers or plugged
into network switches.

authentication: The process of determining whether identification credentials,
such as username and password, and a requested resource are valid.

authorization: The process of determining whether a user is allowed to
access a requested resource, and with what permissions.

availability: One of three core principles of information security that states
that data must be available for authorized use when needed.

biometrics: Methods of uniquely recognizing humans for the purpose of
identification. Some examples of biometric traits that are used for authentica-
tion to information technology resources include fingerprints, palm prints,
and hand geometry.

bleeding edge technology: Technology that is so new as to be considered
experimental, unreliable, or incompatible with existing technology.

blog: A form of online publishing that can be used to post news stories,
personal journal entries, or commentary on a variety of topics. This term
evolved from the phrase “web log.” Posts are typically displayed in reverse
chronological order, with older items rolling off or being archived. Some
blogs also allow readers to comment. Blogs can contain authentication and
access controls to limit both reading and commenting ability. Public blogging
is popular with individuals and organizations of all types, and some organiza-
tions have moved to blog format for their public-facing Web sites.

Bluetooth: A wireless communication standard used to transmit data over
short distances. It is typically used by cell phones, video game consoles,
telephone headsets, and personal digital assistants (PDAs).

bot: Also called a zombie or drone, a bot is a single computer in a botnet. See
also botnet.
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botnet: A collection of malware-infected computers that are controlled by
an individual referred to as the owner or herder. Individual computers in
the botnet are also called zombies or drones, and the owner controls them
remotely via communication medium such as Internet Relay Chat (IRC).

brute-force attack: A type of electronic attack against a computer or application
with a password-based identification system in which all possible combinations
of numbers, characters, and symbols are tested sequentially in an attempt to
guess the password.

Business Continuity Planning (BCP): The preparation and planning that is
necessary to ensure that critical business processes and functions remain
available.

business impact analysis (BIA): A type of analysis performed during Business
Continuity Planning. It identifies critical business processes and determines
the impact of any disruption to the process.

Certificate Authority (CA): In encryption, a trusted third party that verifies
the identity of users, computing resources, or other entities on the network.

clearing: A process of data removal that makes data inaccessible to software
tools, but not to laboratory recovery processes.

client-server architecture: A type of application architecture in which the
user interface is separate from processing or data storage.

closed source: Proprietary software in which the source code is not provided
by the vendor. Commercial software is often closed source.

cloud computing: A form of highly virtualized computing where users may
request and be provisioned access to remote computing resources automati-
cally, based on their role and assigned quota limits rather than through manual
action on the part of the IT support staff. Cloud resources can typically be
expanded using a pay-as-you-go model, making cloud services highly effective
when transitioning from proof of concept to production levels of capacity.

cluster: A group of computers that are linked together closely to perform
tasks as a single unit.

COBIT (Control Objectives for Information and related Technology): A
highly detailed governance model developed by the Information Systems
Audit and Control Association (ISACA) and managed by the IT Governance
Institute (ITGI). It defines control objectives (high-level requirements) for

34 processes to assist with managing and controlling information in order

to support business objectives. It also provides guidance on using metrics to
determine a maturity model for an organization’s IT processes.
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cold site: In Disaster Recovery Planning (DRP), a cold site is an alternative site
that is little more than an available location with basic infrastructure such as
power and phone, but may or may not have active network connectivity. There
are no computers, servers, telecommunications lines, and equipment, or even
furniture.

collective intelligence: Collective intelligence arises when groups of individ-
uals, through collaboration and cooperation, create a body of knowledge that
is greater than the sum of each individual’s knowledge. It is seen frequently
in nature, most often in social insects or herd animals, but it also exists in
human society in forms such as political parties, juries, and crowds.

commercial off-the-shelf (COTS): Commercial software that can be installed
without significant configuration to achieve operational function.

compliance: Conformance to rules, standards, mandates, or the terms of a
contact.

compute cluster: Clusters that use a supervisory “head” node to separate
tasks and data, sending smaller packages to individual compute nodes and
aggregating responses from the distributed parallel process.

compute grid: Grids that function like loosely coupled clusters by aggregat-
ing processing power across many distributed machines. Because communi-
cations may occur more slowly than in tightly connected clusters, individual
nodes are generally provided data in larger chunks so that processing can
occur more efficiently before results are returned and a new set of data is
requested from the host.

confidentiality: One of three core principles of information security that states
that data must be protected from being accessed by unauthorized entities.

content filtering: A type of firewall technology in which content is analyzed
and allowed or disallowed into the network based on rules. Typically, con-
tent filtering blocks access to undesirable or unauthorized Web sites and

is managed by linking the firewall to an external rules server that contains
the list of blocked addresses or keywords or by downloading these lists and
rules to the firewall.

contingency plan: Actions to take in the event of a specific occurrence, such
as a data loss or breach.

Control Objectives for Information and related Technology: See COBIT.
countermeasure: Action taken in order to prevent vulnerabilities from being

exploited. Examples of countermeasures include anti-malware software,
applying security patches and updates, firewalls, and encryption.
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Cutting-edge technology: Technology is said to be cutting edge when it is
new, advanced, and state-of-the-art. It differs from bleeding edge only in
terms of stability, where cutting-edge tech represents stable tested products
and solutions.

cyclic replacement: A process in which a percentage of resources are
replaced yearly.

daemon: A service that runs on a UNIX or Linux-based system. See also service.
data breach: The inadvertent release of sensitive or protected data.

data center: A facility that houses enterprise computing resources, such as
servers, storage systems, and telecommunications systems.

data de-duplication: The process of identifying files that are identical, creat-
ing a master file, and turning other copies into links to the master.

data loss prevention (DLP): Solutions that protect data in use, data at rest,
and data in motion and can be network-based or host-based.

data mining: A process that identifies patterns in data. In business, it is often
used in marketing to analyze patterns in retail sales data or other types of
analysis involving large, complex, or disparate data sets.

data warehouse: A repository that includes not only data, but also a data
dictionary (metadata) and tools to extract and analyze data.

degaussing: A process of data removal that uses a strong magnetic field to
erase data on magnetic media such as video tapes, hard drives, floppy disks.
and magnetic tape.

Demilitarized Zone (DMZ): A subnet created in a buffer area between the
trusted internal network and untrusted external network. Public-facing servers,
such as Web servers, are placed in this zone.

device driver: Software that facilitates the operation of hardware. This soft-
ware allows other software programs that operate at a higher level, such as
operating systems or office productivity software, to interact with devices.

dictionary attack: A type of electronic attack against a computer or applica-
tion with a password-based identification system in which common words
and manipulated versions of common words, such as replacing letters with
numbers, are tested in an attempt to guess the password.

digital certificate: In encryption, a verification of identity created by a

Certificate Authority (CA). You can also use certifications to establish iden-
tity in authentication systems or nonrepudiation in communication suites.
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digital signature: Digital signatures utilize asymmetric encryption to verify
the identity of the sender of a message and the message itself may or may
not be encrypted. Digital signatures can be used on electronic documents in
the same way physical signatures are used on paper documents. They can
also verify that a message has not been altered in transmission. Because the
encryption process for the digital signature incorporates the message, any
changes to the message will invalidate that digital signature.

direct attached storage (DAS): Storage devices and arrays (groups of storage
devices) attached directly to a computer, either internally or externally.

directory: A database of valid identities, services, and registered resources
that is used in identity management and authentication. Common directory
implementations include Microsoft’s Active Directory, Novell’s eDirectory,
IBM’s Tivoli, and the open source OpenLDAP.

Disaster Recovery Planning (DRP): The preparation and planning that is
necessary to recover or continue information technology resources support-
ing the critical business processes identified in the business impact analysis.

discovery: A pre-trial process in which an organization can be required to
supply information or documentation.

distributed computing: A method of high-performance computing in which
processing power from a number of separate computers is integrated to
perform parallel processing tasks and rapidly provide the final solution.

distributed denial of service (DDoS): An electronic attack that renders
computing resources unavailable by flooding them with communications
requests. The targets are often commercial Web sites and attackers have
been known to demand money from site owners to restore service.

economy of scale: The concept that it is cheaper to buy in bulk.
embedded system: A computer system found in equipment such as security
systems, telecommunication systems, network infrastructure components, or

highly specialized systems such as medical or manufacturing equipment.

encryption: A process of transforming data using an algorithm and a key
from something readable to something unreadable without the key.

ENERGY STAR: A government-sponsored certification program designed to
encourage energy efficient product development in the USA.

enterprise: All technologies and tech policies that affect consumption and

service availability for clients, partners, and consumers of services provided
during an organization’s operations.
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enterprise architect: The role assigned responsibility and authority to conduct
realignment of enterprise resources to meet emerging business requirements
and operational efficiencies.

enterprise architecture: The process of identifying opportunities for enhanc-
ing performance, extending service offerings or improving efficiencies by
configuring, coordinating, and/or restructuring enterprise resources.

enterprise architecture framework: An enterprise architecture modeling system
that describes how to identify and organize the structure of an enterprise.

Ethernet: A local area network (LAN) communication technology. Modern
Ethernet networks use special twisted pair cables or fiber to connect devices
to the network.

exploit: Something that takes advantage of vulnerability. In information tech-
nology, they are often software-based, such as viruses.

Extensible Authentication Protocol (EAP): An authentication protocol devel-
oped for point-to-point connections between remote systems, widely used by
modern wireless solutions. The Wi-Fi Protected Access (WPA) standard imple-
ments this protocol to facilitate cross-manufacturer secured interconnectivity.

Extensible Markup Language (XML): A standardized way of describing data.
It is especially useful in service-oriented architecture (SOA).

extranet: An extranet is an intranet that is also accessible to business part-
ners, such as vendors or clients.

extreme programming: A rapid application development (RAD) strategy that
involves time boxed deadlines, iterative code releases, and common practices
such as pair programming. Extreme programming attempts to simplify code
to the very basics, preferring operational minimally feature code over more
complex application design that takes longer to provide a useful product.

factor: In authentication, each different type of category of identification is
known as a factor. Common schemes, such as logon/password combinations,
represent a single factor because both come from the “something users
know” category. Two-factor systems involve two types of authentication,

like a logon/password combination and a token such as a smart card,

and are much more secure. Authentication schemes using more than two
factors are referred to as multi-factor.

failover: The capability to transfer functionality from one computer to
another in the event of a failure or disruption.
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farm: When systems are connected in large, loosely connected groups, they
are commonly referred to as farms.

fault tolerance: A fault tolerant system has the capability to respond to an
unexpected failure and continue operations.

Fibre Channel: A fast communication technology that is used for connecting
servers to storage area networks (SANs) and for connectivity within SANs.

file repository: A logical location (as opposed to a physical location) for
saving files.

file versioning: The process of having multiple versions of the same document
available in active file storage areas.

firewall: A hardware-based or software-based technology that protects
networks from unauthorized access based on a set of rules configured by
firewall administrators. Firewalls determine whether to block content based
on examination of packets or content.

firmware: The internal software, also called the instruction set, which a device
uses for operation. Firmware can reside in read-only memory or programmable
read-only memory, neither of which is generally user-accessible. The exam-

ple most often used when discussing firmware is computer’s system BIOS,
which contains the instruction set that runs when the computer is turned on.
Firmware can also be found in switches, routers, wireless access points, and
other network infrastructure devices, as well as at the component level within
servers, such as storage controller cards or video cards.

floating-point operations per second (FLOPS): The most common measure
of raw processing power in the number of floating-point mathematical
operations that can be accomplished per second, using a standard such

as the LINPACK Benchmark.

forum: A communication method that utilizes threaded discussions.

free open-source software (FOSS): Software in which the source code is
available for review and modification, free of charge.

full replacement: A hardware replacement strategy in which all resources
are replaced in the same fiscal year.

Gartner Research: A well-known information technology research and con-
sulting organization.

global positioning system (GPS): A satellite-based navigation system maintained

by the U.S. Air Force. Service is provided to both civilian and military users,
allowing them to determine their exact location.
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graphical processing unit (GPU): An embedded graphics processor.

Green IT: Describes reduced-environmental impact and sustainable tech-
nologies and IT practices.

grid computing: Resources from multiple computers are combined to work
on a single task, such as processing or storage.

groupware: Loosely defined as a class of software that allows groups of
people (workgroups or teams) to work together regardless of location by
using integrated tools that facilitate communication, conferencing, and
collaborative management.

hardware abstraction layer (HAL): In software programming, the layer that
defines the interface between physical hardware and software.

high-availability cluster: Provides fault tolerance for a server by maintaining
a warm backup node that can take over operations transparently in the event
of a hardware failure in the primary node.

high-performance computing: Supercomputers and clusters used for functions
such as scientific research, data warehousing, and data mining.

hot site: In Disaster Recovery Planning (DRP), a fully functional alterna-
tive site that can be ready to take over operations immediately or shortly
thereafter. It has power, phone, and all necessary computing hardware and
software, as well as data and telecommunications networks and equipment.
Everything is fully configured and data should be either current or recent.

hotspot: A hotspot provides wireless Internet access on a free or for-pay
basis. They are typically found in coffee shops, hotels, libraries, airports,
book stores, and other public places.

Hypertext Transfer Protocol (HTTP): A protocol used for Web-based
communications.

hypervisor: In virtualization, the hypervisor monitors virtual machines on
the host system, allowing them to share hardware resources. Hypervisors
can be native, running on the host system’s hardware, or hosted, running as
software within a host’s own operating system.

identification: The process of determining the identity of a user. Credentials
are presented that identify the requesting user or service to the enterprise
authentication service. Examples of these credentials include a username
and password or an access token (such as a smart card) and a personal
identification number.
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identity and access management (IAM): A combination of identity management
and access controls. It is used to facilitate resource availability and prevent
undesirable exposure.

identity management: The software, processes, and procedures used to
handle user identification and authentication.

IEEE 802.11: A set of standards for wireless local area networks (WLANSs).

InfiniBand: A type of bidirectional high-speed communications link used

in high-performance computing. InfiniBand uses a switched-fabric network
topology allowing every device to be connected to any other device over a
switched circuit, rather than across a hierarchical system of shared circuits
as with Ethernet connectivity.

information technology (IT) governance: Management of technology-related
decisions, involving coordination and communication between business roles.

Information Technology Infrastructure Library: See ITIL.

instant messaging (IM): A synchronous communication mechanism that allows
two or more people to communicate in real-time. IM sessions are primarily
text-based, but some messaging solutions allow users to transfer files, insert
graphics, display a photograph or avatar (graphical representation of a user),
or display webcam video.

integrity: One of three core principles of information security that states that
data must be protected from modification or deletion without authorization.

internal IP address: Special unregistered addresses specifically set aside
for private networks. These address ranges are 10.0.0.0-10.255.255.255,
172.16.0.0-172.31.255.255, and 192.168.0.0-192.168.255.255.

International Organization for Standardization: See [SO.

Internet: A decentralized collection of networks that spans the globe and
communicates using TCP/IP.

Internet Messaging Access Protocol (IMAP): A client/server protocol that
allows clients to access and manipulate e-mail stored on a mail server with-
out downloading it to the local device. It also allows multiple users to access
a single mailbox at once and stores message state information (such as read,
unread, forwarded, or replied) on the server.

Internet Protocol (IP) address: A sequence of numbers assigned to a device
on a network. The most common type of IP address is IPv4, which uses a
32-bit address typically displayed in dotted-decimal notation (xxx.XxxX.XXX.
xxx). An example of an IP address is 192.168.0.1.
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Internet Protocol Security (IPSec): A suite of standards for transactions
based on Transmission Control Protocol/Internet Protocol (TCP/IP), capable
of encrypting and authenticating all data packets transmitted between end-
points. This standard includes protocols for transaction integrity, authentica-
tion, and confidentiality.

intranet: An organization’s internal network, accessible only to the organiza-
tion’s staff, members, and other authorized personnel. Also used to refer to a
company’s internal Web site.

intrusion detection system (IDS): A passive technology that identifies attempts
to circumvent security controls without attempting to block intrusion.

iSCSI (Internet Small Computer System Interface): A SAN protocol that can
be used to link SANs in different geographic areas or to provide SAN access
over local area networks, wide area networks, or the Internet.

ISO (International Organization for Standardization): An international stan-
dards body that also publishes technical reports and specifications.

ITIL (Information Technology Infrastructure Library): A framework of best
practices covering IT services and operations management developed by
the Office of Government Commerce (United Kingdom) and the IT Service
Management Forum. This model requires strong management support and
commitment and may require three to five years to implement fully.

Kerberos: A time-synchronized protocol that authenticates endpoints against
a trusted third source. Because this protocol underlies the authentication
mechanism within Microsoft and many Linux networks, it is widely used in
modern enterprise environments.

Kryder’s Law: An extension of Moore’s Law that states that storage density
doubles every two years. It was postulated by Mark Kryder, a former Seagate
Corp. Senior Vice President and current Carnegie Mellon University professor.

Layer 2 Tunneling Protocol (L2TP): A network tunneling protocol used in the
operation of virtual private networks (VPNs).

Lightweight Directory Access Protocol (LDAP): A very popular lightweight
authentication protocol derived from the X.500 standards. This is perhaps
the most widely used protocol in environments with up to a half-million
identities per database.

line-of-business (LOB) applications: Applications that are crucial to the oper-
ation of the business, such as inventory control.
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LINPACK Benchmark: A standard measure of a computer’s floating-point
computing power by measuring the speed at which a computer solves spe-
cific linear equations. It is used to rank high-performance computers.

load balancing: Allows high-demand solutions to spread the workload over
multiple servers to avoid disruptions in service.

load-balancing cluster: Balances user connections across multiple servers
transparently to the end user.

local area network (LAN): A network consisting of computers and network-
enabled devices in fairly close proximity to each other.

malware: Malicious or unwanted software that is placed on computers with-

out the owner’s informed consent. A computer with malware installed on it is
said to be infected. Malware infections can result in destruction or alteration
of data, confidential information (including login credentials) being exposed,

network disruptions, and reduced employee productivity.

man-in-the-middle attack: An electronic attack in which the attacker intercepts
traffic between two parties by substituting their public keys for his own.

Metcalfe’s Law: Metcalfe’s Law states that a communication network’s value
increases exponentially with its size . . . specifically, value=n2, where n is the
number of users. According to Metcalfe’s Law, the value of the network may
quadruple even though the number of users only doubles.

microblogging: A combination of blogging and texting. Instead of log posts,
microbloggers can post short text-based messages to their site from desktop
applications, Web browsers, or mobile phones. Popular microblogging ser-
vices like Twitter and Facebook are used primarily by individuals, but compa-
nies are beginning to use these services for advertising and promotions.

Moore’s Law: Transistor density on integrated circuits doubles every two years.

multiplexing: A TCP/IP feature that allows for concurrent connections using
multiple ports.

multitiered architecture: A type of application architecture beyond client-
server, in which application clients communicate with middleware applica-
tions instead of directly with the server.

network address translation (NAT): A process by which computers and

other devices on a network are assigned private IP addresses that are not vis-
ible outside the network.
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network attached storage (NAS): A server that provides only file storage
services. It runs on a scaled-down operating system, in order to provide a file
system, and utilizes direct attached storage.

n-tier application architecture: A type of multitiered application architecture
in which additional tiers are created by separating business logic from data
access services.

offshoring: A form of outsourcing in which a business function is transferred
to a foreign entity.

open source: Software in which the source code is available for review and
modification. Not all open source software is free of charge.

open standards: Various definitions of open standards exist; however, it is
generally defined as being approved in some fashion, published, and avail-
able to the general public. An example of an open standard is Hypertext
Markup Language (HTML).

operational planning: Short-term planning that occurs at the business or
workgroup level and is concerned with day-to-day operations. Operational
plans are developed from tactical plans.

outsourcing: Transferring a business function to another entity.

overwriting: A process of data removal that writes over data on a storage
device with random data, or a combination of Os and 1s.

packet: A block of data that consists of control information, such as the
sender and receiver, and user data.

parallel processing: The process of dividing a large or complex task into
smaller components that can be processed individually by multiple systems
simultaneously and then combined for the final result.

Pareto Principle: See 80/20 rule.

partial replacement: A hardware replacement strategy in which a percentage
of resources are replaced each year.

patch: A software update released by the vendor that corrects flaws or bugs.
Personal Area Network (PAN): Used for communication among personal
technological devices such as personal computers, cell phones, printers, and

personal digital assistants (PDAs). Connectivity is achieved through USB or
FireWire connections or wirelessly using Bluetooth or infrared.
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personal digital assistant (PDA): A mobile device that was originally designed
to be an electronic organizer, including capabilities such as calendaring,
contact lists, and to-do lists. It has been expanded to include media players,
Internet connectivity, Global Positioning System (GPS) functionality, and
cellular phone service.

platform: In information technology, a hardware or software framework.
Examples of platforms include operating system, hardware, programming
environments, database management systems, and desktop or server
configurations.

platform architecture: The establishment of suitable standards for the body
of technologies used by the enterprise.

podcasting: A relatively new communication mechanism named after Apple’s
iPod. Podcasts are rich media files (audio and/or video) that are episodic in
nature and are published through feeds, which is what differentiates them
from simple streaming media files. Podcasting is used heavily by major
corporations, news services, the entertainment industry, educational
institutions, and even individuals to provide rich content to a mobile
audience.

Point-to-Point Tunneling Protocol (PTPP): A network tunneling protocol
used in the operation of virtual private networks (VPNs).

port address translation (PAT): A type of dynamic network address transla-
tion (NAT) that allows the network to present a single IP address beyond the
enterprise by assigning a different port number to each internal node that
accesses external resources.

portal: In enterprise architecture, a virtual entrance into an organization’s
information resources. It aggregates content from multiple sources, bring-
ing it all into one place for easy access and creating a single point of contact.
Many portals use a Web-based interface, which allows the portal to be plat-
form independent and accessible from a variety of devices, from desktop
computers to mobile devices.

portlet: Software components that can be plugged into portal pages in order
to display dynamic content.

Post Office Protocol (POP): An older e-mail protocol used for communication
between e-mail clients and servers, in which the client is connected to the
server only long enough to download messages.

probability: The likelihood that a threat will materialize into an actual event.
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project management: Involves breaking projects into planned stages, each
with its own specific activities and requirements, identifying roles, and
budgeting costs. General project management elements include initiation,
planning, implementation, monitoring, and completion.

prototype: In a system development life cycle (SDLC) model, developers
create a basic version of the application based on requirements analysis.
This prototype is tested by developers and users, and then reworked based
on user feedback. The cycle continues until the prototype is acceptable and
can be used to create a final product.

public-key encryption: See asymmetric encryption.

publickey infrastructure (PKI): Revolves around the use of digital certificates.
A PKI system issues, verifies, publishes, and manages these certificates and
their associated keys.

purging: A process that removes data and makes it inaccessible to both
software tools and laboratory recovery processes.

qualitative analysis: An analysis of risk using non-numeric values such as
Low, Medium, or High.

quantitative analysis: An analysis of risk using numerical values for
probability and impact.

rapid application development (RAD): A software programming methodology
that emphasizes prototyping over planning.

Really Simple Syndication (RSS): Also known as a news feed or Web

feed, RSS is an XML-based publication of electronic headlines and articles.
Typically, only a snippet of the article is included in the publication to
streamline the feed and make it easy for individuals to review large quanti-
ties of information in a short time and pick out items of interest. Many news
and informational Web sites publish RSS feeds, sometimes many, on various
topics of interest. For example, a news site may have feeds for local news,
health, technology, and world news. Retail and vendor sites also make use
of RSS feeds as a way of informing customers and partners of new products
or promotions.

recovery point objective (RPO): The point in time to which data should be
restored following an incident. This number is going to be based on the criti-
cality of the business process that the data supports and should align closely
with the backup schedule.
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recovery time objective (RTO): The length of time in which a business pro-
cess can be down before unacceptable consequences occur. Consequences
vary, based on the organization and the business process, but can include
contract violations, noncompliance issues, fines, penalties, loss of sales, loss
of competitive advantages, loss of trust, and negative publicity.

redundancy: In information technology, duplication of resources such as
hardware, software, services, files, or functionality. Redundancy can be desir-
able, such as through failover solutions, or undesirable, such as multiple
copies of the same file.

redundant array of independent disks (RAID): A data storage system in
which multiple hard drives are used to provide fault tolerance in the event of
a hard drive failure.

remote desktop: A remote session established to a physical or virtual
machine, which passes keyboard and mouse input from the remote client to
the target remote computer and returns audio and video output to the client.

resource silo: An individual island of resources that cannot be shared and
prevents an enterprise from taking advantage of economies of scale in opera-
tional support. It is the outcome of having separate systems for authentication
and resource access control. Unless present to enforce a specific regulatory
or legal mandate for operational separation, silos should be eliminated to
improve enterprise-wide operational control and transparency of operation.

risk: The measure of loss due to the likelihood of a threat or vulnerability and
its impact.

risk acceptance: Risk acceptance is a risk management strategy in which risk
is identified, examined, and accepted, provided that the impact is fully under-
stood and recognized.

risk assessment: The process by which threats are analyzed in order to
determine probability and impact.

risk avoidance: Risk avoidance is a risk management strategy in which risk
may be avoided by selecting an alternative option that does not include the
same level of risk or by not engaging in the risky behavior.

risk homeostasis: A condition that occurs when changes made to reduce risk
result in people acting in a more risky manner. An example of this would be
users writing down passwords due to requirements for complexity and fre-
quent changes.

risk management: A process by which risk is assessed and addressed.

Strategies for addressing risk include acceptance, avoidance, mitigation, and
transference.
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risk mitigation: A risk management strategy in which risk may be reduced to
an acceptable level by implementing additional protections or by altering the
parameters producing the risk.

risk transference: A risk management strategy in which risk is transferred
to another responsible party, such as through outsourcing or insurance
protections.

Scrum programming: A rapid application development (RAD) strategy that
begins by identifying requirements that are added to the product backlog.
These are broken into sprint goals with very short timetables, which are
facilitated by the ScrumMaster. A sprint might last 30 days, with meetings
every 24 hours to identify progress or barriers that must then be addressed
by the master. The end goal of a sprint is to produce a working increment of
the final application, which is not necessarily operational by itself like the
increments in Extreme programming.

Secret-key encryption: See symmetric encryption.

Secure Sockets Layer (SSL): A type of encryption used to protect Web sites.
It uses asymmetric encryption to establish a session between the client and
the server, and then uses symmetric encryption to encrypt the data being
transferred.

security: The processes, procedures, and countermeasures used to protect
the confidentiality, integrity, and availability of an information system. This
includes protections against data loss or corruption, disruption, and unau-
thorized access.

service: An application that runs in the background and performs functions that
are designed to work without direct user interaction. These applications range
from basic, such as file and print, to complex, such as e-mail and database.

service-oriented architecture (SOA): Focuses on communication between
services, such as dissimilar applications. Simple Object Access Protocol
(SOAP), Extensible Markup Language (XML), and Web services are examples
of SOA technologies.

service set identifier (SSID): A name given to an 802.11 wireless local area
network (WLAN) for the purpose of identification. The SSID can be broadcast
so that wireless clients can find it when searching for networks.

Short Message Service (SMS): A communication method that allows people to
send short text messages between mobile phones in order to carry on a con-
versation asynchronously. It is also referred to as text messaging or texting.

Simple Mail Transfer Protocol (SMTP): The standard protocol used to
deliver electronic mail (e-mail).
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Simple Object Access Protocol (SOAP): An XML-based open standard that
allows for communication between dissimilar applications or hosts using
Web-based protocols such as Hypertext Transfer Protocol (HTTP).

social engineering: Psychological attack techniques that involve manipulation,
deceit, impersonation, and other psychological tactics. Social engineering is
commonly used to get login credentials.

Software Development Life Cycle (SDLC): See Systems Development Life
Cycle (SDLO).

spam: A colloquial term that refers to unsolicited commercial e-mail (UCE).

spiral model: A Systems Development Life Cycle (SDLC) model that’s a com-
bination of the waterfall and prototyping models.

spyware: A type of malware that monitors a user’s activity, such as Web surf-
ing habits. Spyware that collects form data is particularly dangerous since it
may pass along login credentials to unauthorized persons. In addition, spy-
ware may also interfere with the functionality of the operating system or Web
browser by adding icons to the desktop, opening browser windows without
warning, modifying the user’s home page, adding browser helpers, changing
system settings, or disabling legitimate software.

staged replacement: See partial replacement.

standards: The rules and guidelines that the organization uses when making
decisions regarding information technology and related acquisitions, proce-
dures, configuration specifications, and policy.

stateful packet filtering: Firewall technology in which both inbound and
outbound packets are analyzed in order to make sure that packets entering
the network were originally requested from inside the network, and that they
follow the defined rules.

stateless packet filtering: Firewall technology in which packets are analyzed
and then either allowed or denied to access the network. Session state is not
maintained, so it does not associate inbound and outbound traffic.

storage area network (SAN): Storage without a file system, using specialized
protocols and dedicated network connectivity to allow high-speed communi-
cations between storage devices and servers. The storage devices that make
up a SAN are seen by servers as locally attached devices.

storage grid: Storage grids bring together the aggregate storage space

from many systems, creating a very large virtual storage space that can be
addressed as a single location.
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storage survey: [dentification of the size, type, configuration, location, and
age of all elements of storage in the enterprise network. It also includes
identification of the type of data is being stored on each storage device
and the relevant legal, regulatory, and security requirements.

strategic planning: Long-term planning, at least 3 to 5 years out, that encom-
passes the entire organization and occurs at the executive level.

streaming media: Buffers audio and video files as it downloads them, allow-
ing them to be played while they are downloaded. Both live and on-demand
content may be accessed through streaming media, such as on news or
entertainment Web sites.

subnet: A subnet is a part of a computer network. Subnetting is used in order
to divide the network into smaller units in order to use IP addresses more effi-
ciently or to separate different physical or logical components of the network.

supercomputer: A system conforming to the current highest level of process-
ing power. Because this target constantly moves forward, the term is somewhat
fluid.

symmetric encryption: A single key is used to both encrypt and decrypt the
data. It is also known as secret key encryption.

synchronous communication: Both parties are connected and have the capa-
bility to communicate at the same time. This type of real-time online com-
munication can replace or supplement face-to-face meetings or telephone
calls, and is particularly useful when the individuals involved are in different
geographic locations.

Systems Development Life Cycle (SDLC): A formal process or methodology
for application development ensuring that software projects are planned,
managed, and controlled and that quality and security are incorporated into
each phase of development.

tactical planning: Medium-term planning, 1 to 2 years, that occurs at the
middle management level. Tactical plans are developed from strategic plans.

TCP/IP (Transmission Control Protocol/Internet Protocol): The standard for
Internet and local area network communications.

tech refresh: The periodic replacement of old technology with new.
technology monoculture: A homogenous technology solution, such as a net-

work of computers running the same operating system or application suites
from a single vendor.

www.it-ebooks.info


http://www.it-ebooks.info/

308 IT Architecture For Dummies

technology stack: See application stack.

telecommuting: Working outside the traditional office while accessing organi-
zational resources, such as working from home or while traveling. Also called
teleworking.

teleworking: See telecommuting.

tethering: Using a mobile device to provide Internet access for another
mobile device. A common example of tethering is to use a cellular phone to
provide Internet access for a laptop computer.

text messaging: See Short Message Service (SMS).

thick client: In client-server architecture, this type of client has more pro-
cessing power and storage resources than a thin client and can act indepen-
dently of the server.

thin client: In client-server architecture, this type of client has minimal pro-
cessing power and only provides the user interface. All processing, including
the operating system, is provided by a server.

threat: A negative event that can lead to a loss. Threats can be natural or
environmental, electronic, or human.

tiered data storage: Moving data among various storage solutions based on
time since last access, file type, file size, or other constraints. Tiered storage
solutions allow older legacy storage technologies to be retained and continue
to provide value to the enterprise by forming the base level of archival stor-
age, provided sufficient measures have been taken to ensure fault tolerance.

timebox: A term used in agile programming to refer to rigid time constraints.

trickle-down replacement: A hardware replacement strategy in which key
personnel or functions are identified and systems associated with them
are replaced first. The displaced systems are then used to replace other
systems, and this process continues until the oldest systems are removed
from service.

Trojan: A Trojan is a type of malware that first appears to be something
beneficial but is actually damaging. Users are tricked into running the Trojan
because it appears to be legitimate or at least interesting. They may infect
computers via malicious Web sites with executable content, e-mail attach-
ments, or software downloads. Attackers may also take advantages of certain
vulnerabilities in applications.
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tunneling: A technology that creates a secure channel of communication
between hosts across public or unrelated networks.

videoconferencing: Enables groups or individuals in different locations to
participate in two-way audio/video communication in real-time. Individuals
may participate from their local computers (including their home comput-
ers, if telecommuting) with the proper equipment (audio and video input
sources) or from specially configured rooms.

virtual machine: The complete set of files that define the operating system,
service files, data and configuration settings for a computer that has been vir-
tualized. The virtual machine can be moved between hosting physical serv-
ers by simply copying these files to the new destination.

virtual private network (VPN): Extends the firewall to remote users and is
helpful when your organization has mobile users, satellite offices, or partner
entities that need access to internal resources from outside the network. A
VPN is a private network running over another network, which uses tunnel-
ing protocols such as Layer 2 Tunneling Protocol (L2TP) or Point-to-Point
Tunneling Protocol (PPTP) to encrypt and isolate the VPN traffic from the
rest of the network.

virtualization: The process of capturing a computer system’s operating
system, service files and operational characteristics and translating all ele-
ments into a set of files that can be hosted on a virtualization host, operating
as if the virtualized system were still installed on its own hardware. A single
physical computer will typically host multiple virtual servers, ensuring that
power and other computing resources are used more efficiently.

virtualized application: An application constructed from components run-
ning on several computers, coordinated into a new functionality or mode of
operation. Web-based virtualized applications can be consumed by end users
without requiring installation of programs on the users’ systems, performing
all processing tasks on the server hardware and then presenting the results
to the users’ browser.

virtualized desktop: A user’s workstation environment that has been virtualized
as a series of files containing operating system, application files, and user data
running on a physical host. Access to a virtualized desktop is accomplished from
a remote device running a remote desktop client or via “thin client” hardware
without requiring significant client processing power or storage.

virtualization host: The physical system on which virtual machines operate.

virus: A type of malware that moves from system to system by copying and
executing infected files.
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Voice over Internet Protocol (VoIP): A communication technology that uses
TCP/IP connectivity over data networks to provide similar functionality to
traditional telephone service.

vulnerability: A weakness in a system that, if exploited, can lead to loss or
harm. In information technology, vulnerabilities are often associated with
bugs in software or with misconfigured systems.

warm site: In disaster recovery planning (DRP), a warm site falls somewhere
between a cold site and a hot site. In addition to power and phone, this type
of site generally has the necessary computing hardware, as well as data and
telecommunications networks and equipment, to restore operations fairly
quickly, but this equipment may or may not be configured. In addition, data
will have to be restored from backup.

waterfall model: In this System Development Life Cycle (SDLC) model, all
development phases are sequential, without overlap or iteration. There are
distinct deliverables with fixed deadlines, which simplifies scheduling and
task management.

Web conferencing: A type of electronic conferencing in which browser-based
technologies allow people to communicate. Some Web conferencing features
include: voice communication, chat, registration, polls, presentations, and
archiving.

Web service: A Web-based application service that allows different applica-
tions to communicate with each other using technologies such as Simple
Object Access Protocol (SOAP), Extensible Markup Language (XML), and
Web Services Description Language (WSDL).

Web Services Description Language (WSDL): A standardized XML-based
method of describing what Web services are offered by an enterprise.

webinar: A type of Web conference that has defined presenters and audience
members. The presenter controls the display and audio, and audience mem-
bers may have limited communication in the form of chat or audio. They are
widely used by vendors for product demonstrations and industry-specific orga-
nizations for training or continuing professional education.

wide area network (WAN): A network that is geographically dispersed, such
as between branch offices of an organization.

Wi-Fi: A trademark of the Wi-Fi Alliance, a nonprofit association that certifies
wireless equipment.
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Wi-Fi Protected Access (WPA): A newer set of wireless security standards
with personal and enterprise modes. Personal mode utilizes a shared key in
the form of a passphrase, and enterprise mode uses certificates. Encryption
is required.

wiki: A Web site that coordinates information provided by various contribu-
tors and provides a single location for each subject.

Wired Equivalent Privacy (WEP): An older form of wireless security that is
no longer considered secure.

wireless access point: Allows devices to connect to a wireless network,
acting as a communication hub. Often, the wireless access point will connect
to a wired network.

wireless local area network (WLAN): A local area network that links devices
using wireless communication technologies. Typically, devices connect to an
access point that then connects the network to a larger network, such as an
enterprise’s private network or a public network such as the Internet.

worm: A type of malware that moves from system to system of its own volition,
actively seeking out other systems to infect.

zero-day threat: A security vulnerability that is exploited before a security
patch is released.
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application rights, 107
application stack, 44, 289
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Arbitrated Loop topology, 154
architect, 20-22
ARRA (American Recovery and
Reinvestment Act of 2009), 221
asymmetric encryption, 252-253, 289
asynchronous communication,
127-128, 290

ATA over Ethernet (AoE), 155, 290
attack. See specific attack by name
attacker, 247
auditing, [AM, 112
authentication

boundaries, 109

central, 103-104

cross-realm, 105-106

defined, 290

directory, 103

federated, 104

1AM, 96

overview, 102

within portals, 123-124

portals, 123-124

review of before IAM implementation,

110-111

SSO, 104-105

standards for, 102-103
authorization, 106-107, 111, 290
authorized software, 73
automated system, 63
automation

of backup systems, 63

of data center, 61-63

update/patch management, 283-284
availability, 159, 290
avoidance strategy, 89
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automatic solutions, 63
data storage protection, 158-159
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physical protection of media, 159
RPO, 263
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of virtual machines, 198
backward-compatibility of open
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bandwidth, 183
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BCP (Business Continuity Planning),
264, 291
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216-217
BES (Blackberry Enterprise Server), 57
BIA (business impact analysis),
261-264, 291
biometrics, 99-101, 290
BIOS (basic input/output system), 241
Blackberry Enterprise Server (BES), 57
bleeding edge technology, 237, 278, 290
blog, 133, 290
Blue Waters supercomputer, 209
Bluetooth, 177, 290
BOINC (Berkeley Open Infrastructure for
Network Computing), 216-217
booster, 179-181
bot, 85, 290
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overview, 248-249
processing power used for, 211
bottlenecks, virtualization, 200
breach, data, 66-67, 293
bricked device, 241
broadcast communication
overview, 138
podcasting, 139
RSS, 139-140
streaming media, 140
browser-based application, 182
brute-force attack, 97, 291
bulk discounts on licenses, 30
business architect, 22
business continuity
business impact analysis, 262-264
overview, 261-262
risk assessment, 264
Business Continuity Planning (BCP),
264, 291
business impact analysis (BIA),
261-264, 291
business intelligence tools, 126
business staff, 16
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CA (Certificate Authority), 252, 254, 291

caching, 58, 60

CAS (Central Authentication Service),
103-104

case sensitivity, 54

cellular phone, 132, 177

cellular signal booster, 179, 180

central authentication, 103-104, 110-111
Central Authentication Service (CAS),
103-104
centralized data center, 61, 282, 283
Certificate Authority (CA), 252, 254, 291
character set, 35
chat, 128-129
checklist testing, 267
chief architect, 20-21, 27-28
Chief Information Officer (CIO), 20, 275
Children’s Online Privacy Protection Act
(COPPA), 82-83
CIO (Chief Information Officer), 20, 275
circuitry-embedded keys, 98
Cisco Network Management, 260
classification, data, 18, 72
clearing, 159, 291
client hosting, 203
client protocols, 130
client-server architecture, 291
closed source software
benefits of, 36-37
defined, 291
drawbacks, 37-38
versus open source, 276-277
overview, 33, 36
cloud computing, 77, 204-206, 291
cluster
computing, 212-214
defined, 291
load-balancing, 300
visualization, 214-215
CMMI (Capability Maturity Model
Integration), Carnegie Mellon’s, 15
CMS (Content Management System), 124
COBIT (Control Objectives for
Information and related
Technology), 24-25, 291
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cold site, 268-269, 292
collaboration solutions
groupware, 120-122
networks of trust, establishing, 113-116
overview, 113
portals, 123-126
social media, 116-120
technology, 76
collective intelligence, 118-119, 292
Columbia supercomputer, 212, 213
commercial off-the-shelf (COTS)
software, 33, 276-277, 292
commercial open-source software, 33, 34
communication
about automation of systems, 63
about opposition to consolidation
projects, 56
asynchronous, 127-128, 290
during disasters, 270-271
effective, 19
eliminating resource silos, 277
ensuring with IT governance, 24
importance of in receiving support, 276
networks of trust, developing, 115
in RAD strategies, 168
synchronous, 127-128, 307
communication technology
broadcast communications, 138-140
classes of communication, 127-128
collaboration in portals, 124
community sites, 132-135
conferencing, 135-138
groupware, 120-122
messaging, 128-132
overview, 127
community sites, 132-135
compatibility, 54, 111
complexity
application development, 45-46
application stack, 44
connectivity, 46

hardware, 44-45
identity management, 45
legislative and regulatory mandates, 46
overview, 44
of password, 97, 99
as security measure, 68
in security systems, 72
complexity reduction
complications of complexity, 46-47
consolidation, planning for, 47-52
data center automation, 61-64
data center consolidation, 56-61
with IAM, 109
overview, 43
sources of complexity, 44-46
standardization concerns, 53-56
compliance, 109-110, 278-279, 292
components, updating, 240-241
compute cluster, 292
compute farms, 217
compute grid, 216, 292
computer system recycling, 227
computing cluster, 212-214
concentric-ring security, 69
conferencing technology
overview, 135
videoconferencing, 135-136
virtual reality, 136
VolP, 137
Web conferencing, 137-138
confidentiality, 159, 292
confidentiality, integrity, and availability
(Cl1A), 159
connection broker, 202
connectivity, 46, 183
consolidation
80/20 rule, 48-49
economies of scale, 49
funding for, 55
help desk functionality, 51
overview, 47-48
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49-50
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223-224, 286-287
content aggregation, 124
content filtering, 292
content management, 124
Content Management System (CMS), 124
content-filtering firewall, 256
contingency plan, 91, 292
continuity of operations. See business
continuity
Control Objectives for Information and
related Technology (COBIT),
24-25, 292
convergence, 110
cooling requirements, data center, 61,
201, 220-221, 287
COPPA (Children’s Online Privacy
Protection Act), 82-83
cost
full replacement cycle, 233
increases in with complexity, 46-47
of open-source software, 36
of standardization, 31, 33
sunk, as factor in purchase decisions, 47
cost benefit analysis, 92
cost-saving opportunities
anti-malware solutions, 284
automated update/patch management
solutions, 283-284
centralized data center, 282
data center consolidation, 283
green IT practices, 286-287
with groupware, 121, 122
with IAM, 109
overview, 281
resource silo elimination, 281
risk assessment, 285
virtualization, 286

workstation replacement, 285
workstation standardization, 282
COTS (commercial off-the-shelf)
software, 33, 276-277, 292
countermeasure
for common threats, 90-91
data loss prevention, 251
defined, 292
encryption, 252-254
firewalls, 254-256
intrusion detection and prevention,
256-257
malware protection, 250-251
NAT, 257-259
network monitoring, 260
overview, 250
secure application development, 251
Cray Jaguar supercomputer, 209
Cray X-MP supercomputer, 207
credentials, IAM, 96
cross-platform SSO services, 105
cross-realm authentication, 105-106
customization of commercial
software, 37
cutting-edge replacement, 236-237
cutting-edge technology, 293
cyclic replacement, 50, 293
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daemon, 107, 293
DAS (direct attached storage), 153, 294
data
breaches, 66-67, 293
categories, 145-149
disposal of, 73
protection of, 66-67
requirements, identification of, 18
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data center
alternative locations, 60
automation, 61-63
centralized, 61
cooling requirements,
61, 201, 220-221, 287
defined, 293
location and environmental impact,
220-221
planning for centralized, 61
using alternative energy for, 222-223
data center consolidation
additional benefits, 59
implementing desirable redundancy, 60
improved document recovery, 58
improved resource use, 57-58
improved security, 58-59
overview, 56-57, 283
planning the centralized facility, 61
reducing complexity through
virtualization, 59
data classification, 18, 72
data de-duplication, 156-157, 293
data loss prevention (DLP), 251, 293
data mining, 293
data processing, outsourcing of, 78
data removal, 159-161
data storage
with cloud computing, 206
data categories, identifying, 145-149
overview, 143
protecting data, 157-161
redundancy in, 60
storage policy, creating, 149-152
storage requirements, determining,
143-145
storage system design, 152-157
data warehouse, 293
database, 146-147
database rights, 106

DDoS (distributed denial of service),
249, 294
dead zone, 179-181
de-duplication, 156-157, 293
defense in depth, 69
degaussing, 160, 293
deleted items, removing, 150
Demilitarized Zone (DMZ), 254, 255, 293
deployment, 62-63, 243-244
design phase, SDLC model, 164
desirable redundancy, 60
deskside computer system, 209
desktop computing, 208-209, 217-218
desktop
remote, 184, 203, 304
sharing, 138
virtual, 202-203
destruction methods, 160
destruction policy, 160-161
device driver, 240, 241-242, 293
device interaction, 179
device locking, 187
dictionary attack, 97, 293
digital certificate, 293
digital signature, 253, 294
direct attached storage (DAS), 153, 294
directed network attack, 250
directly applied access tokens, 98
directory, 103, 294
directory services, 45
disaster recovery
alternative data center locations for, 60
alternative sites, 268-270
in closed source software, 36
communicating during disaster,
270-271
cost of, 47
data storage protection, 158-159
overview, 262-263
recovery plan, preparing, 264-268
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Disaster Recovery Planning (DRP),
264, 294
discoverability, 172
discovery, 83, 294
discussion board, 133-134
discussion list, 131
disk mirroring, 158
disposal practices, 226-227
distributed computing,
210-211, 216-217, 294
distributed denial of service (DDoS),
249, 294
distributing storage policy, 151-152
DLP (data loss prevention), 251, 293
DMZ (Demilitarized Zone), 254, 255, 293
DNS (Domain Name Service), 182
document management, 124-125
document recovery, 58
Domain Name Service (DNS), 182
draft-mode printing, 286
driver, device, 240, 241-242, 293
DRP (Disaster Recovery Planning),
264, 294
duplex printing, 286
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EAP (Extensible Authentication
Protocol), 103, 295
EC2 (Amazon Elastic Computer
Cloud), 205
economy of scale
as benefit of standardization, 30, 49
with consolidation, 59
defined, 294
Security as a service model, 78
strategies to obtain, 278
efficiency, 30
Electronic and Information Technology
Accessibility Standards, 174

electronic threats. See threat
e-mail

issues related to selection of platform,
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kill pills, 188

overview, 129

phishing, 85

planning use in enterprise, 129-130

protocol, choosing, 130-131

spam, 249, 306

storage requirements, 147-148
embedded system, 18, 294
emulators, 186, 187
encryption

asymmetric, 289

of backup media, 159

defined, 294

in mobile device data, 183

on-device, 187-188

public-key, 303

secret-key, 252, 305

in security policy, 73

in security systems, 67, 68

symmetric, 252, 307

types of, 252-254
ENERGY STAR, 221-222, 287, 294
energy tax credits, 221
enterprise, defined, 9-10, 294
enterprise architect, defined, 295
enterprise architecture certification, 25
enterprise architecture, defined, 295
enterprise architecture framework

defined, 295
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Gartner Enterprise Architecture
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overview, 25
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enterprise planning
defining enterprises, 9-10
defining success, 14
finding best solutions, 10
issues in enterprises, 11-13
overview, 9
preventing failure, 15-16
providing leadership, 10-11
technological connections, 13-14
using maturity models, 15
enterprise-level storage strategies,
153-155
environmental threat, 85
error message, 70, 249
Ethernet, 295
executives
commitment to security policy, 74
lack of support from, 16, 275-276
understanding of security program, 68
expiration, password, 97-98, 99
exploit, 295
extended replacement cycle, 220
Extensible Authentication Protocol
(EAP), 103, 295
Extensible Markup Language (XML), 295
extension of trust, 114
extranet, 182, 295
extreme programming, 170, 295
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facial recognition, 101

factor, 295

failover, 60, 295

farm, 217, 296

fault tolerance, 158, 296

FCIP (Fibre Channel over IP), 154

FEAF (Federal Enterprise Architecture
Framework), 26

feature creep, 165, 168

Federal Educational Rights Protection
Act (FERPA), 82

Federal Enterprise Architecture
Framework (FEAF), 26

Federal Information Processing
Standards, 71

federated authentication, 104

feedback, prototype model, 166

FERPA (Federal Educational Rights
Protection Act), 82

Fibre Channel, 154, 296

Fibre Channel over IP (FCIP), 154

file repository, 145-146, 296

file rights, 106

file versioning, 58, 146, 296

fingerprint test, 100

fire suppression system, 61

firewall, 68, 73, 254-256, 296

firmware, 241, 296
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(FLOPS), 209, 296

font, 286

forum, 133-134, 296

FOSS (free open-source software ),
33-36, 296

framework, enterprise architecture,
25-27, 295

framework-specific certification, 25

free open-source software (FOSS),
33-36, 296

full interruption testing, 267

full replacement, 233-234, 296

functionality, effect of standardization
on, 53-54
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gait identification, 101
Gartner Enterprise Architecture
Framework, 26-27
Gartner Research, 118, 296
general purpose computing on graphics
processing units (GPGPU), 210
geothermal cooling, 221
gigaflop, 209
GLBA (Gramm-Leach-Bliley Act), 82-83
global positioning system (GPS), 296
GPGPU (general purpose computing on
graphics processing units), 210
GPS (global positioning system), 296
GPU (graphical processing unit), 297
Gramm-Leach-Bliley Act (GLBA), 82-83
graphical processing unit (GPU), 224, 297
green IT
alternative energy, 222-223
data center location, 220-221
defined, 297
disposal practices, 226-227
ENERGY STAR certification program,
221-222
energy tax credits, 221
extended replacement cycles, 220
hardware, selecting green, 224-225
overview, 219-220
reducing consumables, 223-224
reducing cost from consumables with,
286-287
settings, configuring green, 225-226
telecommuting, 220
telework, 220
virtualizing hardware, 226
grid computing, 215-216, 297
grid tools, 216
groupware, 120-122, 297
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HAL (hardware abstraction layer),
198, 297
hand geometry identification, 100
hardware
discounts on licenses, 30
disposal practices, 226-227
ENERGY STAR certification,
221-222, 287
extended replacement cycles, 220
failover capability of servers, 60
firewalls, 254
lease or warranty replacements, 161
personally owned equipment, 279-280
platforms, 12-13
power saving options, 225-226
green, selecting, 224-225
as source of complexity, 44-45
tech refresh planning, 199-200
theft of, 66
updating in virtual environments, 200
VPNs, 184
hardware abstraction layer (HAL),
198, 297
hardware update strategy
ad-hoc replacement, 239-240
cutting-edge replacement, 236-237
defined replacement cycles, 232-236
keeping systems until failure, 232
overview, 231-232
surplus technology, relying on, 238
technology as rewards, 238
trickle-down replacement, 237-238
hazardous waste, 227
Health Information Technology for
Economic and Clinical Health
(HITECH) Act, 67, 76
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Health Insurance Portability and
Accountability Act (HIPAA),
46, 82-83
help desk functionality, 51
hidden obsolescence, 50
high-availability cluster, 297
high-performance computing
compute farms, 217
computing clusters, 212-214
defined, 297
desktop, 217-218
grid computing, 215-216
overview, 207
supercomputers, 207-211
visualization clusters, 214-215
volunteer computing, 216-217
HIPAA (Health Insurance Portability and
Accountability Act), 46, 82-83
HITECH (Health Information Technology
for Economic and Clinical Health)
Act, 67, 76
homeostasis, risk, 91
host server, 197
host-based IDS, 256
hosting
client, 203
of groupware, 122
virtual machines (VM), 198-199
hot site, 269, 297
hotfixes, 245
hotspot, 177-178, 191, 297
human threat, 86
Hypertext Transfer Protocol (HTTP),
130-131, 297
hypervisor, 198, 199, 203, 265, 297
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IAM (Identity and Access Management).
See also identification
authenticating users, 102-106
authorizing access, 106-107

creating strategy, 108-109
defined, 298
implementing, 110-112
overview, 95-96
icons, explained, 4-5
identification
access tokens, 98-99
behavioral, 101-102
biometric, 99-101
defined, 297
overview, 96
passwords, 97-98
Identity and Access Management (IAM).
See also identification
authenticating users, 102-106
authorizing access, 106-107
creating strategy, 108-109
defined, 298
implementing, 110-112
overview, 95-96
identity management, 45, 298
IDS (intrusion detection system), 35,
256-257, 299
IEEE 802.11, 298
iFCP (Internet Fibre Channel
Protocol), 154
image-based deployment, 62-63, 244
IMAP (Internet Messaging Access
Protocol), 130-131, 298
implementation phase, SDLC model, 164
incident management, 73
industrial espionage, 86
infected computer, 247
information security planning
layered frameworks, using, 68-70
overview, 65, 67-68
protecting enterprise data, 66-67
security policy, developing, 72-75
security standards, implementing,
70-71
simplicity, 71-72
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viewing as program versus project, 71
workable programs, designing, 68
Information Technology Infrastructure
Library (ITIL), 25, 298
information technology (IT) governance,
24-25, 298
informational token, 98
initiation and planning phase, SDLC
model, 164
input, unsanitized, 249
insourcing, 79
instant messaging (IM), 131-132, 298
instruction detection software (IDS), 35
instruction set, 241
integrity, 159, 298
intellectual property identification, 35
interface, portal, 125
internal IP address, 298
international character set, 35
International Organization for
Standardization (ISO), 298-299
Internet
accessibility technologies, 173
defined, 298
open standards on, 38
sustained connections for groupware,
122
Internet Fibre Channel Protocol (iFCP),
154
Internet Messaging Access Protocol
(IMAP), 130-131, 298
Internet Protocol address. See (IP
Internet Protocol) address
Internet Protocol Security (IPSec),
103, 299
Internet Relay Chat (IRC), 129, 248
Internet Small Computer System
Interface (iSCSI), 154, 299
intranet, 299

intrusion detection system (IDS),
256-257, 299

intrusion prevention system (IPS),
256-257

inventory, 144

IP (Internet Protocol) address,
250, 257-259, 298

IPS (intrusion prevention system),
256-257

[PSec (Internet Protocol Security),
103, 299

IRC (Internet Relay Chat), 129, 248

iris detection, 101

iSCSI (Internet Small Computer System
Interface), 154, 299

ISO (International Organization for
Standardization), 299

ISO/IEC 27000 series, 70

ISO/IEC 38500:2008, 25

IT governance, 24-25, 298

ITIL (Information Technology
Infrastructure Library), 25, 298, 299
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justification of changes, 19
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Kerberos, 103, 105-106, 299
kill pills, 188
Kryder’s Law, 155, 299
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L2TP (Layer 2 Tunneling Protocol), 299
LAN (local area network), 300
laptop
ad-hoc replacement strategy, 239-240
cutting-edge replacement strategy,
236-237
full replacement cycle, 233-234

www.it-ebooks.info

Index 323


http://www.it-ebooks.info/

324

IT Architecture For Dummies

laptop (continued)
LoJack, 188-189
overview, 176
partial/staged replacement cycle,
234-236
trickle-down replacement strategy,
237-238
using technology as employee
rewards, 238
Layer 2 Tunneling Protocol (L2TP), 299
layered framework, 68-70
LCD system, 225
LDAP (Lightweight Directory Access
Protocol), 103, 299
lead architect, 21
leadership, 10-11, 16, 280
leased equipment, 161
legacy system
integrating, 277-278
layered security around, 70
planning for technology end of life, 50
tech refresh, 232
using encryption with SOA, 68
legal mandate. See mandate
liability for loss of mobile devices, 190
licensing, 30, 201, 206
life cycle of technology, 37, 49-50
lighting, 224
Lightweight Directory Access Protocol
(LDAP), 103, 299
limitations, recognition of, 280
line-of-business (LOB) applications, 299
link to master copy, 156-157
load balancing, 60, 198, 300
LOB (line-of-business) applications, 299
local area network (LAN), 300
locking, mobile device, 187
log
files, storage requirements, 148
M, 132
purpose of, 72
regulatory mandates for, 82
reviewing, 63

logical unit number (LUN), 153

Logon permission, 107

LoJack, laptop, 188-189

long-range wireless technology, 177-178
LUN (logical unit number), 153
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mailing list, 131
maintenance phase, SDLC model, 164
malware. See also botnet
defined, 300
electronic threats, 85
overview, 247-248
protection against, 250-251
security policy for, 73
spyware, 248, 306
Trojans, 248
viruses, 248
worms, 248
Managed security services model, 78
mandate
compliance with, 278-279
discovery and retention, 83
generalized, 83-84
identity management, 108-109
increase in complexity from, 46
legal requirements, 82-83
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image based deployment over, 244
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monitoring, 260
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test, 242
network address translation (NAT),
257-259, 300
network attached storage (NAS), 153, 301
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network mapper, 35
network of trust, 113-116
network-based IDS, 256
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n-tier application architecture,
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operational planning, 48, 301
outsourcing

alternative site management, 269-270
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of security, 78-79
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packet-filtering firewall, 255-256
pair programming, 168
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Pareto Principle
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password
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minimum standards for, 99
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user account, 107
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personal digital assistant (PDA), 302
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PKI (public-key infrastructure), 253, 303
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file storage requirements, 152
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overview, 123
personalization, 125
portfolio management, 28
portlet, 123, 302
Post Office Protocol (POP), 130-131, 302
POV-Ray (Point of View ray-tracing)
application, 213
power consumption, 219
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Scrum, 170-171, 305
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prototype, 303
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quality settings, printing, 286
quantitative analysis, 87, 303
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RAD (rapid application development),
169-171, 303
radio-frequency identification (RFID)
proximity cards, 98
RAID (redundant array of independent
disks), 60, 158, 304
rapid application development (RAD),
169-171, 303
RCRA (Resource Conservation and
Recovery Act), 221
reactionary replacement strategy,
239-240
Really Simple Syndication (RSS),
139-140, 303
real-time collaboration, 120
recovery plan
developing scenarios, 264-265
overview, 264
testing, 267
updating, 267-268
virtualization strategies, 265-267

recovery point objective (RPO), 263, 303

recovery time objective (RTO),
263-264, 304
recycling, 226-227
Red Hat Network (RHN), 284
redesign challenges
compliance, 278-279
hardware replacement, 278
lack of executive support, 275-276
legacy systems, integrating, 277-278
opposition to change, 276
overview, 275-280
personally owned equipment, 279-280

platform standardization, 276-277
recognition of limitations, 280
resource silos, eliminating, 277
separate revenue streams, 279
redundancy, 18, 47, 60, 304
redundant array of independent disks
(RAID), 60, 158, 304
registration, software, 240
regulatory mandate. See mandate
Rehabilitation Act of 1973 (Section 508),
83,174
reliance on technology, 31-32
Remember icon, 4
remote access policy, 190
remote desktop, 184, 203, 304
removable media, 144
render grid, 216
replacement, hardware
ad-hoc, 239-240
cutting-edge, 236-237
cyclic, 50
defined cycles for, 232-236
extended cycles, 220
overview, 231-232
surplus technology, relying on, 238
technology as rewards, 238
trickle-down, 237-238
upon failure of system, 232
replacement, warranty, 161
repository, file, 145-146
requirements analysis and definition
phase, SDLC model, 164
resource, integration of existing, 18
resource allocation, 249
Resource Conservation and Recovery
Act (RCRA), 221
resource silo
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eliminating, 57, 277, 281
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impact, determining, 88-89
overview, 87-88
probability, determining, 88
results, using to find vulnerabilities, 285
risk matrix, 89
tool in security policy approvement, 74
risk avoidance, 304
risk homeostasis, 91, 305
risk management
addressing risk, 89-92
assessing risk, 87-89
defined, 305
threats, identifying, 84-86
vulnerabilities, identifying, 86-87
risk matrix, 89
risk mitigation, 92, 305
risk transference, 305
roles, 20-23
root access, 13
RPO (recovery point objective), 263, 303
RSS (Really Simple Syndication),
139-140, 303
RTO (recovery time objective),
263-264, 304
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SaaS (Software as a Service) model, 122
SAN (storage area network), 153-155, 306
Sarbanes-Oxley Act (S0X), 82

scale, economy of. See economy of scale
scale of need, 32

SCCM (System Center Configuration
Manager), 283
scenario, 264-265
schema, 111
Scrum programming, 170-171, 305
SDLC (Software Development Life Cycle),
164-168, 306
search, portal, 125
search engine, 182
secret-key encryption, 252, 305
Section 508 of Rehabilitation Act of 1973,
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secure application development, 251
Secure Sockets Layer (SSL),
183-184, 253, 305
security. See also information security
planning
application development, 251
backup and recovery, 159
ClAs, 159
of cloud computing, 205
in community-created code, 35
consolidation, improving with, 58-59
data loss prevention, 251
defined, 305
diversity as factor in, 55
in embedded systems, 18
encryption, 252-254
firewalls, 254-256
1AM, 109
identifying data users, 18
intrusion detection and prevention,
256-257
malware protection, 250-251
mandates, 46
mobile device, 187-188
NAT, 257-259
network monitoring, 260
overview, 247
reducing complexity in identity
management, 45
remote desktops, 184
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SaaS providers, 122
threats, identifying, 247-250
wireless transmission systems, 179, 180
Security as a service model, 78
security policy, 72-75
security standards, 70-71
security update, 245, 251
security utilities, FOSS, 35
self-serve recovery, 58
self-service mechanism for password
resets, 112
sensitive data
in e-mail, 130
encryption of, 252
improved security with
consolidation, 58
layered security around, 70
limitations in offshoring, 23
multiple firewall protection for, 254
server
ad-hoc replacement strategy, 239-240
cutting-edge replacement strategy,
236-237
data center consolidation, 283
failover capability, 60
five-year replacement cycle for, 236
full replacement cycle, 233-234
load balancing, 60
partial/staged replacement cycle,
234-236
proxy, 60
security policy for installations, 73
TFTP, 196
trickle-down replacement strategy,
237-238
updating, 231
VDI, 202-203
virtualization of, 59, 149-152, 197-201

service, 305
service pack, 245
service rights, 107
service set identifier (SSID), 305
service-oriented architecture (SOA), 68,
111, 172-173, 305
shared account, 109
SharePoint Unified Logging Service (ULS)
logs, 148
sharing
desktop, 138
of resources, 57-58
Shibboleth standards, 103
Short Message Service (SMS), 132, 306
shutdown permission, 107
signature identification, 102
Simple Mail Transfer Protocol (SMTP), 306
Simple Object Access Protocol (SOAP), 306
simulation testing, 267
single sign-on (8S0), 104-105, 123-124
site survey, 179-180
skill concentration, 51-52
smartphone
device locking, 187
familiarity with, 186
kill pills, 188
laptop LoJack, 188-189
on-device encryption, 187-188
overview, 186
planning ahead, 186-187
SMS (Short Message Service), 132, 306
SMTP (Simple Mail Transfer Protocol), 306
snapshot, copying, 62
SOA (service-oriented architecture), 68,
111, 172-173, 305
SOAP (Simple Object Access Protocol), 306
social engineering, 73, 97, 306
social media, 73, 116-120, 132-135
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software. See also anti-malware software;
application development; closed
source software; open source
software
authorized, 73
cost compared to complexity, 47
development, 45-46, 78
firewalls, 254
fixing vulnerabilities in, 62
groupware, 120-122
image-based deployment, 62-63
incompatibility due to
standardization, 54
licenses, 30
malware, 247-249
patch management, 62
platforms, 12-13
registration issues with component
upgrades, 240
settings, configuring green, 225-226
tech refresh planning, 199-200
updates, 62, 200, 242-245
virtualization, 203-204
VPNs, 184
software architect, 21-22
Software as a Service (SaaS) model, 122
Software Development Life Cycle (SDLC),
164-168, 306
solar energy, 223, 287
solid-state drive (SSD), 225
source code, 33
SOX (Sarbanes-Oxley Act), 82
spam, 249, 306
spiral model, 167-168, 306
spoofing, IP address, 250
spyware, 248, 306
SSD (solid-state drive), 225
SSID (service set identifier), 305
SSL (Secure Sockets Layer), 183-184, 305

SSO (single sign-on), 104-105, 123-124
stack, single-vendor product, 30
staged replacement, 234-236, 306
Stallion visualization cluster, Texas
Advanced Computing Center,
214-215
standard base deployment strategy, 243
standardization. See also platform
standardization
in closed source software, 37
cyclic replacement of technology, 233
for data center automation, 62
decreased productivity, 54
and desire for bleeding edge
technology, 278
incompatibility with existing
applications, 54
of open-source software, 36
overview, 53-56
of platforms, 12-13
preparing for opposition, 55-56
reduced functionality, 53-54
requirement for image-based
deployment, 62
risk of technology monoculture, 55
standards
authentication, 102-103
cloud computing, 205
defined, 306
defining technical, 18-19
open, 38-39, 301
security, 70-71
Startup permission, 107
stateful packet filtering, 256, 306
stateless packet filtering, 255-256, 306
stipend for mobile device use, 279-280
storage area network (SAN),
153-155, 306
storage configuration, 152-153
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storage grid, 215-216, 306

storage policy, 149-152

storage survey, 144, 307

strategic planning, 48, 307

streaming media, 140, 307

strength, password, 97-98

subnet, 307

sub-system update, 240-242

supercomputer, 207-211, 307

superuser access, 13

supervisor access, 13

support skill alignment, 52

surplus technology, relying on, 238

survey, storage, 144

Switched Fabric topology, 154

symmetric encryption, 252, 307

synched media files, 150, 151

synchronous communication,
127-128, 307

System Center Configuration Manager
(SCCM), 283

system memory, upgrading, 240-241

Systems Development Life Cycle (SDLC).
See Software Development Life Cycle

(SDLC)

Systems Security Engineering Capability

Maturity Model, 70
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tablet, 176-177

tactical planning, 48, 307

tasks, 17-19

tax credit, energy, 221

TCP/IP (Transmission Control Protocol/
Internet Protocol), 307

team creation, 114

tech refresh, 199-200, 231, 285, 307

technical standards, defining, 18-19

Technical Stuff icon, 5

technology. See also specific types of
technology
collaborative, 76
effect of change on connected, 13-14
life cycle of, 37, 49-50
monoculture, 55, 307
reviewing for IAM strategy, 108
as rewards strategy, 238
using to support security, 75-79
technology architect, 21
technology stack, 44, 308
telecommuting, 220, 308
teleworking, 220, 308
terrorism, virtual, 136
test network, 242
testing phase, SDLC model, 164
tethering, 308
text messaging, 132, 308
TFTP (Trivial File Transport Protocol)
server, 196
Thawte, 254
theft of hardware, 66
thick client, 202, 308
thin client, 202, 308
threat
application vulnerabilities, 249
countermeasures for, 90-91, 250
defined, 308
directed network attacks, 250
electronic, 85
human, 86
malware, 247-249
mitigation, 92
natural or environmental, 85
overview, 84-85, 247
prioritizing, 89-90
reducing impact of, 91
reducing probability of, 90-91
risk assessment, 87-89
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TOGAF (Open Group Architecture
Framework), 26

token, access, 98-99, 289

topology, 154

Toxic Substances Control Act (TSCA), 221

training, employee, 75, 117

transference strategy, 89

Transmission Control Protocol/Internet
Protocol (TCP/IP), 307

transparency, 206

trickle-down replacement, 237-238, 308

Trivial File Transport Protocol (TFTP)
server, 196

Trojan, 248, 256, 308

trust, network of, 113-116

TSCA (Toxic Substances Control Act), 221
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ULS (SharePoint Unified Logging Service)
logs, 148
unsanitized input, 249
update
automated management, 283-284
disaster recovery plan, 267-268
management of, 62
security software, 251
update strategy. See also hardware
update strategy
overview, 231
software updates, 242-245
sub-system updates, 240-242
upgrades, software, 37, 38
USB fingerprint biometric reader, 100
user account, 107, 109, 112
user feedback, prototype model, 166

oo

VDI (virtual desktop infrastructure)
server, 202-203
vendor, virtualization, 198
vendor-specific certification, 25
vendor-specific protocol, 130
versioning, file, 58, 124-125, 146
video card upgrade, 240-241
videoconferencing, 135-136, 309
virtual desktop, 202-203
virtual desktop infrastructure (VDI)
server, 202-203
virtual machine, 197, 198-199, 309
virtual private network (VPN),
183-184, 309
virtual reality, 136
virtual server, 149
virtual terrorism, 136
virtualization
applications, 203-204
cloud computing, 204-206
and cost saving, 286
defined, 309
in disaster recovery planning, 265-267
of hardware for environmental
reasons, 226
overview, 195-197
reducing complexity through, 59
servers, 197-201
update deployment strategies, 244
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virtualization host, 309
virtualized application, 309
virtualized desktop, 309
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volunteer computing, 216-217
VPN (virtual private network),
183-184, 309
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in applications, 249
defined, 310
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using risk assessment to find, 285
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wake-on-LAN functionality, 226
walkthrough testing, 267
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wardriving, 189
warm site, 269, 310
Warning icon, 5
warranty replacement, 161
waste disposal, 73
water consumption, 220
water cooling, 287
water microturbine power
generation, 223
waterfall model, 165, 310
Web conferencing, 137-138, 310
Web feed, 139
Web service, 310
Web Services Description Language
(WSDL), 310
Web site
accessibility technologies, 173
Chief Information Officers Council, 26
community sites, 132-135
containing warnings about software
flaws, 249
point of contact, 270-271
social networking, 117-119
wiki, 134
webinar, 138, 310
wide area network (WAN), 310

Wi-Fi (Wireless Fidelity), 179, 185, 310
Wi-Fi Protected Access (WPA/WPA2),
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WiMAX (Worldwide Interoperability for
Microwave Access), 177
wind turbine power generation, 223, 287
Windows Server Update Services
(WSUS), 283-284
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wireless transmission, 177-178, 183, 189
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ad-hoc replacement strategy, 239-240
cutting-edge replacement strategy,
236-237
full replacement cycle, 233-234
high-performance computing cycle,
217-218
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234-236
replacement, 285
security policy for installations, 73
standardization, 282
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237-238
updating, 231
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Worldwide Interoperability for
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WPA/WPA2 (Wi-Fi Protected Access), 183
WSUS (Windows Server Update
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www.it-ebooks.info


http://www.it-ebooks.info/

Index 33 5

o X o o/ o

X.500 suite, 102 Zachman Framework, 26
XML (Extensible Markup Language), 295  zero-day threat, 311
zettaflop, 209

www.it-ebooks.info


http://www.it-ebooks.info/

33 6 IT Architecture For Dummies

www.it-ebooks.info


http://www.it-ebooks.info/

Apple & Macs

iPad For Dummies
978-0-470-58027-1

iPhone For Dummies,
4th Edition
978-0-470-87870-5

MacBook For Dummies, 3rd
Edition
978-0-470-76918-8

Mac 0S X Snow Leopard For
Dummies
978-0-470-43543-4

Business

Bookkeeping For Dummies
978-0-7645-9848-7

Job Interviews

For Dummies,

3rd Edition
978-0-470-17748-8

Resumes For Dummies,
5th Edition
978-0-470-08037-5

Starting an

Online Business
For Dummies,

6th Edition
978-0-470-60210-2

Stock Investing
For Dummies,

3rd Edition
978-0-470-40114-9

Successful

Time Management
For Dummies
978-0-470-29034-7

Computer Hardware

BlackBerry

For Dummies,

4th Edition
978-0-470-60700-8

Computers For Seniors
For Dummies,

2nd Edition
978-0-470-53483-0

PCs For Dummies,
Windows
7 Edition
978-0-470-46542-4

Laptops For Dummies,
4th Edition
978-0-470-57829-2

Cooking & Entertaining

Cooking Basics
For Dummies,

3rd Edition
978-0-7645-7206-7

Wine For Dummies,
4th Edition
978-0-470-04579-4

Diet & Nutrition

Dieting For Dummies,
2nd Edition
978-0-7645-4149-0

Nutrition For Dummies,
4th Edition
978-0-471-79868-2

Weight Training
For Dummies,

3rd Edition
978-0-471-76845-6

Digital Photography

Digital SLR Cameras &
Photography For Dummies,
3rd Edition
978-0-470-46606-3

Photoshop Elements 8
For Dummies
978-0-470-52967-6

Gardening

Gardening Basics
For Dummies
978-0-470-03749-2

Organic Gardening
For Dummies,

2nd Edition
978-0-470-43067-5

Green/Sustainable

Raising Chickens
For Dummies
978-0-470-46544-8

Green Cleaning
For Dummies
978-0-470-39106-8

Health

Diabetes For Dummies,
3rd Edition
978-0-470-27086-8

Food Allergies
For Dummies
978-0-470-09584-3

Living Gluten-Free
For Dummies,

2nd Edition
978-0-470-58589-4

Hobbies/General

Chess For Dummies,
2nd Edition
978-0-7645-8404-6

Drawing

Cartoons & Comics
For Dummies
978-0-470-42683-8

Knitting For Dummies,
2nd Edition
978-0-470-28747-7

Organizing
For Dummies
978-0-7645-5300-4

Su Doku For Dummies
978-0-470-01892-7

Home Improvement

Home Maintenance
For Dummies,

2nd Edition
978-0-470-43063-7

Home Theater

For Dummies,

3rd Edition
978-0-470-41189-6

Living the

Country Lifestyle
All-in-One

For Dummies
978-0-470-43061-3

Solar Power Your Home
For Dummies,

2nd Edition
978-0-470-59678-4

............

o
S Invest!
- D '[_ E_h'nlrl‘ﬂl _[_Eu,_] . D i-'. i‘"\-;'!,:'"'i [E:--E

Job Interviews

Knitting
- DE_I:...-‘LF'{IE- %]

Raising Chickens

DUMMIES

-,

P s,

A Fefaegn fpe e o LW 00T

Available wherever books are sold. For more information or to order direct: U.S. customers visit www.dummies.com or call 1-877-762-2974.
U.K. customers visit www.wileyeurope.com or call (0] 1243 843291. Canadian customers visit www.wiley.ca or call 1-800-567-4797.

www.it-ebooks.info


http://www.it-ebooks.info/

Internet

Blogging For Dummies,
3rd Edition
978-0-470-61996-4

eBay For Dummies,
6th Edition
978-0-470-49741-8

Facebook For Dummies,

3rd Edition
978-0-470-87804-0

Web Marketing
For Dummies,

2nd Edition
978-0-470-37181-7

WordPress

For Dummies,

3rd Edition
978-0-470-59274-8

Language & Foreign
Language

French For Dummies
978-0-7645-5193-2

Italian Phrases
For Dummies
978-0-7645-7203-6

Spanish For Dummies,
2nd Edition
978-0-470-87855-2

Spanish

For Dummies,
Audio Set
978-0-470-09585-0

Math & Science

Algebra |

For Dummies,

2nd Edition
978-0-470-55964-2

Biology For Dummies,
2nd Edition
978-0-470-59875-7

Calculus For Dummies
978-0-7645-2498-1

Chemistry For Dummies
978-0-7645-5430-8

Microsoft Office

Excel 2010 For Dummies
978-0-470-48953-6

Office 2010 All-in-One
For Dummies
978-0-470-49748-7

Office 2010 For Dummies,

Book + DVD Bundle
978-0-470-62698-6

Word 2010 For Dummies
978-0-470-48772-3

Music

Guitar For Dummies,
2nd Edition
978-0-7645-9904-0

iPod & iTunes For
Dummies, 8th Edition
978-0-470-87871-2

Piano Exercises
For Dummies
978-0-470-38765-8

Parenting & Education

Sports

Parenting For Dummies,
2nd Edition
978-0-7645-5418-6

Type 1 Diabetes
For Dummies
978-0-470-17811-9

Pets

Cats For Dummies,
2nd Edition
978-0-7645-5275-5

Dog Training For Dummies,

3rd Edition
978-0-470-60029-0

Puppies For Dummies,
2nd Edition
978-0-470-03717-1

Religion & Inspiration

The Bible For Dummies
978-0-7645-5296-0

Catholicism For Dummies

978-0-7645-5391-2

Women in the Bible
For Dummies
978-0-7645-8475-6

Self-Help & Relationship

Anger Management
For Dummies
978-0-470-03715-7

Overcoming Anxiety
For Dummies,

2nd Edition
978-0-470-57441-6

Baseball

For Dummies,

3rd Edition
978-0-7645-7537-2

Basketball

For Dummies,

2nd Edition
978-0-7645-5248-9

Golf For Dummies,
3rd Edition
978-0-471-76871-5

Web Development

Web Design
All-in-One

For Dummies
978-0-470-41796-6

Web Sites
Do-It-Yourself

For Dummies,

2nd Edition
978-0-470-56520-9

Windows 7

Windows 7
For Dummies
978-0-470-49743-2

Windows 7

For Dummies,
Book + DVD Bundle
978-0-470-52398-8

Windows 7 All-in-One

For Dummies
978-0-470-48763-1

‘Making Everything Easier!”

Available wherever books are sold. For more information or to order direct: U.S. customers visit www.dummies.com or call 1-877-762-2974.

Making Everything Easier”

Microsoft’

Office 2010

ALL-IN-ONE

Making Everything Easier!™

IN FULL COLOR!

Edward C. Baig
Bob “Dr. Mac” LeVitus.

U.K. customers visit www.wileyeurope.com or call (0] 1243 843291. Canadian customers visit www.wiley.ca or call 1-800-567-4797.
www.it-ebooks.info


http://www.it-ebooks.info/

Wherever you are
in Life, Dummies
makes It easler:

From fashion to Facebooke,
wine to Windowse, and everything in between,
Dummies makes it easier.

Visit us at Dummies.com

www.it-ebooks.info


http://www.it-ebooks.info/

Dummies products
make life easler!

DIY « Consumer Electronics «
Crafts «Software « Cookware
Hobbies ¢ Videos « Music ¢
Games-+and More!

For more information, go to
Dummies.com® and search
the store by category.

=

Drip Irrigation Kit

Q Electric Guitar -
DU&MMIEJ Starter Pack 3

DL MMIE]
= windows F;
- TransTer |

W FORM .
s DUMMIES
Making everything easier!”

www.it-ebooks.info


http://www.it-ebooks.info/

With more than 200 million books in print and over 1,600 unique
titles, Dummies is a global leader in how-to information. Now
you can get the same great Dummies information in an App.With
topics such as Wine, Spanish, Digital Photography, Certification,
and more, you'll have instant access to the topics you need to
know in a format you can trust.

To get information on all our Dummies apps, visit the following:
www.Dummies.com/go/mobile from your computer.

www.Dummies.com/go/iphone/apps from your phone.

www.it-ebooks.info


http://www.it-ebooks.info/

Enterprise Applications/General

Get a handle on enterprise
architecture and develop

a strategy for success “¥\Open the book and find:
An enterprise network is a complex creature. This book *Tasks, roles, and tools of IT

breaks it down into simpler bites. You'll understand the architecture

parts, what they mean to your company, how to make « Risk and compliance issues for
technology match your business goals, and how to create management

an enterprise culture.Then you'll get help with long-term

planning, managing security, and getting the most from
your technology. * Identity and access management
strategies

*Tips for reducing complexity

* Know the game and the players — understand enterprise
components, the management roles involved, and the impact
of platform selection

« Effective communication methods

* How to plan for the mobile

* What IT can do — learn to align technology with organizational enterprise

goals and explore regulatory compliance and risk management

. *When green is profitable
practices

* What to consider when planning

* Who you are — examine the fundamental aspects of identity ez el e e

management and how to develop an enterprise culture

* Nuts and bolts — look at the elements of a distributed network,
its resources, and how to establish long-term operational
strategies

e Increase technology’s value — through virtualization, high-
performance computing, Green IT strategies, and other practices

* Keep your guard up — create effective disaster recovery solutions
and develop a sound game plan against the ever-changing threats
to interconnected systems

Go to Dummies.come®
for videos, step-by-step examples,
how-to articles, or to shop!

For Dummies®
A Branded Imprint of

$WILEY

$34.99 US / $41.99 CN / £24.99 UK

Kalani Kirk Hausman is a specialist in enterprise architecture, security, ISBN 978-0-470-55423-4
53499

information assurance, business continuity, and regulatory compliance.
Susan L. Cook is a Senior IT Policy and Security Programs Administrator “N

and a former compliance auditor. Both are employed by Texas A&M
University.

Q7804701554234



http://www.it-ebooks.info/

	IT Architecture For Dummies
	About the Authors
	Dedication
	Authors’ Acknowledgments
	Contents at a Glance
	Table of Contents
	Introduction
	About This Book
	Conventions Used in This Book
	What You’re Not to Read
	Foolish Assumptions
	How This Book Is Organized
	Icons Used in This Book
	Where to Go from Here

	Part I: Developing the Architecture
	Chapter 1: Planning for Enterprise Realignment
	Defining an Enterprise
	Finding the Best Solution
	Providing Leadership
	In the Traditional Enterprise, Everything May Be Independent
	In the Modern Enterprise, Everything Is Connected
	Defining Success
	Using Maturity Models
	Preventing Failure

	Chapter 2: Exploring Tasks, Roles, and Tools
	Examining Common Enterprise Architecture Tasks
	Knowing the Roles of Enterprise Architecture
	Using the Right Tool for the Right Job

	Chapter 3: Pondering Platform Pros and Cons
	Standardizing Your Platform — or Not
	Making the Hard Software Choice: Open Source or Closed Source
	Working with Open Standards
	Looking Past Specifications to Business Needs


	Part II: Defining the Role of IT Architecture
	Chapter 4: Reducing Complexity through Standardization and Consolidation
	Recognizing Complexity in the Enterprise
	Planning for Consolidation
	Addressing Concerns about Standardization
	Consolidating the Data Center
	Automating the Data Center

	Chapter 5: Planning Enterprise Information Security
	Protecting Enterprise Data
	Creating a Security Plan
	Developing a Security Policy
	Using Technology to Support Security Operations

	Chapter 6: Complying with Mandates and Managing Risk
	Keeping Your Company Compliant
	Planning to Manage Risk
	Addressing Risk


	Part III: Creating an Enterprise Culture
	Chapter 7: Developing Identity and Access Management Strategies
	Introducing Identity and Access Management (IAM)
	Identifying Users
	Authenticating Users
	Authorizing Access
	Creating an Identity Management Strategy
	Implementing an Identity Management Solution

	Chapter 8: Developing a Network Culture through Collaboration Solutions
	Establishing Networks of Trust
	Developing Network Culture through Social Media
	Employing Groupware
	Working with Enterprise Portals

	Chapter 9: Reviewing Communication Methods
	Identifying Classes of Communication
	Messaging
	Community Sites
	Conferencing
	Broadcast Communications


	Part IV: Developing an Extended Network Enterprise
	Chapter 10: Managing Data Storage
	Determining Storage Requirements
	Identifying Important Data Categories
	Creating a Storage Policy
	Designing a Storage System
	Protecting Stored Data

	Chapter 11: Managing Application Development
	Exploring the Software Development Life Cycle
	Rapid Application Development Strategies
	Designing Application Architecture
	Including Accessibility

	Chapter 12: Planning for the Mobile Enterprise
	Introducing Mobile Computing
	Exploring Mobile Computing in the Enterprise
	Going Mobile beyond the Enterprise
	Planning for SmartPhone Computing
	Defining Mobile Access Policy


	Part V: Obtaining Value beyond the Basic Enterprise
	Chapter 13: Virtualizing Enterprise Systems
	Getting the Scoop on Virtualization Technology
	Virtualizing Servers
	Virtualizing Workstations
	Virtualizing Applications
	Cloud Computing

	Chapter 14: Facilitating High-Performance Computing
	Supercomputers Rule the World
	Everyday High-Performance Computing
	Desktop High-Performance Computing

	Chapter 15: Enabling Green IT
	Practicing Green Technology
	Considering Alternative Energy
	Reducing Consumables
	Selecting Green Hardware
	Configuring Green Settings
	Virtualizing Hardware
	Ensuring Green Disposal


	Part VI: Protecting the Enterprise
	Chapter 16: Planning Technology Updates
	Reviewing Hardware Update Strategies
	Planning for Sub-System Updates
	Planning Software Updates

	Chapter 17: Planning Security Strategies
	Identifying Threats to the Enterprise
	Selecting Appropriate Countermeasures

	Chapter 18: Planning Business Continuity and Disaster Recovery
	Defining Business Continuity and Disaster Recovery
	Keeping Your Business in Business: Continuity Planning
	Preparing a Recovery Plan
	Using Alternative Sites
	Communicating During a Disaster


	Part VII: The Part of Tens
	Chapter 19: Ten Challenges for Redesigning an Existing Enterprise
	Dealing with Lack of Executive Support
	Handling Opposition to Change
	Deciding on a Platform: Open Source versus Closed Source/Commercial Off-the-Shelf
	Eliminating Resource Silos
	Integrating Legacy Systems
	When Change Doesn’t Happen Fast Enough
	Maintaining Compliance throughout the Process
	Dealing with Separate Revenue Streams
	Supporting Personally Owned Equipment
	Know Your Limits

	Chapter 20: Ten “Low-Hanging Fruit” Opportunities
	Eliminate Resource Silos
	Standardize the Workstation Environment
	Create a Centralized Data Center
	Consolidate Resources Already Within the Data Center
	Implement Automated Update/Patch Management Solutions
	Implement Enterprise-Level Anti-Malware Solutions
	Use Risk Assessment Results to Find Easily Fixed Vulnerabilities
	Schedule Workstation Replacement
	Implement Virtualization
	Reduce Cost from Consumables by Implementing Green IT Practices


	Glossary
	Index



IT Architecture




